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Editor's note: Information on the internationaldrug trade and reference
to speciflc cases in this article are based largely on the author's extensive
personal experience and research on counter-narcoticspolicies of the U.S.
and other governments.
In March 1996, the United States decertified Colombia. This step resulted from
a decision made by the Clinton administration on the status and extent of
Colombian cooperation with the United States and others in combating illegal
drug trafficking. The certification process is required annually by Chapter 8
of the Foreign Assistance Act of 1961, as amended. In particular, Congress
requires the administration to determine the degree to which major drug producing and transit countries are taking serious steps to cooperate with U.S.
and international efforts to stop illegal drugs at their source or in transit to the
major international markets in Europe or the United States. In part, the act
reads:
International narcotics trafficking poses an unparalleled transnational threat in today's world, and its suppression is among the
most important foreign policy objectives of the United States.
In Section 490 of the act, Congress requires the administration to consider
the extent to which major drug producing and transit countries have met the
goals and objectives of the 1988 UN Convention on Psychotropic Drugs. The
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administration must also consider if countries have accomplished the goals of
any bilateral agreements with the United States and are taking measures on
their own to prevent or punish public corruption, "especially by government
officials, that facilitates the production, processing, or shipment of narcotic
and psychotropic drugs and other controlled substances, or that discourages
the investigation or prosecution of such acts." If, in the determination by the
president, a country does not meets these standards, the act requires him to
decertify a country and report his finding to Congress.
Decertification carries with it certain required sanctions, such as suspension of most forms of U.S. assistance, and optional trade sanctions in addition
to the stigma attached to being classified as a
pariah state when it comes to dealing with drug
Criminal g angs production and trafficking. Until recently, most
countries decertified-such as Syria, Iran, Burnow operate with ma and Afghanistan-were considered hopeless
a powe r and cases by other standards, not just drugs. In 1994,
however, Nigeria joined the list, and Colombia
ruthlessnes,S that was added in March 1996.
In the case of Colombia, one of the central
were unthinkSable
reasons for decertification was the extent of drug
just a few 'ears trafficking cartels' influence on the political proago. cess in Colombia, touching on the integrity of
the presidency and the Congress. Whatever else
may have been true about Colombia's counterdrug efforts, abiding questions about-and overwhelming evidence of- cartel penetration of the highest levels of government
made decertification a virtual certainty. Since those questions remain and have
intensified, it is unlikely that Colombia will again be certified until major political changes are made that restore a measure of confidence in the integrity
of those key institutions.
Leaving aside the issue of drugs themselves, a telling point emerges from
the realities of the Colombian case. This case reveals the extent to which criminal organizations are able to penetrate governments and suborn the political
process for their illegal and illegitimate ends within countries, and the degree
to which such actions can have far broader implications for relations between
countries. It is a cautionary tale about the domestic influence of major criminal gangs, and it is a foreshadowing on a broader scale of evil imminent.
The Colombian situation is only the latest in a growing string of revelations
about the power and influence of criminal gangs within and among countries.
In a number of countries, criminal gangs now operate with a power and ruthlessness that were unthinkable just a few years ago. They openly threaten the
political process, and, in some cases, undermine the efficacy of the government itself. Italy, Nigeria, Russia and the former states of the Soviet Union,
South China and Mexico are only a few of the countries or regions in which
major criminal organizations now operate in defiance of political authority or,
as a result of corruption, with its complicity.
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In addition, international financial networks are increasingly in the service,
wittingly or not, of these same criminal organizations. Criminals are using the
borderless world of electronic cash transactions and liberal or lax banking
regulations to launder billions of illegal dollars and to defraud businesses,
banks, individuals and governments. These resources are also used to corrupt
and intimidate individuals and governments that try to fight back. Countries
individually, and the international community collectively, are poorly positioned and woefully unprepared to cope with the extent and nature of the
challenge to political order and competent government being raised by these
organizations. Moreover, many political leaders and scholars of international
relations do not yet recognize the nature or extent of the problem or the threat.
Accustomed to thinking in terms of national actors and of criminals as bit
players on a local stage, international relations theory has not caught up with
reality. Paradigms of international relations have yet to adjust to the reality
that such nonstate actors as criminal organizations can, in fact, be major determinants of political patterns and outcomes within states and in international affairs. Some question whether there is even such a phenomenon as
organized crime, much less whether it should be taken into consideration.
Similarly, many political leaders share this attitude or see the problem as a
low-level law enforcement issue that does not require sustained policy attention. Yet, Mexico, Russia and most of the countries of the Caribbean and Latin
America have described criminal organizations as a major, if not the major,
threat to their national security. Italy is struggling to maintain the integrity of
its political institutions in the face of direct criminal challenge. Some Chinese
officials acknowledge privately that South China is virtually beyond their control because of the operations of criminal gangs. Many other countries, such
as Nigeria, Taiwan or the Seychelles, have simply reached accommodations
with criminal groups, either turning a blind eye to their activities or providing them the cover of national sovereignty. The United States, many members
of the European Community and international donors such as the World Bank
and the IMP are increasingly faced with the political, economic and social
consequences of worldwide criminal activity, particularly corruption and subversion. In order to understand just how such a threat can, in fact, exist, and
that it must be dealt with both conceptually and practically, it is necessary to
understand the context in which this threat now operates.
Challenges to Governability
This is a bad time for government. In many parts of the world, government
has failed, is failing, or has overreached its limits and capabilities. In significant stretches of the globe, governments are either waging war on their citizens, are fighting to survive assaults from their citizens, or have become a
mere faction among competing forces claiming the right to govern all or part
of disputed national territory.
This trend is not only evidenced in the case of organized crime-signs of it
are everywhere. Few countries in the developing world are free of significant
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internal upheavals from religious, ethnic or political rivals who often use force
to effect change, either of government or in national territory. Many countries
have dissolved into vicious civil war or employ programs of ethnic cleansing.
Many more face festering internal problems and poor economic performance
that government seems unable to address. Corruption, malfeasance, incompetence or simple bloody-mindedness weakens governments already overwhelmed or fumbling in the face of economic, political and social problems.
In many countries, the major qualification for public office appears to be a
Swiss bank account for looted public funds, while infrastructure is declining,
education is poor, economies are stagnating, and health is deteriorating, often
in the wake of returning diseases once thought virtually eliminated.
The list of troubles is extensive, as is the number of countries affected, and
it is not confined solely to the Third World: Lebanon, Liberia, Angola, Afghanistan, Yugoslavia and Somalia have effectively ceased being countries.
Zaire appears to be on the same track. Whether Haiti joins this list remains a
question. Much of Sub-Saharan Africa- including South Africa-India, Sri Lanka, Russia, Cambodia, Iraq, Sudan, Colombia, Mexico, Algeria and Israel, for
different reasons, face major opposition or insurgent movements or dangerous political transitions that threaten peace and order. Canada, normally
thought of as stable, is roiled by a powerful separatist movement that threatens to dismember the country and call into question its rationale.
In Burundi, Rwanda, and the Sudan, governments are waging near genocidal war against unwelcome ethnic or religious groups. Slavery is making a
comeback in some of these areas. In Iraq and too many other countries, government is maintained by brutish force and a level of candid violence against
the citizenry that clouds the very meaning of government. Many of these situations have gone on for years and show few signs of amelioration. As a
result, the death lists have grown exponentially and refugee populations,
whether within countries or in exile, have mushroomed to include tens of
millions. By some estimates, as much as 2 percent of the population of SubSaharan Africa alone lives in refugee camps or in exile communities at the
mercy of foreign hosts or the charity of international donors. In addition, poor
economic conditions in many parts of the world, often the result of government bungling, have set many more people on the road to exile.
War and carnage are not new on the international stage. Civil war, exiles
escaping tyranny, and refugee problems have an ancient lineage. Chaos is
hardly an infrequent visitor in history. What, then, about the litany of the
world's woes limned above is unique or an occasion for anything more than
the usual anguish over folly and mayhem? The main difference lies in the fact
that the present violence runs counter to expectation and to the prospect for
political order and economic integration.
Three major themes have dominated history in the last few centuries: First,
despite the violence and upheaval, the general trend of the last 300 years has
been towards the steady grouping of peoples into large political unions of
sovereign states governed by reasonably recognizable institutions and forms.
Indeed, much of that history is marked by the rise of so-called nation-states
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and of an international order based on the interactions of those states. Second,
the trend also has been toward greater international economic integration based
on free trade. Third, there has been a growing formalization of rules of conduct governing state and interstate behavior. The result has been the near
universal triumph of the nation-state as a form of organization for people.
The nation-state has become the defining characteristic of this century. Its triumph is also a triumph of government over those peoples.
This was not a peaceful evolution, but it created a semblance of international order painfully worked out on the principle of sovereign nation-states
as the embodiment of political organization. That order underwrites a wide
range of activities, not the least of which are rules governing interstate conflict and an increasingly globally integrated economic system that depends to no small degree
upon the local and regional order that nation- The result was not
states once implied and enforced. The expectation created by this trend is for greater so much the
integration and order. To a considerable degree, creation of a host
economic development and prosperity are deof new countries
pendent upon political order and stability.
For many areas of the world today, the trend, but an explosion
in fact, is for the steady unraveling of many
putative sovereign nation-states and the erosion of weak or
of the idea that such states are the proper orga- incompetent
nizing principle for the world's people. Unfortunately, many of these new countries were not governments
adept at self-government and incorporated ethnic or religious groups that have resisted inte-

over much of the

gration or have actively sought separation. Many globe.
more lacked the resources to maintain true selfgoverning institutions, while others were so riven by disputes over who should govern and on what terms, that no functioning
government ever emerged. The result was not so much the creation of a host
of new countries but an explosion of weak or incompetent governments over
much of the globe. In addition, in recent years, the trend to create nationstates, that dominated much of the recent past, now operates to dissolve those
states. This process is a direct challenge not only to the survival of those states
but to government as well.
As Walker Connor has noted, while the notion of a state representative of
a homogeneous "nation" of racially and culturally identical people has been
the ideal, most countries today are not nations in this sense. They are, rather,
heterogeneous collections of people crowded together uncomfortably in shared
geographic space under terminological niceties. Thus, many nation-states are
not nations. Further, many groups-and the number is growing-incorporated into these nations are distinct minorities with their own developing selfawareness. One of the central elements of that self-awareness is the fact that
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they lack a nation of their own. Many "nations" do not have their own state,
but they want one. Hence the difficulty.
In many cases, the only way to acquire one's own nation is to destroy someone else's. This commonly involves violence. Governments tend to resist their
own destruction, while opponents are often unwilling to settle for less. A resort to arms is the common answer for resolving the difference. In the modem
context, governments and their challengers can now call upon a variety of
sources for arms, advice and support to sustain
them. They are thus better able, or at least believe that they are, to achieve their goals through
Some

goverrnments and
many of their
rivals have

armed conflict. Since this results in violence, and

resorted to
al activities

governments or their challengers from achieving ultimate success. In such a process, a nation
is neither created nor destroyed but all are involved in a protracted limbo of conflict without
result and conflict resolution without peace.
The cumulative result of these various ele-

crimin
to finance their
efforts, to
und erwrite their

econ omies or to
sus tain armed
forces.

often an assortment of human rights violations,
some form of intervention by the international

community soon follows. Often this does not end

the violence, but it can prolong it by preventing

ments discussed above is the story of failed and
failing governments covering much of the globe.
Even in cases where failure is not manifest,
many countries have only the appurtenances of
government and little of the reality. In all these
cases, countries lack the resources to enforce
their own laws, provide security to their citizens,
sustain healthy economies or maintain their own

sovereignty. In many cases, they are sustained, often poorly, on international
handouts or by the presence of international peacekeeping forces whose real
role is to provide the needed local elements the government lacks-a sort of
internationalized imperialism. In this environment, some governments and
many of their rivals have resorted to criminal activities to finance their efforts,
to underwrite their economies or to sustain armed forces. It is in this environment that the threat from criminal organizations must be understood in order
to get a true sense of what the threat from these organizations is, why it pervades and what it means.
Enter International Organized Crime
As with many of the problems besetting nations and the international community, the threat from crime is hardly new. Nor is organized crime, even
with global connections, a recent phenomenon. What is new is the profitability of criminal activities in a world in which governments are weak and opportunities for crime have grown exponentially. In this environment, the ability
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of criminal organizations to challenge the sovereignty of individual states has
become a reality.
Organized crime differs from other types of crime in that it is organized.
While this is a tautology, this fact, nevertheless, is a critical aspect in understanding the phenomenon. To phrase it another way, it is criminal activity
that benefits from organization. What are the benefits? There are seven major
ones. First, organization permits continuous operations over time, which means
a sustained cash flow. Second, it permits diversification of activities, not only
in the sense of different types of operations but also a multiplicity of similar
operations, thus building in redundancy so that no single blow is fatal to the
life of the business. Third, it permits diffusion of risk. Fourth, it gives flexibility and allows the organization to survive, learn from, and correct mistakes.
Fifth, it provides a planning facility to adjust to market changes and to seek
better ways to maximize profits. Sixth, it provides a coherent mechanism for
enforcing discipline and safeguarding operations. Seventh, it provides a struchare that can grow with time, enlarging on operations and increasing profits.
The organizational structure can and does vary widely. It can be vertically
integrated, like the Colombian cartels, or very diffuse, like the Asian Triads.
Such organizations can be largely locally based, as are many Russian groups
or the Bloods and Crips in the United States; or they can have an international
reach, such as the Italian Mafia, Asian Triads, Nigerian groups, Colombian
Cartels and increasingly the Mexican Mafia.
While these organizations can vary widely in structure and area of expertise, they share a number of features. They are generally ethnically based, a
fact that they exploit to help maximize the security of their operations and as
a mechanism to spread their activities by working through expatriate communities. They are business operations whose principal purpose is to maximize
profits. They tend to specialize in illegal activities-although they mix them
with legitimate ones-because they tend to be more profitable than legal efforts. They are ruthless and violence-prone, although the more sophisticated
operations tend to use violence as a last resort, preferring bribery and intimidation. They exist in a hostile environment in that, operating outside the law,
their operations are targets for law enforcement and competitors. They tend
to grow in size and evolve in sophistication over time as they learn from mistakes and profit from their operations. And, finally, they exploit legitimate
business and banking environments to disguise their activities and launder
their profits.
This brief snapshot does not demonstrate, however, why such organizations are or can be a threat to governments on a scale warranting anything
more than passing attention. To understand this, it is necessary to look briefly
at the operations-and profitability-of these groups which make them such
powerful actors, and then to set them in the context of failed or failing states
as discussed above.
There are two critical features of criminal enterprise groups that makes
them powerful and dangerous. The first is profitability-the money they control. The second is their ruthlessness. Being without conscience or constraint,
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they are formidable opponents once they pass beyond a certain size in relation to the controlling environment. To get a handle on the money at the disposal of criminal organizations, consider the profitability of the cocaine
enterprise of the major Colombian cartels. Since the cartels do not file financial statements or declare their incomes, what follows are necessarily "ball
park" figures, but they give a reasonable indication of orders of magnitude.
Cocaine begins as an agricultural product. It begins as a leaf on a bush. As
such, it is a perennial plant that can be harvested up to four times a year.
Virtually all the world's coca is grown in three Andean countries: Colombia,
Bolivia and Peru. Current estimates put the size of coca cultivation at around
200,000 hectares or over 500,000 acres. Most of the coca is grown by peasant
farmers in remote areas where access is difficult
One hectare of coca, on average, produces about two metric tons of leaf
annually. Farmers process the raw leaf into coca paste. Two metric tons of
coca yield roughly 15 kilograms of paste, for which the farmer, depending on
market conditions, will receive roughly $60 to $150 per kilogram, or about
$900 to $2,250. The next step is the conversion of the paste into cocaine base,
which is generally done close to the areas of cultivation by local entrepreneurs who have bought the paste from farmers. The above mentioned 15 kg
of paste will yield about 5 kg of base.' Each kilogram of base is worth roughly
$900. Thus, the first middleman in the cocaine cycle will earn about $4,500 for
each hectare's output that he buys, 75 percent of which will be profit. Base is
only a way station on the road to pure cocaine. The conversion rate, however,
is virtually one to one, so that 5 kg of base yields 5 kg of cocaine with a purity
of between 80 percent and 90 percent.
Most of the laboratory facilities for producing pure cocaine are located in
Colombia, although, more recently, lab facilities are showing up in Brazil, Peru
and Bolivia. Many of these facilities are now owned by locals or Mexican
organizations, whereas formerly this stage of production was almost totally
controlled by Colombian groups. A pure kilogram of cocaine is worth, wholesale, approximately $15,000 in the United States and $75,000 in Europe. Thus,
the original hectare of coca will yield between $75,000 and $375,000 wholesale, of which roughly three-quarters is profit. The producing areas of the
Andes have a potential output of approximately 1,000 tons of cocaine per
year. Allowing for wastage, crop failure and inefficiencies, the actual production is probably closer to 750 metric tons. Of this, roughly 250 tons are lost to
law enforcement or accident Of the remaining 500 metric tons, roughly 350
supply the U.S. market and 100 tons to 125 tons go to Europe, with perhaps as
much as 25 tons to 50 tons held in reserve.
While these figures are very approximate, what they mean is that the potential wholesale value of cocaine is roughly $10 billion annually. The net
return, after overhead costs are deducted, is around $8 billion. The retail value may be five or six times this, or around $50 billion annually in the United
States alone. No one knows how much of the profits from retail sales go to the
Colombian cartels, but if only 3 percent is returned, that is an additional $1.5
billion dollars to the major criminal enterprises engaged in producing and
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marketing cocaine. This does not include annual returns on investments, stock
holdings, real estate and holdings in legitimate business. Interest returns on
investments over the past 10 years may yield as much as another $2 billion.
The potential earnings of the cartels, then, is in the neighborhood of $11 billion to $12 billion annually.2
In perspective, this represents more than 50 percent of the total revenues of
Colombia ($16 billion), Bolivia ($3.7 billion), and Peru ($2 billion) combined.
Excluding Puerto Rico and Cuba, cartel revenues
are roughly twice that of all the countries and
dependencies in the Caribbean combined. Car- Bottomless
tel earnings are two-thirds of the GDP of Bolivia, with none of the overhead. The earnings are pockets mean
greater than Colombia's national debt It is not that the cartels
surprising that the cartels were bold enough in
the late 1980s to offer to pay off Colombia's debt can move their
if the government would leave them alone. The
sum is about three-quarters of the total U.S. fed-

operations at will

eral counter-drug budget for both domestic and to evade local
international programs.
What these financial resources mean, when enforcement and
linked to utter ruthlessness in purpose and no to seek venues
moral or legal constraints, is that the cartels are
regional superpowers with immense resources. that are more
amicable, where
They can outspend any individual jurisdiction.
They can afford the best talent-whether accountants, computer specialists, extortionists or mur- enforcement is
derers-and the newest in equipment and lax, inadequate
technologies. They do not have to worry about
legal niceties, national frontiers, human rights or pliable.
watch groups, environmental regulations, popular opinion or the thousand encumbrances that
impede governments. Their resources are employed to bribe government officials, hire thugs to intimidate those that cannot be bought, and kill those than
cannot be intimidated. The bottomless pockets mean that the cartels can move
and shift their operations at will to evade local enforcement and to seek venues that are more amicable, where enforcement is lax, inadequate or pliable.
As in Colombia, they can use their resources to influence the highest levels of
government and to sway public opinion, as they did in 1992 in buying enough
public support to influence the rewriting of the Colombian constitution to
outlaw extradition-the one great fear that the cartels had. The cartels could
buy Colombian justice, but they were afraid of U.S. jurisdiction.
This resource base has also enabled the Colombian cartels to internationalize their business. They now operate globally. They have struck working relationships with other major criminal organizations-such as the Italian Mafia,
Mexican criminal groups, the Chinese Triads, and various Russian and Eastern European groups. They operate highly sophisticated international money-
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management networks that enable them to move large quantities of cash and
launder billions in illegal receipts. Recently, they have begun to diversify their
operations, moving into the production of heroin that they plan to market to
their cocaine clientele. And, the Colombians are only one of several such international criminal organizations.
Other major groups have similar resource bases. Some, like the Chinese
Triads, engage in a wide range of illegal activities from drug production and
alien smuggling to extortion and international prostitution. While the figures
are approximate, international organized crime generates some $500 billion to
$1 trillion annually, money that goes to fund more criminal activity. In many
areas of the world, where economic growth is stagnant or negative, the scale
of resources can be a powerful incentive to find accommodation with illegal
activity and the groups that engage in it Corruption, intimidation and outright violence are employed when "good" business sense fails. The result,
especially in an environment of failed and failing states, is to give major criminal organizations the scope to grow and escape local controls and limitations.
It is the ability of criminal groups to internationalize their operations; to dispose of immense financial resources; and to use whatever means of violence,
bribery or intimidation necessary to promote their activities in a world increasingly without frontiers.
Integrity at Risk
Whether the problem is drug trafficking or illegal aliens, the world's most
powerful nation-with an economy around $7 trillion dollars and immense
resources in manpower, technical ability, institutional sophistication, legal
maturity and commitment- cannot prevent the daily violation of its sovereignty and the integrity of its frontiers from criminal organizations. In some
parts of the United States, as recent congressional hearings have shown, government cannot adequately protect its own citizens from the depredations of
foreign-based drug lords who menace isolated ranchers and farmers. More
dangerously, the government is now itself suspect because of its seeming impotence. In some quarters of public opinion, a large percentage of the population seriously believes that the only explanation for the failure to take effective
action against drug traffickers is a deliberate plan by the government to sell
drugs as a way of debilitating a segment of society.
In some cities, no-go zones exist where the law seldom, if ever, reaches.
Beyond local neighborhoods, criminal organizations routinely exploit trade
networks and financial systems to move illegal drugs or launder money and
authorities are unable to prevent it At best, they disrupt a small fraction of
the overall activity. The United States, which could forge an international coalition to expel Saddam Hussein from Kuwait, cannot put together an effective international effort to seriously disrupt the operations of major criminal
gangs.
The reasons for the United States' inability to eliminate drug trafficking
and dismantle the organizations that engage in it are complex and varied.
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However, the difficulties encountered by the United States in policing its own
borders, protecting the integrity of its institutions from criminal exploitation
and providing for the domestic security of its citizens despite all the resources
it can bring to bear are testimony to the power and abilities of major international criminal organizations to defy or evade the best efforts of government.
These difficulties are also a cautionary tale about the threat from these same
organizations to countries far poorer equipped and committed to the cause
than the United States.
The threat from these organizations is a threat to the sovereignty of individual countries, and in some cases to their survival. This is true not because
these organizations have deliberate designs to destroy sovereignty or target
individual states for extinction, but because of
the consequences that their operations have for
sovereignty. In this sense, the threat is a byCriminal gangs

product of their activities. For sovereignty to be

ctively seek out

meaningful, the ability of a particular national
entity claiming sovereign rights to be the only
source of authority empowered to enforce laws
and independently exercise the powers of government within a specified territory. Sovereignty
means self-government. It means the ability to
exercise legitimate authority, protect national

which local law
enforcement is

territory from foreign encroachment, enforce

incompetent or

environments in

simply

and administer law and ensure domestic har-

mony. The activities of international criminal or-

under-staffed.

ganizations abridge these powers, in some cases

to the point of threatening the survival of states.
The threat comes in many forms, both direct and indirect. The direct threat
comes from the ability of major criminal gangs overtly to challenge governments, either through violence, intimidation or corruption. The most visible
form of this challenge comes as public violence directed at leading officials or
others who challenge the activities of the gangs. As Colombia and Italy demonstrate, criminal gangs have been willing to wage near-open civil warfare
against the main institutions of government to block efforts to enforce law
and end illegal activities. Assassination, kidnapping and terror bombings have
been widely used. In addition, the cartels in Colombia and Peru have forged
strategic alliances with insurgent organizations to protect their activities with
military cover. A similar pattern may be emerging in Mexico where corruption and violence are spreading. Criminal organizations prefer, however, to
be more subtle in their measures for incapacitating government or other opponents. The favored tactic is bribery.
With immense financial resources at their disposal, the major criminal organizations have considerable ability to suborn public officials charged with
enforcing the law against them. The criminal purpose is not to subvert government per se but to protect illegal enterprise from unwanted interference.
Since the main threat to this enterprise is government, it is the target for ef-
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forts to incapacitate its normal functions. This results in efforts to corrupt the
legitimate institutions of government and to bias their functions on the behalf
of illegitimate ends.
In some countries, corruption is so pervasive in some arms of government
that police and military officials actively protect criminal enterprises against
other elements of the government. In less picturesque situations, key officials
charged with enforcing the law simply look the other way or deliberately
bungle or compromise investigations and trials. In some cases, national political leaders, legislators and heads of state are in the pay of criminal gangs when they are not business partners or criminal leaders themselves-and use
their offices to pass laws or suppress law enforcement to facilitate criminal
enterprise. Criminal enterprise, however, threatens integrity and sovereignty
in more indirect ways.
One of the most common means criminal organizations use to evade law
and defy governments is simply exploitation of the very systems that they
rely upon to sustain legitimate enterprise. In other words, they aggressively
exploit legal financial networks and trading systems to hide their activities.
They rely on the natural inefficiencies of governments in investigating and
detecting illegal activities masquerading as, or concealed within, legal abovethe-board trade or financial transactions.
Criminal gangs actively seek out environments in which local law enforcement is simply incompetent or under-staffed. Law enforcement does not have
to be corrupt to be compromised. They also seek out situations where there is
no law enforcement. Given the length of U.S. borders, for example, vast areas
are simply uncontrolled. If they are controlled, for instance, at points of entry,
the volume of traffic crossing the border is so great that effectively monitoring the flow is impossible. Of the millions of containers entering the United
States every year, U.S. customs has the ability to investigate only about 2 percent of the total. Virtually none of outgoing containers are examined. Of the
more than 400 million visitors crossing the borders annually by plane, train,
boat and automobile, only a tiny fraction are or can be stopped. A similar
situation prevails in Europe and virtually every other country involved in
international trade or financial transactions.
In addition, the size and complexity of international financial networks largely put them beyond supervision. As a result, governments are perpetually at
a disadvantage in trying to control money laundering or financial crime. Free
trade and banking without borders are essential to modern economics, but
they are also havens for the unscrupulous, and resources do not exist to cover
all the possibilities. Thus, in many cases, governments simply lack the means
or the institutional flexibility to deal with supple criminal organizations.
The cumulative effect of these realities on the proper function of government is another, more subtle way that criminal activities undermine the integrity of governments and thus national sovereignty. This effect is the result of
the progressive discrediting of public institutions and of the basic public trust
that must underlie the proper functioning of government. Corruption distorts
the legitimate function of legal authority and puts its legitimacy in question.
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By biasing public affairs on behalf of one individual or group based on the
ability to buy favors, corruption subverts the purposes of government and it
makes fools out of anyone who follows the rules.
Organized crime involves the systematic use of corruption and thus subverts government's very purpose, and by doing so encourages a climate of
lawlessness. It can also distort the economic process, undermining legitimate
business and non-criminal enterprise. As Italy depressingly illustrates, organized criminal corruption encourages cynicism about government itself. It
discredits in the public mind the institutions of self-government. For Russia,
struggling with the ideas of democracy and free markets, it calls into question
public commitment to the very effort to democratize. Indications suggest a
considerable proportion of the public, aware of
the extensive activities of criminal gangs in
Russia, believe that these activities are simply
Free trade and
the true nature of capitalism. The public increasingly resents the exploitation of public resourc- banking without
es by uncontrollable criminal gangs. This climate
borders are
of opinion may ultimately lead to hostility toward democratic institutions that seem incapa- essential to
ble of providing adequate protection from
modern
criminal activities.
Criminal activities can also lead, as in Co- economics, but
lombia, to major international problems. As the
issue of decertification illustrates, the activities they are also
of criminal gangs can undermine relations be- havens for the
tween states. Today, U.S. relations with Columbia, Bolivia and Peru, and increasingly with unscrupulous.
Mexico, are framed by concerns about and the
activities of criminal organizations. In extreme
circumstances, it can mean that confidence in the integrity of key institutions
is so compromised that the country is branded a pariah.
Thus, criminal organizations can weaken states through direct assault or
undermine the rationale upon which government depends. In either case,
government is incapacitated or is forced to surrender elements of its sovereignty to nonstate actors.
While the United States is in no danger of succumbing to this threat, the
same cannot be said for other less-capable polities. Already, the activities of
criminal organizations have seriously affected the political stability and the
integrity of government in such major countries as Russia, Mexico, Italy, Colombia and Nigeria. Many other countries simply lack the will or the resources to take any meaningful actions against major criminal gangs. Corruption,
intimidation or sheer incapacity have immobilized countless more. Greed is
also a factor. Offshore banking havens in developing countries have become a
boom business for many countries with depressed or emerging economies.
Government and business leaders have simply winked at-when they have
not actually encouraged-the proliferation of shell corporations and "brass-
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plate" banking to facilitate money laundering. Even in vibrant economies in
Asia, the Middle East, Africa, Latin America and Europe, there is often a willingness to look the other way, not to ask inconvenient questions about the
sources of money flowing into the country or not to examine too closely the
activities that generate the money.
As a consequence, criminal organizations in many parts of the world have
grown in size and power. They have been able to internationalize their operations and in doing so have succeeded in putting themselves beyond the capacity of any individual country to destroy them, or even seriously affect their
operations. Effective responses are only possible through bilateral or multinational efforts, and, for many of the reasons noted above, many of these are
stillborn. Differences in perception of the problem, conflicts in legal systems
and the effects of corruption or incapacity are the rule and compromise the
efficacy of combined or individual operations. What this means is that major
international criminal organizations are now able to operate on a scale unimagined just a few years ago. They have the capacity to evade law enforcement in many areas and to subvert it in others. Criminal organizations are
now significant international actors with the ability to compromise the integrity and sovereignty of individual states, a fact that neither public policy nor
conceptual theory has caught up with. The prospects for the future are bleak.
Rising to the Challenge
While the situation is disheartening, it is too serious to ignore. Neither the
United States nor other members of the international community can afford to
ignore the situation or to wash their hands of it The international community
must develop timely and effective responses to protect the integrity of government itself and to prevent the criminalization of much of the world's financial processes and the subversion of many of its members. There are a
number of things that can and should be done.
Many of the ideas and approaches needed to respond are already in place.
International efforts to criminalize money laundering, improve detection and
monitoring capabilities, strengthen legal systems, improve law enforcement
capabilities of individual countries, share intelligence and coordinate international enforcement operations are important components of an effective response that is already underway. It is not a question of what as much as of
how much. Current efforts are simply too fragmented and episodic to be effective. There is no adequate international framework for developing coherent, sustained, and comprehensive responses to the range of activities of major
criminal organizations. There is no uniform agreement on how to respond,
and awareness of the problem or willingness to deal with it is similarly fragmented.
One of the necessary elements in devising a more comprehensive approach
is U.S. leadership to promote an international convention on international organized crime. While the United States has taken a number of unilateral efforts to deal with the problem, the scale and diversity of international criminal
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enterprise is beyond the capacity of any one country. Similarly, U.S. efforts to
devise tailored bilateral arrangements are simply inadequate to the threat.
Multilateral efforts are essential, but they require a common frame of reference and general agreement on principles. Efforts by the G-7 countries to develop common guidelines for financial controls are an important step in this
direction, but they still lack general acceptance. Disparities in legal frameworks and poor institutional capabilities in many countries effectively abrogate meaningful counter-measures. Without a framework agreement that makes
standards uniform and binding, criminal organizations will be able to evade
piecemeal efforts and localized responses.
Several key elements must be incorporated into such a framework to give
it the best chances of success. First, an agreement must incorporate existing
efforts under G-7 Financial Action Task Force guidelines to criminalize money laundering internationally, strengthen bank
supervision of and reporting on financial transactions and end bank secrecy regimes that pro- The scale and
tect illegal activities. Second, it must make
stopping corruption a central component of in- diversity of
ternational efforts to combat crime. This can be international
accomplished in many areas of the world by
conditioning international assistance, from coun- criminal
tries and international lending institutions, on
enterprise is
effective anti-corruption programs. Third, it
must include extradition agreements that will beyond the
close safe havens. Fourth, it should include
capacity of any
transparency laws that make corporate bribery
illegal and that restrict the ability of countries one country.
to facilitate the creation of shell companies and
brass-plate banks without adequate documentation. Fifth, it should include measures to penalize countries that fail to comply. Sixth, it should incorporate model legislation on asset forfeiture and asset
sharing that will help confiscate illegal assets. Finally, it must, as with the
1988 U.N. Convention of Psychotropic Drugs, encourage efforts to share law
enforcement and intelligence information, bring local laws into conformity
with international practice, strengthen law enforcement capabilities, provide
for adequate judicial systems and encourage an environment of cooperation.
While these measures in a comprehensive international agreement will not,
in themselves, eliminate international organized crime, without such measures
responses will continue to be piecemeal and inadequate. Given the growing
power and influence of criminal organizations, failure to enact such measures
is to invite further assaults on the sovereignty of individual countries and
their ability to protect the integrity of their frontiers and institutions.
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Notes
1.

2.

Base is a highly concentrated form of coca-derived alkaloid-representing the abovementioned 2 metric tons of leaf-but is only a stopping point on the road to cocaine
hydrochloride.
Estimating the income for cocaine is a very inexact science. Patrick Clawson and Rens
Lee, in a recent book, The Andean Cocaine Industry (NY: St. Martin's Press, 1996, pp.21),
summarize various estimates, generally coming up with a figure about one-third of
the estimate offered here, or between $3 billion to $4 billion, but ranging up to $8
billion. One of the estimates they cite, however, grossly over-estimates the overhead
costs in producing and shipping a kilogram of cocaine to the United States and it
does not take adequate account of higher returns for shipments to Europe. It also
under estimates the size of cocaine shipments overall by as much as 75 percent. The
numbers used here are extrapolations based on recent estimates of returns of production per hectare, allowing for wastage, seizures, market fluctuations and overhead.
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