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Abstract 

 International relations theories emphasize the importance of power in the 

world system and the role that technological innovation can play in reshaping 

power structures and modifying the importance of geography. In the Information 

Age, networks of power are defined as networks of communication. Cyberspace 

is the quintessential modern communication network; it is a critical part of the 

information revolution that has changed the way people and institutions interact 

and shaped the way we share ideas and information. The study of rules and norms 

for cooperation and conflict in cyberspace is still unfolding, and there is much 

work to be done to understand how this impacts modern society. Cyber warfare is 

a relatively new area of study, and there are many serious efforts under way to 

understand this new domain and the threats to it, particularly how older 

techniques of attack can be adapted to fit new technology.  

 The driving issue for this research is how traditional warfare can help us 

understand cyber warfare. The two main research questions seek to define and 

explain blockades in cyberspace and understand the conditions under which they 

occur. The primary hypothesis is that cyber blockades are a modern form of 

blockade operations that are employed because they offer specific advantages 

with regards to vulnerabilities, goals, and alternative options. 

 This research employed a qualitative methodology to develop a typology 

and preliminary theory of blockades in cyberspace. First, historical analysis 

techniques traced the evolution of blockade operations in different domains, 

which formed the basis for defining blockades in cyberspace and positing a 
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preliminary theory. Second, case study analysis of the cyber attacks on Estonia in 

2007 and Georgia in 2008 used the two closest examples of cyber warfare to test 

and refine the definition of cyber blockades and the preliminary theory. 

 The results of this research indicate that cyber blockades are attacks on the 

cyber infrastructure or systems that prevent a state or territory from accessing 

cyberspace. The goal of cyber blockades is to prevent the transmission of data 

beyond geographical boundaries through the manipulation, control, or dominance 

of cyberspace and its associated technologies. Actors use cyber blockades as tools 

of international relations because they are an effective, low-cost method of 

controlling an adversary’s access to modern networks of power and can be 

conducted in a way that is advantageous to the perpetrator’s anonymity or 

plausible deniability. In addition, there are very few alternative courses of action 

that achieve the same results. 
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Chapter 1: Networks of Power in the Information Society   

Background and Problem Statement  

The Information Age of the twenty-first century is distinguished by the 

proliferation of networks of power that transmit information in a variety of forms 

and have the effect of defining and decentralizing power relationships. The 

instantaneous transmission of information through vast geographic space has 

made our current global economic system possible, as it has the operations of 

modern governments, militaries, and social organizations. Their capabilities hinge 

on the accessibility of cyberspace to all participants. To be absent from these 

networks of information is to be absent from power.1 

Cyberspace is defined as “a physical domain resulting from the creation of 

information systems and networks that enable electronic interactions to take 

place.”2 Cyberspace supports a wide range of activities throughout the 

information infrastructure of society and government institutions and creates a 

distinct new environment. The domain of cyberspace and its terrain are almost 

entirely man-made for the purpose of creation, transmittal, and use of 

information.3 Human activity in this environment requires conscious direction and 

employment of energy, and nothing will happen in the environment without 

human initiative. As a result of its man-made characteristics, the environment for 

                                                           
1
 Manuel Castells, Communication Power  (New York: Oxford University Press, 2009). 

2
  Gregory J. Rattray, Strategic Warfare in Cyberspace  (Cambridge, MA: MIT Press, 2001); For a 

list of some of the many definitions of cyberspace, see Table 2-1 "Definitions of Cyberspace" in 
Daniel T. Kuehl, "From Cyberspace to Cyberpower: Defining the Problem," in Cyberpower and 

National Security, ed. Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz (Washignton, DC: 
National Defense University Press and Potomac Books Inc., 2009), 26-27. 
3
  Rattray, Strategic Warfare in Cyberspace. 
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cyber warfare is more mutable than other domains, while actions that corrupt, 

disrupt, or destroy the components of digital information networks have the 

potential to change the landscape of cyberspace.4 

Cyber attacks and cyber warfare have received significant attention in 

recent years because of the threat they pose to security in both the public and 

private sectors. Cyber attacks are happening on regular basis: major institutions in 

the United States and around the world are being targeted for information on 

diplomatic, security, and financial affairs.5 Just a few decades ago, attacks on 

cyberspace would have been mere inconveniences, but because of the nation’s 

ever-expanding dependency on cyberspace, isolation, corruption, or elimination 

of access to cyberspace could bring life as we know it to a halt. Given the reliance 

on cyberspace, it “has arguably become a center of gravity not just for military 

operations, but for all aspects of national activity, to include economic operations, 

diplomatic, and other transactions.”6 Part of the devastation of the September 11, 

2001 attacks on the World Trade Center was that al-Qaeda attempted to destroy a 

hub of international commercial activity, which was linked to global markets via 

cyberspace. Opponents of advanced capitalism or modern societies can seek to 

attack arenas where time is a crucial element of commerce. 

Only rarely would cyber attacks result in deaths, but they could disrupt 

vital services that would damage productivity, economic growth, and national 

                                                           
4
  ibid., 65. 

5
  Stewart Baker and Shaun Waterman, "In the Crossfire: Critical Infrastructure in the Age of 

Cyber War," McAfee, http://resources.mcafee.com/content/NACIPReport. 
6
 Benjamin S. Lambeth, "Airpower, Spacepower, and Cyberpower," in Toward a Theory of 

Cyberpower, ed. Charles D. Lutes and Peter L. Hays (Washington, DC: National Defense University 
Press, 2011), 166. 
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security. In 2008, estimated losses to industry due to intellectual property and 

theft in cyberspace ranged as high as $1 trillion.7 

There are four important components of information infrastructure: 

physical facilities and hardware equipment, software and standards; information 

resources; and people. There are also three major types of attack in cyberspace: 

mechanical attacks (i.e., bombing of command-and-control centers), 

electromagnetic attacks (i.e., electromagnetic pulses), and digital attacks (i.e., 

intrusion of systems and networks).8  

Cyber attacks can be either tactical or strategic.9 Most cyber security 

research focuses on the tactical threats – attacks on individuals or small groups, 

hackers, and corporate or government espionage. Yet, because cyberspace is the 

primary medium for communication of a range of types of data in the global 

international system, there remains the potential for strategic cyber attacks. 

Strategic threats in cyberspace include the ability of an actor to deny use of 

cyberspace to another actor. Any actor who can control another’s access to 

cyberspace can seriously damage the second actor’s economy, military readiness, 

social organizations, and political legitimacy. The longer access can be denied or 

controlled, the more damage can be rendered.10 

                                                           
7
 Jason Andress, Steve Winterfeld, and Russ Rogers, Cyber Warfare: Techniques, Tactics and Tools 

for Security Practitioners  (Boston: Syngress/Elsevier, 2011). 8. 
8
 Rattray, Strategic Warfare in Cyberspace: 17-32. 

9
  Clausewitz defines tactics as the use of armed forces in engagements, and strategy as the use 

of engagements for the objective of war, according to William C. Martel, Victory in War: 

Foundations of Modern Strategy  (New York: Cambridge University Press, 2011). 37. For a 
lengthier discussion of the evolution of the definitions of strategy and tactics, see ibid. For a 
discussion of strategy and tactics in cyberspace, see James A. Lewis, "Thresholds for Cyber War," 
(Center for Strategic and International Studies, 2010). 
10

 The damage inflicted by cyber attacks is difficult to quantify because it involves lost economic 
productivity, degraded political and military capabilities, and psychological effects, such as fear. 
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Despite being a “world wide web” of interconnectedness, countries and 

regions can still be excluded or cut off from the web without the rest of the world 

experiencing a marked reduction in capabilities.11 Some countries have 

experienced degradation of Internet and cyberspace access due to accidental 

damage of the critical physical infrastructure that supports it: in 2008, three 

undersea fiber-optic cables were accidentally damaged, resulting in disruption of 

Internet access to parts of the Middle East and Asia. During this time, Egypt 

temporarily lost approximately 55 percent of its Internet access.12 Other countries 

have lost cyber access to major institutions, such as banks and government 

offices, due to cyber attacks. In April 2009, ten fiber-optic cables were cut in 

California, all located within easy access of manhole covers. In several cases, the 

back-up cables that ran next to the primary cables were also cut, resulting in tens 

of thousands of citizens unable to access land and mobile telephone services, 

including emergency response services, police, and hospitals.13 

Estonia and Georgia experienced debilitating cyber attacks in 2007 and 

2008, respectively, which took down key government and financial websites. At 

least one country has chosen to “turn off” its connection to the world wide web in 

                                                                                                                                                               
Experts have estimated that a five-day shutdown of the Internet in Egypt cost approximately $18 
million per day. Experts also estimate that serious cyber attacks (not complete shutdowns) cost 
approximately $6.3 million per day. See Mathew J. Schwartz, "Egypt Takes $90 Million Hit From 
Internet Blackout,"  Information Week (February 3, 2011), 
http://www.informationweek.com/news/security/management/229201128; Baker and 
Waterman, "In the Crossfire: Critical Infrastructure in the Age of Cyber War". 
11

 Because the Internet is a “web,” by definition it creates multiple pathways between and 
among nodes. One of the key strengths of the web is that it is designed to have inherent 
redundancies and alternative pathways to transmit information. 
12

 Bobbie Johnson, "Faulty cable blacks out internet for millions," The Guardian, January 30, 
2008. "Third Internet Cable Cut in the Middle East," Associated Press, February 1, 2008.  
13

 Andress, Winterfeld, and Rogers, Cyber Warfare: Techniques, Tactics and Tools for Security 

Practitioners: 133. 
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order to preserve the integrity of the internal, domestic web when under attack: in 

response to cyber attacks on its system, Estonia turned off its connection to 

external cyber networks in 2007. Others states, such as Iran, China, Burma, 

Egypt, and Syria, have restricted cyber communication during periods of domestic 

turbulence. These actions can have serious implications. According to the 

Organization for Economic Cooperation and Development, the Egyptian economy 

lost an estimated $18 million per day, for a total of $90 million over five days, 

when the Mubarak regime shut down access to the Internet in an effort to quell 

domestic unrest in January 2011.14 

All of this suggests that the Internet, or cyberspace, can be “turned off” or 

rendered inaccessible intentionally and unintentionally by actors who are internal 

or external to the country.15 The idea that cyberspace can be shut down 

intentionally, by a range of actors, poses a serious threat to all who rely on 

cyberspace for essential activities. An act that would have such deleterious 

consequences for both the public and private sectors merits serious study of the 

conditions under which something like this could be possible and how it might be 

prevented. 

The purpose of the investigation is to understand how these types of 

attacks could shut down, close off, or otherwise render cyberspace useless for an 

                                                           
14

 Schwartz, "Egypt Takes $90 Million Hit From Internet Blackout". 
15

 The Internet is a part of cyberspace. The Internet is “a collective noun for thousands of smaller 
networks, run by corporations, governments, universities and private businesses, all stitched 
together to form one (mostly) seamless, global, ‘internetworked’ whole. In theory, the internet is 
meant to be widely distributed and heavily resilient, with many possible routes between any two 
destinations. In practice, a combination of economics and geography means that much of its 
infrastructure is concentrated in a comparatively small number of places.” See "Mapping the 
tubes," The Economist, June 23, 2012. 
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entire country or region or the world. What if access to cyberspace could be 

denied at will? What would be the implications of this? The goals of this research 

are to develop an understanding of what a cyber blockade is, when it might be 

used, and how it might affect the security of states and other actors, and the 

implications for scholarship and policy. 

Definition of Key Terms 

 Before moving forward, it is useful to define several key terms for this 

research project.16 As mentioned above, cyberspace is “a physical domain 

resulting from the creation of information systems and networks that enable 

electronic interactions to take place.”17 US Deputy Secretary of Defense Gordon 

England defined it as “a global domain within the information environment 

consisting of the interdependent network of information technology 

infrastructures, including the Internet, telecommunications networks, computer 

systems, and embedded processors and controllers.”18 Cyber warfare involves 

deliberate and destructive activities that take place within cyberspace, including 

mechanical, electromagnetic, and digital attacks. At the time of writing, no state 

had published clear criteria for what it would consider an act of cyber warfare. 

                                                           
16

 The literature on cyberspace has not yet clearly defined many of the terms that are commonly 
used in discussions of cyberspace and cyber security. Additional terms that may need to be 
defined in the course of this research project include cyber attack and cyber espionage. 
17

  Rattray, Strategic Warfare in Cyberspace. For a list of some of the many definitions of 
cyberspace, see Table 2-1 "Definitions of Cyberspace" in Daniel T. Kuehl, "From Cyberspace to 
Cyberpower: Defining the Problem," in Cyberpower and National Security, ed. Franklin D. Kramer, 
Stuart H. Starr, and Larry K. Wentz (USA: National Defense University Press and Potomac Books 
Inc., 2009), 26-27. 
18

 Christopher J. Castelli, "Defense Department adopts new definition of 'cyberspace' ",  Inside 

the Air Force(May 23, 2008), http://integrator.hanscom.af.mil/2008/May/05292008/05292008-
24.htm. 
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Several states, including the United States, have reserved publicly the right to use 

any means necessary in response to cyber attacks. 

The common definition of a blockade is “the isolating, closing off, or 

surrounding of a place, as a port, harbor, or city, by hostile ships or troops to 

prevent entrance or exit.”19 The purpose of a blockade is to isolate the enemy in 

such a way as to destroy its import and export trade and force the enemy to rely 

solely on the resources within its borders. When done effectively, “it excludes a 

nation temporarily from international trade, which means that it is deprived, for 

the time being, of the benefits of the worldwide system of division of labor which 

enables civilized nations to exchange their surplus products with one another.”20 It 

is a form of anti-access or area denial and is governed by certain rules and 

principles under international law. Blockades can be conducted on land; by sea, 

air, or space; or in the informational realm.21 If blockades can occur in other 

domains, it is logical to assume that they may also be possible in cyberspace.  

This research posits that a cyber blockade is the act of preventing a state, 

through cyber attacks, from receiving or transmitting information beyond its 

borders for political reasons, with the intent of weakening the state, government 

institutions, economy, or society.22 A cyber blockade differs from censorship, 

                                                           
19

  Dictionary.com, “blockade,” online dictionary, 
http://dictionary.reference.com/browse/blockade, accessed October 6, 2011. 
20

  For more information on international laws of blockades, see Maurice Parmelee, Blockade and 

Sea Power: The Blockade, 1914-1919, and Its Significance for a World State  (New York: Thomas 
Y. Crowell Company, 1924). 
21

 Ibid. 
22

 For more information on mechanical and digital attacks, see Rattray, Strategic Warfare in 

Cyberspace. 
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which occurs when a government prevents its own population from receiving or 

transmitting certain information, usually for reasons of internal stability. 

Puzzle 

Blockades in cyberspace are an emergent threat to state and non-state 

actors around the world. They carry the potential to inflict political, economic, 

military, and social damage on the target state. In developing a cyber strategy, 

states must consider the implications of blockades in cyberspace, including how 

to use them and how to defend against them.  

The puzzle is that these types of attacks are politically and economically 

damaging forms of warfare, but we do not understand much about them, in part 

because we lack a theory to inform our use of or defense against them. They pose 

significant questions regarding legality, state and non-state actors, and the nature 

of conflict for national security and the international community. Theories related 

to cyber warfare are still in the earliest stages of development, and the lack of a 

theory for blockade in cyberspace is an important problem to be examined in the 

security studies literature.  

As stated in the White House’s International Strategy for Cyberspace, 

“long-standing international norms guiding state behavior—in times of peace and 

conflict—also apply in cyberspace. Nonetheless, unique attributes of networked 

technology require additional work to clarify how these norms apply and what 

additional understandings might be necessary to supplement them.”23 The goals of 

                                                           
23

  The White House, "International Strategy for Cyberspace," (May 2011). 
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this research are to develop a theory of blockades in cyberspace by expanding 

upon and updating the literature on blockades as it relates to cyberspace. 

Research Questions 

The two main questions of this research seek to define cyber blockades 

and understand the conditions under which they are likely to occur. Each question 

is supported by five sub-questions that address specific aspects of these questions.  

Question 1: What are cyber blockades, including their structures and 

components? 

Q1a.) How does a cyber blockade differ from a traditional blockade, and 
how is it similar?  

Q1b.) Who are the actors for a cyber blockade? (What is the appropriate 
level of analysis?) 

Q1c.) What types of resources are necessary to conduct a cyber 
blockade? 

Q1d.) How are cyber blockades constructed/how do they happen?  

Q1e.) What are the effects of cyber blockades in political, economic, and 
security environments? 

Question 2: Why do actors use cyber blockades as a tool of international 

relations?  

Q2a.) Can a cyber blockade target specific types of information or 
sectors? 

Q2b.) How do conditions of anonymity and plausible deniability in 
cyberspace affect cyber blockades?  

Q2c.) What is the international legal status of this phenomenon?  

Q2d.) What are the variables/conditions that can make a state vulnerable 
to a cyber blockade?   

Q2e.) What are the alternative options to cyber blockade? 
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Hypotheses 

The hypothesis in this research is that cyber blockades are modern 

examples of traditional blockades. This research also posits the following 

hypotheses as answers to the above questions. 

Hypothesis 1: Cyber blockades are modern blockades that limit the ability of a 
state or territory to receive or transmit information in a variety of forms using 
cyberspace. 
 

H1a.) Traditional blockade theory could inform and shape theory for cyber 
blockade, but there will be important differences in the scope, scale, speed, 
and impact of a cyber blockade. There will be differences in how a blockade 
is constructed, by whom, under what conditions, with what resources, and the 
specific types of goods targeted. Cyber blockades may be a subset of 
informational blockades, or they may constitute a separate category of 
blockades because they operate in their own domain.24 

H1b.) Legitimate actors could come from almost any level of analysis, but the 
most likely candidates are states, non-state actors, individuals, and large 
organizations.25 

H1c.) Resources required for a cyber blockade are mainly technical ability, 
software, hardware, and some physical equipment (for mechanical attacks).26 

H1d.) A cyber blockade can be done internally or externally, either as a choice 
of the state (to prevent further attacks)27 or by the enemy.28 Techniques 
include mechanical attacks on hardware and electronic attacks on servers and 
software.29 

                                                           
24

 Because cyber blockades deal with the transmission of information, they may constitute 
informational blockades. Alternatively, because they are confined to a specific domain 
(cyberspace), they may constitute a separate type of blockade, akin to land, naval, and aerial 
blockades. 
25

 Traditionally, states been the main actors in blockades, according to international law, but 
organizations or corporations with the proper skills and technology could conceivably conduct a 
cyber blockade. See Jerry Everard, Virtual states: the Internet and the boundaries of the nation 

state, Technology and the global political economy (New York: Routledge, 2000); Lawrence 
Scheinman and David A. Wilkinson, International Law and Political Crisis: An Analytic Casebook  
(Boston, MA: Little, 1968). 
26

 Physical equipment could include explosives, ships, cable cutters, or other material. 
27

 In the case of cyber blockade as a defensive action, we may consider this a self-blockade. 
28

 In the case of Estonia, the government responded to an external attack by preventing the 
transmission of any external cyber traffic into the country, thereby creating an internal blockade 
(or self-blockade) of information originating outside of the territorial boundaries of the country. 
29

 Rattray, Strategic Warfare in Cyberspace. 
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H1e.)  The effects of cyber blockades include financial loss, limited political 
communications and flexibility, degraded military capacity, human loss, and 
potential societal collapse. Individuals, organizations, governments, or 
societies may be affected in the political, economic, social, and/or military 
environments. 

Hypothesis 2: Perpetrators use cyber blockades because they are highly effective 
and relatively accessible tools with ambiguous legal status and allow for 
plausible deniability by the aggressor.  

H2a.) Cyber blockades can target specific types of information or sectors of 
the economy, or governance, but they can also be a complete “blackout” of 
cyber communication.30 

H2b.) Conditions of anonymity and plausible deniability make it difficult to 
positively identify the blockading entity, thus tempering the options for 
retaliation.31  

H2d.) Cyber blockades may be considered acts of war when they occur 
between states, as well as when: a.) they are accompanied by a declaration of 
war or military action or b.) the blockade causes significant and prolonged 
damage to the political, economic, and/or social institution/infrastructure of 
the country. If a blockade involves non-state actors, then this becomes more 
complicated and the international community should judge on the merits of 
each case.32 

H2d.) The conditions or variables that make a state vulnerable to cyber 
blockades include physical proximity to adversary and a limited amount of 
physical infrastructure (such as cables or servers), particularly chokepoints 
and infrastructure that affects redundancy capabilities.33 

                                                           
30

 In the case of Georgia, certain sectors of the government were deliberately targeted, but 
accidental damage to cables elsewhere resulted in a complete slow-down or blackout of Internet 
services. 
31

 See section on anonymity in Martin C. Libicki and Project Air Force (U.S.), Cyberdeterrence and 

Cyberwar  (Santa Monica, CA: RAND, 2009). A competing view is offered in Jack Goldsmith, "The 
Cyberthreat, Government Network Operations, and the Fourth Amendment," in The Future of 

the Constitution (The Brookings Institution, 2010). 
32

 Blockades have traditionally been considered acts of war, see Parmelee, Blockade and Sea 

Power: The Blockade, 1914-1919, and Its Significance for a World State. Recent examples of 
cyber attacks have not been considered acts of war, but there is a debate on the subject, see 
David L. Willson, "When does electronic espionage or cyber attack become an "Act of War"," 
Information Systems Security Association (2010); "Cyber-war must be treated as conventional 
attack: Estonia," Google News, June 1, 2011; James Delahunty, "U.S. will treat cyber-attacks as 
act of war," (2011), 
http://www.afterdawn.com/news/article.cfm/2011/06/01/u_s_will_treat_cyber-
attacks_as_act_of_war. 
33

 For a discussion about the role of geography in power, see Halford J. Mackinder, "The 
geographical pivot of history," The Geographical Journal, no. 23 (1904); Karl Haushofer, Lewis A. 
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H2e.) An actor is likely to use a cyber blockade during war or violent conflict, 
to harass or deter a state from a specific course of action, or as a punitive 
measure in response to an undesirable action, such as violation of international 
norms.34 In these cases, cyber blockades may be used as a force multiplier (in 
conjunction with other activities).35 Because of the conditions that make cyber 
blockades possible, there is not an equivalent diplomatic measure, in terms of 
anonymity, targeting capabilities, and ambiguous legal status.  

Methodology   

Theory explains the relationship between and among the units, or the 

relationship among a group of variables.36 Its purpose is “to provide a simplified 

pattern to describe a complicated jumble of observations.”37 Theories can be 

developed inductively or deductively.38 For this research project, the researcher 

will use deductive and inductive methods to develop the preliminary theory and 

then apply inductive methods to test and refine it for application in the cyber 

realm. 

First, this research will analyze the literature of cyber security to provide 

greater perspective on the challenges inherent in cyber security and the solutions 

that have been proposed by others. This literature review will allow the researcher 

to frame research and analysis in a way that may address ongoing debates within 

the fields of study and contribute to improved understanding.  

                                                                                                                                                               
Tambs, and Ernst J. Brehm, An English translation and analysis of Major General Karl Ernst 

Haushofer's Geopolitics of the Pacific Ocean: studies on the relationship between geography and 

history, Mellen studies in geography (Lewiston, N.Y.: Edwin Mellen Press, 2002); Alfred Thayer 
Mahan, The Influence of Sea Power upon History, 1660-1783, 6th ed. (Boston,: Little, Brown, and 
Company, 1894). 
34

 Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz, Cyberpower and national security, 1st 
ed. (Washington, D.C.: National Defense University Press : Potomac Books, 2009). 
35

 Everard, Virtual states: the Internet and the boundaries of the nation state: 105. 
36

 James E. Dougherty and Robert L. Pfaltzgraff, Contending Theories of International Relations: A 

Comprehensive Survey, 5th ed. (New York: Longman, 2001). 13. 
37

 W. Phillips Shively, The craft of political research, 2d ed. (Englewood Cliffs, N.J.: Prentice-Hall, 
1980). 177. 
38

 Ibid., 178. 
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Second, this research will develop a preliminary theory of cyber blockades 

based on the historical literature of naval, land, aerial, space, and informational 

blockades, as well as relevant literature regarding siege warfare, sanctions, and 

embargoes. Critical junctures in the historical analysis of naval blockades include 

the Declaration of Paris in 1856, the United States’ Civil War, the First World 

War, the Second World War, the Cuban Missile Crisis, and the Israeli blockade of 

the Gaza Strip. Critical junctures of blockades include, for air, the “no-fly zones” 

of Iraq and Bosnia and, for land, the Berlin and Leningrad blockades. This 

historical analysis will focus on the evolution of the use of blockades, as well as 

issues of legality and the role of the international community. From this historical 

analysis, this research will develop a preliminary typology and theory of cyber 

blockades. 

Third, the research will analyze the events and circumstances of two case 

studies. The researcher will analyze the cases to find similarities and differences 

between them and with the preliminary theory and then use the inductive method 

of reasoning to evaluate the hypotheses. By using historical comparative analysis 

of blockades in other domains to develop a preliminary theory and then the case 

studies to analyze the preliminary theory, this research will preserve the ability to 

test the theory on the basis of actual cases while eschewing the problems 

associated with testing theory on the evidence from which it was inferred. Thus, 

the research will not use the same data to generate and test the theory.39 Appendix 

                                                           
39

 Gary King, Robert O. Keohane, and Sidney Verba, Designing social inquiry: scientific inference in 

qualitative research  (Princeton, N.J.: Princeton University Press, 1994). 46. Stephen Van Evera, 
Guide to methods for students of political science  (Ithaca: Cornell University Press, 1997). 45. 
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A presents an outline of the research questions, hypotheses, and criteria for 

falsifiability. 

A typological theory delineates all the logically possible combinations of 

the independent variables and theorizes how each combination (or type) relates to 

the outcome of interest. To develop a typological framework, this research will 

identify the possible outcomes on the dependent variables, as well as identify the 

independent variables, place them in nominal categories, and create a typological 

space of their possible combinations. This research will then theorize about the 

expected outcome for each type and place the cases in the typological space. 

Thus, the research will be able to compare the cases’ actual outcomes with the 

initial theorizing in order to identify anomalies. Future research can use the 

typological framework to refine the theory with other cases and seek to explain 

additional factors within or between cases.40 

The proposed independent variables are targets, costs/resources required 

(skills and materials), anonymity of actions, legal status of attacks, and 

vulnerability to attack. The dependent variable is the occurrence of cyber 

blockades. Appendix B comprises the variables, measurement criteria, and 

research strategies for each. 

                                                           
40

 Andrew Bennett, "Typologies and Typological Theorizing," (Syracuse, NY: The Institute for 
Qualitative and Multimethods Research, 2011); Alexander L. George and Andrew Bennett, Case 

studies and theory development in the social sciences, BCSIA studies in international security 
(Cambridge, Mass.: MIT Press, 2005). 233-62; Colin Elman, "Explanatory Typologies and Property 
Space in Qualitative Studies of International Politics," International Organization, no. Spring 
(2005). 
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The typology will be used for assessing alternative explanations and 

identifying key variables. The benefits of this method are that typological 

theories:  

• Help address complexity 

• Can clarify case selection 

• Can provide strong conceptual basis for policy-relevant case 

comparisons or analogies 

• Lend themselves to cumulative improvements as new cases arise  

A drawback to this approach is that the typologies generally need to be 

accepted (and used) by a community of scholars to have impact, which can take 

time and is unpredictable.41 

Case Selection 

This research will test the preliminary theory using cases of cyber warfare 

and blockade operations that occurred during these conflicts. The criteria for case 

selection are prototypical case characteristics, intrinsic importance, resemblance 

to current policy-problems, and data richness.42 The two cases of Estonia and 

Georgia are intrinsically important because they are arguably the only two cases 

of cyber warfare in history. Even if the definition of cyber warfare is disputed, 

both cases involved nation-states that called upon military action in response to 

cyber attacks.43 Thus, while this research uses a “case study” approach, the cases 

                                                           
41

 Bennett, "Typologies and Typological Theorizing." 
42

 Van Evera, Guide to methods for students of political science: 88. 
43

 Andress, Winterfeld, and Rogers, Cyber Warfare: Techniques, Tactics and Tools for Security 

Practitioners: 12. 
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selected comprise the universe of cases of cyber warfare.44 In addition, the case 

selection provides variance on the type of actors involved, as the cases involve 

states, non-state actors, and the private sector. Finally, the conditions under which 

the attacks occurred are different (part of military operation and not), thereby 

providing variance on the independent variables. 

Case 1: Estonia-Groups of Ethnic Russians (State vs. State/Non-state Actor) 

In 2007, Estonia experienced a distributed denial of service attack that 

lasted for 14 days. The attack shut down the government and financial sectors in 

Estonia, eventually forcing the country to temporarily halt its external Internet 

access so as to maintain essential domestic services. A few ethnic Russians were 

charged with conducting the attack, but it is widely speculated that the 

government of Russia was also involved, although it has denied responsibility.45 

Case 2: Georgia-Russia (State vs. State/Non-state Actor) 

In 2008, Georgia experienced serious cyber attacks that overloaded the 

government’s websites. The cyber attack was quickly followed by a land invasion 

by Russian troops, a naval blockade, and aerial bombardment. The impaired 

Internet connectivity reportedly hampered the Georgian government’s ability to 

respond and react to the invasion.46 The government of Russia is widely believed 

to be responsible for the attacks. 

                                                           
44

 It was mentioned earlier that states have not agreed on a set of criteria for cyber warfare, but 
the cases of Georgia and Estonia are the two most frequently cited cases of cyber warfare to 
date. 
45

 "Estonia and Russia: A cyber-riot," The Economist, May 10, 2007. 
46

 "Cyberwarfare: Marching off to cyberwar," The Economist, December 4, 2008. 
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Information Needs   

This research employed several types of data collection tools to gather the 

relevant information. A critical source of information was the current literature of 

cyber conflict and blockades, as well as similar types of warfare in other domains, 

such as siege warfare, economic sanctions, and embargos, from which this 

research will develop the criteria for cyber blockade.  

Sources of data included governments, intergovernmental organizations, 

and private organizations. This research used archival research to access 

information at the United Nations, European Union, and North Atlantic Treaty 

Organization and the United States’ National Archives and the Congressional 

Record. Media reporting, including public statements by officials, in English-

language sources as well as foreign-language sources provided accounts of the 

discussions and issues widely considered at the time.  

The researcher also conducted unstructured interviews with security and 

scholarly experts working on issues related to cyber warfare and cyber security. In 

particular, the researcher is involved with the Cyber Policy Working Group at the 

Fletcher School.  

Originality and Contribution of Research   

This research contributes in several ways. First, it defines cyber blockades, 

a relative novel phenomenon that has not been studied closely. Second, it 

develops a theory of cyber blockades in order to improve our understanding of 

what they are and when they are likely to occur. This theory can be used by 

scholars and policy-makers to inform their understanding of events and build a 
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more complete security architecture that addresses the specific issues of cyber 

blockades. Third, this research expands upon the literature related to blockades by 

addressing security challenges of the twenty-first century. 

This research is original in concept and design. It uses case studies in 

conjunction with extant literatures in order to develop an understanding of a 

current security threat with regards to scholarly and decision-making challenges. 

Other literature on cyber security focuses primarily on the issues of deterrence, 

strategy, espionage, and privacy; this is the only research of which the researcher 

is aware that seeks to address the issue of blockades in cyberspace and develop a 

theory to address it. 
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Chapter 2: Theories and Literature for Cyberspace 

 “Victory smiles upon those who anticipate the changes in the character of war, 
not upon those who wait to adapt themselves after the changes occur.” – Giuliot 
Douhet47 

Introduction  

This chapter presents an overview of the relevant literature of international 

relations theory and the technology of cyberspace. The goal is to examine the 

theories of conflict and cooperation and how they shape our understanding of the 

role of technology in international politics, in order to develop an understanding 

of where cyber blockades fit in the larger context. This chapter also explores the 

literature on cyberspace in order to identify the unique characteristics that 

differentiate it from other types of technology and other domains.  

This examination of the role of technology in international politics and the 

unique attributes of cyberspace discusses the work that has already been done in 

this field and uses it to inform the development of a preliminary theory of 

blockades in cyberspace, which is presented in the next chapter. That preliminary 

theory forms the basis for subsequent comparisons with blockades in other 

domains and the application of case study analysis. 

The issue of blockade in cyberspace is at the heart of this research. 

Blockades are a type of anti-access, area-denial, or partition warfare that has been 

used throughout history, in different domains, and, now, in cyberspace.48 These 
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 Giulio Douhet and Dino Ferrari, The Command of the Air  (New York: Coward-McCann, 1942). 
30. 
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 Anti-access is defined as the ability to prevent an opposing force from entering an area of 
operations. Area denial is the ability to impose severe costs on the enemy’s freedom of action 
once it has entered the area of operation. See "The China Syndrome," The Economist, June 9, 
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types of actions can be used to disable command-and-control warfare or as a 

response to a nation that has abused its connections to cyberspace to damage the 

infrastructures of other nations.49 In general, the term blockade tends to be used 

quite loosely to apply to different actions, such as domestic censorship of the 

Internet and certain types of cyber attacks. The challenge of this chapter is to 

identify and address the relevant literature in international relations that sheds 

light on the phenomenon of blockades and the critical attributes of cyberspace.  

The significant questions to be addressed in this chapter are:  

• How do theories of international relations deal with cyberspace 

and the issue of blockades? 

• What does the literature on cyberspace say about cyber blockades? 

• What are the key relevant attributes of cyberspace to consider 

when developing a theory of blockades in cyberspace? 

Theories of International Relations 

International relations (IR) theory traditionally focuses on the concepts of 

war and peace and conflict and cooperation in the world system and the 

arrangement of political units within that system. Traditionally, the primary units 

of international relations have been states or other political entities that control 

physical territory and resources. Increasingly in the twentieth and twenty-first 

                                                                                                                                                               
2012. Martin Libicki uses the term partition warfare to describe the isolation of an entire country 
or area to avoid the spread of violence in the physical realm. It can be used to disable command-
and-control warfare (severing the “head” from the “body”) or as a response to a nation that has 
abused its connections to cyberspace to damage the infrastructures of other nations. Martin C. 
Libicki, Defending Cyberspace, and Other Metaphors, ed. National Defense University. Center for 
Advanced Concepts and Technology. (Washington, DC: National Defense University, 1997). 98-
105. 
49

 Libicki, Defending Cyberspace, and Other Metaphors: 98-105. 
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centuries, non-state actors have risen to prominence within the international 

system. 

IR theories seek to describe or prescribe interactions and relationships in 

the international system. Cyberspace is an area of growing importance in which 

these theories about political units and interactions can be tested and applied. IR 

theories can help scholars and policy-makers understand how cyberspace affects 

the relationships between political units and how political units affect cyberspace. 

In particular, cyberspace empowers non-state actors with unprecedented 

asymmetric capabilities; thus the IR theories that discuss the role of non-state 

actors have direct relevance. Given that cyberspace is a relatively new domain 

and we have less experience with it than with other domains, extrapolation from 

IR theories is necessary to help us understand relationships in cyberspace.50 

The international relations literature supports the question of cyber 

blockades with four contending theories of politics that attempt to explain conflict 

and cooperation in the world. Cyberspace is a global forum for cooperation, 

collaboration, and conflict across the time-and-space continuum, while blockades 

represent a method of warfare employed during times of serious conflict and 

warfare. Thus, this research must examine themes of both cooperation and 

conflict and the major IR theories that seek to explain them: geography and 

technology; realism, liberalism, and constructivism. 
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 For a similar discussion on the applicability of IR theories to space, see Robert L. Pfaltzgraff, 
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Theories about the Role of Geography and Technology   

Political behavior is affected by the milieu – the social, political, cultural, 

and geographic environment in which actors exist. Geography influences decision 

making in world politics in profound ways, but technology has helped to create 

new geostrategic relationships that are not limited by the realities of geography. 

Technology, from the sailing ship to the nuclear-powered submarine, or the 

propeller aircraft to the long-range bombers, has changed actors’ relationships 

with geography and with each other.  

Alfred Thayer Mahan believed that the technology of seapower permitted 

power projection on a global scale for the first time and created new economic 

and military relationships that traversed the globe and increased state power. Sir 

Halford Mackinder saw that the development of the railroad opened vast expanses 

of land masses to the rapid transportation of goods and people, bringing 

previously isolated regions into contact with major trade routes and cities. Giulio 

Douhet pointed out that the technology of airpower changed the nature of warfare 

by expanding the capacity for power projection beyond the sea.51 

In the twentieth century, technology of space exploration and 

intercontinental ballistic missiles opened outer space to human influence and 

created a new set of geographic factors for consideration in the understanding of 

state power. In the twenty-first century, communications power has reduced the 

time-and-space relationship between different parts of the globe to the point 

where communication is virtually instantaneous. This new communications 
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technology has once again transformed our understanding of the relevance of 

geography and introduced a new set of environmental factors that affect the 

relationships between and among states.52 

Theories in the Tradition of Realism 

This research examines blockades and attempts to develop a theory of 

blockades in cyberspace. The concept of blockades is rooted in realist theory and 

economic warfare, but the modern application of it must consider the implications 

of interdependence and globalization. As a result, this review of the key theories 

and literature will provide some context for the understanding of blockades and 

their adaptation in the twenty-first century. 

Realism, Neorealism, and Neoclassical Realism 

Power is the key concept in classical realist theory by which states seek to 

maintain, increase, or demonstrate their power. Realist theory posits that the 

international system is based on the assumptions that states are key actors; 

international politics is inherently conflictual; the struggle for power takes place 

in an anarchical setting; and states must rely on methods of self-help. In this 

environment, states are rational, sovereign actors with a variety of capabilities.53   

Neorealism acknowledges the importance of power but posits that 

structural factors of the international system, such as anarchy and the distribution 

of power within the system, are the key concepts for understanding international 

relations. According to this theory, states seek to preserve or increase their power 
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and standing in the world system, which they can do only through increased 

capabilities. The increase in capabilities creates a change in the balance of power 

in the international system, allowing some states to achieve more security while 

making others less secure. This drive for increased power and capabilities is 

essential in the international system because only power can ensure the survival of 

the state.54 Neorealism seeks to clarify how states choose to use their capabilities 

and how they are ranked in the system according to their capabilities.55  

Neoclassical realism states that the anarchical system exists and security 

within it fluctuates based on material factors. In this system, all types of power, 

including military and economic, matter in the pursuit of state interests. State 

behavior, which is guided by self-preservation, is shaped by international 

interactions and the domestic-level material factors that influence security, such 

as technology, geography, economics, and support for international institutions. 

These material factors affect domestic-level decision making by shaping the 

options and limits of a state’s power. Thus, state actions and capabilities can 

impact the state’s position within the international system as well as the system as 

a whole.  

A theory of cyber blockades fits into the tradition of realism because 

blockades traditionally have been a type of state military capability and 

cyberspace is a new or burgeoning capability for many states. These capabilities 

may affect a state’s ability to survive in an anarchical, self-help environment and 
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may shape decision making regarding states’ options and limitations as well as the 

balance of power in the international system.  

Blockades  

In the maritime environment, blockades historically posed a significant 

threat to both commerce and military power. The selective blockade/quarantine of 

the Cuban Missile Crisis is an example of the importance of controlling 

commerce and military power in the twentieth century. Bernard Brodie proposes 

that there are two different but not mutually exclusive types of blockades: naval 

blockades that prevent the movement of military vessels and commercial 

blockades that target trade.56 In either case, blockades are traditionally considered 

acts of war. 

International and customary laws define blockades and establish the rules 

for implementing them. Blockade laws originated in the sixteenth century with the 

rise in naval power, and these blockades continue today as an important part of 

wartime operations. The US Navy defines a blockade in the following way: 

Blockade is a belligerent operation to prevent vessels and/or aircraft 
of all nations, enemy as well as neutral, from entering or exiting 
specified ports, airfields, or coastal areas belonging to, occupied by 
or under the control of an enemy nation. While the belligerent right 
of visit and search is designated to interdict the flow of contraband 
goods, the belligerent right of blockade is intended to prevent vessels 
and aircraft, regardless of their cargo, from crossing an established 
and publicized cordon separating the enemy from international 
waters and/or airspace.57 
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In laymen’s terms, a blockade is “the isolation of a nation, area, city, or 

harbor by hostile ships or forces in order to prevent the entrance and exit of traffic 

and commerce.”58 It is a means of physically preventing a country from the 

exchange of goods beyond its borders for political reasons and with the intent of 

weakening the state, government institutions (including the military), economy, or 

society.59 The effect of a blockade is to deny access to specific goods and 

information of value to the adversary; as such, blockades are a type of economic 

warfare.  

Blockades can have many different characteristics. They can be partial or 

total, limited or unlimited, porous or tight, close (tactical) or distant (strategic).  

Whatever combination of characteristics they assume, the goal is to trap or 

prevent the free movement of the enemy’s military forces and/or commercial 

trade. The blockading actor must have superior force because he is on the 

defensive to maintain the blockade.60 

According to naval strategist Alfred Thayer Mahan, the goal of naval 

blockades is to keep the enemy in port. As he famously stated, “Whatever the 

number of ships needed to watch those in an enemy’s port, they are fewer by far 

than those that will be required to protect the scattered interests imperiled by an 

enemy’s escape.”61 Mahan also points out that blockades are both offensive and 
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defensive in nature. The offensive characteristics of blockades are that they are 

“directed against both egress and ingress, but more especially against ingress, 

being meant to prevent the entrance of needed supplies, and being therefore 

essentially a blow to communications.”62 The defensive characteristics have as its 

chief objective “to prevent egress unmolested, because such freedom of issue to 

an enemy means danger, more or less great, to certain national interests; which, 

because they lie outside the national boundaries, cannot be protected by ordinary 

defensive measures.”63 

Blockades are a product of international and customary law, according to 

which there are five criteria for a blockade. These criteria are relevant for this 

research because they may provide insights for defining and theorizing about 

cyber blockades.  

1. Establishment: “A blockade must be established by the government of 

the belligerent nation.”64 The establishment of a blockade is usually 

accompanied by a declaration from the belligerent nation detailing the date 

the blockade will begin, its geographical limits, and, if appropriate, the 

grace period granted to allow neutral vessels to leave the area.
65

 

2. Notification:  “It is customary for the belligerent nation establishing the 

blockade to notify all affected nations of its imposition.”66 International 

law says that notification is obligatory, according to Article 11 of the 
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Declaration of London in 1909.67 Neutral vessels and aircraft are entitled 

to notification so that they can avoid the blockaded area. In addition, the 

local authorities in the blockaded areas must also be notified, but the form 

of notification does not matter, as long as it is effective.68 

3. Effectiveness: “To be valid, a blockade must be effective.” It can be 

maintained by force or other means, as long as ingress and egress of the 

blockaded area is sufficiently impeded.69 The use of a particular type of 

weapon or enforcement mechanism is not required as long as the blockade 

is effective. Effectiveness does not require that every avenue of approach 

to the area be covered, just sufficient lines of approach so that ingress or 

egress is either not possible or is dangerous.70 

4. Impartiality:  “A blockade must be applied impartially to the vessels and 

aircraft of all nations.”71 Belligerent forces are not permitted to 

discriminate among the vessels or aircraft based on their country of origin 

because the goal of the blockade is to prevent trade with the blockaded 

state. However, belligerent forces can discriminate based on the type of 

vessel (commercial, military, or private civilian) or goods that it is 

carrying (e.g., oil or weapons) and still operate within this criterion.72 
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5. Limitations:  A blockade must not bar access to or departure from neutral 

ports and coasts, and it must not interfere with trade or communications 

that do not involve the blockaded area. Neutral states maintain the right to 

trade with neutral states, and a blockading force cannot interfere with the 

trade among neutrals. In addition, a blockade is prohibited if its sole 

purpose is to starve the civilian population or deny it access to goods 

essential for survival.73 

Pacific blockades are very similar to the blockades described above, but 

with one notable exception:  in a pacific blockade, the blockading state does not 

purport to bring about a state of war. Pacific blockades cut off access to or egress 

from ports or coasts by naval operations and are “designed to compel the 

territorial sovereign to yield to demands made of it, such as the granting of redress 

for the consequences of its wrongful conduct.”74 These blockades are pacific in 

that the blockading power is disposed to remain at peace, and the blockaded entity 

can decide to treat the blockade as an operation that does not compel it to declare 

war.75 Thus, pacific blockades can be useful means of gaining redress without 

resorting to war.76 

Economic Warfare  

Blockades are often, but not always, a means of economic warfare. 

Economic competition among states is important because economic resources 
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provided the financial means for actors to build military capacity and invest in 

defense or war-making capabilities that would allow them to protect their gains 

and prospectively increase their wealth. As a result, wealth is viewed as a symbol 

of status and power.  

In the competition between actors, whether empires, city-states, or nations, 

control over economic resources has a direct impact on war-making ability. 

According to Knorr, “historically viewed, economic warfare has been practiced 

with considerable frequency, although usually by means of military operations.”77 

The rational objective of economic warfare in non-zero-sum conflicts should not 

be to cause an absolute maximum loss in the enemy’s economic capability, but 

rather to cause a relative loss in the enemy’s economic capability and minimize 

damage to one’s own economy.78 In zero-sum conflicts, absolute maximum loss 

to the enemy’s capabilities may be desirable. 

Economic warfare was defined by Yuan-Li Wu in 1952:  

The concept of economic warfare may be interpreted in two different 
ways. In a narrow sense, it refers to all those international economic 
measures which directly enhance a country’s relative strength. These 
measures are to be taken primarily, though not exclusively, during a 
military conflict [emphasis added] in order to supplement other 
forms of warfare. In a broad sense, it comprises all those foreign 
economic policies that may have as their long-run objective the 
enlargement of a country’s sphere of economic influence (and 
possibly a consequent contraction of that of a potential adversary).79 
 
In centuries past, economic power was closely linked to seapower. 

Seapower enabled states to exchange goods and information on a global scale. 
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The greater the volume of imports and exports, the greater the state’s economic 

capacity. A state’s ability to raise money and maintain sea-based networks around 

the world was linked to its ability to wage war. Thus, in the age of seapower, 

establishing command of the seas and control over strategic lines of 

communication was essential to promoting commerce and building military 

power.80 The capability to deny an opponent access to the sea through the 

implementation of a naval blockade was a significant source of power. 

Blockades are the principal military instruments of economic warfare. The 

major nonmilitary measures of economic warfare include boycotts, export 

embargoes, export and import quotas, licensing systems, foreign exchange and 

other financial controls, and shipping regulations. These measures are intended to 

“reduce or terminate the enemy country’s imports of critical material in the hope 

of causing him serious bottlenecks in wartime production, a decline in military 

equipment and supplies, and, if possible, his economic collapse.”81  

Blockades are important both as a military instrument and a coercive tool 

for non-compliance with non-military measures.82 Research indicates that even 
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widely applied sanctions are not effective enough to bring rapid results to the 

conflict if blockades and punishment for noncompliance are absent.83 There are 

several reasons why this is the case. First, some states oppose or simply do not 

share the goal of economic reprisals (such as sanctions) against another state. 

Second, the political and economic costs of imposing sanctions may be very high 

for certain states, particularly those that share a significant volume of trade with 

the target state. Third, some states may find it difficult to stop illicit trading, so 

sanctions would present an unfair burden to the legitimate business community.84 

Despite the long history of economic warfare, its effectiveness is difficult, 

if not impossible, to measure. One reason for this is that economic policies are 

typically only one of several factors that determine the outcome of war.85 Another 

reason is that although the quantity of trade in and out of a country can be 

measured and assessed in comparison to peacetime trade, the full effect that the 
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absence of trade has on a country’s production capacity, its innovative 

capabilities, and the health and morale of its population is extremely difficult to 

measure in a precise manner. This is in part because these are “soft” issues that 

frequently defy quantification and also because this assessment is an effort to 

measure what did not happen compared to what could or may have happened 

under other circumstances.86 

Theories in the Tradition of Liberalism 

Theories of liberalism try to explain cooperation in world politics. In the 

1940s and 1950s, neofunctionalism and integration theories revealed how 

economic cooperation could lead to cooperation in other sectors and, ultimately, 

reduce the risk of conflict. Because of cyberspace, the world today is networked 

in unprecedented ways, many of which have presented new opportunities for 

conflict. This section will examine the evolution of the theories in the tradition of 

liberalism to explore how integration and interconnectedness relates cyberspace 

and the consequences of being cut off from this network. 

Liberalism 

Liberalism is the grand theory that contends with realism to explain events 

in the world. It is based on the idea that there exists a harmony of interest among 

states and that cooperation will help states achieve their goals better than 

competition alone can. Cooperation can be furthered by the establishment of 
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institutions that bring together epistemic communities to address particular issues 

and engage in the creation of regulations or norms.87 

Liberalism treats integration as a process that involves both high and low 

politics and actors with both technical expertise and political goals. 

Neofunctionalists argue that cooperation in one area will engender greater 

cooperation overall through the process of spillover to other actors and other 

specializations. Gradually, technical cooperation will lead to political cooperation. 

Joseph Nye identifies the mechanisms for this process and its integrative 

potential. The mechanisms include spillover, rising transaction, linkages among 

different institutions, elite socialization to the concept, regional group formation, 

ideological and identitive appeal, and the involvement of external actors. The 

integrative potential lies in the symmetry or economic equality of the units, 

complementary elite values, economic pluralism, and capacity of states to adapt 

and respond differently.88   

Integration theories also address the basis for international collaborative 

structures and processes that hold immediate relevance in an integrated, 

networked world. The integration literature favors the idea that as countries and 

societies become more interdependent, there will be less armed conflict and 

military power will play a less important role in world affairs. These theories posit 

that as states have intertwined their economies to an unprecedented degree, they 
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have reduced some of their independent economic capacities in order to be more 

efficient within the global system. The economic interdependence of states has 

reduced incentives and increased costs for a belligerent to make war on its 

neighbor.  

Cyberspace and its associated technologies have allowed countries to 

become more intertwined than ever before. Cyberspace helps form connections 

within high and low politics and helps bridge both of them. It provides a forum 

for the exchange of ideas that facilitates Nye’s integrative process and aids with 

the building of epistemic communities and international collaborative structures 

that integrationists believe will reduce conflict in the world. 

One consequence of integration, however, is that it may have also opened 

up new areas of vulnerability. The intertwinements of economics that have 

allowed states to become more efficient have made them more dependent on each 

other and more vulnerable to an attack on a key node within the network or on the 

system itself. In achieving greater interdependence and efficiency, states 

sacrificed some economic production and self-sufficiency, which also means they 

reduced their sovereignty. In addition, the intertwinement of state-level 

economies does not necessarily mean that there will be a reduction in conflict, but 

rather that conflict may shift to include newly empowered actors, such as 

individuals and non-state actors who have greater access to information and new 

types of power in an interconnected world. 
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Information Society and the Power of Communication  

In the twenty-first century, the world is more interconnected and 

interdependent than ever before. The “spillover” that was novel at the end of 

World War II has now taken on a life of its own, assisted by the creation of new 

technologies that allow individuals and organizations to communicate, 

collaborate, and cooperate in unprecedented ways. According to integration 

theories, these technologies that connect actors are also likely to reduce the 

chance of conflict, since conflict would be more likely to negatively affect both 

sides. However, recent theories such as the “black swan” theory argue that the 

increased complexity created by interconnectedness may be producing overall 

instability that is difficult to forecast.89 

Power remains important in the twenty-first century, but power can be 

defined differently – more broadly – from the way that it is traditionally viewed in 

realist theory. Power relations take on spatiotemporal formations that exist 

throughout society, creating the “network society” that is defined by nodes of 

power and interconnected communications.90 Communication depends on the 

flow of information from communication networks for their origin and 

diffusion.91 Interdisciplinary scholar Manuel Castells describes the “space of 

flows” as the place where electronic information flows in and out of distant nodes 
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in a series of synchronized, real-time interactions. As such, it is a new spatial-

temporal organization that has developed under a new technological paradigm.92 

According to Castells, the most fundamental form of power lies in the 

ability to shape the human mind, which can be achieved through mastering and 

manipulating the flow of information on networks. According to Castells, “in the 

network society, discourses are generated, diffused, fought over, internalized, and 

ultimately embodied in human action, in the socialized communications realm 

constructed around local-global networks of multi-modal, digital communication, 

including the media and the Internet. Power in the network society is 

communication power.”93 

Castells points out that in this networked society, the holders of power are 

the networks of actors who exercise power in their respective areas of influence 

through the networks that they construct around their interests. Switching between 

and among different networks is a fundamental source of power because it links 

together meanings and ideas from different networks.94  According to Castells, the 

autonomous construction of meaning can only continue in the future by 

preserving the global commons of communication networks, which are made 

possible today by the Internet. Thus, “there is a fundamental form of exercising 

power that is common to all networks: exclusion from the network.”95 Because 

networks are global, exclusion from the network society is a pervasive source of 

power.   
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Networks and Conflict 

Network analysis challenges traditional views of power in international 

relations by redefining power as the actor’s position within the network and the 

persistent relationships associated with that position. The actors involved in cyber 

blockades are likely to come from different levels of analysis and be embedded 

within networks of power. Understanding how networks change the historical 

discussion of actors, power, and influence is an important step in understanding 

how and why cyber blockades can occur.  

According to Hafner-Burton, Kahler, and Montgomery, two characteristics 

of networks are particularly important in international relations: the ability of 

actors to increase their power by exploiting or enhancing their positions within 

networks and the fungibility of network power. Networks often comprise many 

levels of analysis (e.g., states, transnational actors, non-state actors, and 

individuals) simultaneously operating within one network.96 

In the twenty-first century, society has reorganized away from vertical, 

hierarchical organizations and toward horizontal networks.97 Networks can be 

organized or harnessed for many different purposes, including nefarious purposes. 

Oppositional or “dark” networks create problems and disorder within the world 
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(such as drug trafficking or terrorism). These dark networks create “wicked” 

problems, but other networks can help address these types of problems.98  

Networked organizational structures mean that groups of individuals can 

come together quickly, or swarm, to attack without a leader or formal leadership 

structure. This type of networked warfare, or “netwar,” is a “lower-intensity, 

societal-level counterpart” than the traditional concept of military cyberwar.99 

John Arquilla argues that networked organizations have reinvigorated older forms 

of licit and illicit activity that may pose serious risks to actors, such as militaries 

and governments, that do not recognize and quickly adapt to these new threats 

presented by non-state actors.100
 

This new organization of society into networks has led to what Mary 

Kaldor describes as “new wars.” The new wars of the modern era differ in 

important ways from the “old wars” of the past several centuries. A defining 

feature of the new wars is the proliferation of non-state actors who are local and 

global as well as public and private. New wars blur the boundaries of traditional 

war, organized crime, and violations of human rights and frequently employ 

tactics that are outside of international law.101  

Van Creveld posits that five key issues are important to understanding the 

recent changes in warfare, which he calls hybrid warfare: the proliferation of 
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actors involved; relationships between the actors; strategies and tactics employed; 

the goal of the conflict; and the motivations for the individual soldiers.102 

Together, Kaldor and Van Creveld provide a framework that can guide our 

understanding of the evolving nature of new wars or hybrid warfare in a 

networked society and the cyber domain.  

Theories in the Tradition of Constructivism 

The constructivist approach to IR theory provides fertile ground for 

discussions of cyberspace. While most IR theories focus on power and the 

structure of the relationships between and among units in the international system, 

constructivism is an ontology focused on the way that meaning is created in the 

world. Constructivism seeks to bring about an understanding of the way the world 

is constantly being “constructed” (and reconstructed) on the basis of political, 

economic, and strategic changes and how these changes are affecting political, 

social, and economic affairs in the world. Constructivism posits that all human 

affairs are ultimately social interactions that are defined by the arrangement of the 

individuals or groups in the system, who have free will to determine what 

constitutes socially acceptable and unacceptable behavior.103 

For cyberspace, constructivism means that the actors have the ability to 

create the arrangements for cyberspace that they wish, including codes of 

conduct, laws, rules, and norms. This process for creating an arrangement for 

interactions within cyberspace is the formation of an intersubjective consensus 
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that arises through thoughtful discussion and action. Thus, with cyberspace we 

have the opportunity to construct an understanding of behaviors, actions, and 

institutions that we can translate into a reality of rules and institutions.104  

Uniquely, cyberspace is the medium for the creation of an intersubjective 

consensus about itself as well as other political, economic, and social issues. As a 

medium for transmission of data and information, cyberspace enables individuals 

and groups to engage in the discussion that form the basis for common 

understanding of all social, political, and economic behaviors. As Manuel Castells 

and many constructivists have argued, this creation of meaning is the basis for 

power and relationships in the world. To put it another way, the technological 

function of cyberspace enables the sharing of ideas and the creation of meanings, 

expectations, and values that impact strategic thinking and theorizing across a 

broad spectrum of political, economic, and social issues that impact all actors. 

This social construction of rules and norms affects and sometimes defines 

political and social relationships among political units within and beyond 

cyberspace. 

Summary of IR Theories 

Taken together, the traditions of realism, liberalism, constructivism, and 

geography and technology offer several lessons for understanding the role of 

cyberspace in international politics. First, there are inextricable relationships 

among technology, international politics, and geography. Military theorists and 

strategists such as Alfred Thayer Mahan, Sir Halford Mackinder, and Giulio 
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Douhet focused their efforts on how technology overcame barriers of geography 

and thus changed the concept of power in different domains. Modern 

communications technology has once again transformed the concept of power in 

the world. In the Information Age, “the ability to receive, transport, and process 

vast amounts of data – to achieve information dominance – is said to represent the 

key to power.”105 

Second, capabilities have traditionally been viewed by realists as 

instruments of state power, but liberalism demonstrates that they do not inevitably 

lead to policies of confrontation. Capabilities, cyberspace technology included, 

are neutral; it is mankind who decides the policies for their use.106  

Third, networks are a major source of power in the network society. Those 

who control networks also control the flows of information and construction of 

meaning in the human mind. Thus, a significant source of power is the exclusion 

of other actors from the key, strategic, global networks.107 

Fourth, rules and norms that govern the use of cyberspace by all actors 

have been (and will continue to be) shaped by the process of the social 

construction of meaning in the international system. Uniquely, cyberspace is also 

a key enabler in this process of the construction of meaning. As a technological 

medium, it facilitates the exchange of ideas and thoughts on a variety of issues, 

which leads to the formation of an intersubjective consensus on issues. This 

intersubjective consensus is the basis for the development of political, economic, 
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and social institutions that reflect current norms of acceptable behavior, including 

those that govern the use of cyberspace by all actors. 

Literature on Cyberspace  

At the time of writing, there is very little literature that addresses the 

concept of blockade in cyberspace. In the few instances where blockades in 

cyberspace have been mentioned, it is usually as a passing reference in media 

reports that made no attempt to rigorously define or explain the concept. The one 

exception to this is in the book Cyber Warfare: Tactics, Techniques, Tactics, and 

Tools for Security Professionals, by Jason Andress and Steve Winterfeld, which 

describes the Russian cyber attacks on Georgia as a cyber blockade.108 

The literature on cyberspace is still evolving to address critical issues in 

theory and policy. This section begins by defining key terms and explaining the 

dimensions of cyberspace, which are still being debated among cyber theorists. 

Next, it discusses the major scholarly and policy issues that relate to cyber 

blockades: actors, attribution, vulnerabilities, and methods of cyber attacks. This 

discussion is intended to provide substantive background information about the 

unique characteristics of cyberspace that are relevant for the development of a 

theory of cyber blockades and analysis of case studies. 

Definition of Cyberspace and Key Terms  

There are many definitions of cyberspace. The best definition for the 

purposes of this research is “a global domain within the information environment 
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whose distinctive and unique character is framed by the use of electronics and the 

electromagnetic spectrum to create, store, modify, exchange, and exploit 

information via interdependent and interconnected networks using information-

communication technology.”109 Cyberspace is a physical domain and not an 

entirely man-made environment because it involves physical elements and 

properties that exist independent of cyberspace (such as properties of mathematics 

and physics) and cuts across other domains (e.g., land, sea, and air) that are not 

man-made. Essentially, it is a partially man-made environment that consists of 

physical attributes (such as computers and cables) as well as digital attributes 

(such as bits and bytes of data) and uses information technology to manage 

information passed along networks that create a web of connections and 

interdependence. 

Greg Rattray points out that the terrain in cyberspace (not the whole 

domain) is almost completely man-made for the creation, transmittal, and use of 

information. Thus, the man-made aspects of the environment are mutable and 

changes in components of digital information networks transform the shape of 

cyberspace.110 Cyberspace is the “place” where digital data flow and computer-

mediated communication occurs; this includes but is not limited to the Internet or 

its cables. 

Cyber power can be defined as “the ability to use cyberspace to create 

advantages and influence events in all the operational environments and across 
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the instruments of power.”111 Cyber power, just like power in IR theory, is a 

multifaceted concept that is “complex, indeterminate, and intangible,” as Peter L. 

Hays wrote.112 It includes the possession of capabilities to conduct military and 

other operations in and through cyberspace, utilizing the medium for commercial 

or other peaceful purposes, as well as warfare. Cyberspace and cyber power 

broadened traditional IR theory to include new aspects that bridge the space-and-

time continuum that is a defining feature of other domains and move beyond 

traditional horizontal geographic configurations to include vertical dimension that 

extends through airwaves and satellite transmissions. 

Cyber warfare, like other types of warfare, has many definitions. The UN 

does not have a definition of cyber warfare, but other historical definitions of 

warfare may be applicable.113 Cyber warfare can be thought of as Clausewitz 

famously described as “the continuation of politics by other means.”114 In On 

War, Clausewitz also described war as “nothing but a duel on an extensive 

scale…an act of violence to compel our opponent to fulfill our will.”115 A Sun 

Tzu–inspired definition describes cyber warfare as “the art and science of fighting 

without fighting; of defeating an opponent without spilling their blood.”116 

Cyber attack is defined as “deliberate actions to alter, disrupt, deceive, 

degrade, or destroy computer systems or networks or the information and/or 
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programs resident in or transiting these systems or networks.”117 Cyber attacks 

contrast with cyber exploitation, which is the surreptitiously obtained confidential 

information via cyberspace, usually for intelligence purposes. Cyber exploitation 

includes a range of actions from government or corporate espionage to individual-

level identity theft. 

Cyberspace as a Commons and a Domain 

Political science scholar Joseph Nye characterizes cyberspace as both a 

virtual and a physical network in which the diffusion of power is evident in the 

vast number of actors and the relative reduction in power disparity among them. 

However, power diffusion does not mean power equalization, as state-sponsored 

programs are likely to have greater capabilities than individuals. He describes 

cyberspace as a “common pool resource” from which exclusion is difficult to 

achieve and exploitation by one actor can diminish value for others.118  

Cyberspace can be thought of as a digital commons, similar to those of air, sea, 

and space.  

Cyberspace differs from the other domains, yet overlaps and operates 

within all of them: it is ubiquitous in other domains.119 Cyberspace is the only 

domain in which all instruments of national power can be exercised at the same 

time through the manipulation of data and information. Despite being a separate 
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domain, cyberspace is embedded in the physical elements and power relationships 

of the other domains. 

Cyberspace functions independently of other domains, but it is also a force 

multiplier that can enhance the power of actions taken in other domains.120 

Dominance in cyberspace can improve the performance of operations in other 

domains, but the loss of dominance can negate or diminish capabilities in other 

domains as well. Also, unlike other domains where the blessings of geography 

have given some states natural advantages over others, there are no natural 

advantages to any state in the domain of cyberspace; the only advantages are 

those earned through investment and ingenuity.121 Furthermore, the cost 

associated with entry to the cyber domain is remarkably low, especially when 

compared with entry to the sea, air, or space domains. Such low barriers of entry 

mean that cyberspace can be accessible to virtually anyone, anywhere, at 

anytime.122 

Cyberspace is unique also because it changes time as a factor in 

operations; it is characterized by the marked reduction in time, space, distance, 

and investment for all actors.123 Cyberspace allows information – and attacks – to 

travel almost instantaneously across vast distances. These attacks occur at speeds 

much faster than humans can react or respond to them. Theoretical physicist 

Basarab Nicolescu argues that it would be more accurate to call cyberspace 
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“cyber-space-time” because of the manipulation of time through cyber 

capabilities. Complexity theory says that cyberspace (or cyber-space-time) is a 

complex system: one in which numerous independent elements continuously 

interact and spontaneously organize and reorganize themselves into more and 

more elaborate structures over time. According to complexity theory, cyber-

space-time is not only chaotic and unknown, but unpredictable as well.124 

While individual attacks occur very quickly across the cyber-space-time 

continuum, it takes time and resources to innovate and develop the knowledge, 

software, and systems that will ultimately determine if the attacks are successful. 

Most sophisticated cyber attacks require significant planning, reconnaissance, and 

surveillance activities that occur at a much slower pace. A true cyber war would 

require significant preparation, research, and development time, and it would 

probably combine the use of cyber weapons with conventional weapons.125 

Knowledge of the physical principles and systems governing the information 

environment is essential to those who provide security for the domain, in the same 

way that airmen, sailors, and soldiers require an understanding of the environment 

in which they conduct warfare and the potential for attacks on its infrastructure.126   

Because cyberspace provides powerful new technologies, is ubiquitous in 

other domains, and acts as a force multiplier for traditional military capabilities, 

defining warfare in cyberspace is problematic. There are a huge number of 

military and civilian assets at risk worldwide, and cyber technologies have 
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empowered non-state actors and individuals in unprecedented ways. At the same 

time, escalation in cyberspace is ill-defined, the threshold for physical action or 

retaliation is unclear, and there is no consensus on appropriate targets for 

retaliation for cyber attacks.127 Existing laws and norms are not mature enough to 

deal with the complexity of cyberspace and its relationship to warfare.128 

Recent US Policy Documents on Cyberspace 

The US government has published several documents in recent years in an 

attempt to define a cyber strategy that ensures security while promoting 

commerce and openness. This section provides an overview of the four most 

recent and significant US policy documents related to cyberspace and cyber 

security.129  

In May 2010, the White House released the Comprehensive National 

Cybersecurity Initiative (CNCI) that set the cyberspace agenda for the Obama 

Administration. The CNCI focused on three main goals: to increase situational 

awareness of all threats, vulnerabilities, and events within the government’s 

network; to defend against threats by improving counterintelligence capabilities 

and access to key technologies; and to strengthen the cyber security environment 

by improving education and awareness and by developing strategies for 

deterrence.130 
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In May 2011, the White House released the International Strategy for 

Cyberspace. The main feature of this document was that it stated, for the first 

time, that the US reserves the right to use all necessary means – diplomatic, 

informational, military, and economic – to defend the nation, allies, and interests 

in cyberspace. It supported this assertion by stating that “long-standing 

international norms guiding state behavior – in times of peace and conflict – also 

apply in cyberspace.”131 Nonetheless, it acknowledged that the unique attributes 

of cyberspace require additional work to clarify how these norms apply and what 

additional understandings might be necessary to supplement them.132 

In July 2011, the US Department of Defense (DOD) released its strategy 

for operating in cyberspace. This document asserted that cyberspace is redefining 

national security and discussed three areas of particular concern: theft and/or 

exploitation of data; disruption or denial of access or service that affects the 

availability of the networks, information, or network-enabled resources; and 

destructive action, including corruption, manipulation, or direct activity that 

threatens to destroy or degrade networks or connected systems. The document 

also offered a strategic roadmap for DOD to operate effectively in cyberspace, 

defend national interests, and achieve national security objectives.133 

Four months later in November 2011, DOD released its Cyberspace Policy 

Report, which called cyberspace a “critical enabler” to DOD military, 

intelligence, business, and potentially civil support operations. It acknowledged 
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that reliance on cyberspace has created vulnerabilities for DOD and the nation as 

a whole, but has also created many high-leverage opportunities.134 The 

Cyberspace Policy Report reiterated the US’ right to use any means necessary to 

defend itself from cyber attacks against the US economy, government, or military. 

It also elevated the importance of cyber deterrence through denial and the 

development of offensive cyber capabilities. Finally, while there is still no 

international consensus on the definition of an act of war in cyberspace, this 

report stated that an act of war “refers to an act that may lead to a state of ongoing 

hostilities or armed conflict.”135 

Actors in cyberspace 

Cyberspace transcends all levels of analysis in international relations 

theory. Individuals, small groups, states, multinational organizations, international 

organizations (to include transnational criminal organizations and violent 

ideological groups), and alliance blocs are all actors within cyberspace.136 The 
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variety of stakeholders means that there are different needs and expectations 

among actors, while even different countries have different preferences. As such, 

everyone wants something different from cyberspace, and everyone has different 

ideas of what constitutes its legitimate use.137  

This is significant for cyber blockades because an unprecedented number 

of actors are empowered with asymmetrical capabilities. The capability for cyber 

blockades is dispersed among a variety of actors with different goals and 

motivations; blockades are no longer the exclusive tool of states. Now states, 

international organization, non-state actors, and individuals have the capabilities 

necessary to create blockades in cyberspace.138  

States are significant actors in cyberspace. Governments use cyberspace 

for diplomatic, informational, military, and economic goals around the world, 

while cyberspace is critically important for command-and-control in modern 

militaries. In some countries, governments own and manage the infrastructure of 

cyberspace, but in other sectors it is privately owned and operated. Thus far, 

international efforts for a code of conduct in cyberspace have originated at the 

state level and been elevated to international organizations such as the United 

Nations. 
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International organizations also play a large role in cyberspace as users 

and owners who use cyberspace to manage information and communications on a 

global basis. Cyberspace is particularly important for transnational corporations, 

such as petroleum producers, that have offices, employees, supply chains, and 

customers located around the world and need to maintain constant communication 

and respond immediately to events on the other side of the world. Large 

corporations, such as firms in the financial sector and stock markets, rely on 

unimpeded access to cyberspace. Small businesses need cyberspace to manage 

logistics, advertise, and sell products. 

In the case of the United States, the private sector owns the vast majority 

of the Internet infrastructure. The US government has the responsibility of 

maintaining network security at levels appropriate for national security, yet 90 to 

95 percent of US government, military, and intelligence communications travel 

over privately owned systems. The US government does not normally have legal 

access to or control over these channels of potential attacks.  As a domain, the 

private ownership of cyberspace stands in stark contrast to the government’s 

ability to regulate all people and goods entering the US by air, land, and sea.139 

Non-state actors, such as armed groups and political organizations, also 

operate within cyberspace. The information technology revolution empowered 

non-state actors everywhere, provided they have access to cell phones, computers, 

Internet, or other types of technology. Greg Rattray and Jason Healy examined the 

role of non-state actors in cyber conflict, finding that there is no “empty space” in 

cyberspace because the activities of military and civilian users are entwined and 
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non-state actors cannot escape the “battlespace.” Cyberspace enables asymmetric 

capabilities that are advantageous to non-state actors.140 These actors can have 

strategic effects in two ways – either by making advanced capabilities available 

for sale or through cooperation with governments or underground actors or by 

forming an “unholy alliance” where states provide advanced capabilities directly 

to non-state actors to maintain plausible deniability. In certain situations, non-

state actors may be more trusted than the government, and thus, it may behoove 

them to recognize the limits of their credibility and create alliances with 

appropriate non-state actors.141 

Finally, individuals are major users of cyberspace. They use it for a wide 

variety of communication activities, such as banking, entertainment, medical care, 

and education. Individuals have found a way to include cyberspace in virtually all 

aspects of human life, as evidenced by the “blogosphere” that addresses every 

conceivable topic. In addition, users of products and services are innovating to 

create custom products and services that address their needs better. This 

“democratization of innovation” is not affecting all sectors equally, but rather is 

most prevalent in technology and information services. Moreover, this process is 

evolving quickly and dramatically as a result of the reflexive effect caused by 

rapid improvements in computer hardware and software combined with 

increasing access to commons where individuals can exchange ideas and technical 

knowledge.142 Individuals and small groups can potentially wield the same 

weapons as states, creating a new and dramatic asymmetry of power. However, 
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the capability to use cyber weapons in conjunction with other types of 

conventional warfare is still reserved as for larger actors with much greater 

resources, such as states.143 

The diffusion of actors in cyberspace can make cooperation between and 

among them very complex. The majority of the infrastructure in cyberspace is 

owned and operated by private sector companies, which makes major actors and 

stakeholders in cyberspace and sometimes complicates efforts to provide 

security.144 This has special relevance for blockades in cyberspace because much 

of the physical infrastructure that is affected (or rendered ineffective) belongs to 

private sector companies and is being manipulated by other actors to achieve 

political gains. While the relationship between private sector technologies and 

national security is not new (as we will see in Chapter 3’s section titled 

“Informational Blockades”), the global dependence on cyberspace has raised it to 

a new level of importance. 

The impact of an age of accelerating technological change can be seen in 

the public-private sector approach to cyber security. Some scholars argue that a 

public-private partnership is the only way to protect critical information 

infrastructure because technology moves too fast for government to respond, but 
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the private sector needs to be encouraged to invest in security.145 Traditionally, 

large-scale public-private cooperation cases present the classic collective action 

problem with a large number of entities, a diversity of interests, evolving 

technologies, and an increasing number of vulnerabilities and threats. The market 

alone will likely fail to protect critical information infrastructure because there are 

incentives for firms not to invest in robust security, so the US government is a 

necessary and useful, although not always welcome, participant in ensuring the 

security of cyberspace.146   

According to a report from the Government Accountability Office, despite 

efforts to secure a partnership, the private and public sectors have unfulfilled 

expectations of each other’s role in and cooperation for cyber security. 

Specifically, private sector actors do not believe the public sector is providing 

timely and actionable alerts, while the public sector expects threat information 

and commitment from the private sector (which it believes it is largely 

receiving).147  

Because of the wide variety of types of cyber attacks, originating from 

different sources, many experts believe that the US government alone cannot 

defend against them. Private sector and international cooperation is essential for 

defense because the private sector owns most of the information infrastructure, 
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while the international nature of cyberspace makes it difficult to investigate 

attacks and enforce laws without further international cooperation.148  

Adam Segal suggests a different approach based on informal 

multilateralism. By focusing on some of the norms of interstate cyber conflict, 

and on thresholds and legitimate targets in particular, the United States will be 

better positioned to shape international norms. Through engagement in bilateral 

and multilateral negotiations with non-governmental organizations, states, and the 

private sector, the US will be able to build and shape international support, policy, 

and security measures for cyberspace.149 

Yet there are others, such as Ronald Deibert and Rafal Rohozinski, who 

believe that cyberspace is overregulated by the multitude of actors whose 

decisions shape its character, often in ways that lack transparency or 

accountability. In particular, they point to private companies that own and operate 

cyber networks and whose decisions can be as important as government decisions 

but are often not transparent. There are also other organizations and actors that 

use cyberspace for their own ends, including authoritarian governments that abuse 

their power by pressuring private companies, thereby blurring the line between 

the public and private sectors. In their view, cyberspace is an over-controlled 

space with a multitude of actors competing for power. For effective governance, it 

is necessary to address the complex nature of the communications space in the 

twenty-first century – not the technology, but the people and power behind it.150 
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Attribution  

In addition to empowering a diverse array of actors with asymmetrical 

capabilities, cyberspace also makes attribution extraordinarily difficult, if not 

impossible. In this context, attribution can be defined as the act of identifying the 

person or persons responsible for an event. In traditional conflicts, it is relatively 

easy to know who the enemy is, but this is not the case with cyberspace. For 

blockades, states were required to announce their intention to blockade another 

state. Today, states do not announce their actions in cyberspace, there is a 

proliferation of actors in that domain, and the technology of cyberspace makes it 

increasingly difficult to determine who is conducting the cyber blockade. 

While cyber forensics have become increasingly sophisticated over time, 

so, too, have attackers. When a cyber attack is in progress, it is very difficult for 

states to assess the scope of the attack and determine who is responsible for it.151 

For most sophisticated cyber aggressors, anonymity or plausible deniability is a 

major advantage of cyberspace, while it poses a significant challenge to 

retaliatory action.152 

Ultimately, states may be unable to attribute attacks to specific individuals 

or organizations or link non-state actors to government sponsors, making it 
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impossible to follow traditional courses of action under international law. Despite 

this, states may exercise their right of self-defense overtly or covertly by 

executing counter cyber measures or other forms of deterrence.153 

This problem of attribution in cyberspace has also complicated efforts to 

adapt traditional deterrence strategy to the cyber domain. Traditional deterrence 

relied on the principles of denial and punishment, but punishment can be an 

effective deterrent only if the actors believe that the attack will be traced back to 

the perpetrator. Technological developments have made it increasingly difficult, if 

not impossible, to have positive attribution for sophisticated cyber attacks.154 As a 

result, denial becomes more important when attribution is difficult.155 

Vulnerabilities in Cyberspace  

Cyberspace is similar to traditional domains in that it can be self-

contained, but cyberspace differs in that it also traverses other domains. Fiber-

optic cables are in the maritime domain, host servers are on land, data pass 

through air in wireless communications, and the information transmitted and 

received throughout cyberspace the system is useful for a variety of purposes.156 

There are three different places within the cyberspace domain where geographic 

or technological chokepoints exist, creating vulnerabilities for the entire system. 

First, the physical infrastructure is vulnerable to attack. While cyberspace 

is often thought of as a global, wireless entity, its underpinnings are physical. At 
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the most basic level, undersea fiber-optic cables connect continents, and through 

these cables the transmission and exchange of data occurs. Undersea cables lie on 

the bottom of the ocean, where they are unlikely to be disturbed by operators in 

the maritime environment. Nevertheless, they are subject to the same 

geographical constraints as all marine operators: the shortest distance from one 

place to another is often through a geographical chokepoint, such as a strait or 

canal. In addition, when the cables reach their destination, they must connect to 

infrastructure on land. In doing so, they become more vulnerable to disruption 

(accidental or intentional) as they enter shallow waters and approach landing 

points. The critical chokepoints are straits or canals and landing points. 

Second, information is guided through the network to its destination by 

“root servers” that direct traffic from one Internet protocol (IP) address to another. 

There are thirteen root servers in the world; ten were originally located in the 

United States, and the other three were originally located in Stockholm, 

Amsterdam, and Tokyo. Today, nine of the root servers use a routing technique 

called “anycast” to allow them to operate in multiple geographic locations, 

thereby making them more secure.157 In addition, each root server has redundant 

computer equipment in order to provide reliable service in the event of an attack 

or a hardware or software failure.  

These increased security and redundancy measures were enacted because 

root servers have been the subject of attacks in the past and are likely to be targets 

in the future. If these servers cannot function as legitimate and trustworthy 

operators, then there will be no reliability or trust within the system. Information 
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cannot be reliably transmitted or received, thus compromising the integrity of the 

system. The impact of an attack on the root servers may be that information 

cannot be transmitted or received or is seen as untrustworthy.158 Thus, an attack 

on the root servers could halt global political and financial transactions until the 

integrity of the system is re-established. 

Third, computer systems and networks are vulnerable to many different 

types of attacks. In particular, denial-of-service (DoS) attacks have the ability to 

block communications for a wide range of senders and receivers. Botnets can take 

control over computers (making them what is commonly referred to as 

“zombies”) and perpetrate attacks without the legitimate owners’ or operators’ 

knowledge or consent. Distributed denial-of-service (DDoS) attacks are 

frequently conducted in this manner; a few hackers gain access to other 

computers, creating zombies and using them to spread malicious codes that 

overload systems, use all of the available bandwidth, and cause the targeted 

systems and websites to crash. 

While they are not part of the geographic or technical chokepoints that are 

relevant for blockades, a discussion of cyber security cannot forget the role of 

users and the fact that individuals are potential vulnerabilities for cyberspace. 

Malicious actors can deliberately inject destructive scripts or viruses to 

compromise one or more computer systems. Non-malicious but corrupt or 

unethical individuals can be bribed or blackmailed into conducting activities that 

compromise cyber security. Finally, even well-intentioned, ethical individuals can 
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compromise cyber security through inadvertent, accidental, uninformed, or 

careless activities that have serious repercussions.  

Types of Cyber Attacks 

Cyber blockades are the effect or result of cyber attacks, which can be 

conducted through various means and by various actors. Under these 

circumstances, this researcher proposes that it is most appropriate to employ an 

effect-based approach to categorization and classification of cyber attacks. The 

broad categorization of cyber attacks by effect produces three main categories: 

theft, denial, and destruction. This approach simplifies the analysis by examining 

the outcome of the attack, regardless of the perpetrator, affiliations, location, 

method, and other details.159 

Theft includes the unlawful and unauthorized seizure of information (to 

include intellectual property) that belongs to individuals, corporations, or 

governments. This category ranges from personal identity theft to corporate data 

hacking to state espionage. These acts are all considered theft because they 

involve the stealing or unauthorized access of private information or property. 

 Denial attacks prevent or deny access to information located in 

cyberspace. These attacks include authorized denial of access to financial 

information, news and media reporting, and government communications. Denial 
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can be achieved through DoS attacks as well as by other cyber or mechanical 

methods. Unlike destruction, denial is not permanent but can still have serious 

effects. 

 Destruction is the unauthorized defacement or destruction of information 

and property located in cyberspace or connected to it. This category includes 

destruction of personal, corporate, or nationally owned information or property 

and ranges from defacement of corporate websites with political slogans to cyber 

attacks that manipulate and destroy physical infrastructure, such as nuclear 

reactors. 

Cyber blockades are a type of denial attack that is designed to prevent or 

deny access to cyberspace. Denial attacks can take many forms and exploit 

different vulnerabilities. Just as the domain of cyberspace has both natural and 

man-made elements, attacks in cyberspace can be both natural and man-made and 

can target either the hardware or the software of cyberspace. A ship’s anchor or 

backhoe could disrupt or isolate a large portion of a network; earthquakes, floods, 

or other natural disasters could similarly destroy the physical infrastructure, 

causing massive disruption in services. Defense against hardware or software 

manipulation or destruction is a difficult task, given the vastness of cyberspace.160  

There are three major types of denial attacks that could occur in 

cyberspace: mechanical or physical attacks, electromagnetic attacks, and digital or 

virtual attacks. Cyber blockades could be constructed using any of these. 161 
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Physical attacks on hardware and infrastructure require very little 

sophistication or training. Many cables are located in accessible places, such as 

near manhole covers or buried underground near existing pipelines or railways. 

Even well-protected government and military facilities are often connected to the 

public utilities grid, opening them up to increased vulnerabilities and delays in 

backup systems.162 Wire cutters or backhoes can cut fiber-optic cables easily and 

very effectively disrupt service to a large portion of a network. Attacks on 

physical infrastructure can also target the key network nodes or the power systems 

that support them, rendering them ineffective. Finally, physical attacks can also 

target the key personnel who are highly trained to support the networks and 

responsible for prevention of and recovery after attacks.163 

Electromagnetic attacks are a rare but powerful form of cyber denial 

attack. Electromagnetic pulse (EMP) weapons and jamming of transmissions are 

just two examples of electromagnetic attacks that can cause massive disruptions 

in service in cyberspace. Of the types of EMP weapons, high-altitude 

electromagnetic pulse (HAMP) and high-power microwave (HPM), HPM is 

probably the likelier threat because it involves the use of nuclear weapons but can 

be very effective on a small scale and with smaller weapons. Furthermore, it is 

more effective against electronics and more difficult to protect devices against 

it.164 Jamming is a type of electronic warfare that can be used to “jam” devices on 
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the electromagnetic spectrum, including radio, radar, sonar, infrared, laser, and 

other technologies common in militaries and defense forces.165 

There are a variety of methods of virtual attacks, such as web defacement 

and semantic attacks, domain name server attacks, DDoS or DoS, malicious code 

(such as the Stuxnet worm), exploitation of routing vulnerabilities, and compound 

attacks that use multiple methods. DoS and DDoS have special relevance to the 

concept of blockade in cyberspace. Jose Nazario defines a DDoS attack as “a 

coordinated effort that instructs PCs [personal computers] to send a victim a flood 

of traffic designed to overwhelm their systems or consume their bandwidth.” The 

attacks are designed to interrupt the normal flow of traffic to and from the site. 

Their purpose is to overwhelm an adversary who normally has superior 

bandwidth resources and operate from a multitude of locations, making it difficult 

or impossible to filter the traffic.166 His examination of the politically motivated 

DDoS attack on Estonia in 2007, Georgia in 2008, and Burma in 2008 finds that 

cyber attacks, particularly DDoS and DoS attacks, are simply politics by other 

means. DDoS attacks can be used as a simple blunt force to silence critics or 

opponents at home or in foreign countries.167  

A global survey of government and private industry revealed that cyber 

attacks, particularly DDoS attacks, are increasingly common and cost millions of 

dollars for the companies that experience them – an estimated $6.3 million per 
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day for the company under attack. The impacts of attacks on companies and 

industries are severe and have ramifications that cut across all sectors.168 It is 

likely that DDoS and DoS attacks will become more important and pose greater 

danger to the economy and to politics as the availability of mobile networks 

increases and becomes more important for modern information society.169  

There are a number of ways to defend against physical and virtual attacks 

in cyberspace and cyberspace technologies. For defense against physical attacks, 

redundant infrastructure such as cold, warm, and hot backup sites is important, as 

is facility and equipment hardening such as bomb-proof facilities, gates, guards, 

and a location that is conducive to such measures. For virtual or digital attacks, 

software standards and active and passive defense systems are designed to detect 

and disarm malicious activities. Active defense systems include systems such as 

the National Security Agency’s EINSTEIN program, which automatically scans 

Internet traffic for malicious codes and disables them. Passive defense systems 

include firewalls and anti-virus software that keep corrupt or malicious software 

out of operating systems, but do not necessarily disable or destroy the threats.170 

Finally, information resources and people are the last line of defense in 

cyberspace. People with the proper training and expertise can take precautionary 

measures to defend against attacks and recover after them.171  
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In addition, there are many educational and military exercises under way 

to help mitigate the effects of and plan responses to the myriad worldwide cyber 

threats. Yet according to reliable sources, there are no exercises designed to see 

how the US military would operate without access to cyberspace and its enabling 

capabilities.172 Cyber blockades would be significantly more damaging if there is 

no plan of response to this type of attack.  

Scholar Amit Sharma offers the “triad theory” of cyber warfare, which is 

constructed around three forces: military, the government, and the 

people/leadership. He argues that only when all three components of the triad are 

attacked and destroyed in cyberspace at the same time will there be a “cascade 

effect” that will lead to strategic paralysis of the nation. The attacks must happen 

in rapid succession on the components in order to reduce the chance of a 

counterattack or defensive maneuvers. Previous attacks, such as those in Estonia, 

in Georgia, and Titan Rain, did not target the whole triad and thus were not as 

destructive as they could have been.173  

Conclusion 

Research indicates that the threat of massive cyber attacks will continue to 

rise as the world becomes increasingly reliant on cyberspace for essential 

activities. Just as sea lanes were the highways of world commerce in the age of 

seapower, cyberspace is the medium for electronic transmission of a significant 

portion of world commerce, financial investments, government operations, and 
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social communications today.174 We may not recognize cyber blockades as events 

occurring frequently in the world today, but it is likely that they will occur in the 

future.  

The theories of IR help explain the role of technology as a tool for conflict 

and cooperation in world politics and how power is conceptualized in an 

interconnected environment. Technology, geography, and international politics 

are inextricably linked. Realism emphasizes the importance of power for states, as 

measured by capabilities, in the self-help system, while liberalism underscores the 

potential for cooperation in an increasingly globalized and interconnected world. 

Constructivism demonstrates how information technology has already and will 

continue to shape our understanding of the environment and influence the course 

of world politics. 

The literature on cyberspace does not directly address the issue of cyber 

blockades, but there is significant research on related topics, such as the unique 

attributes of the domain of cyberspace, actors, and vulnerabilities for cyber 

attacks. The extant literature provides a point of departure for this research project 

in terms of key issues to be considered in the development of a theory for 

blockades. The next chapter will examine the historical evolution of blockades in 

different domains, making note of the actors, types of actions, and goals of each 

type of blockade. 
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Chapter 3: Evolution of Blockades in Different Domains 

“It is still the custom of old-line military men to talk of blockades and 
counterblockades as naval strategies, but reality mocks their words.” – Alexander 
Procofieff De Seversky175  

Despite the definition of blockades presented in the previous chapter, 

blockade operations are much broader and less well-defined than the official USN 

definition of blockades seems to imply. Blockades extend beyond the maritime 

domain; occur in a diverse set of circumstances, for a variety of reasons; and are 

not always called “blockades.” Because of this, it is necessary to look at the full 

spectrum of blockade operations in other domains before developing a definition 

and theory for cyber blockades. 

This chapter begins with an explanation of the relevance of blockades to 

cyberspace and clarification of what actions are and are not considered blockade 

operations. Next, the chapter explores the evolution of blockades over time and in 

different domains in order to construct a comparison of the commonalities and 

differences between and among them, and with blockades in cyberspace. An 

important aspect of blockade operations is that they are not static; rather, they 

have evolved significantly over time and with expansion to new domains. Each 

domain has its own terminology, distinctive physical features, and operating 

procedures, but while all the domains are unique, collectively they share a 

common logic, present a common security environment, and can be mutually 
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supportive of operations in the other domains. Thus, it is important to pursue a 

common theory of blockades that has specific meaning and application in each 

domain.176 

The goal of the chapter is to use this historical understanding as a basis for 

constructing a preliminary theory of blockades that applies to all domains – land, 

sea, air, space, and cyberspace. The discussion of cyber blockades is new, but 

whatever the adjustments are to the new theory, they will be influenced by the 

past history of blockades. As retired Air Vice Marshal Tony Mason of Great 

Britain’s Royal Air Force noted, any truly effective theory of power must 

emphasize not just the unique characteristics of the instrument, but also “the 

features it shares, to a greater or lesser degree, with other forms of warfare.”177 

This chapter will seek to answer three questions: 

• What are the similarities among blockades in different domains 

and at different points in time? 

• What are the differences among blockades in different domains 

and at different points in time? 

• Under what conditions do blockades in all domains tend to occur? 

Applicability of Blockades to Cyberspace 

In the modern era, information and communication networks are 

frequently considered goods vital for the economy and national security of almost 

every country. Communications power is based predominantly in cyberspace and 

the multitude of networks in it, which could be “turned off” by an enemy. If an 
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adversary could deny access to a significant portion of information and 

communication of value to the target, this would create the same effect as a 

blockade – an informational blockade in cyberspace to harm or weaken the 

adversary by controlling or denying its access to economic goods and 

information. 

A blockade is commonly thought of as a physical barrier to prevent 

someone from acquiring something of value, in order to gain an advantage. 

However, a blockade does not necessarily need to be physical in nature, as long as 

it is effective when imposed. Also, blockades are rarely used alone; they are 

employed as part of a broader strategy to deter and weaken the adversary. Mahan 

reminds us that the relevant question for blockades is not “does this make it 

impossible for the enemy to escape?” but “does this impose upon him such risks 

as to give considerable change of either stopping or crippling him, if he attempts 

it?”178 

The forms of blockade have changed dramatically with the evolution of 

technology, from close blockades to distant blockades to blockade zones, but all 

have sought the prevention of movement of specific items at, or as close as 

possible to, their source. As naval scholar Roger Barnett wrote, “States have been 

rather inventive over the years in conducting blockade operations but calling them 

something else in order to evade the legal requirements of blockade law.”179 This 

practice has expanded the idea of the blockade past the strict legal sense to 

include activities such as quarantine operations, interception operations, exclusion 
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zones, pacific blockades, and close (tactical) and distant (strategic) blockades. 

These activities are collectively referred to as blockade operations.180 

Non-blockade Activities 

Before delving into the historical evolution of blockades at sea, in the air, 

and on land, for clarity’s sake it is important to make a distinction between 

blockade operations as defined above and other types of economic warfare or 

coercion that are commonly considered similar to blockades. In defining what a 

blockade is, it is equally important to state what is not a blockade. This section 

defines and differentiates sanctions, embargoes, and sieges from blockades. 

The term sanctions today commonly refers to economic restrictions placed 

on a country by another country or a group of countries in response to specific 

actions that are deemed to be outside of international norms. Defined as a 

“coercive measure adopted usually by several nations acting together against a 

nation violating international law,”181 today’s sanctions are punitive measures 

designed to punish a country and coerce it into a different course of action that is 

more acceptable to other countries. For example, current international sanctions 

on Iran are aimed at weakening the Iranian economy and prodding the Iranian 

government to modify its nuclear program. 

Historically, the same term held a different set of meanings. In An 

Introduction to the Principles of Morals and Legislation, written in 1789, Jeremy 

Bentham outlines four types of sanctions: physical, political, moral, and religious. 

He describes sanctions as “a source of obligatory powers or motives” of pleasure 
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and pain.182 Of the four types of sanctions, political sanctions bear the closest 

resemblance to the modern usage of the term. According to Bentham, a 

designated person or persons in the community who are authorized to conduct 

legal action, and at the will of the sovereign or supreme ruling power of the state, 

can issue political sanctions.183 

The origin of the term sanctions relates to motivations for the behavior of 

individuals and the ways in which these motivations may be harnessed for the rule 

of law.184 The term is related directly to what might be thought of today as law 

enforcement efforts or efforts to enforce a specific code of conduct. The most 

common modern understanding of sanctions still maintains that it is a punitive 

action designed to punish a state and coerce it into a different course of action. 

The concept of “positive sanctions” encourages a system of rewards for actors 

who engage in certain behaviors or acceptable norms.185 

Sanctions differ from blockades in several important ways. Sanctions have 

their origin in law enforcement efforts and have evolved into collective security 

efforts during, while blockades have their origin in warfare. Sanctions are 
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primarily political tools designed to coerce states into a specific course of action, 

whereas blockades have historically been military tools designed to achieve 

victory in war. Finally, in modern times, sanctions generally reflect a consensus 

or common perception of international norms. However, blockades can be 

enforced unilaterally, do not require (and generally do not receive) international 

approval, and are not necessarily a reflection of specific international norms 

(although the war effort as a whole may be). 

Embargoes also differ from blockades. Embargoes are described as 

“prohibition by a government on certain or all trade with a foreign nation”186 or 

“state actions geared to preventing the movement of goods into, out of, or through 

their [own] territory.”187 Embargoes are directed toward detention within the 

national domain of ships or property destined for foreign territory;188 they prevent 

imports to the target country at the point of origin (e.g., from the neutral’s 

territory). In contrast, blockades are established along the borders of the target 

country to prevent imports at the destination (e.g., in the blockaded territory) and 

prevent exports at the point of origin (e.g., from the blockaded territory). In 

embargoes, neutral countries seek to prevent goods from entering their own 

country, whereas in blockades, countries seek to prevent goods from entering or 

leaving the blockaded territory.189   

Embargoes are a form of economic coercion that is employed to compel a 

state to alter its course of action. Embargoes can be employed without unfriendly 
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purpose or without the intention of obtaining redress (i.e., embargoes of produce 

for food safety reasons), but they can also be a form of participation in foreign 

conflict as a means of assisting or injuring a party. Embargoes can also be a useful 

tool for collective redress or punishment for acts deemed to be illegal.190 

Sanctions and embargoes refer to the objectives of the action, whereas 

blockades refer to both the objectives and the enforcement mechanisms 

employed. Blockades are far less common than sanctions or embargoes. 

According to one expert, between 1993 and 1998, the United States imposed 

sanctions sixty-one times – nearly half of the number of times it has imposed 

sanctions since the end of World War I. These sixty-one sanctions targeted 

seventy-five countries and approximately 42 percent of the world’s population, 

for causes as diverse as weapons of mass destruction to mislabeling seafood.191 

Finally, siege warfare is also frequently confused with blockades, 

particularly when discussing land blockades.192 Sieges are designed to surround a 

particular location (usually a city or other relatively small area) and sever all 

resupply lines in order to force it into surrender. The dictionary defines siege as 

“the surrounding and blockading of a city, town, or fortress by an army 

attempting to capture it,”193 thereby including blockades as being part of a siege. 

The primary distinction is that sieges are intended to destroy the target and/or 
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compel the enemy’s surrender, whereas the purpose of blockades is to prevent 

enemy trade with neutral states or movement of enemy forces.194 

Historical Blockades in Different Domains 

This section examines the evolution of the concept of blockades at critical 

junctures through the centuries in order to understand how and why it has 

changed and to identify enduring elements for consideration in blockades in the 

future. It begins with naval blockades because that is where the international laws 

regarding blockades were first formed. Aerial blockades evolved using similar 

concepts, so they will be examined next, followed by land blockades and space 

blockades, which bear less resemblance to naval and aerial blockades. Finally, 

informational blockades will be examined in order to see how the theory of 

blockade has migrated outside of traditional, physical domains.  

Naval Blockades  

Naval blockades are the most relevant for cyberspace because at the height 

of maritime power, the maritime domain was the major avenue for the global 

transport of goods and information. States could not be world powers without 

significant maritime resources and the capability to defend their maritime 

dominance. Today, cyberspace is the major avenue for the global exchange of 

information (and, by extension, products), and any state that seeks to be a major 

player in the world system must have advanced cyber capabilities. The ability to 

deny entry into either of these domains is a key factor in maintaining global 

power and influence. 
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According to Maurice Parmelee, historian and member of the Blockade 

Committee during World War I, “[t]he purpose of a blockade is to isolate the 

enemy in such a fashion as to destroy its import and export trade. A blockaded 

nation is thus prevented from drawing supplies from other parts of the world and 

from sending to other countries its exportable surplus.”195 It is essentially a 

boycott. Furthermore, he says, “[a]n effective blockade excludes a nation 

temporarily from international trade, which means that it is deprived, for the time 

being, of the benefits of the world-wide system of division of labor which enables 

civilized nations to exchange their surplus products with one another.”196 

A naval blockade is an attempt to sever the nation’s commercial and other 

economic relations with the remainder of the world, and it may be used as a 

method of isolating a nation.197 The law and practice of blockade evolved with 

warfare since ancient times, but it has continuously represented the struggle of 

neutral states to safeguard their rights in times of war and belligerents who are 

prone to ignore neutral rights. 

Blockades and the Rights of Neutrals  

Codified blockade laws and operations evolved out of a desire to protect 

the rights of neutrals during conflict. The first proposed international rules of 

blockade date to 1780, when Russia presented them to the League of Armed 

Neutrality, whose goal was to protect neutral shipping against the British Royal 

Navy, which had a policy of unrestricted search of neutral shipping for French 
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contraband during the American War of Independence.198 During the Napoleonic 

Wars, England and France violated the rights of neutrals; around the same time, 

the United States became a seafaring country and began championing neutrals’ 

rights. The issue of the rights of neutrals culminated in the Congress of Paris in 

1856 and the Declaration of Paris Respecting Maritime Law, which abolished 

privateering, regulated relations between belligerents and neutrals, and introduced 

new rules for prize courts.199 

The four basic rules of international law governing blockades were 

recognized by British Prize Courts before 1815: 

1. A blockade must be effective in order to be binding. 
2. Only a belligerent can establish a blockade. 
3. In order to be valid, a blockade must be declared and notified, its 

geographic limits stated, and a grace period provided to allow 
neutral vessels to exit. 

4. A blockade must be limited to the ports and coasts of the 
enemy.200 

 
In addition, certain items were considered contraband, or prohibited from 

trade. States could make their own contraband lists for each conflict, but with 

time, they grew to be quite complex. The Dutch jurist and philosopher Grotius 

organized commerce into three categories: goods that could only be used in war, 

goods not used in war and used only for pleasure, and goods that could be used 
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both in and out of war (i.e., “dual-use” items, such as provisions, money, and 

ships). These categories helped to organize states’ lists of contraband goods.201 

There were two main issues associated with contraband to be debated: 

first, the nature of articles that could be confiscated; and second, the 

circumstances under which goods would be treated as a particular kind of good, 

whether in war or peace. These issues were and still are weighed against the 

belligerent’s right to prevent foreign aid from reaching its enemy.202 

International law and treaties emphasize the rights of belligerents and 

neutrals in blockade law because the critical issues of blockades centered on the 

rights of commerce in times of war. Throughout history, the blockade literature 

has sought to establish a balance between the rights of belligerent parties to make 

war on their enemies and the rights of neutral parties to continue with their 

businesses and remain outside of the conflict. Rules governing blockades were 

important for neutrals. Before the rules, neutrals could not refrain from trade with 

a belligerent nation for fear of being perceived as an ally of the enemy, but if they 

continued to trade with a belligerent, they risked danger and the perception that 

they were an ally of the belligerent. As a result, neutrals needed established laws 

or sets of practices to preserve their right to conduct commerce during times of 

conflict and protect them from the misperception of alliance with a belligerent. 

The balance between the rights of belligerents and rights of neutrals has 

shifted over time. When the League of Armed Neutrality first broached the issue, 

the primary goal was to protect the rights of neutrals. As major powers rose and 
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fell and technology changed the way blockades could be conducted, there was a 

movement toward the rights of belligerents, including the right of pursuit of 

blockade runners; the concept of “continuous voyage” was established during the 

Civil War, and long-distance blockades were constructed during World War II. 

As a result, the international laws of blockade are codified but not static; the 

history of blockade is one that reveals changing needs, priorities, technology, and 

adaptations of international legal and normative standards. 

US Civil War 

The United States’ Civil War and the evolution of naval warfare to include 

steam-powered ships and heavy guns changed the rules of blockade. The Union 

began a blockade on the Confederacy on May 10, 1861; it involved 500 ships and 

100,000 men, and over the course of four years, the Union captured ships and 

blockade runners valued at more than $30 million. However, the blockade never 

completely sealed off the South from the rest of the world, and the Confederacy 

imported enough war materials to sustain its armies.203  

According to Civil War historian Craig L. Symonds, the Union blockade 

was different from all previous naval blockades. Historically, the purpose of 

blockades was to keep the enemy’s warships off the high seas and thereby secure 

safe passage for one’s own commerce. Yet the Confederate Navy was too small to 

try to contain, and the Union realized it could have more of an impact preventing 

trade than keeping warships in port.204 The purpose of Union’s blockade was to 
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seal off the enemy’s coast to trade and, according to Lincoln, “prevent entrance 

and exit of vessels” for all ports in the south. Ironically, the declaration of a 

blockade was tantamount to a de facto recognition of Confederate government 

(which Lincoln protested vigorously) because the international maritime law 

stated that blockades must be between belligerent states.  

Blockade running became a thriving business during the Civil War, and in 

order to catch and deter blockade runners, the Union Navy needed to adopt new 

strategies of blockades, both along its coast and on the high seas.205 The 

Springbok case firmly established the doctrine of continuous voyage as a principle 

of blockades.206 This case established that goods with the ultimate destination of 

enemy ports are liable to confiscation at any point along the journey – even at 

neutral points en route to enemy ports – not just in enemy territorial waters. This 

made interdiction on the high seas more important than ever and proved 

advantageous years later when the British were successful in stopping the greater 

part of Germany’s overseas trade.207 

In the end, the blockade was the Union’s greatest commitment to the naval 

war, as it absorbed huge resources and required an expansion of the Navy. The 

blockade contributed to the economic and psychological isolation and depression 

of the Confederacy, yet it was not decisive in the outcome of the war, according 
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to some historians, who characterize it as a form of slow asphyxiation that was 

successful only when combined with other measures of warfare.208  

Early Twentieth Century  

The Russo-Japanese War of 1903–1904 introduced practices that 

disregarded neutrals’ rights and blatantly endangered their lives. These practices 

included the exclusion of neutrals from certain areas of the high seas, the sinking 

of neutral prizes, indiscriminate undersea mining of strategic areas, and extended 

contraband lists.209 Previously, blockades were a form of total warfare against the 

enemy’s military and civilian population; with the Russo-Japanese War, neutral 

ships and countries also felt the immediate effects of the blockade.  

In 1914, neutral ships were permitted by international law to continue to 

trade freely with belligerents, but they had to submit to the right of search and 

could be brought before a prize court if they offered resistance to search, carried 

contraband, rendered aid to the enemy, or attempted to infringe on a blockade.210 

Goods were only considered contraband if they were of a specific (predetermined) 

nature. The Kim case of 1915 established that goods could be considered 

contraband because their final destination was enemy government or armed 

forces. Thus, the destination of the items alone could determine whether they 

were contraband and susceptible to confiscation by a belligerent.211 
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World War I 

During World War I, the blockade had a diplomatic, economic, and 

financial character. It was designed to apply pressure to Germany by limiting the 

tonnage of certain goods delivered to the country. Maritime trade was very 

important to Germany’s economy and power. When war was declared, the vast 

majority of its trade (including cargo of imports and exports) was outside of 

Germany, not stockpiled at home, thus creating an immediate trade imbalance and 

a strategic risk for Germany.212  

To conform to international law, a blockade must be effective and bear 

with equal severity upon all neutrals. This requirement proved difficult with the 

British blockade of Germany during World War I because it proved difficult to 

impose a blockade on the long coastline of the Baltic states. In the strictest legal 

sense, the Central Empires were never blockaded during World War I; instead, it 

was economic encirclement.213 

The declaration of submarine warfare dramatically changed World War I 

and the imposition of the blockade. The British imposed a blockade on Germany 

at the beginning of the war. In 1915, Germany began using submarine warfare 

tactics against the British blockade, targeting any hostile merchant ships in British 

or Irish waters, including the English Channel, and destroying them without 

regard for crew or passengers.214 

Submarine warfare effectively reversed the blockade by endangering 

cargo headed to Britain, thus placing Britain in a position of being unable to 
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receive all of its shipments. In January 1917, Germany declared a policy of 

unrestricted submarine warfare, which expanded the war to other waters and 

states. Less than a month after this declaration of unrestricted warfare, President 

Wilson broke diplomatic relations with Germany. In April 1917, the United States 

declared war on Germany after three American steamers has been torpedoed by 

German submarines in the previous three months.215 

It is impossible to determine with accuracy the extent to which the 

blockade was responsible for victory in the war, but according to historians, it was 

effective in diminishing the number of goods that made it to the Central Empires. 

After the US declared war on Germany, blockade became very simple: it forbade 

any exportation whatsoever to neutral countries adjacent to Germany. Allies 

proceeded to exchange products with the same neutrals only if the latter were able 

to supply them with goods that were useful to them and their war effort.216  

The enemy’s preparedness for the blockade made a significant difference 

in its ability to withstand it because stockpiles would allow both the military and 

its civilian population to survive. According some historians, the German 

perspective is that the defeat of Germany in World War I was due – almost 

without exception – to the blockade. Counterfactually, if Germany’s 

counterblockade of Great Britain (unrestricted submarine warfare) had been 

successful and Allied and neutral ships had been sunk at a rapid rate, Britain 
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would have been isolated and paralyzed and cut off the flow of supplies from the 

United States, and Germany may have won the war.217 

While it is impossible to know if this would have truly been the case, it is 

an indication of the importance of blockades and the geographical location of a 

country. In Sir Eyre Crowe’s Memorandum on the Present State of British 

Relations with France and Germany in 1907, he wrote, “The general character of 

England’s foreign policy is determined by the immutable conditions of her 

geographical situation on the ocean flank of Europe as an island State with vast 

oversea colonies and dependencies, whose existence and survival as an 

independent community are inseparably bound up with the possession of 

preponderant sea power.”218 Winston Churchill, as First Lord of the Admiralty, 

invested the nation’s resources in building a strong, modern fleet. 

Blockades are a type of total warfare, whereby the entire population of 

Germany suffered because of the blockades due to German policy choices, and 

the realities of modern warfare. The effects of blockade were to starve the 

German people and disable their industries. German economic life had collapsed 

by the end of 1916, but the German army was still well-equipped.219 According to 

historian Lieutenant Louis Guichard, “[e]conomic encirclement after all was only 

an achievement incidental to the successful accomplishment by the Allied navies 

of their main task of acquiring and maintaining the mastery of the seas, without 
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which victory would have been impossible.”220 Thus, encirclement and blockade 

were one part of the war effort that resulted in mastery of a particular domain that 

was essential to victory. 

World War II 

A similar type of economic warfare played a major part of World War II, 

proving that the success of an economic blockade depends on three factors. First, 

the economy of the blockaded power must be vulnerable. Second, the blockading 

power must have the means, by control of sea and land routes, diplomatic 

influence, control at source, or other ways, to cut off the supply of goods to its 

enemy from outside its border. Third, the blockading power must be able to 

secure the acquiescence or cooperation of neutral powers, whether adjacent to the 

enemy or supplying it from overseas.221  

World War II was important to the development of economic warfare and 

blockades because Germany effectively controlled the entire continent of Europe. 

The basic assumption of the Allies was that Germany could be bled to death 

slowly via economic warfare.222 Britain’s Ministry of Economic Warfare defined 

economic warfare as a military operation with the objective of defeating the 

enemy by depriving it of the material means of resistance. It uses direct attacks as 

well as indirect pressure on neutral countries from which it draws supplies, which 

makes it distinct from coercive measures used in times of peace.223  
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Economic warfare could be conducted through legislative action (i.e., 

domestic policy changes), diplomatic action (i.e., persuading neutrals not to trade 

with the enemy), and military action. Military action could involve blockades, 

capture of ships or cargoes, contraband control, direct attacks on ports, invasion 

of important economic areas, attacks on shipping on the high seas, and attacks on 

centers of storage, production, manufacturing, or distribution. All three 

approaches interfered with the enemy’s acquisition of goods from overseas.224 

Post-World War II 

Blockades continued to be used after World War II, albeit in new and 

different circumstances. In 1950, President Truman ordered a close naval 

blockade of North Korea within a week after the invasion to cut off seaborne 

maneuvers and close its seaborne supply lines. This blockade was a UN naval 

blockade under a UN charter, which means that it did not qualify as an act of war. 

But a unilateral US blockade would have been an act of war and could have 

provoked a Soviet response.225 

In 1958, the UN Conference on the Law of the Sea produced the Geneva 

Conventions on the High Seas. It comprised a statement of the rules of conduct to 

which all nations should subscribe and included a statement that a blockade 

cannot be instituted unless war had already begun between the parties.226  
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Cuban Missile Crisis 

The Cuban Missile Crisis of 1962 resulted in a selective naval “blockade” 

that prohibited the shipment of offensive weapons to Cuba but did not prohibit 

food, petroleum, or other goods. The weakness of the “blockade” was that it could 

not remove the missiles; for that, diplomatic measures and military threats were 

employed. This operation was not targeted at economic or commercial trade but 

was successful at applying significant pressure through seapower.227 

During the crisis, the term blockade was eschewed in favor of quarantine 

(or defensive quarantine) for several reasons. The legal implications of a blockade 

at the time were that blockades were only recognized as legitimate after a formal 

declaration of war by the blockading power – and the United States was seeking 

to avoid war with the Soviet Union. Second, the quarantine of Cuba was partial 

and applied only to specific offensive military equipment, unlike previous 

blockades. Finally, there was consensus that the term quarantine sounded less 

bellicose than blockade and was therefore more acceptable to Latin American 

partners and the international community.228 The distinctions between quarantine 

and blockade highlight key features of the understanding of blockade at that time. 

UN Naval Blockade Operations: Vietnam, Iraq, and Libya 

In 1965, the United States authorized the Navy to search and seize enemy 

supply vessels along the coast of South Vietnam. Before 1972, it was politically 

unacceptable to stop vessels in North Vietnam, so the Navy had to do it in the 
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South. Operation “Market Time” was a three-tiered barrier operation that included 

air patrol, off-shore combat ships, and inshore patrols. Interdiction rates at sea 

were very high, but the effectiveness of the operation was difficult to determine 

because the Viet Cong developed alternate lines of communication and supply 

and increased shipments overland and via the river system.229 

In 1972, President Nixon announced that the US would begin to blockade 

North Vietnam. Operation “Pocket Money” closed three major ports in North 

Vietnam for 300 days, halted all exports from North Vietnam, and decreased 

imports by 30 percent. This blockade was achieved by mining the ports, which 

allowed naval vessels to operate elsewhere. The blockade was deemed 

operationally effective and assisted with the overall war effort by forcing the Viet 

Cong to rely more on roads and railways to transport goods, which, in turn, 

improved the effectiveness of the US air bombing campaign in North Vietnam.230 

During the 1990–1991 Gulf War, the UN established a naval blockade 

against Iraq (and Kuwait during the occupation). On August 26, 1990, the UN 

adopted Security Council Resolution 665 to impose sanctions on Iraq and halt 

shipping to and from the country. Specifically, it called upon member states and 

their deployed maritime forces to “halt all inward and outward maritime 

shipping” and inspect it for compliance with earlier resolutions that placed an 

embargo on trade with Iraq for all goods except those with medical or 
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humanitarian purposes.231 No trade would enter or leave Iraq by sea, and all ships 

would be inspected by coalition forces, which had authority to use military force 

to prevent blockade-running.232 Ships and airplanes from fourteen states 

intercepted and challenged more than 7,500 merchant ships. After the war, the 

United States and other nations continued to blockade Iraq in order to enforce UN 

sanctions against the regime of Saddam Hussein.233 

In 2011, the UN again approved a naval blockade, this time against Libya 

and the regime of Muammar Gadhafi. In the face of popular protests against the 

regime, Gadhafi answered the unrest with the use of overwhelming force against 

civilians and rebels. The UN responded with Security Council Resolution 1973, 

which called for the enforcement of an arms embargo against Libya by all 

member states. The enforcement authorized the use of all necessary force against 

vessels suspected of carrying restricted goods to or from Libya and led to the 

construction of a blockade. In this particular case, the blockade and embargo 

specifically targeted arms and related material.234 The goal of the blockade was to 

limit Gadhafi’s supply of weapons and prevent the reinforcements necessary to 

continue the fight against the rebels.235 
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Israeli Blockade of the Gaza Strip 

When Hamas was elected to power in June 2007, Israel imposed a 

blockade on the Gaza Strip as retribution for Hamas’ antagonistic policies toward 

Israel, which included firing rockets into Israeli territory. The goal of the blockade 

was to force regime change in Gaza through collective punishment of its people. 

Approximately 80 percent of the 1.5 million people who live in Gaza are 

dependent upon food aid, including the 45 percent of the population who are 

younger than age 15. The ban on exports and most imports quickly destroyed 98 

percent of Gaza’s industry and has since hampered recovery and reconstruction 

efforts.236 

As a consequence of the blockade, Israel was permitted to stop ships on 

the high seas that it believes are destined for Gaza. A UN panel found this to be a 

lawful exercise of self-defense in the context of an armed conflict. According to 

the report, “[t]he fundamental principle of the freedom of navigation on the high 

seas is subject to only certain limited exceptions under international law. Israel 

faces a threat to its security from militant groups in Gaza. The naval blockade was 

imposed as a legitimate security measure in order to prevent weapons from 

entering Gaza by sea and its implementation complied with the requirements of 

international law.”237 However, the panel’s conclusions were not definitive in fact 
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or law because it did not have the ability to compel testimony or demand 

documents.238 

Israel eased the restrictions of the blockade in 2010 in response to 

international pressure following several attempts of non-governmental 

organization (NGO) flotillas to break the blockade. The relaxed conditions of the 

blockade allow non-military and dual-use items to be imported to Gaza, but there 

is still a restriction on construction materials. An investigation by the United 

Nations Office for the Coordination of Humanitarian affairs found that the new 

restrictions did not allow for substantial improvement in people’s lives.239 

The Israeli blockade of Gaza presents an interesting case of what could be 

considered a “defensive blockade.” Blockades are traditionally against belligerent 

nations (even pacific blockades) for the purpose of applying economic and 

military pressure. The blockade of the Gaza Strip blockade was not against a 

state, yet it is internationally recognized as a legal blockade. 

Aerial Blockades 

The concept of aerial (or air) blockades has been discussed since the early 

years of military airpower.240 Aerial blockades represented a significant evolution 

in the practice of blockades. In the past, evolution in naval blockades reflected 

new naval technology (ships powered by steam or coal, for instance, were able to 

interdict other vessels on the high seas). With the advent of air power, blockades 
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were adapted to fit not just new technology, but also a new domain.241 An 

examination of the evolution of aerial blockades is useful to understand how new 

technological innovation opened a new domain for human interaction and 

changed the practice of blockades to accommodate the specific attributes of that 

domain – a process similar to the one that currently exists in cyberspace with 

respect to cyber blockades. 

During World War II, airpower became an important source of military 

power. According to Italian general Giulio Douhet, “aeronautics opened up to 

men a new field of action, the field of the air. In so doing it of necessity created a 

new battlefield; for wherever two men meet, conflict is inevitable.”242 Alexander 

P. De Seversky described the emergence of aviation as “the paramount and 

decisive factor” in war.243 These early theorists of airpower focused on the new 

principles of warfare that were influenced by the emergence of military aviation. 

As Douhet reminded readers and military planners, “the form of any war … 

depends upon the technical means of war available.”244 

In his seminal work, De Seversky described the importance of aerial 

blockades, an argument that was influenced by observation of the German 

blockade against Britain and its use of airpower in extending the range of the 

blockade. De Seversky asserted quite clearly that “the blockade of an enemy 

nation has become a function of air power” and is “destined to be the only 
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effective type of blockade.”245 He described three distinct advantages of aerial 

blockades. First, they can harass shipping at both ends of the sea routes – at the 

ports of origin and destination – whereas naval blockades generally focus solely 

on the targeted territory. Second, their speed allows them to act quickly, and they 

are able to harass more ships in a given time period. Third, because of their speed, 

they can engage in joint operations with naval forces as the directing or 

commanding component, thus increasing overall operational effectiveness.246 

 In surveying the damage done to the British war effort (to include 

merchant and military vessels), De Seversky estimated that approximately 25 to 

30 percent of the destruction rendered by the blockade of Britain during a two-

year period was attributable to airpower. Throughout that period, the proportion 

of destruction rendered by airpower continually expanded. He reasoned that the 

only successful countermeasure for aerial blockade is greater aviation power 

because opposing airpower can diminish the opponent’s ability to conduct an 

aerial blockade.247 

While naval blockades prevent commerce by preventing ingress and 

egress of ports and harbors, aerial blockade could be effective at any spot in the 

ocean, providing that the aircraft has sufficient striking range. Furthermore, naval 

blockades maintain an external barrier to lines of communication, but an “aerial 

blockade is immeasurably more effective in that it affects both outside and 

interior breach of supply lines simultaneously. It is total and instantaneous 
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blockade.” Thus, internal and external supply lines and lines of communication 

could be affected through the use of airpower.248 

In reality, air blockades have not been as common as naval or land 

blockades and have been used somewhat differently. Like naval and land 

blockades, air blockades involve denial of the airspace in order to prevent egress 

and ingress. Also, they are frequently used in conjunction with naval blockades 

and other forms of economic pressure, such as embargos or sanctions. 

In the post-World War II era, aerial blockades have been limited mostly to 

military operations other than war (with the exception of the Lebanon case, as will 

be shown below). Several of these operations have been humanitarian 

interventions designed to provide assistance to civilians or to forces engaged in 

armed combat within a state. These aerial blockades are commonly referred to as 

“no-fly zones” (NFZ) because they establish an area of exclusion in the air. In all 

cases, the primary task was to establish air dominance in order to implement an 

aerial blockade as a form of area denial or anti-access operation. 

Iraq: Operation Southern Watch (1992–2003) and Operation Northern Watch 

(1997–2003) 

 Operation Southern Watch began on August 27, 1992, and was conducted 

by the Joint Task Force for Southwest Asia to enforce a NFZ south of the thirty-

second parallel.249 The mission of the operation was to prevent Iraqi forces from 

using airpower against Iraqi civilians, specifically to end the bombing and strafing 
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of Shia Muslims in southern Iraq by the Iraqi Air Force after the 1990–1991 Gulf 

War. 

 The NFZ was deemed necessary because a disproportionate force was 

used against the civilian population in violation of international norms and laws. 

The NFZ could be considered a pacific aerial blockade intended to coerce Iraq 

into a new course of action. The stated purpose of the NFZ was outlined in United 

Nations Security Council Resolution (UNSCR) 688, passed in April 1991, which 

condemned the repression of the civilian population and demanded that Iraq 

immediately end the repression. It also authorized the UN Secretary-General to 

pursue humanitarian efforts in Iraq and use all resources at his disposal to address 

the needs of the Iraqi population.250 This resolution was viewed as the political 

authorization to establish a NFZ in Iraq; it was named Operation Southern Watch, 

an operation in which the United States, the United Kingdom, France, and Saudi 

Arabia participated.251 

 UNSCR 688 also led to Operation Provide Comfort, which was designed 

to protect Kurds fleeing their homes in northern Iraq and to provide humanitarian 

aid to them in the aftermath of the Gulf War. Operation Provide Comfort was 

followed in 1997 by Operation Northern Watch, a US and European Combined 
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Task Force responsible for enforcing a NFZ over the airspace of Iraq north of the 

thirty-sixth parallel and preventing Iraqi aggression toward Kurds.252 

 The United States, the United Kingdom, and Turkey participated in 

Operation Northern Watch. For the first two years, relatively little combat was 

required to enforce the NFZ. After Operation Desert Fox in December 1998, Iraqi 

forces began firing on coalition aircraft, and low-level conflict ensued until 2003. 

The operation officially concluded on May 1, 2003 after US and coalition forces 

invaded Iraq and overthrew the government of Saddam Hussein.  

 These NFZ were the first to be implemented in the post-Cold War era and 

the first to receive international support. A key feature of the NFZ is that they 

were implemented to reduce state capacity and deter or prevent military abuse of 

power against civilian populations. The aerial blockades were implemented in 

conjunction with economic sanctions and naval interdiction operations; 

collectively, they were able to target military and commercial activities, so as to 

weaken the state militarily and economically, while simultaneously providing 

assistance to the civilian population. 

Bosnia: Operation Deny Flight (1993–1995) 

NATO conducted Operation Deny Flight from April 12, 1993, through 

December 20, 1995. This operation prevented warring parties from using 

“belligerent air” as a medium of warfare in order to protect the civilian 

population. The mission began as enforcement of a NFZ over Bosnia and 
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Herzegovina to prevent the use of airpower during the conflict, but it evolved to 

include close-air support for UN troops in Bosnia. 253 

UNSCR 618 authorized the use of “all necessary measures” to enforce the 

NFZ. The mission of the operation was threefold:  First, it banned flights by “all 

fixed-wing and rotary-wing aircraft in the airspace of Bosnia-Herzegovina,” 

meaning that all aircraft were prohibited from ingress and egress from Bosnian 

airspace unless specifically approved by the UN Flight Coordination Center in 

Zaghreb. Second, it was “to provide close air support to UN troops on the ground 

at the request of, and controlled by, United Nations forces.” Third, the mission 

aimed “to conduct … air strikes against designated targets threatening the security 

of the UN-declared safe areas.”254 

 The operation began with aircraft from France, the Netherlands, and the 

United States. Throughout the 983 days of the operation, Belgium, Canada, 

Denmark, France, Germany, Italy, the Netherlands, Norway, Spain, Turkey, the 

United Kingdom, and the United States deployed forces in support of Operation 

Deny Flight. NATO aircraft were based in France, Germany, Greece, Italy, and 

the United Kingdom and on carriers in the Adriatic Sea. A total of 4,500 

personnel from twelve NATO countries participated in the operation.255 

 Operation Deny Flight was significant for this study of cyber blockades 

for several reasons. It was an aerial blockade and the first military combat 

                                                           
253

 "AFSOUTH Factsheet: Operation Deny Flight," Regional Headquarters of Allied Forces 
Southern Command (NATO), 
http://www.afsouth.nato.int/archives/operations/DenyFlight/DenyFlightFactSheet.htm. 
Accessed May 11, 2011.  
254

 Ibid.; "Security Council Resolution 816 (1993),"  (United Nations Security Council, 1993). 
255

 "AFSOUTH Factsheet: Operation Deny Flight". 



99 
 

engagement in NATO’s history, which helped establish a relationship between the 

UN and NATO. In addition, it established air dominance over Bosnia, which 

enabled Operation Deliberate Force, the NATO bombing campaign in Bosnia that 

played a key role in ending the war. Militarily, it was a successful operation 

because it succeeded in preventing fixed-wing aircraft from flying over Bosnia 

and Herzegovina, although there were hundreds of violations by helicopters that 

would land when warned by NATO fighters, only to resume flight after NATO 

forces departed the area.256 Politically, it was successful because it led to the 

political resolution of the war. According to Michael Beale, “the operation’s 

implied objective was to demonstrate UN and NATO determination to stabilize 

the situation in Bosnia so that a peaceful settlement could be achieved.”257   

Lebanon War (2006) 

During the 2006 war between Israel and Lebanon, Israel imposed naval 

and aerial blockades on Lebanon. The goal of the blockades was to prevent the 

freedom of navigation in and out of Lebanese ports and airspace, with the 

exception of humanitarian supply ships and vessels to evacuate refugees from 

Lebanon.258 The aerial blockade restricted normal air traffic from entering 

Lebanon, in an attempt to prevent arms shipments from reaching Hezbollah forces 

in Lebanon. Many criticized the blockade for hampering the delivery of 

humanitarian relief supplies and imports required to rebuild the civilian 
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infrastructure that was damaged during the war.259 The blockades lasted nearly 

two months, from July 13 to September 7, 2006.260 

Unlike the NFZs of Iraq and Bosnia, the aerial blockade in Lebanon was a 

unilateral blockade that was not aimed at protecting civilians. It was intended 

primarily to prevent the transfer of military equipment and supplies to Hezbollah 

forces in Lebanon, although non-military trade was also caught in the blockade. 

This type of aerial blockade more closely resembles naval blockades between 

belligerents in the nineteenth century than the NFZs that preceded it, but both are 

considered types of aerial blockades. 

Libyan Uprising (2011) 

In 2011, an uprising against Gadhafi’s regime began in eastern Libya. In 

the midst of the “Arab Spring” that led to massive unrest throughout the region 

and the resignations of Ben Ali in Tunisia and Musharraf in Egypt, Gadhafi 

attempted to crush the uprising with military force. The rebels in eastern Libya 

fought back, but they were confronted with massive military force, including 

airpower, used by the Gadhafi regime. 

A few weeks after the uprising began, the United Nations Security 

Council, with the support of the Arab League, voted to implement a NFZ over 

Libya. The NFZ banned all flights in the airspace of Libya, except for 

humanitarian relief flights, including the delivery of food and the evacuation of 

refugees. UNSCR 1970/1973 gave member states the authority to use “all 
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necessary means” to enforce the NFZ and protect civilians. Furthermore, the 

Resolution established an arms embargo against Libya, preventing the 

transportation of arms to or from the Libyan Army.261 

The NATO aircraft enforcing the NFZ actively prevented Libyan military 

aircraft from operating in the airspace and other aircraft from delivering supplies 

to the Libya military or government. As a self-defense measure, NATO forces 

destroyed air defense systems throughout Libya and any ground forces that posed 

a threat to aircraft. In addition, they destroyed Gadhafi’s forces and equipment 

that threatened civilians and allowed for the safe delivery of humanitarian aid to 

the Libyan population.262  

 As a tactical measure, the NFZ gave the rebels a window of reprieve in 

which they could regroup and reorganize their efforts in order to redress the 

balance of power. Airpower was critical to the Libyan military’s ability to project 

power throughout the country, and the military’s unopposed aerial bombardment 

of rebels and civilians was a significant and decisive asymmetrical advantage for 

the Gadhafi regime. As a result, the NFZ seriously impeded the Libya military’s 

capabilities.263 

 The NFZ and its accompanying naval blockade lasted from March 31 until 

October 31, 2011. The United States, France, Greece, Italy, Norway, the United 

Kingdom, and Qatar were some of the countries that deployed forces in support of 
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the NATO operation.264 NATO Secretary General Anders Fogh Rasmussen said 

of the mission, “We have fully complied with the historic mandate of the United 

Nations to protect the people of Libya, to enforce the no-fly zone and the arms 

embargo … Operation Unified Protector is one of the most successful in NATO 

history.”265
  

Land Blockades 

The international law literature generally limits blockades to the maritime 

and aerial domains, but history has given us many examples of blockades on land. 

As a result, scholars debate whether true blockades, in the sense of naval and air 

blockades, have been or can be implemented on land. This debate is useful 

because it highlights the different aspects and attributes of the land domain and 

the specific challenges that accompany blockades on land. The differences 

between land and other domains may also be present in cyberspace and challenge 

us to expand our understanding of blockades. 

Many scholars use the word blockade to describe events on land that are 

similar to naval blockades, while others argue that these “blockades” are actually 

sieges or other types of land warfare and thus do not constitute blockades. In 

addition, a review of the United States’ Department of Defense Joint Publication 

1-02, last updated in August 2011, reveals that the word blockade is not used or 

defined anywhere in that document. The Joint Publication 1-02 is considered to 

be the definitional authority on all modern military operations. The word with the 
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closest meaning to blockade was interception, and those definitions were limited 

to air, maritime, and electronic interceptions.266  

This ambiguity may have something to do with the fact that blockades on 

land are not frequently used in warfare, especially modern warfare. Modern 

armies are tactical maneuver teams, and their tactics, techniques, and procedures 

have changed significantly since the end of World War II to no longer include 

blockades. Even before the end of World War II, land blockades were not a 

common military operation. In the literature, they are often linked to sieges and 

types of total warfare that were more common centuries ago, while there are very 

few examples of standalone blockades on land. 

 In ancient warfare, armies surrounded and isolated cities and political 

entities in order to lay siege to them effectively. These “blockades” were 

conducted as part of a larger operation with the ultimate goal of the destruction of 

people and property (a goal that is now illegal under international law). Historians 

often associate land blockades with total warfare, such as sieges and starvation 

campaigns.267 In ancient warfare, invading armies established blockades to 

prevent a city or region from receiving reinforcements and additional supplies and 

then laid siege to the city, rendering the near-total destruction of the people and 

property within. In this context, land blockades were part of a campaign of total 

warfare that indiscriminately killed civilians and military personnel alike.268  
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According to historian Paul Kern, ancient siege warfare was total war, 

pitting entire societies against one another, blurring the distinction between 

battlefield and society, engulfing women and children in the violence, destroying 

society’s infrastructure, and uprooting entire populations.269 Interestingly, he sees 

this ancient type of warfare as foreshadowing modern warfare because violence is 

not limited to soldiers on the battlefield. 

Other scholars have associated land blockades with the forced movement 

of people: blockades are intended to cause suffering within the civilian population 

and to force them to leave a territory. Hugo Slim suggests that “the two main 

ways of using food and starvation as weapons of war are through policies of 

blockade or scorched earth – the former often being a more subtle and more easily 

disguised form of the latter … blockade was epitomized by siege warfare in 

earlier days by the deliberate control of key market routes or the cornering and 

stockpiling of core commodities like grain and rice.”270  

In order to conduct an investigation of historical blockades in different 

domains, this section will examine two major military operations that are 

commonly referred to as land blockades: the Blockade of Leningrad and the 

Berlin Blockade. The purpose of this examination is to understand what happened 

in both cases in order to analyze the events and identify how they are similar to 

and different from other types of blockades. 
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Blockade of Leningrad  

The lengthy, entrenched blockade of Leningrad was unusual during World 

War II, which was a war characterized by the mobility of forces during military 

operations. Besieging cities and starving populations had ceased to be a major 

form of warfare over a century earlier, when sieges were rendered less effective 

by the massive defensive walls that protected the inhabitants. In the twentieth 

century, the sieges that did occur, such as the Leningrad siege, focused on cities 

that were military strong points and often strategic seaports, which were also 

advantageous to the enemy.271 

The blockade of Leningrad, also known as the siege of Leningrad, began 

on September 8, 1941 and lasted for 872 days. It was one of the longest and most 

destructive sieges in history and one of the deadliest, in terms of casualties. The 

blockade disrupted utility, water, energy, and food supplies and resulted in the 

deaths of over 1 million people.272 Approximately 650,000 Leningraders died 

from hunger, cold, and illness in the first year of the blockade alone.273  

The Nazi German forces wanted to capture Leningrad (now Saint 

Petersburg) because of its strategic importance as the main base of the Soviet 

Baltic fleet, its industrial strength and arms factories, and its political significance 

as the former capital of Russia and the symbolic capital of the Russian 

Revolution. It was the second largest city in Russia and a major industrial and 
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cultural center. Hitler was keen on the destruction of the cities of Leningrad and 

Stalingrad in particular because he believed they were the “breeding places of 

Bolshevism.”274  

With the help of Finnish military forces who blocked the northern route 

from Leningrad, German forces were able to achieve a near-total encirclement of 

the city.275 The only outlet was a winter ice road over Lake Ladoga, which was 

constantly under threat of German bombs. By mid-September 1941, German 

troops had cut off all road and rail access to the city and trapped its 3.2 to 3.8 

million inhabitants inside.276  

The purpose of the siege was to destroy the city of Leningrad in order to 

weaken Russian power. During the siege, civilians tried to flee the city, but the 

German forces turned them back. A letter from the German Naval Chief of Staff 

reported that Hitler had decided that “the problem of the life of the population and 

the provisioning of them is a problem which cannot and must not be decided by 

us … We are not interested in preserving even a part of the population of this 

large city.”277 Hitler is quoted as saying, “We have no interest in saving lives of 

the civilian population” and “Leningrad must die of starvation.”278 As the Nazi 

directive on “The Future of the City of Petersburg” stated, “The Fuehrer has 

decided to wipe the city of Petersburg from the face of the earth.” It describes a 
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blockade to secure the city, after which it would be subjected to artillery 

bombardment and constant bombing so as to raze it to the ground. It also decreed 

that if the city requested capitulation, the request would be denied by the 

Germans.279 At the same time, there is little evidence that Stalin ever seriously 

entertained the option of surrendering Leningrad in order to spare it damage or 

destruction.280 

Over 1 million people died in the siege, and 1.4 million (mostly women 

and children) were evacuated via the dangerous ice road over Lake Ladoga, many 

of whom died as a result of starvation or bombardment along the road. Civilians 

in the city suffered from extreme starvation; in January and February 1942, as 

many as 700 to 1,000 people died every day, mostly of starvation. Reports of 

cannibalism appeared that same winter, and the Leningrad police created a special 

unit to combat cannibalism. Estimates of the economic destruction and human 

loss of life in the Siege of Leningrad exceeded those of the Battle of Stalingrad, 

Battle of Moscow, and atomic bombs of Hiroshima and Nagasaki. Some 

historians view it as genocide through “a racially motivated starvation policy” 

against the people of the Soviet Union.281  

The counteroffensive of Soviet troops outside of Leningrad began in 1942, 

and the encirclement was broken in January of 1943. The Soviet forces were able 

to establish a 10-to-12-kilometer-wide land corridor to provide relief to the people 

of Leningrad. The siege itself did not end until January 27, 1944, when the Soviet 
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Army expelled German forces from their position south of the city.282 After the 

war, a tribunal acquitted the German commander Feldmarschall Wilhelm Ritter 

von Leeb of war crimes on the grounds that it was lawful (but extreme) to drive 

fleeing non-combatants back into a besieged place if the besieged commander 

expelled the civilians in order to conserve supplies to prolong the fight.283 

Berlin Blockade 

The Berlin Blockade of 1948–1949 was the result of a gap in international 

law and treaty agreements governing the use of land and sea access to Berlin. The 

Soviets used this gap to their strategic advantage to cut off Berlin. The Berlin 

Airlift was intended to be a short-term measure until a negotiated settlement could 

be reached, but it proved so successful as a counterblockade measure that the 

Soviets ultimately realized the blockade was ineffective and becoming a 

liability.284 

The Berlin Blockade, which lasted from June 24, 1948 to May 12, 1949, 

was the first major international crisis of the post-World War II era. According to 

the Potsdam Agreement, Berlin was divided into four sectors, each to be 

temporarily controlled by one of the Allies: France, the Soviet Union, Great 

Britain, and the United States. As it happened, the Soviet sector produced much of 

the food supplies for the rest of Berlin.285  
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In the confusion and haste at the end of the war, Allied planners 

overlooked the creation of a formal, written agreement negotiating overland 

access to Berlin, which was located 100 miles inside the larger Soviet zone of 

occupation. Several factors contributed to this omission: the general assumption 

that the occupation would not last long; the importance of other issues; Soviet 

recognition of the right of Western access to Berlin since the occupation began; 

and misplaced trust in Soviet goodwill. For eight weeks following the surrender 

of Berlin, the Soviets denied Western access to the city while they subjected 

Berliners to brutal treatment at the hands of the Soviet Army. After two months, 

the Soviets granted Western forces permission to use one railway, one road, and 

one air corridor to access Berlin. Within a few months, this was further restricted 

to just one railway with a limited number of trains per day.286 These restrictions 

created immediate tension among the former allies. 

In 1947, the United States created the European Recovery Act, or 

“Marshall Plan,” to provide comprehensive assistance to any European nation that 

wanted to participate. Stalin viewed the Marshall Plan as a plan for American 

economic penetration and increased political and cultural influence, so he refused 

to allow the Soviet Union or its satellite states to participate. By early 1948, the 

Western powers determined that Soviet influence in eastern Germany was so 

widespread that West Berlin was in danger of falling to Soviet influence in the 

future. In order to prevent this, they deemed it necessary to integrate West 
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Germany’s economy with that of Western Europe, which had adopted the 

Marshall Plan.287 

In order to do this, the Western powers began making plans for a new 

currency in the West Berlin sectors. The currency that was established at the end 

of the war had been so significantly devalued by excessive Soviet printing that a 

new currency was to play a crucial role by stabilizing West Germany’s economy 

and allowing it to integrate with the economy of Western Europe. In response to 

these plans, the Russian government began planning for the introduction of new 

currency into the Soviet zone.288 On June 22, 1948, in the midst of the currency 

crisis, the Soviet delegate told the other occupying powers, “We are warning both 

you and the population of Berlin that we shall apply economic and administrative 

sanctions that will lead to the circulation in Berlin exclusively of the currency of 

the Soviet occupation zone.”289 

Two days later, on June 24, 1948, the Soviets severed land and water 

communications between the Soviet zone and the Western zones and stopped all 

rail and barge traffic to and from Berlin. The following day, the Soviets stopped 

supplying food to the other sectors of Berlin. Surface traffic to Berlin from the 

Western sectors was prevented, electricity was cut off, and only air corridors 

remained open. At the time the blockade was established, West Berlin had thirty-

six days’ worth of food and enough coal to last forty-five days.290  
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The purpose of the blockade, according to US Air Force historian Roger 

Miller, was to reverse the political decision regarding currency, not to force 

Western powers out of Berlin, although that was a long-term goal of the Soviet 

government. Based on his actions and options (including the fact that the US had 

the atomic bomb and Moscow did not), it was clear that Stalin wanted to avoid a 

war with the United States and other Western powers but was willing to use every 

method short of war in order to achieve his political objectives. Likewise, the 

United States sought to avoid a war with the Soviet Union. Therefore, after 

considering its response to the blockade of Berlin, it eschewed armed convoys 

and forced entry into the city in favor of a (seemingly temporary) solution that 

would not escalate the situation but would fully utilize the rights and access that 

were negotiated and guaranteed in formal agreements with the Soviet Union.291  

The American and British response to the Berlin Blockade was an airlift, 

designed to provide short-term relief to the Western powers’ garrisons located 

within Berlin, as well as support the population of Berlin as best they could, until 

a political agreement could be reached. The Berlin Airlift, as it became known, 

was intended to be a stop-gap measure that would give Western powers time to 

negotiate a new agreement with the Soviet Union.292 

The airlift was aided by the fact that the land blockade of Berlin was 

loosely applied. West Berlin was not completely isolated from the Soviet sector: 

the train wound its way in and out of both sides, rivers passed through multiple 

sectors, and thousands of Berliners crossed sectors every day to go to work. A 
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thriving black market for Western goods developed in the Soviet sector, and West 

Berliners were able to buy goods from that sector. Soviet forces made attempts to 

reroute trains and search people, but faced with the sheer number of people – 

80,000 – who crossed from one side to the other each day, it was impossible to 

fully implement or regulate the blockade within the city of Berlin.293 

The sectors were economically interdependent, a fact that the Western 

powers used to their advantage in establishing a counterblockade in West Berlin. 

When the Soviet sector halted milk delivery to the Western sectors, the Western 

powers ceased meat delivery to the Soviet sector – and milk delivery quickly 

resumed. When the Soviets announced that food would not be delivered outside 

of the Soviet sector, the Western powers halted delivery of food and medicine to 

the Soviet sector. Because West Berlin received sufficient quantities of food and 

fuel from the airlift, the tit-for-tat negotiations had little impact there; however, 

the counterblockade had significant impact on the economy of the Soviet sector, 

which was not receiving external food supplies.294 Thus, there was a blockade and 

a counterblockade, but neither was completely enforced because the city’s sectors 

were so interdependent.  

The blockade continued until May 12, 1949. The Western powers began 

the Berlin Airlift in June 1948 as a small operation of 80 tons of cargo, but by the 

following April, crews were working around the clock to deliver 8,893 tons of 

supplies per day – more than had previously arrived by rail and plenty of supplies 
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for the people of West Berlin.295 In the end, the Berlin Airlift delivered a total of 

2,325,509.6 tons of cargo to Berlin and carried 81,730.8 tons of cargo out of 

Berlin on a total of 277,569 flights.296 The airlift was such as success that it 

rendered the land blockade ineffective and became a disaster for the policies of 

Joseph Stalin and a source of embarrassment for the Soviet Union.297 

Modern “Blockade” Operations 

 According to Joint Publication 1-02, modern armies do not lay siege to 

entire cities or regions or conduct blockades.298 Instead, they use checkpoints to 

monitor the flow of goods and people in and out of a region and employ tactical 

forces to strike at enemy targets that are hidden among civilian populations. In 

recent operations, the US Army conducted interdiction operations to find drug 

smugglers in northern Afghanistan, capture Taliban and al Qaeda fighters in 

Afghanistan, and monitor the goods entering and exiting cities in Iraq and 

Afghanistan.299  

 The interdiction operations of the US military in Afghanistan and Iraq 

have been for the purposes of law enforcement, security, stability, and 

reconstruction. Most of the contraband goods or people they seek to interdict 

include illicit drugs, weapons, and known criminals or terrorists. As a result, 

interdiction operations cannot be considered blockades because they do not focus 
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on preventing the state from legitimate exchanging goods and products with other 

states or from growing its economy; rather, they focus on interdicting actors who 

are operating outside of the rule of law and smuggling goods and people across 

borders. 

Space Blockade 

Another domain that is important to examine is space. Unlike the previous 

three domains, space is important not because of a rich history of blockades in 

space (in fact, there is not one), but rather because of the nexus of technology and 

geography. In other domains, the role of technology in exploration and 

exploitation may be taken for granted because it has been around for so long (e.g., 

no one alive today remembers when the first sailing ship was invented), but space 

has opened to human beings much more recently because of the advances in 

modern technology. Technology altered the specific relationship between humans 

and space – just as it has altered, indeed created, the relationship between humans 

and cyberspace. Discussions of space remind that the geography and physical 

attributes of the environment, such as gravity, remain important to understanding 

different aspects and limitations of the domain, as well as power relationships 

among the states that seek to exploit it.300 

The discussion of blockades in space is less fertile than the discussions of 

blockades in other domains for two reasons. First, space is open to all, but the 

high costs of entry to the domain reduce the number of actors operating in space. 

Second, space is used primarily for commercial use, and power has not yet been 
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accompanied by weapons (although many of the commercial systems are capable 

of being weaponized).301 As a result of these factors and fear of a space arms race, 

traditional blockades and other types of wartime operations have not yet been 

implemented in space. 

However, some security analysts argue that space is being weaponized in 

subtle ways and should not be treated differently from any other domain. They 

argue that it is reasonable for a country like the US to use weapons to deny 

another country’s wartime use of space, just as it would deny their use of land, 

sea, or air. If space truly is like the other domains, then it is only a matter of time 

before it will be militarized.302 

Another unique aspect of space is territorial ownership because space 

cannot be considered part of the national territory of any country. Without 

territorial ownership, states cannot construct “blockades” in the traditional sense 

in space because states do not own parts of space, thus there is no specific 

territory for which to deny entry or exit. A blockade in space would require states 

to prevent one another’s physical access into the domain, which is possible but 

may be likely to occur as the result of embargoes, sanctions, or other political or 

economic measures that impede the acquisition of certain technology, as opposed 

to military operations that interfere directly with vessels as they attempt to enter 

space. 
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Similarly, cyberspace has physical infrastructure that falls within the 

territorial boundaries of states and can be subject to laws governing territoriality. 

However, territorial jurisdiction can be considered virtually nonexistent for 

information transiting through cyberspace because of the speed at which it passes 

through national boundaries. The nearly instantaneous communications of 

cyberspace make it difficult to hold states accountable for information that passes 

through their territory but does not originate or end there. 

Information Blockades 

Blockades are traditionally employed in physical domains against physical 

targets, but there is historical precedent for action that may be understood as 

“information blockades.” The term information blockade refers to deliberate 

actions designed to control or prevent the transmission beyond national 

boundaries (ingress or egress) of information useful to the enemy or its war-

making capabilities. This type of blockade has direct relevance for cyber 

blockades because the goals are the same; cyber blockades involve denying 

access to information that is available through the technologies of cyberspace in 

order to achieve political ends. 

Information blockades have been a part of warfare since at least the 

Spanish-American War in 1898, although they were not called blockades at the 

time.303 These early informational blockades have important implications for a 

modern cyber blockade. Some scholars even argue that it was the struggle for 

control over worldwide communication – specifically undersea cables – that made 
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World War I truly global.304 In 1945, international legal scholar Charles Cheney 

Hyde wrote, “Inasmuch as submarine trans-oceanic cables are an agency for the 

transmission of intelligence throughout the world, their treatment in time of war is 

a matter of concern to the entire society of nations.”305 

During the Spanish-American War, submarine cables connecting neutrals 

to territory controlled by the enemy were “not infrequently cut by the naval forces 

of the United States.”306 Telegraph cables connecting two enemy territories were 

considered acceptable targets for cutting, as were cables that connected the enemy 

with neutrals because they could be used for hostile dispatches. International law 

dictated that these cables could be cut within the territorial waters of the enemy or 

on the high seas, but not within the territorial waters of a neutral. Although the 

belligerent had a right to interrupt service during times of war, it could not 

confiscate the cables (if privately owned) and had to permit resumption of service 

to neutrals upon the establishment of peace.307 

The strategic importance of international radio and submarine telegraph 

cable networks was a critical part of the war offensive on both sides during World 

War I. The overarching goal of the British offensive was to isolate Germany 

militarily, politically, and economically. Germany also recognized the importance 

of cables to effective coalition warfare, and both sides took steps to destroy their 

opponent’s communications links as part of their war-fighting strategy. 

Eventually successful at destroying German cables, Britain forced the Central 
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Powers to use the Allies’ wireless cables to reach beyond Europe and then used 

interception and cable censorship as part of an informational blockade, 

compounding the effects of the traditional maritime blockade.308  

During World War I, cables were increasingly vulnerable to disruption 

from damage and disrepair due to the implicit threat of submarines that deterred 

repair ships from conducting routine cable maintenance or emergency repairs, the 

real threat of submarine attacks on the cables themselves, and the volume of 

traffic on the cables. At the time, the United States relied heavily on British cables 

for overseas communication and realized that regardless of its stake in any future 

war, the structure of the global cable and radio network and the nation’s 

dependence upon lines of communication controlled by other powers placed the 

country at a distinct disadvantage. As a result, US officials made efforts to protect 

and expand the nation’s international communications infrastructure in support of 

changing diplomatic, military, and commercial ambitions during the war.309 The 

United States began to move from the periphery of the global network to the 

center and to develop policies to govern and protect the use of this network.  

The United States created a permanent executive authority over cable 

landings on US territory in 1921; the Cable Landing License Act was designed to 

protect US strategic interests and open the international cable network to 

competition. However, this act did not designate a central authority for governing 

or coordinating private sector cable and radio development with national security 

needs. According to historian Jonathan Reed Winkler, this failure “stemmed in 
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part from the differing frames of reference the military, the State Department, and 

the cable and radio companies used when thinking about communications with 

the rest of the world and problem of integrating those worldviews.” He added, 

“Such a disconnect was not unique to the question of strategic communications, 

however, and was symptomatic of a larger problem of coordinating policy and 

strategy among the army, navy, State Department, Congress, and others 

concerned with national security, a problem that would become particularly acute 

in the 1930s.”310 

Submarine cables continued to play an important role in conflict after 

World War II.311 Today, cyberspace and the Internet are the latest attempt to 

organize the world’s communications networks in ways that will be redundant 

and survivable and link places of strategic and commercial importance. We face 

many of the same challenges as before, plus new ones.312  

As cyber technology becomes more integrated into political and social 

life, less attention is being paid to the social and political dimensions of 

technology itself. The disparity between societies that are linked to the network of 

instantaneous communications and those that are not is significant, and we do not 
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yet understand fully the implications of it.313 Neither do we understand the 

implications of abruptly moving from “linked” to “unlinked” status, such as with 

a cyber blockade. 

Defining Cyber Blockades 

A driving question of this research is, what are cyber blockades, and how 

are they similar to and different from historical blockades? This section examines 

the similarities between and among blockades over time and in other domains, in 

order to create a framework for understanding how cyber blockades may fit in this 

paradigm and where they may differ. 

Actions 

The actions undertaken for blockade operations remain consistent across 

time and different domains: to use appropriate means and technology to deny 

access to specific goods or capabilities within a certain domain. In most cases, 

this requires the physical prevention of ingress or egress of vessels operating in 

the domain (e.g., ships, aircraft, spacecraft). In some cases, it also requires the 

prevention of communication from one territorial location to another, such as with 

information blockades and some capabilities associated with space. Regardless of 

the specific features of the domain, blockades try to deny the opponent the 

opportunity to use its capabilities freely within a certain domain, in order to 

enhance one’s own position vis-à-vis the opponent. This is achieved by 

preventing commerce or military capabilities from entering or exiting the domain. 

                                                           
313

 Hartmut Rosa and William E. Scheuerman, High-Speed Society: Social Acceleration, Power, and 

Modernity  (University Park, PA: Pennsylvania State University Press, 2009); Evgeny Morozov, The 

Net Delusion: the Dark Side of Internet Freedom, 1st ed. (New York: Public Affairs, 2011). 



121 
 

Actors  

The proliferation of actors is an important feature of cyberspace and one 

that theory strives to address. Hence, it is essential to understand the range of 

actors involved in historical blockades and how this affected the definition of 

blockades. Historical naval blockades involved states, specifically sovereign 

states recognized by the international community. However, given that the 

international law governing blockades was created after the Treaty of Westphalia 

and the establishment of the modern state-based system, it is likely that states are 

considered the primary actors in blockades merely because they were the major 

actors in the international system and the only actors capable of rendering a 

blockade or being subjected to one. 

The issue of state actors has evolved since the law was first codified in the 

eighteenth century. During the US Civil war, the Union blockade of the 

Confederacy was tantamount to a de facto recognition of the Confederacy as an 

independent state, which was never the intention of the Union government. In the 

years since the Civil War, this requirement for blockade has loosened.314 Today 

there exists an Israeli blockade of the Gaza Strip, which can be considered 

analogous in some ways to the Union blockade of the Confederacy. In both cases, 

an internationally recognized sovereign state imposed a blockade on an adjacent 

territory that had not been previously recognized as an independent state. In both 

cases, the justification for the blockade was protection or self-defense of the 
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blockading state. In the case of the Israeli blockade of the Gaza Strip, there has 

been no associated movement to recognize Gaza as an independent state as a 

result of the blockade. 

Since one of the defining legal criteria for imposing a legal blockade is 

that it must be effective, one can conclude that the ability to impose a blockade is 

more important than the level of analysis, or actor, involved. Throughout history, 

the capabilities to enforce a blockade have been considered more important in 

blockades than the status of statehood. The capabilities to create a blockade could 

be acquired by actors at any level of analysis. States and non-state actors, such as 

non-state armed groups or individuals, could acquire the appropriate capabilities 

to render an effective blockade. Thus, we should assume that blockades can be 

created by actors at any level of analysis – as long as that actor possesses 

sufficient capability to make the blockade effective.  

With regards to the blockaded actor, the historical evidence suggests that 

the target of the state has always been a physical territory with some kind of 

political organization. The political organization does not have to have complete 

authority (e.g., Hamas), nor does it need to be recognized internationally as a 

state. Areas that are controlled by non-state armed groups, separatist regions, or 

other ungoverned territory may be blockaded. A blockade cannot be rendered 

against political organizations or other entities that do not control physical 

territory, as this would contradict the historical understanding of a blockade. 
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Rationality  

Actors involved in blockades must be considered rational. Rational actors 

examine the opportunities and risks associated with their actions and the actions 

of others and make decisions that are informed by an analysis of the advantages 

and disadvantages of the possible courses of action. Rational actors are logical 

and seek to maximize gains while minimizing losses.315 

Rationality must be understood in context, while noting that the context 

for every actor is different. Each actor processes information in a particular 

environment of political, organizational, and cultural perspectives that inform the 

way the actor understands and evaluates the information.316 These information-

processing contexts influence and alter the way information is perceived and thus 

the decision-making process that results from it. This system and process is so 

complex that it is difficult to predict actions on a state level when much is 

unknown about the decision-making context.317  

Blockades can involve actors from any level of analysis, so although the 

actors are rational, they have very different perspectives and responsibilities. The 

priorities and responsibilities of an individual are vastly different from state-level 

responsibilities and priorities. Thus, even though rationality can be assumed for 

                                                           
315

 Thomas C. Schelling, The Strategy of Conflict  (Cambridge, MA: Harvard University Press, 
1960); Graham T. Allison and Philip Zelikow, Essence of Decision: Explaining the Cuban Missile 

Crisis, 2nd ed. (New York: Longman, 1999). 
316

 Schelling, The Strategy of Conflict; Richards J. Heuer and Center for the Study of Intelligence 
(U.S.), Psychology of intelligence analysis  (Washington, D.C.: Center for the Study of Intelligence, 
Central Intelligence Agency, 1999). Robert Jervis, Perception and misperception in international 

politics  (Princeton, N.J.: Princeton University Press, 1976).  
317

 Derek H. Chollat and James M. Goldgeier, "The Scholarship of Decision-Making: Do We Know 
How We Decide?," in Foreign Policy Decision Making (Revisited) ed. Richard C. Snyder, H.W. 
Bruck, and Barton Sapur (New York: Palgrave Macmillan, 2002). 



124 
 

all actors, their contexts and motivations vary so greatly that it cannot be assumed 

that they will make the same calculations, despite shared rationality. 

Capability  

Capabilities are of central importance to a theory of blockades. By 

definition, a blockade is effective, so any actor seeking to impose a blockade must 

have the capabilities to enforce it. The blockade does not need to be completely 

effective; given limited resources and the entrepreneurialism of blockade-runners, 

it is doubtful that any blockade in history has ever been absolutely effective at 

preventing ingress and egress of every vessel. The international community has 

recognized that a blockade must be effective at preventing most, not all, vessels 

from transiting the area. 

Historically, naval capability requirements have included capacity as well 

as technical capability. For example, a blockading naval force must have 

sufficient numbers of boats and personnel to deploy along the coastline of the 

blockaded entity; weaponry sufficient to overcome resistance from local forces 

and deter most vessels from attempting to breech the blockade; blockade-

enforcing vessels fast enough to catch blockade-runners; personnel trained in the 

proper tactics, techniques, and procedures of visit, search, and seizure at sea; and 

the supply lines required to maintain a blockade for the desired amount of time. 

Capabilities for an aerial blockade would be similar but must be adjusted to 

account for the technological differences, such as the speed of aircraft, the 
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inability to stop and search airplanes, and the higher potential for the use of 

deadly force.318 

An important part of having the capability to enforce a blockade is having 

the proper technology to make actions more effective and less likely to be 

thwarted. In some cases, technology can act as “force multipliers” to enable better 

communication, command, and control, while other times it can serve as a 

deterrent, as is the case with nuclear weapons. The goal is to have the right 

technology to manage the capabilities and capacity with the highest level of 

effectiveness. Thus, the blockading actor must possess superior capabilities to its 

opponent’s in that domain. 

Knowledge  

An important part of capabilities is knowledge of the domain and the 

particular terrain of the targeted area. Without knowledge, the capabilities of an 

actor cannot be used to the maximum level of effectiveness. With the proper 

knowledge of the target and its vulnerabilities, the capabilities can be leveraged in 

ways to ensure the desired result. 

As part of having the appropriate knowledge, the blockading actor must 

have knowledge of the vulnerabilities of the blockaded entity. For example, naval 

blockades could only be conducted against territories with coastlines and would 

be most effective against entities that had a significant amount of seaborne trade, 

especially if the target was economically dependent on that trade. The 

combination of maritime access, seaborne trade, and economic dependence would 
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make a territory an attractive target for a naval blockade and thus more vulnerable 

to it (such as Britain in the World Wars). In this example, coastline is essential for 

a naval blockade, but physical features such as chokepoints or a limited amount of 

coastline would make it easier to blockade the state.  

In the air domain, entities with a reliance on airborne trade and cargo 

would be attractive targets. In particular, if the target’s airspace was wide, that 

would make an aerial blockade more attractive because it is technically more 

difficult to enforce an aerial blockade on a narrow strip of airspace.319 Thus, there 

can be physical, economic, social, or other features associated with a territory that 

create vulnerabilities of which a capable adversary can take advantage during a 

blockade if it has sufficient knowledge. 

Extant Conflict 

An analysis of historical blockades reveals that all of the blockades took 

place in the context of an extant conflict, but not necessarily warfare. The 

blockade was one of several diplomatic and military tools used to resolve that 

conflict. The historical blockades were always preceded by either declarations of 

war, UN resolutions, or political demarches stating the reasons for the blockade 

and hostilities in general. 

It is common to think of blockades as acts of war, as most blockades have 

occurred during times of war, but the historical analysis reveals that blockades 

have not always been so. Under certain circumstances, blockades can be 

conducted as punitive measures against violators of international norms: several 
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naval and aerial blockades have been the result of UN declarations that authorize 

such action by members of the international community. Coalition members 

implemented the blockades and enforced them without a declaration of war. The 

aerial and naval blockades against Iraq, Bosnia, and Libya are examples of this 

type of blockade and closely resemble pacific blockades. 

In the case of the blockade of the Gaza Strip, Israel did not declare war 

formally against Gaza, although the context of hostility between the actors was 

universally recognized. The blockade was recognized by the United Nations as 

valid, despite the fact that it was not accompanied by either a declaration of war 

or a UN resolution. This is an unusual development in the history of blockades, 

but it is important because it is one of the most recent uses of blockades and may 

indicate a trend for blockades in the future.  

In sum, throughout history, declarations of war usually accompanied 

blockades, but recent decades have seen a clear move toward UN resolutions 

substituting for declarations of war and, most recently, blockades implemented 

and internationally recognized without either a declaration of war or a UN 

resolution. Thus, blockades do not need to be accompanied by specific 

declarations of war or a context of warfare. Conflict is the unifying condition that 

is present in all of the historical blockades, and in none of these cases was 

blockade operations the only type of antagonistic action undertaken by the 

blockading actor. In all cases, other diplomatic, economic, or military actions 

accompanied the employment of blockade operations. 
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Rights of Neutrals 

Blockade laws evolved in order to preserve the rights of neutrals, and 

blockades continue to do so. Across time and in every domain, blockade 

operations have targeted a specific geographical location and sought to isolate it, 

in some way, from the international community and the global commons. In doing 

so, blockades have not directly interfered with the rights of neutral parties or non-

belligerents. Neutrals may be affected in their ability to communicate, trade, or 

conduct military operations with the blockaded actor, but neutrals themselves are 

not targeted because of their pre-existing relationships with the blockaded actor. 

Thus, the majority of blockade operations in every domain have attempted to 

preserve the rights of neutrals and interfere only in matters directly related to the 

blockaded actor. 

Thus, the analysis of historical blockades reveals that there are several 

important similarities that unite blockade operations across time and different 

domains and provide a core set of commonalities that define blockade operations. 

These commonalities are actions undertaken to create a blockade, actors, 

capabilities, presence of pre-existing conflict, and the role of neutrals. This 

analysis shows consistency in blockade operations in different domains, despite 

the unique attributes and technologies associated with each domain. Table 1 

displays the core similarities and defining features of blockade operations in 

different domains. 
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Table 1: Similarities among Blockade Operations in Five Different Domains 

 Maritime Aerial Land Space Informational 

Actions Prevent 
ingress/egress 
of ships or 
craft from 
ports or 
harbors  

Prevent 
aircraft from 
entering an 
airspace or 
NFZ 

Prevent entry 
or exist from 
a specific city 
or region 

Prevent entry 
into outer 
space 

Prevent the 
transmission 
of information 
beyond 
national 
borders 

Actors States, 
independent 
territories; 
rational 

States, 
independent 
territories; 
rational 

States; 
rational 

States; 
rational 

States;  
rational 

Capabilities Superior 
maritime 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior 
aerial 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior land 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior 
technological 
or economic 
capabilities; 
knowledge of 
the 
opponent’s 
vulnerabilities 

Historically, 
sea-based 
capabilities to 
interfere with 
cables; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Presence of 
Conflict 

War or extant 
conflict 

War or extant 
conflict 

War  War or extant 
conflict 

War  

Role of 
Neutrals 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights 
protected 

 

Decision to Employ Blockades: Causal Mechanisms and 

Contributing Factors 

A defining question of this research is, why do actors employ cyber 

blockades?  Before delving into the case studies of blockades in cyberspace, it is 

helpful to consider the reasons why actors use blockades in the other domains. 

Every blockade is different, but a close examination may reveal consistencies in 

the types of situations and important factors that may contribute to the decision to 
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employ a blockade. It is not possible to identify a universal causal mechanism that 

leads to the decision to impose blockades, but it may be possible to identify the 

factors that make blockades effective options for war-making and diplomacy. 

This section examines the vulnerabilities exploited by blockade operations, 

desired results of the blockades, and alternatives to blockade operations.  

Vulnerabilities 

Blockade operations are employed in certain circumstances because of 

their utility in the conflict.  Often times, the utility is related to the vulnerabilities 

of the opponent and the capabilities of the blockading actor. The historical 

analysis reveals that there are several kinds of vulnerabilities that can make a 

territory more attractive for the use of blockades and thus make the blockades 

more effective.  

The first vulnerability is the accident of geography: geography can either 

assist or hinder warfare, depending on the types of techniques and tools applied to 

it. Just as the “immutable conditions” of Britain’s geography helped deter 

invading land forces, it also made the island nation a more attractive target for 

naval blockades. Conversely, Germany’s accessible land frontier in continental 

Europe made a naval blockade less effective than if it had been an island 

nation.320 In some cases, the mere fact of proximity can make it easier for a 

belligerent to move blockading forces into position quickly, instead of enduring a 

long and tiring journey before beginning the blockade.  
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The second vulnerability is reliance on trade. Blockade is a type of 

economic warfare; to be effective, it must target commerce and trade. The more 

reliant a country is on foreign trade, the more vulnerable it is to tools of economic 

warfare.321 For example, rentier states (such as oil- and gas-producing nations) 

may be more vulnerable to blockades because of their economic dependence on 

commerce. On the other hand, if a country has the resources, facilities, and 

industries necessary to make it self-sufficient, then a blockade may not have a 

significant effect and may not justify the belligerent’s deployment of forces to 

enforce it.  

The third vulnerability is interconnectedness and access to international 

partners and markets. If a territory has superior access to foreign locations, then it 

may be an attractive target for a belligerent, particularly if the belligerent believes 

it can use that access to its advantage. For example, had the blockade of 

Leningrad succeeded, the German forces would have been able to use Leningrad’s 

port for their own military operations. Even if the belligerent cannot use the 

access for its advantage, often the interconnected territory will be associated with 

high status or prestige, which will enhance the belligerent’s reputation if it 

succeeds in blockading it. However, it is also true that the more isolated an 

adversary is from foreign markets, the more vulnerable it is to blockade.322 

Goals of Blockade Operations  

Actors employ blockades because they believe blockades can help them to 

achieve specific goals. As discussed in the previous section, the primary goal of 
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blockade operations is to deny access to goods or information in order to weaken 

the adversary’s war efforts by limiting its capabilities and capacity for sustained 

warfare. Thus, a goal of blockade is to deny access to specific war-making goods 

in order to place the adversary at a disadvantage. 

Beyond that, there are other goals that are achieved through effective 

blockade operations. Aside from denying direct access to specific goods, 

blockades place financial constraints on the adversary by adversely affecting its 

balance of trade and relations with foreign markets. If the blockade is complete 

(targeting more than just specific contraband items), then the adversary’s entire 

economic system will suffer as a result of being cut off from the international 

financial system. The more globally interdependent the economy was before the 

blockade, the more serious are the consequences of blockade. 

Blockades can politically isolate an adversary by denying or limiting its 

access to information and relationship with foreign actors. This isolation can 

create pressure on the adversary to comply with the belligerent’s demands and 

create a situation in which the adversary is limited in the political and moral 

support it can receive from foreign actors. 

Blockades create discomfort for an entire society as a way of pressuring 

the government to comply with the belligerent’s wishes. Blockades can be 

employed in a type of total warfare that targets civilians in order to pressure the 

government; it is a way for the belligerent to affect the domestic policies of the 
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adversary in order to achieve its own foreign policy goals.323 In these cases, the 

impact is felt at the societal level, but the real target of the blockade is the 

government. In some cases, belligerents may employ blockade as an instrument of 

repression and violence against a civilian population, typically as retribution for 

real or perceived injustices committed by their government.324 

From the blockading actor’s perspective, blockades are an effective way 

of demonstrating power and dominance in the domain. Blockade operations are an 

opportunity for actors to signal to adversaries their level of capability and 

commitment to an objective. This demonstration of power is useful beyond the 

context of the particular conflict, as it may have a deterrent effect on potential 

adversaries in the future. 

Alternative Courses of Action 

Actors have options when determining their courses of action and deciding 

to employ blockades. The alternatives for blockade may be diplomatic, military, 

or economic in nature and share a similar goal: to isolate a geographic area and 

prevent the ingress and egress of goods and information. Yet none of these 

alternatives effectively achieve the same results as blockade operations, and they 

bear different costs.  
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Diplomatic alternatives to blockades include political démarches or other 

types of coercive diplomacy. Military options would include destroying or 

capturing the city, state, or region in order to prevent it from engaging in trade. 

The economic alternatives to blockade are sanctions or embargoes, which may 

require international support to be effective. However, as seen in the previous 

chapter, sanctions and embargoes are effective largely because of the threat of 

blockade or other mechanisms of enforcement.325 

Of the alternative courses of action to blockades, none accomplish the 

same objective in the same way. The consensus within regional or international 

organizations, such as the United Nations, may be essential to rendering the 

alternative diplomatic or economic course of action effective without the use of 

force. If force is required for effectiveness, the primary alternatives (i.e., 

destroying or capturing) are already employed in some blockade operations. In 

addition, none of the options above can be employed for purposes of self-defense. 

Thus, blockades fill an important role of combining economic coercive diplomacy 

and military action in a way that can be used offensively or defensively in a 

unilateral or multilateral environment.  

Proposal of a Preliminary Theory of Cyber Blockades 

“Knowledge, it seems, must precede theory, and yet knowledge can proceed only 
from theory.” – Kenneth Waltz326 
 

This section proposes a preliminary theory of cyber blockades based on 

the historical analysis of blockades in different domains. This theory will then be 
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tested (in the following chapters) against recent events in the cyber domain to see 

if they fit these criteria for blockade and to identify additional areas for 

modification of the theory. 

According to Kenneth Waltz, “theory arranges phenomena so that they are 

seen as mutually dependent; it connects otherwise disparate facts; it shows how 

changes in some of the phenomena necessarily entail changes in others. To form a 

theory requires a envisioning a pattern where none is visible to the naked eye.” 327 

Another way to understand theory is that it “indicates that some factors are more 

important than others and specifies relations among them.”328 This theory will 

attempt to specify the relationship among the units and important factors for the 

implementation of blockades. 

A preliminary theory of blockade suggests that blockades can operate any 

level of analysis (individual, state, international system) as long as the actor is 

rational. The actors must possess the capabilities and knowledge required to 

enforce the blockade. Blockades occur within the context of extant conflict, but 

they are not necessarily acts of war, since they can also be used for pacific 

blockades or punitive measures. The basic actions of blockade operations, to 

prevent ingress or egress from a specific geographic area, remain consistent in 

every domain, and blockades continue to respect the rights of neutrals. 

This preliminary theory also suggests that there are several contributing 

factors to the decision to employ blockade operations. Actors employ blockades 

because they have the capabilities to exploit specific vulnerabilities, such as 
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geography and interconnectedness, making certain adversaries more attractive 

targets for blockades, and potentially to render the blockade more damaging. 

Blockade operations allow actors to achieve certain goals, such as to create 

financial constraints, isolate the adversary politically, create discomfort for 

society in order to influence political decision making, and demonstrate power 

and capabilities in the international system. In certain situations, blockades can 

also be tools of retribution and punishment for real or perceived injustices. There 

are many tools that actors have at their disposal, but there are clear alternative 

actions that can achieve the same results with the same associated costs or 

advantages. 

Cyber blockades should share the features and contributing factors of 

blockades of other domains. These commonalities have historically united 

blockade operations across time and different domains; therefore, one would 

expect them to be present in blockades in cyberspace also. Yet, cyberspace differs 

from other domains in important ways that must also be considered. 

Different domains and time periods have used technology and resources to 

employ blockades as effectively as possible, which has led to some differences in 

blockade operations. These differences may be factors in how blockades are 

constructed in cyberspace. The primary differences among blockades have been 

the following: the nature of blockade operations based on the specifics of the 

domain; types of resources required to construct a blockade; vulnerabilities 

associated with the domain, its technologies, and the opponent; and the effects of 

the blockade on the state and society. Based on the literature of IR theories and 
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cyberspace, one can anticipate that anonymity, cost, and speed of action in 

cyberspace will present new dimensions for analysis, as they are advantages for 

cyber blockades that have not been present in historical blockade operations. 

Finally, IR theory addresses the relationship among and between actors at 

different levels of analysis; cyber blockades will likely involve different levels of 

analysis as individuals and small groups are newly empowered to take action 

against states. The analysis of cyber blockades in the following chapters examines 

the relevance of these criteria and contributing factors for blockades in 

cyberspace. 
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Chapter 4: Cyber Attacks on Estonia 

"In the very near future many conflicts will not take place on the open field of 
battle, but rather in spaces on the Internet, fought with the aid of information 
soldiers, that is hackers. This means that a small force of hackers is stronger than 
the multi-thousand force of the current armed forces."  – Nikolai Kuryanovich, 
Russian State Duma Deputy and member of the Security Committee329 

Introduction  

This chapter examines the cyber attacks on Estonia in April and May of 

2007. These cyber attacks were unprecedented in their scope and intensity; they 

were the first widespread DDoS attacks to target the government and key services 

and industries of a nation-state. As a result, the attacks on Estonia are frequently 

referred to as the first cyber war. 

The cyber attacks on Estonia are relevant for research on cyber blockades 

because the attacks prevented major sectors of the Estonian government and 

economy from conducting daily business using the Internet or cyberspace. During 

the attacks, a large portion of the country could not use cyberspace to send or 

receive information from beyond its national borders. These attacks degraded the 

state’s capabilities and capacity to respond to internal and external threats. 

Because of this, it is an appropriate test for the proposed theory of cyber 

blockades. 

This chapter presents an investigation of the facts of the cyber incident in 

Estonia because this case may provide useful insights for understanding blockades 

in cyberspace. The purpose of this research is to investigate whether the Estonia 
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case does qualify as a blockade according to the definition and theory set forth in 

the preceding chapters, identify how it may differ from previous blockades and 

the preceding theory, and extrapolate from this case in order to identity the 

conditions under which blockades may occur in cyberspace.  

This chapter begins with a justification of why this case is important in IR 

research. Next, it provides information on Estonia’s current social and political 

environment as context for understanding the issue of identity politics in Estonia 

and the polarization of war monuments there. Then it describes the cyber attack 

on Estonia, detailing the specific events and circumstances of the cyber attack, 

how it occurred, and the government’s response. Next, it examines the cyber 

attacks’ effect on Estonian government, economy, and society and the response of 

the international community. Finally, it analyzes these facts in the framework of 

the theory of blockades that was presented in preceding chapters.  

Case Justification  

The cyber events in Estonia in 2007 were the first time a state was directly 

targeted in a massive DDoS attack. This is a prototypical case of how massive 

cyber attacks can affect state power and capability during a time of peace. As the 

first widespread DDoS attack designed to deny a state’s access to cyberspace, it 

can be considered a case of cyber blockade with prototypical characteristics and 

intrinsic importance. The cyber attacks in Estonia and the responses to them 

shaped international understanding of potential cyber vulnerabilities, warfare, and 

blockades.  
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The Estonian case presents a real policy and security problem for which 

governments and organizations around the world must prepare. Current 

international efforts to reach consensus on cyber conduct were spurred, in part, by 

the attacks on Estonia and the vulnerabilities and lack of consensus revealed by 

those events. International organizations and governments observed and assisted 

in responding to the attacks and then began to create policies to address their own 

security shortfalls. The Estonia case has been examined in books and scholarly 

articles from many different perspectives. As a result of the prototypical nature, 

policy implications of the cyber attacks, and overall relevance, these cyber attacks 

were the subject of significant research and scrutiny. For this reason, it is also a 

data-rich case.330
 

Background Information on Estonia 

Just as cyberspace cuts across other domains, it also is embedded in the 

local, regional, and global political, social, and economic environment, much of 

which is socially constructed through shared experience. In order to understand 

the circumstances of the cyber attacks in Estonia, one must examine the broader 

context of the attacks, including the historical context. This will allow for a more 

thorough analysis of the requirements and causal mechanisms of blockade.  

Located in the northeastern corner of continental Europe, Estonia borders 

Latvia to the south, the Gulf of Finland and Baltic Sea to the north and west, and 

Russia to the east. It is a small country of approximately 45,000 square 
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kilometers. The flat, wooded country is home to almost 1.3 million people, 68 

percent of whom are ethnic Estonians and 25 percent are ethnic Russians.331 

Map 1: Map of Estonia. Source: CIA World Factbook
332

 

 

Since achieving independence from the Soviet Union in 1991 and the 

withdrawal of Russian troops in 1994, Estonian politics have looked westward.333 

Estonia joined the European Union and NATO in 2004 and adopted the Euro as 

its currency in January 2011. Estonians participated in NATO operations in 

Afghanistan and Iraq, as well as anti-piracy operations off the coast of Somalia 
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and peacekeeping missions around the world. Estonia also hosts the NATO 

Cooperative Cyber Defense Center of Excellence in Tallinn.334 

After independence, the Estonian government built a democratic society 

and free market economy around web-based services right at the time Internet 

technology began to boom. Today, Estonia is one of the most wired countries in 

the world and enjoys one of the highest levels of per capita income in Eastern 

Europe and the Baltic States. The country has strong electronic and 

telecommunication sectors and was the first country in the world to conduct 

elections online. Estonians perform nearly 98 percent of their banking online, 

doctors store medical information online, and the police and courts use online 

case management systems. It is home to the internationally popular Internet phone 

and video chat program Skype.335 At the time of the cyber attacks in 2007, 

approximately 66 percent of Estonians had access to the Internet – among the 

highest percentages of any country in the world at that time.336 

Language policies have created tensions between Estonia and Russia. 

Estonian is the official language, and Estonia’s citizenship policy requires 

individuals to either prove citizenship before 1940 or pass an Estonian language 

competency exam. Ethnic Russians, or Russian-speaking Estonians, many of 

whom arrived during or after World War II, have integrated into Estonia with 
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varying degrees of success.337 In the western regions of Estonia, Russians learn 

Estonian from an early age and usually speak it fluently, whereas in the Eastern 

areas there is a higher concentration of Russian speakers, so Estonian language 

capability is not necessary for daily life.  

Nevertheless, the language requirement remains a barrier to citizenship in 

Estonia, and many ethnic Russians are stateless people as a result of this policy. 

Russia accuses the Estonian government of committing human rights violations 

and using the language requirement to discriminate against the Russian 

minority.338 Estonia’s Population Affairs Minister views it differently: Russians 

who speak Estonian have an advantage in the job market because they are 

multilingual.339 

Roots of Identity Politics in Estonia 

In 1919, Estonia gained its independence from the Russian Empire and 

remained an independent state until the secret protocol of the Nazi-Soviet Non-

Aggression Pact of August 23, 1939, which paved the way for Soviet military 

occupation and assimilation of Estonia into the USSR in June 1940.340 During 

World War II, Estonian soldiers were forced to fight on both the Soviet and 

German sides of the war. Estonia was occupied first by the USSR for one year, 
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then by Nazi Germany for three years. According to one veteran, the 

circumstances of geography made Estonia’s participation in the war inevitable: 

“Every Estonian only had one decision to make: whose side to take…the Nazis’ 

or the anti-Hitler coalition’s.”341 Given the historical relationship with Russia and 

fears of further conquest, the decision was not an easy one. During the course of 

World War II, Estonia suffered three successive occupations by two of the 

bloodiest regimes in history.342 

When Nazi German troops arrived in Estonia in 1941, they were greeted 

by some as liberators from illegal Soviet occupation. In that one year of Soviet 

occupation, Estonia had suffered greater losses than it did in the subsequent three 

years of Nazi rule.343 German forces occupied Estonia until 1944, when Soviet 

troops “liberated” Tallinn from German rule and reoccupied Estonia and 

incorporated it into the USSR. According to scholar William Ashmore, “from 

1940 until they regained their independence in 1991, Estonia viewed Russia’s 

presence as an illegal occupation. Mass deportations were made, people were 

summarily executed, and the population was resettled by ethnic Russians. 

Russians, on the other hand, viewed the Estonians as ungrateful because they 

were saved by Russians from the Nazi German fascists.”344 Under Soviet 

occupation, Estonians who had fought on the German side of World War II were 
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imprisoned or executed for treason, since the Soviet Union considered Estonia to 

be part of the USSR since 1940.345 

 After Estonian independence was reestablished in 1991, Estonia was an 

ethnically, linguistically, and culturally divided society. Many of the Russians 

who resettled in Estonia after World War II never learned the Estonian language 

and thus could not earn Estonian citizenship; they became a socially marginalized 

minority within Estonia.346 The bigger difference between ethnic Estonians and 

Russians involved their contending views of history: ethnic Estonians 

overwhelmingly believe they were the victims of illegal Soviet occupation from 

1944 until 1991, while ethnic Russians believe that Estonia voluntarily joined the 

USSR in 1940 and was truly liberated again in 1944. This disagreement frames 

the larger debate about identity and politics in modern Estonia.347   

Conflict of Monuments  

 On April 26, 2007, the Estonian government began the process of 

relocating the Monument to the Liberators of Tallinn (commonly called the 

Bronze Soldier monument) and the remains of unknown soldiers buried beneath it 

from downtown Tallinn to a nearby military cemetery. This action served as a 

catalyst for a series of events, including riots in Tallinn, attacks on the Embassy of 

Estonia in Moscow, and massive cyber attacks on Estonian websites and servers. 

The removal of the statue was not an isolated or impromptu decision, but rather 
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one that was embedded in the complex institutions of history, culture, language, 

and politics of Estonia and its neighbor to the East, Russia. 

 This was not the first time a World War II monument had sparked 

controversy in Estonia. On September 2, 2004, the Estonian Ministry of Interior 

sent a team to the city of Lihula to remove a statue honoring those Estonians who 

fought with the Germans against the Soviets during World War II. This action 

was met by protests and riots in the town, and Soviet Army memorials were 

desecrated in Lihula, Tallinn, and other parts of Estonia.348 

 The removal of the Lihula monument sparked protest because it touched 

on the issue of dueling histories and identities in Estonia; it sparked outrage 

among ethnic Estonians who took pride in the Estonian “freedom fighters” who 

resisted Soviet aggression by fighting alongside German soldiers. In their view of 

history, these Estonians were heroes who fought for a noble cause and had been 

denied proper treatment under Soviet rule. The relocation of the Bronze Soldier 

statue in Tallinn sparked similar outrage among ethnic Russians who viewed it as 

a symbol of the noble sacrifices of the Soviet soldiers who liberated Tallinn from 

German rule.349 

 Estonian scholars Piret Ehin and Eiki Berg argue that national identity 

construction has been a source of conflict or tension in Estonia and the other 

Baltic states for years. The war of the monuments is a physical manifestation of 

the dueling histories and contending identities in Estonia that are a result of World 

War II and Soviet rule. These tensions persisted after independence from the 
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Soviet Union, but they went largely unrecognized by governments or institutions 

that hoped they would simply fade away. These conflicts, much like the “frozen 

conflicts” in other former Soviet states, have not disappeared because they 

represent normative constructions of the past and are intertwined with the goals 

for the future. Estonia has tried to move forward by integrating into the EU and 

joining NATO, but it has not dealt with the contentious issues of its past.350 

 Further complicating the issue of Estonian national identity is the Russian 

government’s vested interest in preserving and promoting a view of the past that 

is compatible with its official government history and influencing its neighboring 

states to do the same. According to Estonia’s Foreign Minister Urmas Paet, 

Russia seeks to exert its influence in the Baltic states through its large Russian 

population or economic pressure, such as sanctions or energy exports. He believes 

this part of Russian foreign policy is linked to its domestic political needs, saying, 

“Unfortunately we have seen that Russia tries to use Russians in Estonia as a 

propaganda tool, as a tool to make their own politics.”351 In addition, Russia 

refused to ratify the Estonia-Russia border agreement of May 2005 because its 

preamble contained references to restoration of Estonian independence. Thus, 

Estonia’s current relationship with Russia is complicated by the legacy of Soviet 

rule and Estonia’s desire to integrate in Europe and balance Russian influence. 
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Events Preceding the Attacks 

In 2005, on the sixtieth anniversary of Victory Day, which marked the end 

of World War II, tensions rose between Estonia and Russia. The Estonian 

president declined an invitation to attend the celebrations in Moscow because it 

also marked the beginning of Estonian occupation. This led to months of political 

debate in Estonia and large crowds at the Bronze Soldier statue on Victory Day in 

2006. Notably, an ethnic Estonian showed up at the statue waving an Estonian 

flag and shouting slogans. He was arrested for causing a disturbance; this in turn 

led to public outrage that the Estonian flag could not be displayed at a Soviet war 

memorial in Estonia. Small but violent clashes between ethnic Estonians and 

ethnic Russians followed. The Estonian president vowed to resolve the problem 

before the next anniversary of Victory Day.352 

 In January 2007, the Estonian Parliament passed two laws, the Protection 

of War Graves and the Removal of Forbidden Structures, which gave the national 

government the power to relocate the monument and circumvented Tallinn city 

officials who objected.353 In retaliation, the Russian legislature proposed sanctions 

against Estonia, saying that the legislation was the first step to fascism and 

glorifying the Nazi past.354 The months leading up to the May anniversary were 

marked by contentious debate over the memorial’s future. On April 23, 2007, 

Russia issued an official protest and warned of “most serious consequences for 
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relations between Russia and Estonia” if the plans to move the monument 

proceeded.355 

The Cyber Attacks 

 On April 26, 2007, the Estonian government ordered the commencement 

of excavation preparations at the site of the Bronze Soldier statue and graves 

beneath it; the statue was removed in the early hours of April 27, 2007. This 

sparked demonstrations and riots in Tallinn and the northeastern cities of Johvi 

and Kohtla-Jarve, complete with demonstrators throwing bottles and stones, 

waving Russian flags, smashing cars, and setting billboards on fire. The police 

managed to gain control of the situation by using water cannons and tear gas, but 

the two nights of violence and looting left one person dead, 150 injured, and 

1,000 detained. Russian officials and state-controlled media called Estonia’s 

decision to move the monument “barbarism,”“blasphemy,” and “absolutely 

repulsive.” The Estonian government justified the move by saying that the 

location near a busy intersection was not a proper resting place for the bodies.356 

 The first cyber attacks on Estonia began on the night of April 26. Some of 

the first attacks on the system were simple vandalism of websites, while others 

were DDoS attacks and ping flood scripts that flooded the system with data 

requests and rendered the sites inaccessible.357 In the next few days, the attacks 

targeted and brought down the websites of several daily newspapers as well as 
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those of the president and prime minister. On April 30, Estonian government 

officials convened an emergency meeting of computer security experts from 

government agencies, law enforcement, banks, and Internet service providers 

(ISP) to create a plan for protecting vital Internet functions. It began immediately 

to block traffic by filtering out all web addresses that ended in .ru (the domain 

name for sites registered in Russia).358 The same day, the attacks became more 

sophisticated by employing botnets. On May 2, international ISPs began assisting 

with Estonian efforts to block malicious data, and the flow of incoming data 

began to slow. The first wave of attacks was trailing off.359 

 The goal of the attacks appeared to be to block access to websites of the 

Estonian government, media outlets, and private companies and paralyze their 

work. According to experts, the first wave of attacks was straightforward and 

amateurish, although still effective. The second wave of attacks became 

increasingly sophisticated, requiring greater knowledge and a more sophisticated 

computer network.360 

On May 8, Estonian officials and Internet experts from other parts of 

Europe prepared for another round of cyber attacks that they believed would 

begin the following day. On May 9, Russia’s Victory day, the largest wave of 

attacks on Estonian Internet sites began. According to the lead expert on the 

Estonian Computer Emergency Response Team (CERT), 4 million packets of 
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data per second bombarded the targets for twenty-four hours. This was 

approximately 1,000 times the normal flow of data. Fifty-eight separate botnet 

attacks were launched against Estonia in a single day. The ten largest attacks 

heaved 95 megabits of data per second at Estonian servers, with each assault 

lasting for up to ten hours.361 The cyber attacks continued for another week. The 

third wave began on May 18, and attacks continued for days but at a diminished 

pace.362 

Approximately 1 million unwitting computers around the world were 

involved, as the attackers created “zombie computers” that launched coordinated 

attacks on Estonian websites without their owners’ knowledge.363 The huge spike 

in data forced Estonia’s largest bank, Hansabank, to shut down its online banking 

services. The attacks came from as far away as Peru, Vietnam, and the United 

States (although most were “zombie” computers coordinated by a few key 

organizers).364 

Although zombie computers from around the world participated in the 

attacks, information technology (IT) experts found that instructions on when and 

how to execute the DDoS attack were posted on Russian-language websites, 

leading Estonia to accuse Russia of involvement in the attacks. 365 Estonian 

Foreign Minister Urmas Paet said that the IP addresses of some of the attacking 
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computers were inside the Russian government institutions, including the 

president’s administration.366  

Some evidence implicated Russian criminal and business networks in the 

attacks. These networks were allegedly responsible for distributing and 

controlling the botnets that infected computers around the world and eventually 

launched the attacks on Estonia.367 There have been other instances of cyber 

attacks in which the Russian Business Network (RBN) is suspected of 

involvement. In particular, it is accused of “renting” massive herds of botnets for 

a specific length of time in order to conduct attacks. The duration and intensity of 

the attacks on Estonia match this profile of “rented” botnet herds. According to 

Hacker, a small Russian-language publication that claims to represent the hacker 

community, the attack was not coordinated by the Russian government and the 

botnets used against Estonia were dispatched for free, suggesting that this was a 

matter of national pride, not financial gain.368  

On May 5, Estonian police arrested a 19-year-old ethnically Russian 

Estonian man, Dmitri Galushkevich, who was suspected of helping organize the 

attacks. He was the only person arrested in coordination with the attacks and was 

later convicted for taking part in the cyber attacks. He was fined approximately 

$1,600.369 However, according to cyber security experts, it is very unlikely that he 
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was the only person involved in or responsible for the attacks. Specifically, the 

Russian youth groups Nashi, Young Russia, and Mestniye are widely suspected of 

involvement in the attacks.370 

In the midst of the cyber attacks, Russian youth groups in Moscow 

organized protests outside of the Embassy of Estonia and chanted anti-fascist 

slogans. Nashi members surrounded the Embassy, which is also the staff 

residency, effectively holding the diplomats hostage. They tore down the Estonian 

flag from the Embassy building in violation of the Vienna Convention on 

Diplomatic Relations. Nashi has links to the Russian government, and according 

to some reports, the protesters were paid by the Russian government.371  

After a six-day siege on the embassy, pro-Kremlin activists stormed into a 

hall where Estonian Ambassador Marina Kaljurand was about to hold a press 

conference. Her security guards were able to stop the protesters before they 

reached the ambassador, but the attempted attack represented another breach of 

the Vienna Convention and prompted the embassy to close.372 Ambassador 

Kaljurand issued a statement criticizing the Russian government for “not taking 

sufficient measures to implement international obligations to guarantee the 

security of diplomatic missions and consulates.” Furthermore, she accused the 
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Russian government of approving the attacks, since government forces did not try 

to protect the embassy.373 

Tensions between Russia and Estonia were high during the crisis. The 

Russian government criticized Estonia’s decision to move the movement, and the 

deputies of the Russian Duma demanded an immediate response in the area of 

economic trade and cooperation, including transportation, energy, and finance.374  

Russia banned heavy commercial traffic over key highway bridges 

between the countries, claiming that the bridges needed emergency repair work 

and suspending rail service between Saint Petersburg and Tallinn.375 Russia halted 

deliveries of oil, petroleum products, and coal to Estonia.376 Russian officials 

called for boycotts of Estonian goods, and the media reported that Russian shop 

owners pulled Estonian goods from their shelves.377 Russia never formally 

announced sanctions, but there was a significant decline in trade shortly 

                                                           
373

 "Кальюранд: Кремлевская администрация атакует эстонские сайты (Kaljurand: The 
Kremlin Administration is Attacking Estonian Websites)," Грани.ру (Grani.ru), 
http://www.grani.ru/Events/m.121465.html  Accessed on May 3, 2012. Translated by Natalia 
Izergina. 
374

 Управление по связям с общественностью и взаимодействию со СМИ (Office of Public 
Relations and Media Relations), "ЗАЯВЛЕНИЕ СОВЕТА ФЕДЕРАЦИИ ФЕДЕРАЛЬНОГО 
СОБРАНИЯ РОССИЙСКОЙ ФЕДЕРАЦИИ В СВЯЗИ С СИТУАЦИЕЙ ВОКРУГ ПАМЯТНИКА ВОИНУ-
ОСВОБОДИТЕЛЮ В ТАЛЛИНЕ (Statement of the Council of the Federal Assembly of the Russian 
Federation in Connection with the Situation Around the Soldier Liberator Monument in Tallinn) "  
http://www.latvia.mid.ru/news/ru/07_007.html. Accessed on April 7, 2012. Translated by Natalia 
Izergina. 
375

 Analysis of Estonian railway transport reveals that after April 2007, the volume of 
international freight hauled on Estonian public railways almost halved when compared to the 
first four months of the year. Furthermore, freight flows moved to other Estonia’s neighboring 
countries, thus proving the existence of sanctions on Estonia. 
For more information see report by Koppel. Ott Koppel, "Impact of Russian Hidden Economic 
Sanctions on Estonian Railway Transport," (Tallinn, Estonia: Tallinn University of Technology, 
2008); Ashmore, "Impact of Alleged Russian Cyber Attacks," 7; Steven Woehrel, "Estonia: Current 
Issues and U.S. Policy," in CRS Report for Congress (The Library of Congress: Congressional 
Research Services, 2007), 4; Goodman, "Cyber Deterrence: Tougher in Theory than in Practice?," 
111. 
376

 Roth, "Bilateral Disputes between E.U. Member States and Russia," 13. 
377

 Ibid. 



155 
 

thereafter. According to experts, these actions fit a pattern of Russian foreign 

policy that involves cutting energy, transportation, and other links to neighboring 

states in retaliation for perceived anti-Russian policies.378 

The Government of Estonia’s Response to the Attacks 

The DDoS attacks on Estonia’s Internet infrastructure lasted for a total of 

twenty-two days, threatening the security of the nation and causing a significant 

impact on daily life.379 The cyber attacks prevented access to media and 

government websites for days, leaving citizens in an information vacuum during a 

time of crisis. The attacks took down banking websites, leaving citizens unable to 

access online services; for a nation that conducts 98 percent of its banking 

transactions online, this is a significant event. The telephone exchanges were 

taken down for over an hour, jeopardizing emergency response services. The 

attack impacted everyday activities of Estonians, such as pumping gas, 

withdrawing money at automatic teller machines, grocery shopping, and using 

mobile telephones. The attacks affected anyone who used the Internet in Estonia, 

whether they were individuals, businesses, or government.380 According to Hillar 

Aarelaid, director of Estonia’s CERT, “all major commercial banks, telcos, media 

outlets, and name servers – the phone books of the Internet – felt the impact, and 

this affected the majority of the Estonian population. This was the first time that a 

botnet threatened the national security of an entire nation.”381 
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 Before the attacks began, Estonia’s CERT suspected that a cyber attack 

might accompany the social unrest caused by the monument conflict. According 

to Aarelaid, experience had taught them that “if there are fights on the street, there 

are going to be fights on the Internet.”382 In preparation, Aarelaid erected firewalls 

around government websites, established extra computer servers, and alerted his 

staff to the potential for an increased volume of cyber attacks.383 

When the attacks began, the government of Estonia’s immediate response 

to the attacks was to impose a self-blockade in cyberspace: it closed down sites 

under attack to external (foreign) Internet servers.384 This step was critical to 

preventing the malicious attacks from gaining entry, thus preserving the integrity 

of the national information system. It allowed CERT experts to filter out 

communications from outside Estonia, in the hopes of preserving access for 

domestic servers and users.385 Internet experts in Germany, Finland, Slovenia, and 

other countries assisted in the effort to track down computers that were involved 

worldwide and block their access to Estonian servers and sites.386 

By pure chance, during the attacks there was a meeting in Tallinn of 

European network operators and the so-called Vetted: the select few individuals 

who are trusted by the largest ISPs in the world and can request that ISPs kick 

rogue computers off their networks. Aarelaid met with Kurtis Lindqvist, who is a 

member of the Vetted and in charge of one of the world’s thirteen DNS root 

servers, as well as a few other members; they agreed to make calls on his behalf 
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and join him at CERT headquarters on occasion to help manage the response to 

the attacks.387 

Figure 1: Illustration of how the Estonian government created a self-blockade 

by severing external access to Estonian servers (thereby limiting domestic 

connection to the global Internet). Source: Jose Nazario, Political DDoS: 

Estonia and Beyond, presentation at UNEX Security 2008. 

 

 

 The government’s second step of the response effort was to reconfigure 

Estonian servers to address a critical design flaw. The original design required 

every website to pull content from a database source to answer every request for 

the website; the solution was to create back-end databases that could store caches 

of the websites that could better manage repeated floods of request for the same 

                                                           
387

 Davis, "Web War One: Hackers Take Down the Most Wired Country in Europe". 



158 
 

data. This step was the permanent solution that brought most of Estonia’s 

websites back online within seventy-two hours.388 

 The government managed its response so that the attacks only caused 

short-term Internet outages, and there was no permanent damage to the system or 

infrastructure. Estonia’s highly capable CERT coordinated responses between 

government and civilian information technology experts. Despite the capable and 

well-coordinated response to the attacks, the use of fake IP addresses, use of 

zombie computers, and inherent ambiguous nature associated with the Internet 

meant that Estonia was unable to determine conclusively who initiated the cyber 

attacks.389 

 After the attacks subsided and the critical data could be analyzed more 

comprehensively, it became evident that the attacks were not as sophisticated as 

originally believed. It is impossible to know the goals of the cyber attacks without 

identifying the perpetrators, but it appears that the attacks aimed to completely 

shut down the cyber infrastructure in Estonia. In that respect they failed, but they 

succeeded in shutting down a significant portion of it for several days, denying 

Estonians abroad access to government or financial services and forcing the 

government to impose a self-blockade.  

The DDoS method of attack is generally criticized for being a blunt tool in 

cyberspace; it is the hammer of cyber attacks and therefore does not require the 

technical sophistication or secrecy of other tools, such as the Stuxnet worm. 

However, DDoS attacks using botnets have their advantages. The botnets needed 
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to take over a computer can be installed well in advance of their use and without 

detection. Computers all over the world can be harnessed for botnet attacks, 

making it exceedingly difficult to trace the source of the attack and presenting 

complicated legal issues for the countries where the hijacked computers are 

located.390  

Effects of the Cyber Attacks 

 The major effects of the cyber attacks were political, social, and economic. 

The political effects centered on decreased capability of the state to provide 

services to its citizens. The fact that the cyber attacks occurred during a period of 

domestic crisis exacerbated the situation by preventing the states from 

communicating through normal channels with its citizens during a period of 

internal unrest. Nonetheless, there is little evidence of permanent political damage 

to Estonia due to the cyber attacks. 

 The social effects of the cyber attacks were significant. For the first time, a 

country’s communications infrastructure was attacked and disrupted during 

peacetime. While the attacks would last only for a matter of weeks, no one knew 

that during the events, which led to feelings of panic and fear. Given the history 

of Estonia’s relationship with Russia, many Estonians feared that the cyber 

attacks were the beginning of a campaign of Russian aggression against Estonia. 

The economic effects on Estonia were not as profound as they could have 

been, despite the inconvenience of several major banks suspending online 

operations. Reliable figures are almost impossible to obtain, since the financial 
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cost of the attacks would be determined by lost economic opportunities. 

Nonetheless, some experts estimate that the banking sector suffered losses of at 

least $1 million.391  

 Despite the lack of permanent damage, the significance of the attack was 

frightening as it revealed the vulnerabilities of the ubiquitous modern 

communication networks. Media around the world heralded it as the first “cyber 

war” and a harbinger of future conflicts. Governments across the globe stepped up 

their efforts to protect their critical cyber systems and infrastructure. Researchers 

renewed and refocused their work in cyber security technologies and policies, 

which had been overshadowed by the threats of terrorism in the post-9/11 era.392  

 The distributed nature of DDoS attacks and use of zombie computers 

made plausible deniability easy for suspected attackers. In the case of Estonia, 

attribution of the cyber attacks could not be determined decisively, despite the 

best attempts of Estonian and international IT experts. The only person arrested in 

connection with the cyber attacks was the ethnic Russian youth in Estonia. 

However, Nashi claimed responsibility for the attacks in a new report.393 Nashi 

receives funding and support from the Russian government but is not officially a 

part of the government, which presents a problem for those attempting to pin the 

cyber attack on the Russian government.394 
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International Reaction 

Russia 

The cyber attacks exacerbated Russian-Estonian relations, which were 

already strained by earlier political disagreements. The Federation Council of the 

Federal Assembly of the Russian Federation called the leaders in Estonia who 

were responsible for the demolition of the monument “radical and neo-Nazi.”395 

During the crisis, both houses of the Russian parliament called on Putin to sever 

diplomatic relations with Estonia.396 The Russian State Duma delegation who 

visited Estonia called on the democratically elected government of Estonia to 

resign because of the crisis.397  

Estonia could not prove Russian involvement in the attacks, but members 

of the Estonian government (including the Estonian Prime Minister, Andrus 

Ansip) believed that Russia was responsible for the cyber attacks and issued 

several official statements saying that individuals in Russia were responsible for 

the attacks. The Russian government adamantly refuted the allegations. Deputy 

Press Secretary for the Russian President Dmitry Peskov flatly denied 

involvement, saying, “Russia can no way be involved in cyber terrorism, and all 

claims to the contrary are an absolute lie.”398 
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During the cyber attacks, Estonia invoked its mutual assistance treaty with 

Russia for help finding the individual or individuals responsible for the attacks, 

but Russia refused to cooperate and declined to allow investigations of individuals 

and computers located in Russia. This refusal made an in-depth investigation of 

the forensic cyber evidence impossible. Combined with the train and commercial 

traffic embargo and the instructions posted on Russian-language websites, this 

refusal cast a shadow on Russia’s claims of innocence and made it appear 

complicit, if not culpable, in the cyber attacks.399 

Two years later during a videoconference between Moscow and 

Washington, D.C., Sergie Markov, a State Duma deputy and member of the 

Russian delegation to PACE, stated that the DDoS attacks on Estonia in 2007 

were organized by his assistant. He claimed that on May 9, 2007, his assistant – 

without official government orders – attacked Estonian sites in response to the 

Estonian government’s removal of the statue.400 It was unclear if this comment 

was intended as a joke, but it was widely interpreted in the West as a serious 

admission of responsibility. 

European Union (EU) 

 The EU sent IT experts to Estonia to observe and assist during the attacks. 

These international experts were invited by Estonia to help assess the scope of the 

attacks and the damage caused. In the wake of the attacks, Estonia called for 
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greater EU and NATO cooperation in finding practical ways to defend against 

cyber attacks.401 

 The government of Estonia viewed the riots and relocation of the 

monument as domestic problems, but it saw Russian retaliatory actions against 

Estonia as a matter that concerned the whole EU and therefore requested EU 

support after the crisis erupted. While the crisis escalated, the Estonian 

government continued to focus on containing it, but as the situation deteriorated, 

the Estonian Foreign Minster declared, “The European Union is under attack, as 

Russia is attacking Estonia.” 402 The Foreign Minister then began to encourage an 

EU response to Russia, including postponement of upcoming summits.403 

 Once the crisis was under way, the EU and several member states issued 

statements of support for Estonia. EU High Representative Javier Solana 

conducted “telephone diplomacy” with Russia. The European Commission (EC) 

sent a message through its Moscow delegation urging Russian businesses to honor 

their contracts with Estonia, despite the fact that the EC had little real leverage on 

the issue.404 

 The EU’s foreign policy toward Russia has been one of the most divisive 

issues in the organization. The idea of “EU solidarity” enjoys much support 

within the EU, but member states strongly contest its implications in practical 

matters. According to some EU member states, Moscow tries to exploit these 
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disagreements to weaken EU unity and isolate states that have an unfavorable 

policy toward it.405 

After the first two nights of riots, German Chancellor Angela Merkel had 

telephone conversations with Putin and Ansip, during which she encouraged both 

sides to show restraint. She encouraged direct Estonian-Russian contacts, but also 

acknowledged that the relocation of the monument was a sovereign decision of 

Estonia and an internal matter. The President of the EC called for a mutual 

dialogue on the sensitive issue and declared that Estonian problems were a 

problem for all of Europe.406 

Days later, when the crisis intensified with attacks on the Embassy of 

Estonia in Moscow, Merkel urged Moscow to comply with its obligations under 

the Vienna Diplomatic Convention to protect embassies and their personnel. She 

also issued a formal demarche and an EC declaration on the matter. Following 

this, the German Foreign Minister negotiated that Russian authorities would 

disperse the crowds in front of the embassy if the Estonian ambassador left the 

country. When she had done so, Nashi and the other youth groups that had been 

demonstrating in front of the embassy declared victory.407 

Although many European countries issued statements of support for 

Estonia, some reportedly questioned behind closed doors the wisdom of the 

decision to move the monument. Many governments resented being drawn into a 

politicized bilateral historical dispute, but nonetheless they remained firm in their 

decision to support Estonia in the face of threats and pressure from Russia. The 
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fact that Tallinn was restrained in its response to the crisis and exhausted its own 

resources and political capital with Russia before asking for EU assistance made it 

appear pragmatic and cooperative, which eased the way for EU support.408 

North Atlantic Treaty Organization (NATO) 

The cyber attack on Estonia, a member of NATO, generated concern 

within the alliance. In a phone call to the Estonian President, NATO Secretary 

General Jaap de Hoop Scheffer expressed concern over the behavior of Russia 

during the monument crisis, which he described as “an internal matter of 

Estonia.” Scheffer also expressed concern over the cyber attacks that targeted 

Estonian government institutions.409 In an official statement, NATO said, “It 

was a concerted, well-organized attack, and that’s why Estonia has taken it so 

seriously and so have we.”410 In addition, NATO expressed deep concern over 

“threats to the physical safety of Estonian diplomatic staff, including the 

ambassador, in Moscow, as well as intimidation at the Estonian embassy.”411 

The cyber attacks raised three serious questions for the alliance. The 

first major question that came out of the attacks was: could this happen to 

other member states? It was quickly apparent that it indeed could happen to 

them, as well as to intergovernmental organizations, such as NATO, and 

comprise its effectiveness. According to an official at NATO headquarters in 
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Brussels, “this is an operational security issue, something we’re taking very 

seriously… It goes to the heart of the alliance’s modus operandi.”412 

The second major question that arose was: did the attack qualify as an 

armed attack or an act of war? The answer to this question was far less clear 

because no state had extant policy on whether a cyber attack could be 

considered the equivalent of an armed attack. The Estonian Minister of 

Defense said this issue needed to be seriously considered, but at the time of the 

attack, there was no consensus in NATO with regards to cyber attacks and the 

invocation of Article 5.413  

The third major question that sprang from the attack was: if the cyber 

attack was considered an armed attack, could Estonia invoke Article 5 of the 

North Atlantic Treaty? Article 5 for collective defense stipulates that the armed 

attack must originate outside of NATO, meaning that a member state cannot 

invoke collective defense for an attack that is launched by actors within a 

NATO member country.  

This was problematic for Estonia because attribution in cyberspace is 

so difficult and time-consuming that it is unlikely that the attacker will be 

identified quickly enough to involve NATO and make a difference in the 

course of events.414 The difficulty and tedious process of attribution in 

cyberspace will continue to plague governments and alliances’ efforts to 
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respond quickly and appropriately to cyber attacks and elevates the importance 

of denial in cyber attacks. Thus, even if NATO were to classify a cyber attack 

as an armed attack or an act of war, that would not be sufficient to guarantee a 

NATO response. Accordingly, NATO was careful not to accuse Russia of 

participating in the attacks against Estonia, despite Estonia’s accusations.415 

United States 

 The United States’ response to the events in Estonia was swift but not 

strong. At the time of the crisis, the US was in a period of cool relations with 

Russia, as the Russian government had recently likened the Bush Administration 

to Hitler and made other inflammatory remarks.416 The US expressed deep 

concern about the cyber attacks, violations of the Vienna Convention, and unrest 

in Estonia, but did not want to become directly involved in Estonia’s dispute with 

Russia. 

In terms of practical help, the Federal Bureau of Investigation provided 

assistance with the cyber attacks, according to Estonian officials.417 The US 

also warned Russia that threats against Estonia had no place.418 As a member 

of NATO, the United States was involved in its institutional response to the 

crisis. 

On May 3, 2007, US Secretary of State Condoleezza Rice expressed 

concern over the situation in Estonia and said she hoped that the siege of the 
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embassy in Moscow would end.419 The next day the US Senate passed a 

resolution condemning violence in Estonia and the attacks on its embassies 

and expressing solidarity with the government and people of Estonia.420  In 

addition, the US State Department demanded that Russia protect the Embassy 

of Estonia in Moscow and declared that the monument issue was an internal 

Estonian matter. Thaddeus McCotter, Member of the US House of 

Representatives, stated, “I rise to defend the sovereignty and national dignity 

of our friend and ally Estonia, condemn Russia’s unwarranted intrusions 

against these free people, and affirm our commitment to America and Estonias 

common cause of human freedom.”421 

Analysis 

 The facts and circumstances of the Estonia cyber attacks in 2007 provide 

appropriate information for an analysis of the case based on the theory of 

blockades presented in the previous chapter. The criteria for analysis are the 

actions undertaken, actors, capabilities, presence of extant conflict, and role of 

neutrals. This section also examines the contributing factors of the circumstances 

or conditions under which cyber blockades are likely to occur, including 

vulnerabilities, goals of the attacks, and alternative courses of action.   
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Actions 

The cyber attacks sought to prevent the Estonian government, media, and 

financial organizations from using cyberspace and its associated technologies for 

the exchange of data and information. The cyber attacks prevented the 

transmission of information to or from Estonian websites to anywhere in the 

world. The Estonian government’s efforts to save the system and mitigate the 

effects of the cyber attacks required it to sever Estonia’s international cyber 

connectivity in order to restore and preserve access to cyberspace for essential 

domestic functions. The cyber attacks isolated Estonia from the global cyberspace 

domain, and in response, Estonia imposed restrictions on its own access to 

cyberspace, essentially quarantining itself, in order to restore and preserve the 

integrity of the system.  

Actors 

 The actors involved in the case of Estonia were both state and non-state 

actors. The state actor was the Republic of Estonia, whose government and 

financial sectors were targeted for attack. The non-state actors were the 

perpetrators of the cyber attacks – groups of individuals who spontaneously took 

up “cyber arms” against Estonia in retaliation for its decision to move the Bronze 

Monument. The big question of attribution lies in whether these non-state actors 

acted with support or encouragement from Russia. While it seems likely that the 

Russian government was involved at least indirectly in supporting the cyber 

attackers, there is no proof of it. If Russia were involved, it would a case of a state 
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actor using non-state actors as proxies in a conflict in order to minimize blowback 

on the state and maintain plausible deniability. 

Rationality 

For the one perpetrator of the cyber attacks who was caught, his motives 

(if they are to be believed) appeared to be rational. It is logical and rational that 

individuals would take action to protest a decision to which they objected and 

perceived as an offense to their ancestors or ethnic group. For non-state actors, 

cyber attacks provide an excellent way to wield a disproportionate effect that is 

disruptive but not life-threatening (in general) and potentially avoid being caught.  

If the Russian government was involved, cyber attacks of this magnitude 

would also be a rational course of action to punish the Estonian government for its 

political decisions and demonstrate capabilities that could be used against it in the 

future. This show of capabilities is a threat unto itself, making Estonia and other 

nations aware of the possible consequences of undertaking a decision that might 

offend Russia. 

Capabilities 

 The capabilities necessary to launch a DDoS attack like the one on Estonia 

included the malware for the DDoS attacks, host sites for the sharing of 

information, and access to botnet herds. The fact that the cyber attacks tapered off 

so dramatically at the end of each wave of attack supports the theory that botnet 

herds were rented out for specific periods of time. Botnet herds can be hired from 

criminal organizations (such as the RBN), but renting herds for the duration and 

intensity of the attacks on Estonia would require a substantial amount of money.  
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Knowledge 

 The perpetrators of the cyber attacks against Estonia needed to have the 

technological expertise to create and distribute the malware that was the basis for 

the DDoS attacks. They also needed to have the appropriate connections to rent 

botnet herds on the black market. Finally, the cyber attackers also appeared to 

have knowledge of Estonia’s dependency on information technology and its 

technical vulnerabilities. Additional foresight or information may not have been 

necessary in this attack because it had the element of surprise; the Estonian 

government was probably less prepared for the cyber attack than it may have been 

if there had been a precedent for this kind of attack.  

Pre-existence of Conflict 

 Simmering tensions and political conflict preceded the cyber attacks on 

Estonia and may be considered a contributing factor to the conflict. Estonia and 

Russia were not engaged in a violent conflict at the time of the cyber attacks, but 

they were engaged in a political dispute over Estonian domestic policy regarding 

its Soviet past and ethnic Russian minority. Russia threatened Estonia with 

retaliatory measures if it relocated the Bronze Monument, and it employed 

economic and diplomatic tools to pressure Estonia toward a favorable decision, 

including breaching the Vienna Convention.  

For the ethnically Russian Estonians who were involved in the cyber 

attacks, there was a history of tension between them and the Estonian 

government. The issues of citizenship, language tests, and employment and the 

conflicting narratives of history had been major sources of tension in Estonian 



172 
 

domestic politics for years. Tensions between the Russian minority and Estonian 

government had flared around the anniversary of Victory Day for several years, 

and these flaring tensions may have led the Estonian government to seek to move 

the Bronze Monument to a less controversial location.  

Because they occurred in peacetime, the cyber attack on Estonia generated 

an international discussion about the use of force in cyberspace and the use of 

technology alongside or as a replacement of traditional types of warfare. In the 

end, Estonia classified the cyber attacks as criminal activity, but the lessons of the 

conflict and the definition of “cyber warfare” continue to be discussed in 

international and national forums. NATO has since decided the cyber attacks can 

be considered acts of war, although it has not clarified the “red lines” that 

determine which kinds of cyber attacks and under what circumstances. States are 

obligated by international treaties to respond to threats and acts of war with no 

more than proportionate force, but proportionality is unclear in a cyber conflict 

that effects societies and can have unanticipated consequences. As a result, the 

debate about acts of war in cyberspace continues. 
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Rights of Neutrals 

The cyber attacks against Estonia specifically targeted Estonian websites 

and servers. Neutral parties seeking to use cyberspace and its associated 

technologies to communicate with Estonia were affected to some degree, but they 

were not the targets of the cyber attacks. The cyber attacks did not degrade the 

entire system of cyberspace; instead, they impaired the function of one of its 

nodes of communication. Other countries continued to access cyberspace in the 

normal, uneventful manner. 

Vulnerabilities 

 Estonia had particular vulnerabilities that may have been contributing 

factors to the decision to launch a cyber attack against the state. As a state that 

was highly dependent on technology, it appeared reasonable that an attack on this 

technology could have significant impact on the government, financial, and social 

interactions of the country. Furthermore, the fact that a cyber attack on this scale 

had never before been launched at a state made it less likely that the Estonian 

government or private sector would anticipate the attack or undertake preparations 

for defending their systems. The element of surprise allowed the cyber attackers 

to exploit vulnerabilities within the Estonian IT system that had been considered 

normal or routine up until that point. After the cyber attack on Estonia, these 

vulnerabilities were addressed, and a similar style of attack would not be effective 

in the future. 

 One of the IT vulnerabilities of the attack was the way websites and 

servers were configured. To deal with normal levels of requests, websites sent 
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queries to the server to address every request for the site. This process was 

appropriate for normal activity levels, but during the cyber attack it caused the 

server system to overload and crash. As a result, the sites and servers had to be 

reprogrammed so that sites would display cached results for queries, instead of 

requesting information from the servers every time. This is a relatively minor 

technological vulnerability, but it allowed the cyber attacks to be successful until 

it was remedied. 

Goals of Attack 

The party or parties responsible for the cyber attack on Estonia in 2007 did 

not issue a statement explaining the goals of the attacks, but they may be inferred 

by the circumstances and conditions under which the attacks occurred. The cyber 

attacks appeared to be a direct retaliation for the relocation of the Bronze 

Monument, and given how quickly they began, they may have been premeditated 

and preplanned.  

The goals of the cyber attacks on Estonia in 2007 appeared to be social, 

economic, and political. First, the cyber attacks sowed fear and confusion during a 

time of domestic unrest, when citizens were demonstrating in cities and rioting in 

the capital. At the time of the cyber attacks, no one knew how long they would 

last, what their effects would be, and whether other aggressive actions would 

follow. The uncertainty surrounding the severity and duration of the attacks 

caused deep fear and uneasiness throughout Estonia.  

Second, the attackers degraded the financial sector in Estonia and caused 

economic distress. The banking sector was impaired for several days, but it was 
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not in danger of collapse, although that may have been the goal of the attacks. The 

fact that the financial sector did not suffer more damage was due to the 

government’s and IT experts’ capable response to the situation, not necessarily 

the limited ambition or intentions of the cyber attackers. It seems prudent to 

assume that the cyber attackers sought to do as much damage to the IT sector as 

they could, and the lack of more serious consequences is attributable to the 

competency of the IT experts who mitigated the effects of the attacks. 

Third, the attackers created chaos in the country and undermined the 

Estonian government’s ability to control events within the country. The 

government’s ability to protect its citizens and maintain normal life during a crisis 

is important to public perception; the cyber attacks directly challenged the 

government’s ability to maintain stability and normal activities. This chaos 

conveniently led to an opportunity for the Russian government to call for the 

Estonian government to step down because of its difficulty in managing the crisis. 

Alternative Courses of Action 

 It is difficult to say what alternative courses of action existed in this case. 

For the non-state actors who perpetrated the attacks, their alternative courses of 

action were limited to protests or petitions, neither of which would have had the 

same level of impact as the cyber attack (although they would have had the 

benefit of legality). Cyberspace allows individuals and non-state actors a greater 

platform for engagement in political affairs, and it appears that this was the most 

effective (although illegal) course of action for the non-state actors in this 

situation. 
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If Russia was involved with the cyber attacks, then it had several 

alternative courses of action, many of which it employed. Russia imposed 

economic sanctions on Estonia, most notably by halting railway traffic between 

the two countries. In addition, it used several diplomatic tools to reproach the 

Estonian government. It issued political threats and violated the Vienna 

Convention by allowing assaults on the Estonian embassy and staff in Moscow, 

the Duma called for the Estonian government to resign, and a delegation of 

Russian officials traveled to Tallinn to call for the resignation of the 

democratically elected Estonian government. Given Russian actions and threats 

against Estonia, the cyber attack could be perceived merely as a continuation of 

its policy in a different domain. 

Conclusion 

Estonian Minister of Defense Jack Aaviksoo likened the cyber attacks to a 

blockade, saying, “When the navy of another country blocks a country’s ports or 

when the air force of another country blocks a country’s air space, this is in no 

way different from blocking access to the web pages of another country with 

cyber attacks. That cannot be treated as hooliganism, but has to be treated as an 

attack against the state.”422 Aside from the question of who was responsible for 

the attacks, the other most pressing question was: how should states respond to 

attacks designed to sever their connection to cyberspace? What are the legal and 

ethical recourses available after a massive cyber attack against a state? In May 

2007, most states and international organizations could not answer those 
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questions. Estonia itself did not know. After the dust settled and the botnets 

ceased their invasion of Estonian websites and servers, the Estonian government 

could not make the case for cyber war (as it was understood at the time) and 

eventually classified the attack as an act of cyber terrorism.423 

 An analysis of the cyber attack on Estonia in 2007 reveals that it fits the 

criteria for a blockade in cyberspace. The actions undertaken, actors involved, 

capabilities, pre-existing conflict, and rights of neutrals fit the definition of a 

blockade in cyberspace.  The contributing factors that may have led to the attack, 

including vulnerabilities, goals of the attacks, and alternative courses of action, 

also fit the blockade theory.   

 In addition, the cyber attacks on Estonia differ from other blockades in the 

ways that one would expect. Given the nature of the medium and the unique 

attributes of the domain, cyber activities such as DDoS attacks are an effective 

way of constructing a blockade in cyberspace. The resources required for this 

cyber blockade include specific types of hardware and software, but resources for 

blockades always depend on the characteristics of the domain. The vulnerabilities 

of the blockaded country and effects of the blockade are different for cyberspace 

than for other domains, but this is true for all domains. 

 The unique characteristics of cyberspace brought out new aspects of the 

cyber blockade that would not be possible in other domains. Anonymity and 

plausible deniability was a much more important issue in the cyber blockade 

against Estonia than would be the case with blockades in other domains. Most of 
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the time, it is relatively easy to know who is imposing the blockade; Estonia did 

not and still does not know, or is able to prove, who was responsible for the cyber 

blockade. The cost of the cyber blockade was relatively low since it only required 

the renting of botnets for a few weeks. The political cost to the blockading actor 

could have been higher, if its identity were known. Finally, the cyber blockade 

occurred at a much greater speed than a blockade in another domain could have. It 

is likely that the cyber attacks were preplanned and coordinated, but they did not 

require months or years of preparation in order to execute. While they only lasted 

for a few weeks, they lasted long enough to demonstrate the attackers’ power and 

capabilities and render chaos and fear in Estonia.  
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Chapter 5: The Georgia-Russia War 

 “Cyber-attacks are part of the information war, making your enemy shut up is a 
potent weapon of modern warfare.”424 – The editor of the Russian online journal 
Cybersecurity.ru 

Introduction 

 This chapter examines the cyber attacks in Georgia in 2008. These attacks 

were the first time that conventional military invasion was accompanied by a 

large-scale cyber attack on the government and services of the country being 

invaded. This unprecedented move linked cyber attacks with political and military 

operations on the ground. This case is relevant for cyber blockades because the 

cyber attacks were designed to cut off Georgia’s ability to communicate and 

exchange information using cyber technology within and beyond its borders 

during a time of war. As such, it is a good test case for the proposed theory of 

cyber blockades. 

 The purpose of this chapter is to examine the cyber attacks that occurred 

in Georgia in 2008, understand their impact on the state and society, and 

determine the extent to which the attacks match the preliminary theory and 

characteristics of cyber blockades. Unlike in Estonia, where a key issue was 

determining if the attacks were to be considered an act of war, the cyber attacks in 

Georgia occurred within the context of warfare and thus provide a different 

perspective and context for examining the attacks and their implications. This 
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chapter examines the events in Georgia and analyzes them according to the 

criteria laid out for a preliminary theory of blockades. 

 This chapter begins with a justification of why this case is appropriate for 

IR research. Next, it provides context for understanding the conflict in Georgia by 

examining its role at the crossroads of technology and the history of the conflict 

with Russia. The chapter then examines the event immediately preceding the 

attacks as well as the attacks and their effects, including the Georgian 

government’s and international community’s response. Finally, the chapter 

presents an analysis of the case based on the criteria laid out in Chapter 3. 

Case Justification 

 The Georgia cyber events of 2008 were the first time an overt, 

concentrated cyber attack was synchronized with a military invasion. Russian 

forces invaded Georgia on four fronts: air, land, sea, and cyberspace.425 This is a 

prototypical case of how cyber attacks can be combined with conventional attacks 

in other domains in order to increase effectiveness during warfare. As such, it is a 

relevant case for policy-makers because it presents a new development for 

warfare. For these reasons, it is also a data-rich case because the media, scholars, 

and international organizations have examined it thoroughly to understand the 

effects of cyber attacks used in combination with conventional forces. 
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Georgia at the Crossroads of Technology 

Georgia is not as technologically dependent as other countries in Europe, 

such as Estonia. It ranks seventy-four out of 234 countries in the number of 

Internet addresses, behind developing countries such as Nigeria and Bangladesh. 

Vital services, such as transportation and power, are not connected to the Internet 

infrastructure as they are in other countries, such as the US and UK.426 In 2008, 

Georgia had a relatively low Internet penetration rate: approximately eight 

Internet users per 100 people. This relatively low rate of Internet penetration 

reflects a lack of government or private sector investment in infrastructure 

capacity and a correspondingly low dependence on (or demand for) IT 

infrastructure. Despite this, Georgia is experiencing a rapid rate of growth of 

Internet users: in 2006, the electronic communications sector reported a growth 

rate of 81 percent of users.427 

 The geography of Georgia presents limitations in terms of physical 

infrastructure. Its land routes for Internet infrastructure include Russia, Turkey, 

Armenia, and Azerbaijan. According to many sources, Georgia is largely 

dependent on Russia for its cyber connectivity; more routes (nearly half) pass 

through Russia to Georgia than any other country. Turkey is also a major 

telecommunications route for Georgia, as most of Georgia’s 309 Internet 

networks are routed through Turkey or Azerbaijan (although the Azerbaijan links 
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are then sent through Russia).428 Thus, the geography of the region and limited 

options for dispersing Internet traffic from Georgia renders it more vulnerable to 

disruption or manipulation by a malevolent actor. Russia has direct control over 

most of the cyberspace infrastructure linking Georgia to the rest of the world.  

At the time of the conflict, a fiber optic cable linking Georgia to Bulgaria 

across the Black Sea was under construction. This connection would eventually 

dramatically improve the country’s Internet connectivity, provide the first 

privately owned fiber optic system available to Georgians, and diminish Russia’s 

influence over Georgian IT infrastructure.429 Georgia also has recently expressed 

interest in expanding the Georgia-Bulgaria fiber optic infrastructure facilities to 

create a joint telecommunications project with Ukraine via the Black Sea.430 

Georgia is also a key transit area for the major oil and gas reserves in the 

Caspian Sea. The Baku-Ceyhan pipeline runs through Georgia on its way from 

Azerbaijan to Turkey. This pipeline is an important source for oil and gas on the 

international market, particularly because it is one of the few in the region that is 

entirely outside of Russian control. The completion of the pipeline in May of 

2005 raised tensions between Russia and Georgia. 

History of the Conflict 

 Georgia is a diverse country with many different religious, linguistic, and 

ethnic groups inhabiting the same small piece of earth. Most of these groups have 
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coexisted for hundreds, if not thousands, of years. This coexistence has not 

always been peaceful, but it created a common history that alternated between 

independence and conquest by the leading empires of the day, most recently by 

the USSR.431 Georgia’s transition from Soviet rule to independence in 1990 was a 

difficult one, and the country experienced high levels of political instability, 

violence, ethnic conflict, and economic disruption in the wake of independence. 

Some of these difficulties were caused by political decisions made in Georgia, but 

some of them were the result of close Soviet and Russian relations with minority 

groups within Georgia and the political problems this caused for the newly 

independent state.432 

The 2008 conflict between Russia and Georgia centered on the issue of 

South Ossetia’s separation or independence from Georgia. From 1991 to 1992, 

South Ossetia and Georgia fought a war over the status of South Ossetia. The 

South Ossetians were outmanned and outgunned by the Georgians but received 

overt and covert support from Russia that enabled them to continue fighting. A 

ceasefire agreement was reached in 1992, the terms of which included 

establishing South Ossetia as an independent region within Georgia.433 In 1993, 

another war was fought between Georgia and the breakaway region of Abkhazia; 
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it resulted in a similar agreement that established Abkhazia as an independent 

region within Georgia.434 

Map 2: Map of Georgia with South Ossetia and Abkhazia. Source: Wikipedia.
435

  

 

 

Thus, South Ossetia and Abkhazia became autonomous and de jure 

militarized zones in Georgia on the border of Russia and the Black Sea, 

respectively. The “frozen conflicts” over South Ossetia and Abkhazia were not 

stable situations. They simmered as low-level conflicts for years, flaring up 

occasionally over events that would otherwise be considered relatively minor. 
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They are entropic conflicts that have the capability to lead to progressive disorder 

and chaos, if not resolved or managed effectively.  

In accordance with an Organization for Security and Cooperation in 

Europe (OSCE) agreement, peacekeeping forces comprised of 500 Russian, 

Georgian, and South Ossetian troops kept an uneasy peace between Georgians 

and Russian-supported South Ossetian separatists.436 Under this new arrangement, 

Tskhinvali (the capital of South Ossetia) devolved into a smuggler’s paradise of 

stolen cars, booze, women, drugs, weapons, and counterfeit dollars.437 

 South Ossetia enjoys close ties with Russia, and particularly with the 

Russian region of North Ossetia. Most of the approximately 70,000 South 

Ossetians are ethnically distinct from Georgians and speak their own language, 

which is related to Farsi. Approximately two-thirds of the South Ossetian budget, 

or $30 million, comes directly from Moscow, and the ruble is the currency of the 

region. Almost all South Ossetians carry Russian passports. In addition, Russia’s 

state-owned gas company, Gazprom, has invested heavily in the region by 

building new gas pipelines and infrastructure that connect South Ossetia with 

Russia.438 

Events Preceding the Attacks 

 The 2003 Rose Revolution, which the Russian leadership viewed the 

revolution as a US-orchestrated shift to undermine its influence in the region, did 

nothing to improve relations between Russia and Georgia. Georgia’s National 
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Strategic Concept of 2005 made clear its desire to break completely with its past 

and join the European Union and NATO. This re-orientation away from a “South 

Caucasus” identity and towards a more European “Black Sea” identity threatened 

Russia’s security along its southern frontier. In the following years, tensions 

mounted as electrical and gas pipelines connecting Russia and Georgia were 

blown up on the Russian side of the border, Russia imposed embargoes on 

Georgia, ethnic Georgians were deported from Russia, Russian spies were 

deported from Georgia, and Russia bombed Georgian territory in 2007.439 

On February 17, 2008, Kosovo unilaterally declared independence. While 

this development was marked by celebrations in the streets of Pristina and Geneva 

and more than ninety UN member states officially recognized Kosovo within two 

months, Russia strongly objected and declared Kosovo’s independence illegal and 

a dangerous precedent for separatist movements elsewhere, particularly in the 

former Soviet Union. Russia’s increased support for and later recognition of the 

independence of South Ossetia and Abkhazia was tit-for-tat retaliation for the 

international community’s acceptance of Kosovo’s independence.440 

In April 2008, a Georgian unarmed unmanned aerial vehicle (UAV) was 

shot down over Abkhazia. The government of Abkhazia immediately claimed 

responsibility for the incident, saying that Georgia had violated Abkhaz airspace. 

However, a video surfaced days later showing a Russian MiG-29 shooting down 
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the UAV.441 This event escalated tensions further, and Russia announced it would 

send additional peacekeeping forces to Abkhazia. Low-level violence in Abkhazia 

and South Ossetia were reported during the ensuing weeks. At the end of May, 

Russia sent more military troops into Abkhazia, allegedly to repair a railway line. 

Georgia condemned this as an act of aggression and part of a planned military 

intervention in the country. In early July 2008, the violence in Abkhazia 

continued and spread to South Ossetia and Georgia; forces on both sides allegedly 

engaged in military build-ups in violation of the terms of the ceasefire.442  

During this period of escalating tensions, the German government 

attempted to mediate the ongoing dispute and help Russia and Georgia reach a 

diplomatic solution to their disagreements. This effort was not strongly supported 

by other EU states and failed to reach a resolution. Despite the obvious tensions, 

the EU was unable to broker a solution or prevent the outbreak of war.443 

On July 19, 2008, a DDoS attack targeted the website of the President of 

Georgia Mikheil Saakashvili and rendered it inaccessible for twenty-four hours. 

Millions of requests flooded and shut down Georgian servers and the president’s 

website. There was no solid proof that Russia was behind these attacks, but the 

botnet command-and-control server that sent out the instructions was a MachBot 

controller, a tool favored by Russian botherders.444 In addition, the server’s 
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domain provided seemingly fake registration information, but it did appear to tie 

back to Russia. According to experts, the servers that were involved in this short 

DDoS attack were based in the United States and had come online just a few 

weeks prior.445 

The Attacks 

 The war between Georgia and Russia officially began on August 7, 2008 

after several weeks of arguments over the territory of South Ossetia. It began 

when Georgian troops, in response to Russian provocation, drove into South 

Ossetia and shelled Tskhinvali. A few hours later, Russian forces entered Ossetia 

with airpower and armored and motorized infantry forces. The Russian 

government claimed that its military operation was a reaction against Georgian 

aggression against Tskhinvali and Russian peacekeepers in the region. In reality, 

over 8,000 Russian troops were moved into position along Georgia’s northern 

border during the months preceding the attacks, and Abkhazia’s foreign minister 

had made threatening statements in May 2008 that “it [would] take us two days to 

go on the offensive into Western Georgia and create a security buffer zone.”446 In 

addition, multiple reports and official interviews with Russian soldiers after the 

war revealed that Russian infantry, armor, and heavy guns were deployed south of 

the Roki Tunnel (the official border between Georgia/South Ossetia and Russia) 
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before August 7 – evidence that Russian troops began the invasion into Georgia 

before Georgian troops began the assault on Tskhinvali.447 

 The Russian counterattack was carefully planned and coordinated; given 

the speed at which Russian forces responded to the attack on Tskhinvali, it was 

apparent that they were expecting the attack and ready to engage. Most likely, 

Russian provocation had baited Georgia to begin hostilities. Russia responded by 

deploying additional combat troops to South Ossetia, conducting bombing raids in 

Georgian territory, deploying naval forces to construct a maritime blockade of 

Georgia, and landing marines on the Abkhaz coast. The ground combat operations 

of mechanized division of Russian military and Ossetian militia forces against 

lightly armed Georgian military led to a swift defeat of Georgian forces. Within 

twenty-four hours, Russian forces had consolidated their position, gained control 

of South Ossetia, and forced Georgian troops back over the border.448 

On August 10, after gaining control of South Ossetia, Russia launched a 

two-pronged attack on Georgia proper: one assault came from South Ossetia to 

the Georgian city of Gori, and the other came from Abkhazia and was designed to 

cut off Tbilisi from its ports. Russia also bombed the military airfields at Marneuli 

and Vaziani and disabled radars at the civil international airport in Tbilisi. The 

combined effect of these assaults brought Russian forces within 40 miles of 

Tbilisi and made external reinforcements or replenishments extremely difficult.449 
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An official Georgian estimate after the war claimed that the military operations 

against Georgia required the involvement of over 80,000 Russian servicemen, or 

one-third of its combat-capable land forces. An invasion of this magnitude would 

have required long-term planning that involved the entire Russian military.450 

French President Sarkozy negotiated a ceasefire agreement that the 

countries signed after one week of fighting, but tensions remain high and Russia 

has refused to implement several of the terms of the agreement. One particular 

concession of the agreement has led to further loss of Georgian territory by 

allowing Russia to establish an 8-kilometer “security zone” below the borders of 

South Ossetia and Abkhazia.451 According to some experts, the only reason 

Russia agreed to the ceasefire was because it believed that Georgian President 

Saakashvili had been so discredited and politically damaged by the war that the 

Georgian state would weaken and collapse, allowing greater Russian influence in 

Georgia and the South Caucasus region as a whole.452 The conflict forced 25,000 

Georgian residents to flee their homes and become internally displaced persons.453 

During the military invasion, information warfare was important to both 

sides. Both Russian and Georgian leaders believed that the way the media treated 

the war was as important as the actions taken on the battlefield. As a result, the 

ability to control the media and coverage of the events was a significant part of 
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the strategy for victory on both sides.454 Historically, they engaged in attempts to 

control the information available to the opposing side, justify their actions and 

gain approval in the international scene, and generate or maintain support for their 

military both at home and abroad. Often these types of information wars involve 

definition and delivery of a particular message, but sometimes they involve denial 

through the closure of channels of communication.455 

The cyber assault on Georgia began on the same day as the military 

invasion and comprised attacks that led to the defacement of public websites and 

DDoS attacks against several different targets. The defacements were directed at 

the websites of highly symbolic political and financial institutions, including the 

President of Georgia (www.president.gov.ge), the Ministry of Foreign Affairs of 

Georgia (www.mfa.gov.ge), and the National Bank of the Republic of Georgia 

(www.nbg.gov.ge). The defacements posted photos of Georgian President 

Mikheil Saakshvili and Adolf Hitler, as well as other twentieth century 

dictators.456 A group of hackers from South Ossetia claimed responsibility for 

these defacements.457 

 The defacements were relatively minor events compared with the DDoS 

attacks on Georgia. The DDoS attacks were high-intensity attacks that flooded the 

systems with an average of 211.66 megabits per second (Mbps). At its peak, the 
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attacks launched 814.33 Mbps at websites. Each individual attack lasted for an 

average of two hours and fifteen minutes, while the longest attack lasted for six 

hours. 458 

The DDoS attacks targeted the websites of fifty-four government, 

communications, and financial institutions.459 The government websites attacked 

included: 

• www.parliament.ge – the Parliament of the Republic of Georgia 

• www.president.gov.ge – the President of the Republic of Georgia 

• www.abkhazia.gov.ge – official website of the government of the 

Autonomous Republic of Abkhazia 

• www.mes.gov.ge – Ministry of Education and Science of the Republic of 

Georgia 

• www.naec.gov.ge – governmental website providing standardized 

educational tests for students460 

The news and media sites attacked included: 

• www.forum.ge – biggest forum in Georgia 

• www.civil.ge – largest Georgian news page in English 

• www.presa.ge – Association Press 

• www.apsny.ge –news portal 

• www.rustavi2.com –private television company 
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• www.news.ge –news portal in English 

• interpress.ge –news portal461 

Other websites were also hit by the DDoS attack, including:  

• www.tbilisiweb.info – news portal 

• www.newsgeorgia.ru – news portal 

• www.os-inform.com – privately owned media site 

• www.kasparov.ru – Web page of Russian opposition party representative 

• www.hacking.ge – Georgian hackers’ community website 

• www.skandaly.ru – Russian news portal462 

In the financial services sector, Georgia’s largest commercial bank’s 

website was attacked (www.tbc.ge). In total, thirty-six major websites were 

identified as priority targets, including the Supreme Court of Georgia and 

multinational targets such as the embassies of the US and the UK in Tbilisi.463 

Russian media reported that the site “Georgia-online” was almost destroyed in the 

cyber attacks.464 

During the attacks, 35 percent (or over 100) of Georgia’s Internet 

networks disappeared, some for a long period of time. Sixty percent of the 

networks were considered unstable during the attacks. The highest levels of 
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activity occurred on August 8, 9, and 10, which coincided with Russian tanks 

moving into South Ossetia.465  

The attacks came from computers around the globe, suggesting one or 

several botnets were involved in the attacks. The major attacks were also uniform 

in nature: they were mostly TCP SYN floods, which interrupt the normal process 

that must occur for packets of information to arrive at the destination point. The 

repeated nature of these TCP SYN attacks fills up the connection queue and 

denies others access to the services.466 Among IT experts, there was widespread 

consensus that cyber attacks on Georgia were planned and coordinated from the 

beginning, unlike with Estonia, where coordination was recognized only in the 

second wave of attacks.467 

Russian-language websites, blogs, and forums posted scripts with 

instructions for attacking Georgian websites, and one site even included a 

downloadable file with executable software for launching the attacks. Instructions 

for how to flood Georgian government websites, as well as a list of vulnerable 

target sites, were available on Russian-language websites, creating what security 

experts have dubbed a “cyber kill chain.”468 In this respect, the “crowd-sourcing” 

of attack information and targets on Russian-language sites was quite similar to 

the cyber attacks on Estonia the year before. The primary websites that were 
                                                           
465

 Zmijewski, "Georgia Clings to the 'Net". 
466

 Nazario, "Georgia DDOS Attacks - A Quick Summary of Observations"; Carr, Inside Cyber 

Warfare: 83. 
467

 Tikk et al., "Cyber Attacks Against Georgia: Legal Lessons Identified," 9. 
468

 The “cyber kill chain” has 5 steps: encourage novices to participate in cyber attacks; publish 
vetted list of target sites; discuss and select several types of malware to use against the targets; 
launch the attacks; and discuss results. For more information, see Jeff Carr et al., "Project Grey 
Goose: Phase I Report: Russia/Georgia Cyber War – Findings and Analysis," in Project Grey Goose 
(2008). Available at http://www.scribd.com/doc/6967393/Project-Grey-Goose-Phase-I-Report. 
Accessed June 13, 2012. 



195 
 

responsible for dispersing information for launching cyber attacks were Xaker.ru 

and Stopgeorgia.ru (which also used “stopgeorgia.info” as a parallel site). 

Xaker.ru is a Russian hacker forum that encouraged users to go to Stopgeorgia.ru, 

a private password-protected site, for more information.469  

Stopgeorgia.ru provided DDoS links and download for malware to be used 

in the attacks, lists of the websites that had been tested for vulnerability and were 

designated priorities for attack, and expert advice for novice hackers, all as part of 

the effort to allow novices the opportunity to participate in the attack. The site 

became active for the first time the day after the military invasion of South 

Ossetia commenced. It was protected by a “bulletproof network,” which allowed 

users a great deal of latitude in conducting illegal operations online.470 

The cyber attacks on Georgia were also innovative. Instead of relying 

solely on DDoS attacks, which harness thousands of computers to send individual 

queries to the site and overload it, the attacks on Georgia used “MySQL,” a 

software suite widely used by websites to manage back-end databases. According 

to IT expert and Project Grey Goose investigator Billy Rios, a key feature (called 

the “benchmark” feature) in MySQL “allows site administrators to test the 

efficiency of database queries,” thus determining in real time if their attacks are 

successful. Rios added that in the Georgia conflict, “hackers posted online 
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instructions for exploiting the benchmark feature to inject millions of junk queries 

into a targeted database, such that the Web servers behind the site become so tied 

up with bogus instructions that they effectively cease to function.”471 Thus, while 

DDoS attacks can require thousands of botnets to bring down a website, SQL 

injections – particularly with “benchmark” features – require only a handful of 

machines to achieve the same result.472 

With this innovation, a small number of users, even just one computer, can 

bring down back-end databases for multiple sites. This unique feature implies that 

the attackers conducted reconnaissance and planning prior to the cyber attacks. 

Given that the cyber attacks coincided with the military invasion of Georgia, this 

raises the question of coordination between the hackers and the Russian 

government.473 

In addition to defacement, DDoS, and SQL attacks, Georgian email 

addresses were spammed with messages and malware. The reported intent of 

these attacks was to overload both private and government email servers so as to 

further hinder communication. Publicly available lists of politicians’ email 

addresses were abused for this purpose.474 

One Georgian report refers to the cyber attacks as a “cyber blockade.” 

This report claims that the attacks were directed by agents within Russia, 

primarily the RBN. It argues that the attacks amounted to a cyber blockade 

because “[a]ll Georgian Internet traffic was going through Russia, denying 
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Georgia its Internet independence.”475 Furthermore, the report claims, “by 

examining Internet routes before and after the beginning of the war, it is clear that 

they were altered either legally or illegally, blocking traffic in and out of Georgia. 

Some of those routers are known to be under control of the RBN. This can be 

demonstrated via a comparison of route configuration before and after the war.”476 

Russian media coverage also reported an “information blockade” on Georgia, 

saying that most of the news coverage about the war came from reporting in 

Ossetia, not Georgia.477 

Russian media reporting portrays a slightly different set of events. It 

claims that websites in South Ossetia were the first targets of attacks, including 

the websites of the (Russian) Information and Governmental Committee.478 There 

were also cyber attacks against Russian media websites. According to Russian 

media reports, Russian news and search portals were inaccessible in Georgia, as 

well as Russian TV channels. According to Russian reporting, the leaders of 

Georgia were responsible for these attacks on Russian sites.479  

Russian media also reported youth protests in Moscow. On August 8, 

2012, several youth movements such as Nashi, Molodya Gvardiay, Young Russia, 

                                                           
475

 "Russian Invasion of Georgia: Russian Cyberwar on Georgia",  5. Availble at: 
www.georgiaupdate.gov.ge. Accessed on April 27, 2012. 
476

 Ibid. This was an anonymous report that is favorable to Georgia and is posted on a website 
owned by the Government of Georgia, so the reliability of the report has not been determined. ; 
Tikk et al., "Cyber Attacks Against Georgia: Legal Lessons Identified," 11. Also, see 
www.georgiaupdate.gove.ge for more information about the site. 
477

 "Информационная блокада (Information Blockade)," Век (Century), 
http://wek.ru/cultura/69867-informacionnaya-blokada.html   Accessed on May 3, 2012. 
Translated by Natalia Izergina. 
478

 "Hacked by: матричные войны (Hacked by: Matrix Wars)," Интерфакс (Interfax), 
http://www.interfax.ru/society/txt.asp?id=26638. Accessed on May 3, 2012. Translated by 
Natalia Izergina. 
479

 Ibid. 



198 
 

Youth Eurasian Union, and Vanguard of Red Youth set up a tent camp in front of 

the Georgian Embassy in Moscow in order to protest Georgian activities in South 

Ossetia. The leaders of several of these youth movements signed a statement that 

urged an “information war” against the Georgian government on all Internet 

websites.480 

Effects of the Cyber Attacks on Georgia 

The Government of Georgia responded to the attacks by moving the 

President of Georgia’s websites to Tulip Systems’ servers in the United States and 

the Ministry of Foreign Affairs’ website to an Estonian server. The Office of the 

President of Poland offered its website for the dissemination of information about 

the cyber attacks on Georgia and helped provide Internet access for the 

government of Georgia. 

The Georgian CERT led the task of attack mitigation in its role of national 

CERT during the crisis.481 CERT Poland and France helped analyze IP data and 

log files. Also, IT specialists from CERT Estonia traveled to Georgia from August 

12 to 16 to provide technical expertise and knowledge gained from the Estonian 

cyber attacks.482 
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The cyber attacks on Georgia limited communication within the 

government of Georgia, between the government and its people, and between the 

government and the international community at a crucial point in time. The 

military invasion of South Ossetia violated Georgia’s territorial sovereignty and 

constituted an act of war on the part of the Russian government, and the cyber 

attacks limited the Georgian government’s ability to react, respond, and 

communicate effectively during the earliest days of the war. The cyber attacks 

exacerbated a crisis situation and limited the ability of the government of Georgia 

to govern effectively during a war. An unintended consequence of the DDoS 

attacks may have been to make the Georgian blogosphere more important than it 

ever had been and more focused on political topics.483 

The majority of the damage related to the government’s ability to provide 

information. The people of Georgia were deprived of official government and 

media reporting of events during a time of war. The government of Georgia was 

unable to provide information to the international community and characterize the 

events in a way that represented its interest. The cyber attacks essentially silenced 

the government during the first few days of a military invasion and deprived it of 

normal means of mass communication.484 

The cyber attacks also impacted public services in Georgia. After the 

cyber attacks on the National Bank of Georgia on August 9, the government 

ordered all banks to cease electronic services. This blackout of electronic banking 
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services lasted for ten days, with all banks fully operational again on August 

18.485 

According to CERT Estonia, the cyber attacks on Georgia cut off services 

provided by two of the main Internet providers in Georgia. United Telecom’s 

router in Georgia was unavailable and inaccessible for several days, and Caucasus 

Network Tbilisi was flooded with queries. The flood of queries may have also 

caused a ripple effect that overloaded smaller Internet providers with rerouting 

requests. Further complicating the situation was the fact that physical 

infrastructure of Caucasus Network ran directly through South Ossetia, which led 

to physical damage and disconnection of the infrastructure during the conflict.486  

The financial damages rendered by the cyber attacks on Georgia are 

difficult to estimate for three reasons. First, as with the Estonia attacks, measuring 

economic damages of cyber attacks is very difficult because it involves measuring 

a negative – what financial transactions did not occur but otherwise would have. 

Second, the cyber conflict occurred during a military invasion, at a time in which 

additional and complicating factors affected overall economic performance. 

Third, any estimate of the damages resulting from the cyber attacks would require 

a joint effort by the government and private sector to estimate costs to private 

citizens, government security, and business services. It is likely that at least some 

of this information is either classified by the government or inaccessible due to 

laws designed to protect business confidentiality or personal privacy.487 
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In sum, there are no available data on the financial costs of the cyber 

attacks on Georgia. The attacks limited the government’s ability to respond during 

a time of crisis and impaired a society’s ability to gain information during an 

invasion and access financial services for ten days. The effects of the cyber attack 

lasted for more than week, but ultimately did not cause permanent damage. 

Whatever the financial costs to Georgia were for this cyber attack, they were 

almost certainly more than the cost of the DDoS attack: according to Bill 

Woodcock, Research Director at the Packet Clearing House, a nonprofit 

organization that tracks Internet traffic, it costs a mere 4 cents per machine for a 

DDoS attack.488  

International Reaction 

Russia  

While the cyber attacks were under way, the Georgian Embassy in London 

accused Russia of launching the DoS attacks. A spokesperson for the embassy 

acknowledged that the attacks were still under investigation (indeed, still 

occurring in Georgia), but asked that given the circumstances of the ground 

invasion, “Who else might it be, though?” The Russian Embassy in London 

responded with a statement that it had no knowledge of the cyber attacks and 

insisted that there had been no military attacks against Georgia. It characterized 
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the deployment of troops into Georgia as “peace enforcement in South 

Ossetia.”489     

Assigning blame and holding actors responsible for the cyber attacks 

involves knowing who was involved in the attacks. The Russian government 

denies responsibility for the cyber attacks against Georgia.490 It is possible that a 

hacker group was responsible for the cyber attacks on Georgia. Sometimes hacker 

organizations claim responsibility for attacks because they are a way of building 

prestige and enhancing their reputation in the hacker community. Yet in other 

cases, ownership or responsibility of the attack is never claimed and must be 

discerned from the forensic IT evidence, if possible. In the case of the cyber 

attacks on Georgia, no group claimed responsibility and the forensic IT evidence 

was not able to prove or disprove conclusively Russian government involvement 

in the attacks.491 

As with the Estonia, there is no conclusive proof of who is responsible for 

the cyber attacks. Project Grey Goose, one of the most comprehensive and widely 

cited investigations of the cyber attacks in Georgia, reports that the level of 

preparation and reconnaissance involved in the attacks strongly suggests that 

Russian hackers acted in consultation or coordination with Russian government or 

military officials.492  
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While IT experts admit that there is no definitive proof of Russian 

government involvement, there is some evidence of RBN involvement. Reports 

indicated that the RBN did not necessarily conduct the attacks directly but hosted 

the botnet command–and-control servers (bulletproof networks) that coordinated 

the attacks.493 At least six different botnet command-and-control servers were 

involved with the attacks against government and non-government websites based 

in Georgia, according to the Shadowserver Foundation, an organization of 

security professionals who gather information on cybercrime.494 According to 

experts, these botnet command-and-control servers are either “DDoS for hire” or 

“DDoS extortion” services, most of which have a known history of conducting 

attacks against commercial entities. It is rare, however, to see these servers being 

used in attacks against non-commercial (government) organizations.495 It is these 

command-and-control servers that conducted the attacks on the websites, while 

the RBN was merely a hosting provider.496  

A website called “The RBN Website,” which normally tracks RBN 

activities online, closely monitored the cyber attacks on Georgia. According to its 

analysis, the Russian-based servers AS12389 Rostelecom, AS8342 Rtcomm, and 

AS8359 Comstar controlled all traffic to Georgia’s key servers during the attacks. 

For a few hours on August 9, German hackers were able to reroute traffic through 
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Deutsche Telekom's AS3320 DTAG server, but it was intercepted quickly and 

rerouted through the Moscow-based AS8359 Comstar.497 

Despite the circumstantial evidence and implicit ties to Russia, forensic IT 

evidence and RBN involvement still does not prove or disprove the Russian 

government’s involvement in the cyber attacks. Russian military cyber doctrine 

endorses cyber warfare, and statements by officials have been supportive of 

attacks conducted by hackers in the interest of the state, but there is no direct 

evidence that the Russian government orchestrated the attacks on Georgia.498 

Circumstantial evidence does make it appear that Russia at least tolerated, 

if not directly supported, the cyber attacks in Georgia. The cyber attacks took 

place during a political dispute between Russia and Georgia. The cyber attacks 

coincided with the movement of Russian military forces across the border into 

South Ossetia. Coordination and instructions for the attacks took place on 

Russian-language Internet forums and used RBN hosting services. According to 

Project Grey Goose, the cyber attacks on Georgia were likely to have been 

coordinated by some organization because they comprised five stages: 

encouraging activists to become involved in the cyber war against Georgia; 

publishing a list of accessible targets; selecting malware for use in the attacks; 

launching the cyber attacks; and evaluating the results.499  

The Internet trail of ownership and payment for the websites involved in 

the cyber attacks led to inconclusive results. The website StopGeorgia.ru led to a 

relatively anonymous Russian individual (who has a surprisingly small Internet 
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footprint) and a small company that is located, coincidentally, in an apartment 

building next to a Russian Ministry of Defense Research Institute called the 

Center for Research of Military Strength of Foreign Countries, which is situated 

down the road from the headquarters of the foreign military intelligence 

directorate of the General Staff of the Armed Forces (GRU). The GRU’s mission 

is political and aimed at military information gathering in foreign countries. For 

this purpose, it deploys spies to foreign countries and leverages signal intelligence 

from electronic mediums and image intelligence from satellite imagery. The 

organization has also admitted that technical espionage, including hacking of 

computer networks to gain access to sensitive information, and open source 

intelligence are among its missions.500 

In 2008 after a thorough investigation, the highly reputable Project Grey 

Goose reported: 

We assess with high confidence that the Russian government will likely 
continue its practice of distancing itself from the Russian nationalistic 
hacker community thus gaining deniability while passively supporting and 
enjoying the strategic benefits of their actions.  

While forum members are quite open about their targets and methods, we 
were unable in this round of collection/analysis to find any references to 
state organizations guiding or directing attacks. There are several 
possible explanations as to why this is the case. 

• There was no external involvement or direction from State 
organizations. 

• Our collection efforts were not far-reaching or deep enough to 
identify these connections. 

• Involvement by State organizations was done in an entirely 
nonattributable way.501 
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One year later, speculation of Russian government involvement in the 

cyber attacks renewed when the Russian media reported that the Russian 

government pays youth groups to engage in information operations, including 

hacking into websites to silence dissident groups. The two main youth 

organizations accused of such activities are Nashi and United Russia. Nashi 

reportedly receives its funding from Russian businesses owners, but there is 

widespread speculation that it also receives government funding. One Nashi 

member has even admitted to being paid by the Kremlin in exchange for 

opposition youth political movements.502 

Despite the lack of proof of Russian government involvement, there is a 

strong argument to be made for greater Russian accountability in the cyber 

attacks. The Russian government collects and controls the data generated within 

its borders and is responsible for the activities of citizens or organizations acting 

within its territory. According to an interview with the editor-in-chief of Russian 

news site BFM.ru, the Russian government copies every byte of Internet traffic 

from businesses and households within its borders and sends it to the Federal 

Security Service (FSB). Furthermore, the Russian government either owns the 

infrastructure of the Internet within its borders or controls the licenses of all 

communications channels in Russia.503 Thus, while the Russian government may 

not have been involved in the cyber attacks, it had the capability to end them – 

and it chose not to. 
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The EU and Its Member States 

 Georgia is not a member of the EU, and their relationship is governed by 

the Partnership and Cooperation Agreement (PCA), signed in 1999. The PCA 

provides the legal framework for cooperation in trade, investment, political 

dialogue, and economic, legislative, and cultural matters. Georgia is also part of 

the EU’s European Neighbor Policy (ENP). In 2006, the EU and Georgia signed 

an ENP five-year Action Plan geared toward improving economic cooperation 

and deepening political cooperation.504 

 The EU was not a formal party to conflict resolution negotiations 

following the 2008 war between Russia and Georgia, but its member states played 

several different roles.505 French President Nicholas Sarkozy, the head of the EU 

presidency at the time, brokered a ceasefire between Russia and Georgia on 

August 12, 2008. The ceasefire agreement included a six-point plan that required 

both sides to agree to cessation of violence and free access for humanitarian aid, 

return to pre-war positions, and engage in discussions on the future stability and 

security of Abkhazia and South Ossetia. Sarkozy initially refrained from 

criticizing Russia’s use of disproportionate force, but that changed when Russia 

refused to withdraw troops to pre-war positions and recognized the independence 

of Abkhazia and South Ossetia. At that point, Sarkozy requested an emergency 
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summit of the EC (only the third in is history) to review EU relations with 

Russia.506 

The EU held an emergency summit on September 1, 2008, during which it 

discussed possible sanctions against Russia, including tightening of the visa 

system. Ultimately, it decided to postpone renewal of partnership pact with 

Moscow until Russian troops were withdrawn to their pre-war positions. The EU 

also condemned Russia’s recognition of the independence of South Ossetia and 

Abkhazia (which occurred on August 26, 2008)507 and pledged to review its 

foreign relations with Russia.508  

The crisis in Georgia exposed the limits of the EU’s effectiveness in 

negotiating foreign policy matters. Despite agreeing to the six-point peace plan, 

Russia delayed the withdrawal of troops from Georgia and created new buffer 

zones inside Georgian territory. Furthermore, while EU states were united in their 

condemnation of Russia’s recognition of Abkhazia and South Ossetia, they were 

divided in how to respond. The more recent EU member states, particularly the 

former Soviet states, argued for swift and strong response to Russian aggression, 

which they view as a major threat to European security. The more western EU 

states that had developed relatively good economic relations with Russia, such as 

Italy and Germany, sought a more nuanced approach and were more circumspect 

about criticizing Russian action. The lack of a unified position among the member 
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states was exacerbated by the fact that the EU is highly dependent on Russian 

energy supplies: it receives approximately one-third of its oil and 40 percent of its 

natural gas from Russia.509  

Despite the disunity on a policy towards Russia, the EU was united in the 

goal of providing support to Georgia. It provided crisis response assistance to 

Georgia in the form of financial aid: five months after the conflict, the EU had 

provided €120 million in post-crisis assistance to Georgia, in addition to its €42 

million of regular funding. The objective of the assistance was to provide 

humanitarian aid, support internally displaced persons, stabilize the security 

situation, repair infrastructure, and support the economic recovery of Georgia.510 

Individual EU member countries also provided €8.4 million in support.511 

Poland, Ukraine, and the Baltic States 

 Poland stood by Georgia during the attacks. Polish President Lech 

Kaczynski, President Toomas Hendrik Ilves of Estonia, President Valdis Zatlers 

of Latvia, President Valdas Adamkus of Lithuania, and President Viktor 

Yushchenko of Ukraine traveled to Tbilisi on August 12, 2008 to demonstrate 

their support of Georgia. A few days prior, the same presidents issued a joint 

statement urging the EU and NATO to “stand up against the spread of imperialist 

and revisionist policy” by Russia.512 The presidents of the former Soviet states 

argued that NATO’s refusal to fast-track Georgian membership into NATO was 
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tantamount to giving Russia a “green light” for aggression, and the latest violence 

was Russia showing its “true face” once again.513 

 Poland in particular provided real-time assistance to Georgia during the 

cyber attacks. Upon request by the President of Georgia, Poland provided the 

president’s website as a host site for dissemination of information about the 

attacks on Georgia. The Georgian government was able to use this site to 

communicate with the international community and any Georgians who had 

access to the Internet. It was through this site that Georgia was able to accuse 

Russia of blocking Georgian Internet portals to create a cyber blockade, bombing 

the port of Poti on the Black Sea (a vital energy-transit route to Europe), and 

sending warships into the area.514 

 Estonia also provided real-time assistance to Georgia during the crisis. 

Estonian President Ilves urged the EU to act strongly in the face of Russian 

incursions into Georgian territory and argued that both NATO and the EU should 

offer membership to Georgia and Ukraine in order to enable them to resist 

Russian interference and deter Russian aggression.515 Furthermore, Estonia sent 

its CERT to Georgia to help defend against the DDoS attacks as they were in 

progress. 

NATO 

Georgia-NATO relations began in 1992, when a newly independent 

Georgia joined the North Atlantic Cooperation Council (which became the Euro-
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Atlantic Partnership Council in 1997). In 1994, Georgia joined the Partnership for 

Peace program, which was designed to assist European countries with the 

transitions required to achieve full NATO membership. Georgia’s relationship 

with NATO continued to progress, and after the 2003 Rose Revolution, NATO 

increased its focus on supporting democratic reforms in Georgia. 

At the time of the cyber attacks, Georgia was engaged in the process of 

pursuing active political dialogue and practical cooperation with NATO as part of 

the Partnership for Peace program. Georgia was a NATO partner that actively 

participated in NATO missions such as International Security Assistance Force 

(ISAF) in Afghanistan and Operation Active Endeavor in the Mediterranean,516 

but it was not yet a member of the alliance and, as such, could not invoke Article 

5 for defense against an external threat.517  

Despite US urging at the Bucharest Summit of April 2008, NATO decided 

not to offer a Membership Action Plan (MAP) to Georgia immediately, but 

agreed to review that decision in December 2008. (The MAP is the final step 

before NATO membership.) NATO Secretary General  Scheffer said in a news 

conference that Georgia would become a NATO member eventually, a decision 

that has since been reconfirmed in subsequent summits. Georgian diplomats were 

not happy about the delay, but were pleased with the promise of eventual 

membership.518 
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The delay in offering Georgia a MAP was reportedly due to German and 

French concerns about angering Russia. Russian Foreign Minister Sergei Lavrov 

had said that Russia would do everything in its power to prevent Ukraine and 

Georgia from joining NATO. From the Russian perspective, the extension of the 

alliance would pose a direct threat to its security and endanger the balance of 

power in Europe.519 Russia’s Deputy Foreign Minister Alexander Grushko was 

quoted as saying, “Georgia’s and Ukraine’s membership in the alliance is a huge 

strategic mistake which would have most serious consequences for pan-European 

security.”520 Russian General Yuri Baluyevsky also went on record, ominously 

threatening that “Russia will take steps aimed at ensuring its interests along its 

borders….These will not only be military steps, but also steps of a different 

nature.”521 

According to some experts, the Russian invasion of Georgia had very little 

to do with Georgia and its separatist regions; rather, the conflict over the 

autonomous region was a pretext for deterring NATO expansion into Georgia and 

intimidating other potential NATO members. The disproportionate attacks on 

Georgia were a warning to other border states that might seek inclusion into the 

Western security umbrella. The message was that former Soviet states could not 

count on NATO to protect them from Russian aggression. The attacks could also 

be viewed as validation of the arguments put forth by European statesmen who 
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argued for caution in extending NATO membership to Georgia; had Georgia been 

a member and requested assistance under Article 5, NATO would have been 

obligated to become involved in a war with Russia for the first time in the 

alliance’s history.522 

On August 12, NATO convened an extraordinary meeting of the Allied 

ambassadors to discuss the events in Georgia, more than four days after the 

invasion began. On August 19, NATO held a special foreign ministerial session of 

the North Atlantic Council (NAC), which called for a peaceful resolution that 

respected Georgia’s independence, territorial integrity, and sovereignty.523 NATO 

expressed deep concern over the conflict and the disproportionate use of force by 

the Russian military, which was incompatible with its role as a peacekeeping 

force in South Ossetia and Abkhazia. NATO called on Russia to withdraw its 

military forces immediately and abide by the terms of agreement brokered by the 

EU in its six-point plan.524 According to some scholars, given NATO’s fourteen-

year relationship with Georgia, the ministerial meeting was a weak signal of 

resolve, which may have a led Russia to downplay the gravity of the message. A 

stronger signal of intent may have been to convene a meeting of the NAC at the 

highest level, if only to demonstrate the severity of the situation.525 

 NATO also provided assistance and support to Georgia and sent a team of 

experts to the country. In particular, it agreed to help assess the damage to civil 
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infrastructure, the Ministry of Defense, and the armed forces, as well as support 

the reestablishment of the air traffic system and advise on cyber defense issues. 

On August 27, 2008, the NAC condemned Russia’s decision to recognize the 

independence of South Ossetia and Abkhazia and called on Russia to reverse its 

decision.526 

To assist with recovery efforts in Georgia after the war, NATO established 

the NATO-Georgia Commission in September 2008 as a consultative framework 

to oversee the implementation of support and recovery measures and assist with 

the development of an Annual National Program. NATO continues to recognize 

the territorial integrity and sovereignty of Georgia within its internationally 

recognized borders, which include South Ossetia and Abkhazia.527 

At the first meeting of the NATO-Georgia Commission, NATO Secretary 

General Scheffer criticized Russian violation of the EU’s six-point peace plan, 

which included stationing 7,600 troops in Abkhazia and South Ossetia, twice the 

pre-war level. Scheffer said, “I don’t see this as a return to the status quo.” The 

Secretary General also criticized the peace plan for its vagueness and the EU for 

offering too many concessions to Russia and not opposing Russian violation of 

the agreement.528 

A few months after the cyber attacks on Georgia, NATO released an 

extensive report called Cyber Attacks Against Georgia: Legal Lessons Identified, 

which analyzed the cyber attacks and their international implications. It also 
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compared the facts to the legal lessons identified in a similar report after the 

Estonia cyber attacks. The goal of the report was to discern trends in cyber attacks 

and identify their implications for the current international legal framework.529 

United States 

 After the 2003 Rose Revolution, the US invested heavily in Georgia’s 

democratization process because it saw the revolution as evidence of the theory 

that support for reformers and Western-oriented elites could promote favorable 

political change. In 2004, Georgia committed a large contingent of troops to the 

war in Iraq. A year later, President Bush visited Tbilisi to reinforce the strategic 

partnership between the countries and called Georgia a “beacon of democracy” in 

the region.530 

The United States was one of Georgia’s staunchest allies before the 

attacks. The US stationed 130 military advisors plus civilian advisors and 

contractors in Georgia to assist the Georgian government, military, and 

businesses. According to some political analysts, the countries were so close that 

it is inconceivable that the US did not know in advance about Georgia’s plan to 

take South Ossetia by force. At the same time, if Russia knew of Georgia’s plans 

(which it appears that it did, based on military preparations and pre-positioning of 

forces), then it would be very surprising if the US did not know of Russia’s troop 

posture, which would have been obvious because of its satellite imagery, signals 

intelligence, technical intelligence, and unmanned aerial systems.531 Yet 
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according to the secretary of Georgia’s NAC during the war, Alexander Lomaia, 

“neither we nor any foreign intelligence service had any information about 

Russia’s expected full-scale invasion and occupation of a large part of our 

territory – it was a shock and a surprise.”532 

When the attacks occurred, the United States condemned them, and 

President Bush issued a statement criticizing Russia’s “disproportionate” use of 

force. Vice President Dick Cheney also said that Russia’s use of force in Georgia 

must not go unanswered and there would be serious consequences for Moscow’s 

relationship with the West if the aggression persisted. The specific consequences 

were not spelled out, but Russian expulsion from the G-8 was widely considered 

to be one of them.533  

Notably, the US did not threaten the use of force in response to Russian 

aggression. The US was engaged in two wars in the Middle East, and its military 

was stretched thin by years of extended deployments. Regardless of the US’ 

political view of the crisis, it was simply not in a position to take any military 

action in defense of Georgia. Some analysts have argued that this was precisely 

the response that Russia anticipated and hoped for because American inaction 

sent the message that security guarantees could not be relied upon when the US is 

tied down in other regions. Thus, the invasion of Georgia could be interpreted as a 

warning for other states like Poland and the Czech Republic that chose to align 
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themselves with the US and against Russian interests, such as ballistic missile 

defense systems in Europe.534 

Some US policy-makers viewed the attacks on Georgia as an exemplary 

reason for Georgia’s inclusion into NATO. If Georgia were a NATO member 

state that could invoke Article 5 for self-defense, then Russia may not act as 

aggressively toward it. According to Senator John McCain, NATO’s decision to 

delay a MAP to Georgia “might have been viewed as a green light by Russia for 

its attacks on Georgia,” and he urged that NATO revisit its decision.535  

The United States did not provide direct military support to Georgia 

during the crisis, although it had been involved in training and equipping the 

Georgian military for several years. Instead, the US deployed several naval 

vessels with humanitarian supplies to the Black Sea to assist with the recovery 

effort and show solidarity with Tbilisi.536  

Analysis 

The facts and circumstances of the cyber attacks against Georgia in 2008 

lend themselves to analysis according to the theory of blockades that is defined in 

Chapter 3. The primary issues for analysis are the actions undertaken, the actors 

involved, their capabilities, the pre-existence of conflict, and the rights of 

neutrals. In addition, this section also analyzes the contributing factors that help 

identify the circumstances or conditions under which cyber blockades are likely to 
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occur. These include the vulnerabilities, goals of the attack, and alternative 

courses of action. 

Actions 

The cyber attacks sought to cut off Georgia’s access to cyberspace and its 

associated technologies in order to prevent the transmission of data and 

information beyond its borders. The timing of the attacks makes it likely that the 

cyber attackers specifically wanted to prevent the transmission of information 

about the Russian military invasion of Georgia and undermine the government’s 

ability to function during an existential crisis. 

Actors 

The actors involved in the cyber attacks against Georgia were both state 

and non-state actors. The state actor was the target, the Republic of Georgia. The 

government of Russia is widely suspected to have supported or coordinated the 

attacks, but its involvement has never been proven. The perpetrators of the cyber 

attacks were not caught, but most experts agree that the attacks were carried out 

by individuals and organizations, such as the RBN, that were sympathetic to the 

Russian political view of Georgia and South Ossetia. These non-state actors 

allegedly created the malware, posted it to web forums, protected the forums with 

“bullet-proof” servers, vetted and published information about the targets, rented 

and deployed botnets for DDoS, and downloaded malware from web forums to 

launch DDoS attacks. 
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Rationality 

Since the perpetrators of the cyber attacks were not definitively identified, 

it is impossible to comment on their rationality with complete confidence. 

However, assuming that the attackers were the non-state actors listed above, 

rationality can be inferred based on the circumstances. It is known that the 

attackers downloaded the malware from Russian-language sites and that the host 

sites and servers could be traced back to individuals and organizations in Russia. 

Some of these organizations, like the RBN, are criminal networks that operate 

within Russia with the complicity of the Russian government. Thus, it could be 

considered rational for these individuals or organizations to attack Georgian 

websites out of a sense of patriotic duty for Russia or as a result of prompting by 

the Russian government.  

If the Russian government itself was involved in the cyber attacks, this too 

would be completely rational. Since Russia was already involved in a military 

confrontation with Georgia, it would be expected that it would use any of its 

relevant capabilities to win the war or achieve its objective. Also, if Russia urged 

non-state actors to launch the cyber attacks, this would also be rational, since it 

gives Russia plausible deniability in the attacks but achieves the same ultimate 

objective. 

Capabilities 

 The capabilities required to launch this attack included malware for DDoS 

attacks, host sites for the sharing of information, bullet-proof servers to keep IT 

experts from shutting down the attacks quickly, and access to botnet herds. The 
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last of these can be rented from criminal elements on the black market, but it 

requires a significant amount of money to rent botnet herds for the length of time 

and level of intensity of the attacks in Georgia. Also, attackers need expertise in 

hacking and IT to create and distribute the malware in the first place. 

 The perpetrators of the cyber attacks on Georgia had some knowledge of 

the vulnerabilities of the Georgian websites and the impact DDoS attacks would 

have on the country. They also had the hacking expertise to conduct the attacks 

and the foresight to vet the targeted sites for access. In addition, it appears that 

they had prior knowledge of the Russian military involvement in South Ossetia 

and were prepared to act in conjunction with that assault in order to increase 

effectiveness (and possibly diminish the chances of being caught). 

Pre-existence of Conflict 

The presence of ongoing hostilities or a “frozen conflict” is a contributing 

factor in the cyber attacks on Georgia. The perpetrators were acting in support of 

the Russian government (if not directly for it) when they launched the cyber 

attacks against Georgia. Presumably, these cyber attacks would not have occurred 

absent the political tension between Russia and Georgia that had been building for 

years, particularly in the months prior to the attacks.  

The cyber attacks against Georgia took place in the context of a ground 

invasion and a shooting war between Russia and Georgia. The larger conflict 

itself is referred to as the Georgia-Russia War, thus it would seem appropriate that 

any attacks during that conflict – particularly those that targeted the Office of the 

President, the financial sector, and communications – would be considered part of 
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the wartime effort. Nevertheless, had the cyber attacks occurred absent the 

military conflict, they may not have been declared acts of war or considered casus 

belli for war.  

Rights of Neutrals 

The cyber attacks on Georgia did not interfere with the rights of neutrals, 

except for those who happened to be in Georgia or seeking to exchange data or 

information with Georgia through cyberspace at the time of the attacks. The cyber 

attackers had the ability to target specific sectors and chose to target the Georgian 

government websites, communications information, and financial transactions. 

This hindered the government’s operations, impaired its ability to communicate 

effectively during a major crisis, and weakened the Georgian economy – but did 

not interfere with the rights of neutrals. The attacks targeted key nodes of 

Georgian communication infrastructure, thereby affecting most of the population 

of Georgia. 

The right of neutrals in the Georgia case is particularly interesting because 

when the cyber attacks began, the government of Georgia moved several critical 

Internet assets to other countries, such as Poland, Estonia, and the United States. 

While Poland and Estonia gave permission for this relocation, Georgia never 

asked the United States’ permission and, instead, worked directly through Tulip 

Systems, a private web-hosting company based out of Atlanta, Georgia (US).537  

Thus, a private company based in the US, with no clear authority and no 

apparent US government approval, arranged to protect Georgian Internet assets by 
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moving them to US territory. The US was not a party to the Georgia-Russia War 

and would have been considered a neutral state, but Tulip Systems’ independent 

actions violated US neutrality in the conflict. Because of this, the cyber attackers 

could have expanded its attacks to include targets in the US but did not.538 

Vulnerabilities 

There are particular vulnerabilities associated with the cyber attack on 

Georgia that may be considered contributing factors. First, geography matters in 

this conflict. Georgia is located on Russia’s southern flank and is therefore within 

Russia’s perceived area of influence. Thus, Russia is interested in activities in 

Georgia because they may threaten its security or prestige. Second, Georgia had 

relatively few Internet servers that did not transit through Russia somewhere, and 

most Georgian Internet traffic passed through Russia at some point. This feature 

allowed Russia (or Russian-speaking cyber attackers) greater access to and 

familiarity with the technological infrastructure on which Georgia depended. 

Third, Georgia has a relatively low dependency on IT services and capabilities.  

While this may seem like it makes it a less attractive target for cyber attacks, this 

may not be the case. Because it has relatively low dependency (especially 

compared to a country like Estonia), it had not created redundancies to make the 

system more resilient in the event of an attack. Countries that are highly 

technologically dependent tend to be more aware of their vulnerabilities and the 

potential problems that could arise as a result of these dependencies, thus they are 

more likely to invest in defensive, redundant, and resilient systems. In the case of 
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Georgia, redundancy was particularly important because it had a limited number 

of servers. 

 In contrast, Russia would be less likely to face the same issues with its IT 

infrastructure because its vast geography necessitates more options for servers and 

infrastructure. Because it is more dependent on IT, it may have a more highly 

developed IT sector, which is likely to include defensive measures, redundant 

capabilities, and resilient systems. Furthermore, the Russian government has 

developed strategies for information and cyber warfare, which indicates that it 

perceives cyber attacks as a threat and has probably already taken action to reduce 

its vulnerabilities. 

Goals of the Cyber Attack 

Without definitive attribution or claims of responsibility, the intended 

goals or consequence of the cyber attack can only be inferred from the 

information that is available. Because of the timing of the cyber attacks to 

coincide with a ground assault, it appears likely that a goal of the cyber attack was 

to deny the government of Georgia access to information in order to weaken its 

war efforts by limiting its capability and capacity for sustained warfare. It is not 

known if the Georgian military’s command-and-control was affected by the cyber 

attack, but it is possible. 

The cyber attacks on Georgia appeared to have several goals for the state 

and society. First, the cyber attacks isolated Georgia by limiting its access to 

information and interactions with foreign actors during a national crisis. This 

isolation limited the international political and moral support or guidance that 
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Georgia could receive during an existential crisis. Second, the blockade placed 

financial constraints on Georgia by adversely affecting its ability to conduct 

financial transactions. The cyber attacks forced a cessation of electronic financial 

transactions for ten days.  

 Third, the cyber attacks placed pressure on the government and entire 

society, possibly as a method of rendering a psychological effect that would make 

Georgia more likely to comply with Russia’s wishes. The cyber attacks lasted for 

only for a few weeks, but it was long enough to demonstrate the attackers’ 

capability to control Georgia’s access to cyberspace and use this control as an 

implicit threat for the future. In this respect, the demonstration of cyber 

capabilities is akin to the Russian military’s repeated bombings around the 

Georgian oil pipeline; Russia demonstrated its ability to hold at risk and destroy 

the pipeline, if it so chose.   

Alternative Courses of Action 

 In this particular case, it is unclear what the alternative courses of action 

may have been for non-state actors. Cyberspace gives unprecedented and 

unparalleled power to non-state actors to engage in international relations. The 

technology of this domain allows non-state actors to have a disproportionate 

influence on events and eschew traditional diplomatic, economic, or military 

alternatives. The nature of technology in cyberspace also allows non-state actors 

to preserve their anonymity, which may be desired if their actions are of 

questionable legality.  
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If Russia was truly behind the cyber attacks on Georgia, then the 

traditional alternative courses of action (diplomatic, economic, and military) are 

clear. In this particular case, Russia had already employed diplomatic and 

economic tools and progressed to military action against Georgia. In this context, 

a cyber attack would simply be a continuation of politics by other means.  

Conclusion 

 The cyber attacks on Georgia in 2008 are an important case because, like 

many other types of blockades, they occurred during the context of warfare. The 

cyber attacks were part of an organized military effort to harm Georgia, 

undermine the government, and destabilize the state. As such, it was one of 

several capabilities employed for these ends during the war. 

 The cyber attacks on Georgia fit all of the criteria for a blockade in 

cyberspace. The actions, actors, capability, pre-existence of conflict, and rights of 

neutrals fit the theory, as do the contributing factors of specific vulnerabilities, 

goals of the blockade, and alternative courses of action.  

 The cyber blockade of Georgia varies from historical blockades in 

anticipated ways. The nature and unique characteristics of the domain influenced 

the types of resources required for the cyber blockade, the vulnerabilities that 

were exploited, and the effects that the blockade had on the government and 

society. These variations based on the nature of the domain are expected of 

blockades in cyberspace, as well as in other domains. 

 There are several unique aspects of the cyber blockade of Georgia that are 

particular to the characteristics of the domain. Plausible deniability or the 
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attackers’ anonymity is possible only because of the attributes of cyberspace; in 

any other domain, it is more than likely that the blockading actor would be known 

to all. The cost of the cyber blockade was relatively low; botnets cost 

approximately 4 cents per machine for a botnet attack. The political costs of a 

cyber blockade would be higher, if only the attackers were known. Finally, the 

attack occurred at rapid speed: it began with the military invasion and ended a few 

weeks later. Given the timing and coordination required for the attack, it is likely 

that the perpetrators spent weeks or months preparing for the cyber blockade of 

Georgia but that Russia spent even longer preparing its forces for the military 

invasion of Georgia. 
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Chapter 6: Analysis of Cyber Blockades 

“Technology has been the handmaiden of change, and, especially recently, it has 
had to bear the burden of making blockades operationally effective. Blockade law 
has not evolved to meet the new demands placed upon it.” – Roger Barnett in 
“Technology and Naval Blockade”539  

Introduction 

 The preceding chapters presented a preliminary theory of blockades in 

cyberspace and examined the cyber attacks on Estonia in 2007 and Georgia in 

2008 in light of that preliminary theory. The goals of this chapter are two-fold. 

The first goal is to compare the cases of Estonia and Georgia to see how they 

differ. To this end, this chapter presents a comparative analysis of the cyber 

attacks on Estonia and Georgia in order to identify their similarities and 

differences. The second goal is to answer the questions proposed at the beginning 

of this research, specifically: 1) what are cyber blockades, and how do they 

compare with other types of blockades; and 2) why do actors use cyber blockades 

as tools of international relations? To answer those questions, this chapter also 

compares these cases of cyber blockades to the previous analysis of blockades in 

other domains. 

The answers to these questions are revealed through a comparative 

analysis using the analytical framework presented in Chapter 3. The analysis 

examines the defining characteristics of blockade operations (e.g., actions, actors, 

capabilities, pre-existence of conflict, and the rights of neutrals) and the 

contributing factors to blockades (e.g., the vulnerabilities, results of blockade, and 
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alternative courses of action). This chapter also draws lessons from these analyses 

for the implications of how the technology of cyberspace creates new capabilities 

within that domain that affect the historical understanding of blockade operations.  

What Are Cyber Blockades, and How Do They Compare with Other 

Types of Blockades? 

 Chapter 3 sets forth five requirements in the preliminary theory of 

blockades. This section examines each of these requirements in the cases of 

Estonia and Georgia and compares the similarities and differences between them. 

Actions 

 The cyber attacks in both Georgia and Estonia severed the countries’ 

access to cyberspace and its associated technologies for a specific period of time. 

The attacks prevented the transmission or exchange of information or data 

through cyberspace from or within the targeted country. In both cases, the cyber 

attacks appeared to be part of an organized political campaign to undermine the 

credibility of the government of the targeted state. 

Actors 

 In the case of Estonia, only one individual, Dmitri Galushkevich, was ever 

held accountable for the cyber attacks of 2007. Under existing laws, he was fined 

for participating in the cyber attacks.540 There was no evidence that he acted on 

behalf of an organization or government, but it is widely suspected that Russia 
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was involved, directly or indirectly, in the cyber attacks. Despite the suspicion of 

Russian involvement, there is no evidence to directly link Russia to the attacks. 

 In the case of Georgia, the perpetrators were never identified or caught. It 

is likely that the cyber attacks were conducted by individuals who may or may not 

have been acting with the support or encouragement of Russia. The Russian 

government is suspected of being involved in orchestrating, directing, or at least 

tolerating the cyber attacks that appear to have originated from within the 

country’s borders. 

 In both cases, the target of the cyber attacks was an internationally 

recognized, sovereign, territorial state. Both countries are former Soviet states that 

share a border with Russia. Both are members of the international community and 

participate in European social, political, economic, and defense-related activities. 

The perpetrators of both attacks are believed to be non-state actors. In both 

cases, the attackers accessed malware posted on Russian-language forums and 

used it to conduct the attacks. Botnet herds were involved in both attacks, making 

it likely that criminal organizations were somehow involved (or hired) in the 

attacks and that many of the direct attacks came from zombie computers that were 

used against the knowledge or consent of their owners. 

In both cases, Russian involvement appeared likely, although forensic IT 

evidence could not definitively prove this. Russian political, economic, and 

military activities at the time of the cyber attacks, including threats, sanctions, and 

military invasion, cast a long shadow of suspicion on that country. These 

circumstances, combined with Russian military doctrine for cyber warfare, the 
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likely involvement of the RBN, the involvement of computers within Russia, and 

the Russian refusal to cooperate with investigations into the cyber attacks, make it 

difficult to believe that Russia was not involved in the cyber attacks, either 

directly or indirectly. Nevertheless, the presence of non-state actors (albeit 

Russian-speaking individuals) provides plausible deniability for the government 

of Russia. 

Rationality 

 All of the actors involved in the cyber attacks on Estonia and Georgia can 

be considered rational. Estonia and Georgia, the victims, were certainly rational 

actors that responded to threats to their communications and information 

infrastructure and technology. Both reacted in appropriate ways that demonstrated 

a range of political resources and technical capabilities and were consistent with 

international laws and treaties. 

 If it is assumed that the non-state actors acted in accordance with political 

beliefs such as nationalistic pride for Russia or ethical reasons such as the 

objection to the relocation of a gravesite, then their actions appear to be rational. 

The evidence of both circumstances suggests that the non-state actors believed 

they were helping to support a specific cause and bring justice to a state that was 

acting in such a way as to threaten the belief system endorsed by the non-state 

actors. If the non-state actors were supported or encouraged by Russia, then they 

were also acting in support of their ethnic, linguistic, or national homeland. 

 Assuming Russian involvement, it is also a rational and calculating actor 

displaying a range of capabilities that implicitly threaten other states while 
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simultaneously avoiding direct confrontation. Russian involvement in the attacks 

would mean that it used proxy cyber forces to conduct attacks against another 

state while gaining plausible deniability. Russia maintains its position that was not 

involved in either cyber attack, yet it would be very rational for Russia to use 

proxy groups (non-state actors) to conduct attacks on its behalf, thereby achieving 

the objective of threatening or weakening the target state and preserving Russia’s 

status and credibility in the international community. 

Capabilities 

 The cyber attacks on Estonia and Georgia were very similar – both 

employed DDoS attacks to disrupt traffic to and from specific sites for an 

extended period of time. The capabilities required to conduct the attacks were also 

similar, although the Georgia attack demonstrated an increased level of 

sophistication, planning, and coordination. The main capabilities required to 

launch both DDoS attacks included the IT expertise to create the malware that 

launched the attacks; access to servers and forums to distribute information about 

the attacks, recruit attackers, and post the malware; access to botnet herds for hire; 

and financial resources to hire sizable botnet herds for sustained attacks over days 

and weeks. In the case of Georgia, the attackers also employed bullet-proof 

servers to make it more difficult to track and remove information about the 

attacks, and the cyber attacks appeared to be coordinated with ground, air, and 

naval assaults. 
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Knowledge 

 Knowledge of the cyber landscape and vulnerabilities was important in 

Estonia and Georgia. In both cases, the perpetrators of the cyber attacks needed to 

understand the specific vulnerabilities of the IT sectors in each country and the 

potential impact of a cyber attack, particularly on the vetted sites in Georgia. In 

addition, the perpetrators needed the technical expertise to create the malware and 

distribute it anonymously.  

Pre-existence of Conflict  

The preliminary theory suggests that blockades must take place in the 

context of an extant conflict. Historically, these conflicts were marked by 

declarations of war, commencement of hostilities, armed conflict, or UN 

declarations. Formal declarations of war did not precede the cyber attacks in 

Estonia or Georgia, but the attacks did occur during periods of conflict. 

 In the case of Estonia, the cyber attacks occurred within the context of a 

political conflict. The dispute over the Bronze Monument began as a domestic 

dispute but took on international dimensions when Russia began issuing 

statements and threats regarding the plans to move the monument. At the time the 

cyber attacks commenced, there was an ongoing political dispute between Estonia 

and Russia. After the cyber attacks began, the conflict widened to include other 

diplomatic and economic measures. 

 In the case of Georgia, the pre-existing conflict was the frozen conflict 

over the independence of South Ossetia and Abkhazia. Political disagreements, 

threats, military engagement (the downing of a Georgian UAV), and mobilization 
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of forces near the border occurred in the weeks and months directly preceding the 

cyber attacks. The cyber attacks coincided with the invasion of Russian forces 

into South Ossetia and the commencement of a ground, air, and sea assault on 

Georgian territory. 

 Thus, Estonia and Georgia experienced massive cyber attacks in the 

context of an extant conflict. For both countries, the conflict was political prior to 

the cyber attacks and escalated to economic or military actions once the attacks 

commenced. For Georgia, the escalation occurred rapidly because there was a 

history of violent conflict and warfare with Russia over the status of the 

autonomous regions. 

Neither cyber attack was officially considered an act of war. The decision 

to not consider these activities acts of war may reflect the lack of development of 

international laws and norms regulating the use of cyberspace, and that decision 

may change with the evolution of thought about cyber warfare in the future. The 

case of Estonia was a proving ground for the first cyber attack on a state, and the 

international community (NATO, in particular) did not have a framework for 

dealing with that type of attack. In the attacks on Georgia, it was less important to 

determine if they were acts of war because a.) Georgia was already involved in a 

war with Russia and b.) Georgia was not a member of NATO, so there was no 

option for it to widen the dispute by invoking Article 5. Thus, while neither cyber 

attack was considered an act of war, the circumstances of each suggest that they 

may not be the best precedent for determining cyber attacks as acts of war in the 

future. 
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Rights of Neutrals 

In the cases of Estonia and Georgia, the cyber attacks targeted a state, or 

specific sectors within the state, and did not violate the rights of neutrals to use 

cyberspace or its associated technologies. Neutrals may have been affected in 

their ability to transmit data or information with actors inside of the targeted state 

or to access information hosted on a site that was the subject of attack, but in 

neither case were neutrals targeted for attack. Thus, neutrals continued to have the 

ability to use the global domain relatively unimpeded and unaffected by the cyber 

blockades against Estonia and Georgia. 

Why Do Actors Use Cyber Blockades as a Tool of International 

Relations? 

 Chapter 3 identified three contributing factors for blockades: 

vulnerabilities, results of blockades, and alternative courses of action. Each of the 

two cases had different contributing factors and circumstances, but the similarities 

and differences between them can help identify strengths and weaknesses in the 

proposed theory.  

Vulnerabilities 

 Chapter 3 outlined three types of vulnerabilities as contributing factors for 

blockades. These vulnerabilities are geography, reliance on trade, and 

interconnectedness and access to international partners or markets. These 

vulnerabilities continue to be relevant for blockades or attacks in cyberspace. 

 In the case of Estonia, it was vulnerable to a cyber attack because it was 

highly dependent on technology, yet its system had technological weaknesses and 
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vulnerabilities that could be exploited. Estonia’s dependency on cyberspace made 

it more interconnected and granted greater access to international partners and 

markets than may have otherwise been the case. As a result, a successful cyber 

attack on Estonia degraded Estonia’s actual capabilities and brought prestige for 

the belligerent. 

 In the case of Georgia, geography is contributing factor because most of 

Georgia’s Internet infrastructure passed through Russia at some point, thus giving 

Russia direct access to Georgia’s cyber lines of communication. Georgia did not 

enjoy the same levels of interconnectedness or widespread access to international 

partners (as measured by Internet penetration) as Estonia. However, this may have 

made the cyber attacks more devastating in Georgia because its system did not 

have some of the technological features of a more robust system that could have 

improved its defense or resiliency. Also, as a small state that was not part of the 

EU or NATO, Georgia did not have the political capital or military capabilities 

required for self-defense against the Russian military. Georgia was dependent on 

support from the international community to condemn Russian action and 

negotiate a peaceful settlement, thus Georgia was more vulnerable to cyber 

attacks that would impaired its ability to gather international support.   

 Both Estonia and Georgia border Russia, the suspected aggressor in the 

cyber attacks, but it appears that only in the case of Georgia did geography make 

a difference in terms of vulnerabilities. Geography and the Russian sphere of 

influence mattered greatly in the context for the conflicts, but direct access to 

cyber lines of communication was most important in the Georgia case. Reliance 
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on trade seems to be of minimal importance in the cyber attacks on both 

countries. Interconnectedness and access to international partners made Estonia a 

more attractive target because by degrading Estonian capabilities, the aggressors 

gained prestige. Georgia’s relatively limited interconnectedness meant that it was 

more vulnerable to attack because its IT system was less robust and cyber attacks 

could have greater consequences, compared to Estonia, which was able to 

mitigate the effects of the attack and return to normal activity within a shorter 

period of time.  

Goals of Blockade 

 The preliminary theory outlines four different goals of blockades: to deny 

access to goods or information to weaken the adversary; deny access to specific 

goods to adversely affect the adversary’s balance of trade; isolate an adversary by 

denying access to information or relationships with other actors in order to place 

pressure on the adversary; and create discomfort or suffering for the whole 

society, in the hopes that the adversarial government would capitulate to 

demands. While the specific goals of the perpetrators of the cyber attacks remain 

unknown, some of these goals appear to be relevant. 

 In the case of Estonia, it appears that there were three intended 

consequences of the cyber attacks. First, a goal was to create psychological 

distress by sowing disorder and fear during a time of political and social unrest. 

Second, the attacks appeared to seek to limit the government’s capacity in 

retaliation for its political decision to move the monument. Third, the attacks may 

have been intended to bring down the main financial institutions in Estonia. 
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 In Georgia, four potential goals of the cyber attacks can be identified. 

First, a goal appeared to be to deny the government the ability to access 

information and limit its command-and-control capabilities during a crisis. 

Second, the attacks also created disorder and fear within society at a time of acute 

crisis, creating psychological pressures on society and government. Third, the 

attacks isolated Georgia by limiting its access to support and guidance from the 

international community. Fourth, the attacks intended to undermine and harm the 

financial sector of Georgia. 

 In both cases, the attacks placed pressure on society and the government 

through the psychological distress caused by the disorder and fear of the cyber 

attacks. The attacks also sought to limit the government’s capacity to respond to 

the crisis and undermine its credibility. Third, both attacks targeted financial 

institutions, suggesting that the attackers may have intended to cause substantial 

financial damage, or at least indicate that it was possible, if the government did 

not change its course of action. 

Alternative Courses of Action 

 When determining their course of actions, actors usually have many 

options. Alternatives for blockades may include diplomatic, economic, or military 

activities that may help them achieve the goals of isolating a geographic area and 

preventing the ingress and egress of goods and information. In Estonia and 

Georgia, several courses of action were employed in conjunction with the cyber 

attacks, but none was able to achieve the same result. 
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 In Estonia, the non-state actors had few options, which mainly consisted 

of political protest and perhaps legal measures challenging the government’s 

decision. These options would not have rendered the same effect on the 

government, media, and financial sectors as the cyber attacks did. Russia also 

employed diplomatic and economic measures designed to isolate Estonia. In 

diplomacy, it called for the Estonian government to resign, signaling that it 

believed that there was a reason to lack confidence in that government. In 

economic matters, it placed sanctions on Estonia and prevented the passage of 

goods via road and rail between the two countries. 

 In Georgia, non-state actors may not have had many alternatives, aside 

from directly engaging in the military conflict. Russia used political tools and 

military action against Georgia, including reclaiming South Ossetia, threatening 

Tbilisi, and establishing an undeclared naval blockade on the Black Sea and an 

aerial blockade over much of Georgia in order to prevent the replenishment of 

supplies to that country. Thus, it seems apparent that Russia was using whatever 

means were at its disposal to weaken the state and prevent the ingress and egress 

of goods and information from Georgia. 

 While the actors in both the Georgia and Estonia cases employed 

alternative courses of actions to undermine the governments and prevent the 

passage of goods and information in and out of the country, none of these actions 

could achieve the same results as cyber attacks. The political, economic, and 

military actions did not replace cyber attacks, but rather it appeared that the cyber 
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attacks augmented these actions in order to increase effectiveness and create more 

harm (or the perception of the ability to create more harm). 

 Table 2 provides a comparison of the cyber attacks on Estonia and 

Georgia based on the independent variables of targets, costs/resources, 

anonymity, legal status, and vulnerabilities that were presented in Chapter 1. 

These independent variables are hypothesized to contribute to the use of cyber 

blockades as tools of international relations, so the dependent variable of cyber 

blockades is also included in the analysis. 

Table 2: Typological Comparison of Estonia and Georgia Cases According to 

Independent Variables and Their Effects on the Dependent Variable 

 Estonia Georgia 

Targets  Government websites and 
functions 
Financial sector and 
transactions 
Media/Communications 
organizations 

Government websites 
Financial sector and 
transactions 
Media/Communications 
organizations 

Cost/Resources Hardware (computers) 
Software (code) 
Expertise for launching attacks 

Hardware (computers) 
Software (code) 
Expertise for launching attacks 

Anonymity Perpetrator not known  Perpetrator not known 

Legal status Not recognized as an act of war 
by international community 

Not specifically recognized as 
an act of war by international 
community; part of larger 
context of war 

Vulnerabilities High level of dependence on 
cyber technologies 
Physical proximity to suspected 
aggressor  

Low level of dependence on 
cyber technologies, but limited 
defenses and redundancies 
Physical proximity to suspected 
aggressor 

Cyber blockade 
(dependent variable) 

Yes, but limited – did not affect 
all aspects of Estonian 
cyberspace 

Yes, but limited – did not affect 
all aspects of Estonian 
cyberspace 
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How Do Cyber Blockades Compare to Blockades in Other 

Domains?  

 After examining the literature, the evolution of blockades in different 

domains, and the case studies of Estonia and Georgia, it is helpful to return to the 

original questions and hypotheses posited at the beginning of this research and see 

how they fare in light of the research. The main research questions sought to 

examine cyber blockades in general; the case studies of Estonia and Georgia were 

useful examples that helped to illuminate the important aspects of blockades in 

cyberspace. This section consolidates what has been learned about cyber 

blockades and compares cyber blockades to blockades in other domains. 

Cyber blockades are similar to blockades in other domains in several 

important aspects. The most important similarities of cyber and traditional 

blockades are their goals and approach. In cyberspace, land, air, sea, or space, the 

purpose of a blockade is to prevent the ingress and egress of goods and/or 

information from a territorial entity by degrading or denying its ability to access a 

specific domain. Naval, aerial, and land blockades focus on denying the passage 

of goods to the global market, but in an information economy the ability to use 

space or cyberspace to deny the passage of information to the global commons is 

equally important. 

Blockades in cyberspace or elsewhere take place in the context of extant 

conflicts. Cyber blockades are tied to political relationships between and among 

international actors; they do not occur spontaneously or in a vacuum. In this 
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respect, cyber blockades are very similar to traditional blockades that are also 

instruments of force used to achieve political ends. 

Traditional and cyber blockades both tend to target states or sovereign 

territorial entities, as opposed to individuals, non-state actors, or multinational 

corporations. The perpetrators may come from any level of analysis, but the 

targets are territorial entities responsible for ensuring the safety and security of its 

citizens. 

Despite implementing different measures and achieving different 

immediate results, cyber blockades and traditional blockades have similar effects 

on society. In both cases, society is denied access to goods and/or information that 

it normally access. This imposed denial of access creates frustration, uncertainty, 

and fear for society, since it is usually not known for how long the denial will last 

and routine business will be interrupted. This uncertainty creates fear and 

psychological distress in society, particularly if the cyber blockade occurs during 

a crisis that makes access to the information more important. Thus, the 

interruption of routine transactions for an unknown period of time occurs in both 

traditional and cyber blockades, creating fear and uncertainty in society. 

Traditional and cyber blockades can target specific sectors such as 

government, financial, and communications sectors. Cyber blockades have the 

ability to be more precise in targeting within sectors (certain 

communications/media organizations, for example), but both types can target the 

goods and information that is produced within the target state. This ability to 
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target the blockade, whether for specific types of steel, cotton, or information, is 

similar across all types of blockades. 

Table 3 presents the analysis of blockade operations in different domains 

as seen in Chapter 3 but now includes the domain of cyberspace. According to 

this analysis, blockades in cyberspace vary in some ways (such as actors) from 

blockades in other domains, but are mostly consistent with the criteria for 

blockade operations 

Table 3: Similarities among Blockade Operations in Six Different Domains 

 Maritime Aerial Land Space Information Cyberspace 

Actions Prevent 
ingress/egress 
of ships or 
craft from 
ports or 
harbors  

Prevent 
aircraft from 
entering an 
airspace or 
NFZ 

Prevent entry 
or exist from a 
specific city or 
region 

Prevent entry 
into outer 
space 

Prevent the 
transmission of 
information 
beyond national 
borders 

Prevent the 
transmission 
of data beyond 
national 
borders 

Actors States, 
independent 
territories; 
rational 

States, 
independent 
territories; 
rational 

States;  

rational 

States; 

rational 

States; 

rational 
States; non-
state actors; 
individuals; 
rational, but 
with complex 
motivations 

Capabilities Superior 
maritime 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior aerial 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior land 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior 
technological 
or economic 
capabilities; 
knowledge of 
the opponent’s 
vulnerabilities 

Historically, 
sea-based 
capabilities to 
interfere with 
cables; 
knowledge of 
the domain and 
opponent’s 
vulnerabilities 

Technological 
capability; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Presence of 
conflict 

War or extant 
conflict 

War or extant 
conflict 

War  War or extant 
conflict 

War  War or extant 
conflict 

Role of 
neutrals 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Neutrals not 
specifically 
targeted, but 
consequences 
difficult to 
predict 
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How Does the Technology of Cyberspace Affect Our Understanding of Blockade 

Operations?  

The previous section focused on how cyber blockades are similar to 

traditional blockades, but it is equally important to note the substantial ways in 

which cyber blockades differ from traditional blockades. The technology of 

cyberspace has created an environment in which different capabilities and effects 

are possible. This research is part of a broader effort to understand the ways in 

which technological change impacts social and political institutions within states, 

as well as interactions between and among different levels of analysis. 

Cyber blockades differ from traditional blockades in several important 

ways. The actors in cyber blockades can be state or non-state actors, including 

individuals, criminal organizations, or multinational organizations. In particular, 

the perpetrators of cyber blockades can come from any of the levels of analysis. 

Furthermore, because of the nature of cyberspace, the perpetrators of cyber 

attacks have a much greater ability to maintain anonymity or plausible deniability 

than belligerents in other types of blockades. 

Cyber blockades have a non-physical element that differentiates them 

from other types of blockades. Some of the infrastructure of cyberspace are 

physical and can be mechanically or manually manipulated, but much of the 

network is comprised of digital topography that is man-made and subject to 

change. Thus, the non-physicality of cyberspace presents a distinction for cyber 

blockades. 

The time associated with blockades is also different in cyberspace. Cyber 

blockades can happen in seconds, and although some preparation time is required 
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to develop the malware and organize the distribution of it, this does not require as 

much time as repositioning ships in preparation for a blockade. Aerial blockades 

are faster to establish than naval ones, but they are still likely to take more time to 

organize and coordinate than a cyber attack. The second aspect of time is the 

duration of the cyber blockade. Cyber blockades can be relatively short – lasting 

for minutes, hours, or weeks – yet still sufficient to achieve its goals, whether they 

are to create damage or communicate the perpetrators’ capabilities and 

willingness to use them. 

Cyber blockades also differ from traditional blockades in terms of cost. 

The true costs of cyber blockades are difficult to estimate because there are many 

different ways to construct a cyber blockade (mechanical, electromagnetic, and 

digital attacks), and each requires different resources and incurs different costs. 

Using the cyber attacks in Estonia and Georgia as a guide, rough estimates place 

botnets at 4 cents per machine, making them much less expensive to maintain 

than aircraft or naval vessels. Individual attackers participated often without 

knowing it (due to zombie computers), thus salaries did not need to be paid and 

lives were not put at risk. The political costs associated with cyber blockades 

could be quite high if the perpetrators were positively identified. This is an 

important caveat, though, because in the two case studies, the perpetrators were 

not identified, caught, or held accountable (with the exception of the one 

individual in Estonia), thus the political costs turned out to be low.  

The resources needed to conduct cyber blockades differ from naval, aerial, 

or land blockades, but blockades in those domains also differ from each other. 
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The important difference in resources is the ability of non-state actors to access 

the resources necessary for cyber blockades. Traditionally, only large actors such 

as states or empires could raise the funds and acquire the resources necessary to 

conduct a blockade, but this is not the case with cyberspace. 

Conclusion 

This chapter analyzed the cases of the cyber attacks against Estonia and 

Georgia and compared them to each other. This analysis revealed similarities in 

terms of the goals, actors, capabilities, pre-existing conflict, and rights of neutrals. 

Both cases meet the criteria for blockades that were established in Chapter 3. 

The chapter also compares cyber blockades to traditional blockades in 

other domains. This analysis demonstrates that cyber blockades fit within the 

essential criteria for blockades and differ in the areas that one would expect. The 

analysis also reveals the critical differences of cyber blockades. These differences 

are essential because they help deepen the understanding of how technology 

affects blockade operations. 



246 
 

Chapter 7: Conclusion 

Cyberspace is the modern information highway, and the bits and bytes of 

data that pass through it every day define power relationships throughout the 

world. Cyberspace is ubiquitous in modern life: governments, militaries, financial 

sectors, businesses, and social organizations are heavily dependent on cyberspace 

and its technologies for their core needs, often without realizing the extent of their 

reliance on cyberspace. This growing dependence on cyberspace for all aspects of 

life in modern societies, including many developing societies, means that without 

access to cyberspace, life would fall into disarray. 

 Because cyberspace is a key enabler for so many aspects of modern life, it 

has risen in prominence in recent years. Members of the academic and policy 

communities are striving to understand and define the elements of cyberspace and 

develop policies to guide its use. International organizations and governments are 

seeking to establish norms and codes of conduct that increase interoperability 

among systems, promote the free exchange of information, and defend against 

cyber attacks. 

 The scholarly literature on cyberspace is evolving rapidly to address the 

pressing demands of the new domain. Issues such as cyber deterrence, cyber 

security, public-private partnership, and cyber power are receiving a significant 

amount of attention. This research seeks to address one issue in this larger 

context. 
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Review of the Research 

Recognizing how important cyberspace is to daily life throughout the 

world, this researcher set out to foster an understanding of the implications of 

being cut off from cyberspace and its networks of power and communication. 

Using the historical examples of blockade operations in other domains as a guide, 

this research aimed to determine what would constitute a blockade in cyberspace. 

The driving questions for the effort were: 

Q1: What are cyber blockades? 

Q2: Why do actors use cyber blockades as tools of international relations? 

The following two hypotheses guided the research and organization of 

information, and helped to shed light on specific aspects of cyberspace: 

H1: Cyber blockades are modern blockades that limit the ability of a state or 

territory to receive or transmit information in a variety of forms using 

cyberspace. 

H2: Perpetrators use cyber blockades because they are highly effective and 

relatively accessible tools with ambiguous legal status and allows for 

plausible deniability by the aggressor.  

The first couple of chapters identify how traditional theories of 

international relations apply to cyberspace. IR theories in the traditions of realism 

and liberalism help explain how cyberspace is used by actors as a major 

capability, or source of power, which they can use to engage in cooperation or 

conflict. Constructivism explains how cyberspace is simultaneously engaged in a 

process of defining the social milieu and being defined by it. Theories about 
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geography and technology identify how previous types of technological 

innovations, such as seapower and airpower, changed the impact of geography in 

conflicts and provide a useful context for understanding of how cyberspace has 

redefined the role of geography yet again. 

An examination of the current scholarly literature on cyberspace reveals 

that there has been significant effort in the direction of defining key aspects of 

cyberspace, such as the terrain, proliferation of actors at every level of analysis, 

challenges of rapidly evolving technology, and cooperation and norms in this 

global domain. Some scholars have sought to apply the lessons of other domain 

power theories to cyberspace, although the most substantial of these efforts are 

very recent.541 The literature on cyberspace also reveals that there are unique 

attributes of the domain that may not be accounted for in previous domain power 

theories, such as the speed of attack or anonymity of the actors. 

The evolution of blockade operations in different domains is presented in 

Chapter 3. Blockade law has changed significantly since it was first codified in 

the eighteenth century, and our understanding of blockade operations continues to 

be modified by current blockade practices on land, at sea, and in the air. In each 

domain, blockades operations employ different technologies and face challenges 

unique to that domain. As a result, blockade operations can be highly domain-

specific, yet this research identified five factors that all blockade operations have 

in common. Table 4 shows the similarities of blockades in different domains. 
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Table 4: Similarities of Blockade Operations in Five Different Domains 

 Maritime Aerial Land Space Informational 

Actions Prevent 
ingress/egress of 
ships or craft 
from ports or 
harbors  

Prevent aircraft 
from entering an 
airspace or NFZ 

Prevent entry or 
exist from a 
specific city or 
region 

Prevent entry into 
outer space 

Prevent the 
transmission of 
information 
beyond national 
borders 

Actors States, 
independent 
territories; 
rational 

States, 
independent 
territories; 
rational 

States;  

rational 

States; 

rational 

States; 

rational 

Capabilities Superior 
maritime 
capabilities; 
knowledge of the 
domain and 
opponent’s 
vulnerabilities 

Superior aerial 
capabilities; 
knowledge of the 
domain and 
opponent’s 
vulnerabilities 

Superior land 
capabilities; 
knowledge of the 
domain and 
opponent’s 
vulnerabilities 

Superior 
technological or 
economic 
capabilities; 
knowledge of the 
opponent’s 
vulnerabilities 

Historically, sea-
based capabilities 
to interfere with 
cables; knowledge 
of the domain and 
opponent’s 
vulnerabilities 

Presence of 
Conflict 

War or extant 
conflict 

War or extant 
conflict 

War  War or extant 
conflict 

War  

Role of 
Neutrals 

Rights protected Rights protected Rights protected Rights protected Rights protected 

 
 While the past is relevant for understanding conflict in this new domain, 

there are also new aspects of the technology to consider. Chapter 3 identified five 

variables that may differ for blockades in cyberspace: targets, costs or resources 

required, anonymity, legal status, and types of vulnerabilities for cyber blockades. 

These five variables, plus the previous five similarities were examined in the case 

studies of Estonia and Georgia in chapters 4 and 5. 

Review of Estonia Case 

 The cyber attacks on Estonia in May 2007 were embedded in a historical 

and political context that dates back over seventy years. The struggle for identity 

and peace with the German and Soviet past created the tinderbox environment 

that the spark of the Bronze Soldier monument set ablaze. The political conflict 

over a physical representation of the past experiences and constructed identities of 
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Estonian quickly migrated into cyberspace and became the context for the first 

massive cyber attack against a state and its institutions, an event that the media 

dubbed the first cyber war or “Web War One.” 

The cyber attacks succeeded in preventing major sectors of the Estonian 

government and economy from conducting daily business using the Internet or its 

associated technologies. The main targets of the attack were the websites of the 

Estonian presidency and its parliament; almost all of the country’s government 

ministries; political parties; three of the country’s six big news organizations; two 

of the biggest banks; and firms specializing in communications.542 The Economist 

newspaper said that the cyber attacks may have been more damaging to the 

Estonian economy than the Russian sanctions.543  

The attacks came in waves for twenty-two days and ceased to be effective 

only when IT specialists from around the world were able to create additional 

security measures that mitigated the impact of the attacks. In the meantime, 

though, the entire country of Estonia could not use cyberspace to send or receive 

information beyond its borders or access basic emergency, government, financial, 

and news services for certain periods of time. 

 Massive botnets were the primary instruments of the DDoS attack as they 

harnessed “zombie” computers around the world to act as force multipliers to 

increase the intensity of the attacks. These botnets were globally distributed and 

thus provided effective deniability for the real party responsible for the attacks. 

The only individual arrested in association with the attacks was an Estonian youth 
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of Russian descent, yet it is highly improbable that he is the only person 

responsible for the attacks. 

  The true role of Russia in the cyber attacks remain unknown, but it is clear 

that perceptions of Russian aggression and meddling in Estonian internal affairs 

exacerbated the crisis and cast a long shadow of suspicion over the country. 

Russian cyber expertise, its refusal to cooperate with investigations into the cyber 

attack, the prevalence of DDoS instructions on Russian-language websites, and its 

inflammatory comments about Estonian made it appear as the most likely source 

of the attacks. Despite the circumstantial evidence, neither the government of 

Russia nor any individuals within Russia were definitively tied to the attacks or 

held legally responsible for them. 

The international community responded to the attacks with statements of 

support for Estonia and assistance from IT experts from around the world. 

Countries and intergovernmental organizations began to revisit their legislation 

for cyber attacks against a country’s government or infrastructure. Cyber security 

surged in importance as policy-makers sought to understand their readiness and 

the implications of an attack. As the Estonian Speaker of Parliament Ene Ergma 

said, “Like nuclear radiation, cyberwar doesn’t make you bleed, but it can destroy 

everything.”544 

Review of Georgia Case 

The cyber attack on Georgia is an important case for a theory of blockades 

in cyberspace because it was an unprecedented synchronized event of a major 
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military assault on a state and massive cyber attacks that cut off communications 

within and beyond the country. This combination of cyber attacks and 

conventional military action makes it a unique and prototypical case worthy of 

close examination, and it is very relevant for policy-makers and scholars who 

seek to improve their understanding of cyber warfare. 

 Georgia experienced massive DDoS attacks on its government, 

communications, and financial sectors in August 2008. These attacks coincided 

with a military invasion of Russian forces into South Ossetia and Georgia proper. 

Approximately fifty-four websites were attacked, thirty-four of Georgia’s Internet 

servers were taken offline, and 60 percent of its Internet infrastructure was 

considered unstable. The banking sector ceased all electronic transactions for over 

a week, the media was unable to report unfolding events, and the government was 

unable to communicate effectively with its citizens at a time when foreign forces 

were in engaged in combat operations on Georgian soil.  

 Despite the highly suspicious timing of the cyber attacks to coincide with 

Russian invasion and the forensic IT evidence that linked the attacks to Russian-

language websites and hosts and servers located within Russia, there was not 

enough evidence to conclusively link the government of Russia to the cyber 

attacks. Thus, we must assume that the perpetrators of the cyber attacks were non-

state actors with or without Russian government support.  

The international community responded by condemning Russia’s use of 

excessive force in South Ossetia and Georgia. NATO monitored the situation 

closely and condemned Russian aggression, several European states sent IT 



253 
 

experts to assist with the cyber defense of Georgia, and the EU supplied Georgia 

with humanitarian and post-crisis assistance. The US also condemned Russian 

action but did not become involved in the conflict.  

Assessment 

The analysis and assessment of case studies of Estonia and Georgia 

appears in Chapter 6 and reveals that Estonia and Georgia share many similarities 

with respect to the cyber attacks against them in 2007 and 2008. It also confirms 

that vulnerabilities, goals of blockade, and alternative courses of action are 

contributing factors in the decision to employ blockades in cyberspace. Table 5 

shows similarities between the cases with respect to actions, actors, capabilities, 

extant conflict, and the role of neutrals. 

Table 5: Comparison of Estonia and Georgia’s Cyber Attacks 

 Estonia Georgia 

Actions DDoS and other digital attacks 
to prevent the use of specific 
government, financial, and 
media websites  

DDoS and other  digital attacks 
to prevent the use of specific 
government, financial, and 
media websites 

Actors Russian-speaking non-state 
actors; Russian government 
suspected 

Russian-speaking non-state 
actors; Russian government 
suspected 

Capabilities IT capabilities to conduct an 
attack on this scale; access to 
botnet herds; knowledge of 
Estonia’s cyber vulnerabilities 

IT capabilities to conduct an 
attack on this scale; access to 
botnet herds; ability to crowd-
source; knowledge of Georgia’s 
cyber vulnerabilities 

Presence of conflict Political conflict within Estonia 
that had spillover effect to 
relations with Russia 

War between Russia and 
Georgia 

Role of neutrals Neutrals not involved Neutrals not targeted 

 
 In order to address the original hypotheses and independent variables 

presented at the commencement of the research, Chapter 7 also included an 
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assessment of these independent variables and their roles in the cyber attacks 

against Estonia and Georgia. Table 6 presents a comparison based on the choice 

of targets, costs or resources required for the cyber attacks, role of anonymity, 

legal status of the attacks, and vulnerabilities (which were identified at the 

beginning of this study as the independent variables). 

Table 6: Typological Comparison of Estonia and Georgia Cases According to 

Independent Variables  

 Estonia Georgia 

Targets  Government websites and functions 
Financial sector and transactions 
Media/communications organizations 

Government websites 
Financial sector and transactions 
Media/communications organizations 

Cost/Resources Hardware (computers) 
Software (code) 
Expertise for launching attacks 
Financial resources to hire botnet 
herds 
Access to forums for crowd-sourcing 
of attacks 

Hardware (computers) 
Software (code) 
Expertise for launching attacks 
Financial resources to hire botnet 
herds 
Access to forums for crowd-sourcing 
of attacks 
Bullet-proof networks to protect 
aggressors 

Anonymity Perpetrator not known, even after the 
attack ceased  

Perpetrator not known, even after the 
attack ceased 

Legal status Not recognized as an act of war by 
international community 

Not specifically recognized as an act 
of war by international community; 
part of larger context of war 

Vulnerabilities High level of dependence on cyber 
technologies 
Physical proximity to suspected 
aggressor  

Low level of dependence on cyber 
technologies, but limited defenses and 
redundancies 
Physical proximity to suspected 
aggressor 

  

A compilation of this information and cross-comparison with blockade 

operations in other domains reveals that the cyber attacks on Estonia and Georgia 

fit within the scope of blockade operations, as defined in Chapter 3. The case 

studies reveal consistency and similarities in the actions, actors, capabilities, 

presence of conflict, and rights of neutrals across all domains examined, including 
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cyberspace. These consistencies and similarities are displayed in Table 7. Thus, 

this research concludes that the cyber attacks on Estonia and Georgia in 2007 and 

2008 are examples of cyber blockades. 

Table 7: Similarities among Blockade Operations in Six Different Domains 

 Maritime Aerial Land Space Informational Cyberspace 

Actions Prevent 
ingress/ egress 
of ships or 
craft from 
ports or 
harbors  

Prevent 
aircraft from 
entering an 
airspace or 
NFZ 

Prevent entry 
or exist from a 
specific city or 
region 

Prevent entry 
into outer space 

Prevent the 
transmission of 
information 
beyond national 
borders 

Prevent the 
transmission 
of data beyond 
borders 

Actors States, 
independent 
territories; 
rational 

States, 
independent 
territories; 
rational 

States;  

rational 

States; 

rational 

States; 

rational 
States; non-
state actors; 
individuals; 
rational, but 
with complex 
motivations 

Capabilities Superior 
maritime 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior aerial 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior land 
capabilities; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Superior 
technological or 
economic 
capabilities; 
knowledge of 
the opponent’s 
vulnerabilities 

Historically, sea-
based capabilities 
to interfere with 
cables; 
knowledge of the 
domain and 
opponent’s 
vulnerabilities 

Technological 
capability; 
knowledge of 
the domain 
and 
opponent’s 
vulnerabilities 

Presence of 
conflict 

War or extant 
conflict 

War or extant 
conflict 

War  War or extant 
conflict 

War  War or extant 
conflict 

Role of 
neutrals 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights 
protected 

Rights protected Neutrals not 
specifically 
targeted, but 
consequences 
difficult to 
predict 

 

Conclusions 

The following are several conclusions drawn from this research and 

analysis. The first two directly answer the questions posited in the first chapter, 

and the rest represent insights from the research that may further the development 

of a theory for cyber blockades or cyber warfare. 

Conclusion 1: Cyber blockades are attacks on cyber infrastructure or 

systems that prevent a state or territory from accessing cyberspace. The goal of 
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cyber blockades is to prevent the transmission of data beyond geographical 

borders through the manipulation, control, or dominance of cyberspace and its 

associated technologies in order to render harm to the adversary. 

Conclusion 2: Actors use cyber blockades as tools of international 

relations because they are an effective, low-cost method of controlling an 

adversary’s access to modern networks of power and can be conducted in such a 

way as to increase the perpetrator’s anonymity or plausible deniability, thereby 

reducing the risk of retaliatory action. In addition, there are very few alternative 

courses of action available to achieve the same result, especially for non-state 

actors. 

Conclusion 3: Cyber blockades can affect all aspects of cyberspace 

technologies, including electrical grids, power plants, regular telephone services, 

and mobile telephone services, among others. Cyber blockades that target Internet 

infrastructure are limited, or partial, blockades because they do not affect the 

entirety of the domain. This is analogous to a no-fly zone that only excludes 

fixed-wing aircraft but allows entry and exit of helicopters.  

Conclusion 4: Cyber blockades can be created using mechanical, 

electromagnetic, or digital attacks. The cases examined in this research focused 

on cyber blockades conducted via digital attacks, but this is not the only way to 

implement a cyber blockade. Reports of accidental severing of fiber optic cables 

around the world and the resulting effect on cyberspace make it clear that physical 

attacks are a viable alternative to digital attacks. Electromagnetic attacks are 
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perhaps less likely because they require greater resources, but nonetheless they 

remain an effective way to implement a cyber blockade. 

Conclusion 5: As blunt instruments of warfare, cyber blockades are 

highly effective at achieving specific results, but they may not always be the tool 

of choice for actors. In certain situations, decision-makers may favor more 

specialized types of cyber attacks that are highly sophisticated and precise and can 

achieve results such as espionage or destruction of a targeted system while 

preserving the integrity of other systems.  

Conclusion 6: Cyber blockades can be established relatively quickly and 

for low cost, depending on the method of attack used. The speed and costs vary 

with the different types of cyber blockade (e.g., electromagnetic blockades would 

require more resources than a physical blockade) but, in general, provide the 

offensive actor with the benefits of a high-speed and relatively low-cost option. 

Conclusion 7: Cyber blockades may be considered a subset of 

informational blockades because they target the transmission of information. 

However, informational blockades are not widely recognized phenomena, so this 

categorization may not be the most useful for policy-makers. In addition to being 

a subset of informational blockades, cyber blockades should also be considered 

separately because they occur within a specific domain and thus can benefit from 

cross-domain comparisons. Thus, cyber blockades are simultaneously domain-

specific blockades for cyberspace and a subset of informational blockades. 

Conclusion 8: Cyber blockades are not necessarily acts of war. 

Depending on the circumstances, cyber blockades may be considered pacific 
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blockades or even acts of terrorism. The evolution of blockades in other domains 

demonstrates that blockades are not always acts of war, and this continues to be 

the case for cyber blockades. 

Conclusion 9: The proliferation of the levels of analysis presents a 

complex situation for attribution and makes anonymity or plausible deniability 

possible at an unprecedented level in cyber warfare. While this is true for all 

aspects of cyberspace and cyber security efforts, it is particularly relevant for 

blockade operations because their potential impact is so severe. Actors cannot rely 

on the traditional model of deterrence against cyber blockades because they may 

not be able to identify the perpetrator, thus they must focus more on developing 

robust, redundant, and resilient systems that can withstand or recover quickly 

from a cyber blockade. 

Conclusion 10: Public-private partnerships have special implications for 

cyber blockades because the domain of cyber space is not a pure public good – it 

is owned and operated primarily by private corporations or individuals, yet 

governments are charged with protecting it as part of the critical national 

infrastructure. Previous types of blockades involved the private sector to various 

degrees (e.g., merchant ships, commercial aircraft, or even telegraph cables), but 

cyber blockades represent the first time that the public and private interests have 

been intertwined to such an extent. 

Conclusion 11: As the topology of cyberspace changes and actors modify 

their capabilities, the vulnerabilities associated with cyber blockades change as 

well. Improvements in technology will reduce vulnerabilities in some areas, while 
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changes to cyberspace itself will likely reveal new vulnerabilities, which 

malicious actors will exploit. 

Conclusion 12: Blockade operations evolved significantly over time, so 

we should expect the same to occur for cyber blockades. The maritime domain 

provides the compelling examples of evolution in blockade law and practice from 

the eighteenth century until today, but there have also been many developments 

and modifications of blockade operations in other domains. Cyber blockades will 

evolve as our understanding of the domain changes, technology makes new things 

possible, and the international community develops rules, norms, and laws that 

govern or regulate the use of cyberspace. Just as norms and practices for maritime 

blockades have changed significantly with time, so have the norms and 

expectations for cyber blockades.  

Recommendations 

 The recommendations based on the conclusions of research can be 

grouped into two categories: policy and scholarly recommendations. In many 

respects, there may be overlaps between the efforts of the policy community and 

academics that could be beneficial to the advancement of research on cyber 

blockades, but for the purposes of organization, these recommendations are 

introduced separately in this document. 

Recommendations for the Policy Community 

The author offers four recommendations for the policy community. The 

first recommendation is for policy-makers and government officials to plan for 

scenarios in which access to cyberspace is denied for an extended period of time. 
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Denial of access could be the result of an accident (as has been the case in the US 

several times) or the result of an intentional attack on the nation’s critical 

infrastructure. Although a situation that produces widespread denial of access 

may be unlikely in the US, it would be a high-impact, hard-to-predict, rare event – 

the very definition of a “black swan” event.545 Given the reliance of government 

and society on cyberspace for daily activities, many of which are so mundane and 

routine that they are often ignored or overlooked, it is difficult to justify not 

planning for a crisis situation in which access to cyberspace is attacked. 

Second, international norms regarding acceptable behaviors and the use of 

force are critical for a common understanding of conflict. This research highlights 

that currently there is little international consensus regarding acceptable uses of 

cyberspace or cyber technologies. Many governments, intergovernmental 

organizations, and international organizations have begun discussions about this 

issue, but thus far, it has proven difficult to achieve consensus on how cyberspace 

should and should not be used by states and non-state actors.  

This ambiguity presents difficulties during conflicts because actors do not 

have clear or common definitions of use of force in cyberspace. As a result, 

decision-makers may hold different views of “red-lines” for attack, leading to 

debates within states and among allies and risking unintended escalation of a 

conflict. Cyber blockades touch on just a small part of this larger debate by asking 

the question of whether blockades in cyberspace are considered an act of war. 

Efforts to achieve domestic and international consensus on appropriate 

uses of cyberspace would benefit from a legal framework for cooperation to 
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enforce the norms and standards that are agreed upon by signatories. Serious and 

urgent consideration must be given to determining what actions in cyberspace 

constitute a “use of force” or “armed attack” so that red-lines can be established 

before conflicts begin and avert unintentional escalation. These efforts must also 

address active and passive defenses and retaliatory options for states that are the 

victims of cyber attacks. 

A third area for potential policy advancement is the private-public 

partnership forum. In the United States, the private sector owns and operates more 

than 80 percent of the cyberspace infrastructure and technologies, yet the 

government plays a leading role in protecting this infrastructure and its systems. 

In the event of a cyber blockade against the US, national security and commercial 

interests alike would be adversely affected. 

Policy makers and government officials in the US and other countries can 

develop a framework to address the security challenges that accompany 

cyberspace while still preserving the openness of the networks for commercial 

and private use. It is in no one’s interest to have networks and cyber technologies 

that lack security or reliability, yet the overall effectiveness of the domain could 

be compromised by burdensome security requirements. Public and private sectors 

both stand to lose if cyberspace is not protected adequately, therefore the burden 

should be shared by actors from both sectors. The government can protect its own 

systems and networks as well as authorize, regulate, and enforce measures that 

provide incentives for the private sector to invest in security of commercial or 

private systems. 
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Lastly, policy-makers and planners must be vigilant in refining and 

defining how historical experiences may or may not be appropriate for 

understanding cyberspace and security within it. This study drew extensively 

from the historical evolution of blockades in other domains in order to define 

blockades in cyberspace and identify common features across domains. However, 

historical experiences and cross-domain comparisons were not always a perfect fit 

for cyber blockades, and in assessing any new developments, one must be aware 

that frequently there are additional factors or innovations that cannot be addressed 

through the historical paradigm.  

For cyber blockades, the proliferation of actors at different levels of 

analysis, the role of anonymity, the speed of a cyber attack, and the cost of a 

cyber blockade all represent significant diversions from past experiences; their 

uniqueness and importance must be addressed but not overstated. Thus, it is 

important to be precise in balancing unique attributes of cyberspace with cross-

domain theory applications or historical experiences in order to understand 

challenges in this particular domain. History has much to offer for framing new 

challenges, but the uniqueness of the domain and its attributes must be neither 

forgotten nor overstated in the pursuit of understanding. 

Recommendations for the Academic Community 

As the academic community continues its research on cyberspace and 

cyber security, it is essential that it develops a shared terminology to discuss 

events and phenomena in cyberspace. Currently, the scholarly literatures is 

divided over definitions of the most basic terms, such as cyberspace, cyber 
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attacks, cyber warfare, and the use of force. Consensus is beginning to emerge in 

certain areas, but it is essential that the scholarly community develop a consistent 

set of terminology to refer to facets of and events in cyberspace. 

As consensus is reached on the terminology of cyberspace, it is also 

important for the scholarly community to develop new theories or modify existing 

theories to explain and predict events in cyberspace. IR theories are useful in 

shedding light on key elements of cyberspace, but a comprehensive approach to 

theory development would be useful to address all aspects of the domain. A 

comprehensive approach would “map” the aspects of the domain for future 

research and highlight linkages with extant scholarship. 

Areas for Future Research 

This research opens up three areas for future research. First is further 

investigation into informational blockades and their role in conflict. Despite their 

having been put into practice for over a century, there is very little literature that 

discusses informational blockades, their effectiveness at achieving desired results, 

and the conditions under which they are employed.  

Because they are not domain-specific activities, informational blockades 

are often overlooked in the research on blockades, yet functionally they are very 

important. With the rise of communication power and the information society of 

the twenty-first century, the flow of communication and information has risen to a 

new level of prominence and importance. Much of the world relies on the flow of 

information to accomplish daily tasks. Any attempt, in cyberspace or elsewhere, 
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to disrupt the flow of information from one location to another is a cause for 

concern to all who operate within the modern environment. 

A subset of this area for further research is the distinction between cyber 

self-blockades and censorship. This research revealed that blockades are always 

directed at actors outside of the blockading states’ boundaries, but there are 

caveats and nuisances that explain the Israel’s blockade of the Gaza Strip and the 

Union’s blockade of the Confederacy during the US Civil War. These historical 

examples are consistent with the definition and application of blockades in the 

maritime domain over time, but the distinctions between cyber self-blockade and 

censorship may not be as clear in other cases where modern governments abuse 

their control over cyberspace to quell public dissent or protests. As a result, this 

topic warrants further research. 

Second, the role of anonymity in conflict is an area for future research. 

The degree to which anonymity exists in conflict is a relatively new phenomenon 

that is largely attributable to the special features and dimensions of cyberspace. 

However, a certain amount of anonymity or plausible deniability predates 

cyberspace: assassins may not be caught or positively identified as agents of a 

specific government, ruses have been designed to deliberately mislead those who 

attempt attribution for crimes or acts of war, and submarine warfare raised the 

level of uncertainty when dealing with other actors. 

Anonymity is important in cyber conflicts because it allows the targeted 

actor to attempt to deter attacks and retaliate if necessary. Much of deterrence 

theory is based on the threat of punishment in response to an attack; if attacks are 



265 
 

not attributable in cyberspace, then much of deterrence theory loses its relevance 

for this domain. Thus, future research could investigate how anonymity has been 

managed in the past and what the options are for deterring (anonymous) 

aggressors in the future. 

Third, future research is needed to connect cyber power domain theory 

with other theories, particularly those that address power in other domains. These 

theories may be able to shed light on different approaches to controlling access to 

the domain through chokepoints or other features. It addition, other theories may 

provide insights or suggestions for the integration of rapidly changing commercial 

resources and technology into a domain that is constantly pulled between the 

contending imperatives of security and openness.  

Closing 

Blockade operations are not events of the past, relegated to sea stories and 

folklore. They have occurred within the most modern of environments and are 

likely to occur for as long as they continue to be effective. Modern information 

societies would benefit from planning to defend against cyber blockades and 

recover from them, if necessary. Policy-makers must develop strategies that direct 

the use of cyber blockades and the appropriate responses to them. Scholars can 

look to the other features of cyberspace and ask what else has its roots in the past. 

Extant research on cyberspace and cyber security has laid a solid foundation for 

understanding the domain, its features, and the key actors within it. 

This research has endeavored to trace the historical trajectory of blockade 

operations in other domains in order to understand a new phenomenon: blockades 
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in cyberspace. This technique of borrowing from other domains and historical 

examples has provided insights for many features of cyber blockade operations. In 

the process of developing an understanding of how cyber blockades are similar to 

and differ from other types of blockades, this research has developed the 

terminology to discuss widespread denial-of-service operations that target a state 

or territory and occur through physical, electromagnetic, or digital manipulation 

of the cyberspace environment. It has also highlighted some of the unique 

attributes of the domain and provided case studies of how this impacts conflict 

situations. The result on this research is a step towards a theory of blockade 

operations in cyberspace that describes these activities and conditions under 

which they are likely to occur.  

Much more research lies ahead for integrating research on cyberspace with 

other theories about power, communication, and the role of information in the 

twenty-first century. The rapid expansion of cyberspace over the past decade has 

changed the way people, governments, and economies interact, and the 

implications of these changes offer fruitful ground for future research. 
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Appendix A: Research Questions, Hypotheses, and 

Falsifiability Criteria 

Research Questions Hypotheses Falsifiability Criteria 

Q1: What are cyber 
blockades?  

H1: Cyber blockades are modern 
informational blockades that limit the 
ability of a state or territory to receive or 
transmit information in a variety of forms 
using cyberspace. 

Cyber blockades do not 
limit actors’ ability to 
transmit or receive 
information. 

Q1a: How does a cyber 
blockade differ from a 
traditional blockade, and 
how is it similar? 

 

H1a: Traditional blockade theory could 
inform and shape theory for cyber 
blockade, but there will be important 
differences in the scope and scale of a 
cyber blockade and, because of global 
interconnectivity, the international 
community may play a larger role in 
cyber blockades. There will be 
differences in how a blockade is 
constructed, by whom, under what 
conditions, and the specific types of 
goods targeted.  

Traditional blockades 
and cyber blockades do 
not differ in important 
respects, or they differ so 
much in their scope, 
scale, construction, and 
effects that they cannot 
be considered similar 
events. 

Q1b: Who are the 
legitimate actors for a 
cyber blockade? (What is 
the appropriate level of 
analysis?) 
 

H1b: Legitimate actors could come from 
almost any level of analysis, but they 
most likely candidates are states and 
small groups. 
 

States and small groups 
may be the actors less 
often than expected, or 
other actors may be 
involve more frequently 
than expected. 

Q1c: What types of 
resources are necessary 
to conduct a cyber 
blockade? 

H1c: Resources required for a cyber 
blockade are mainly knowledge and 
technical ability, along with some 
physical equipment. 

These resources are not 
required, or there are 
significant additional 
resources that are 
required. 

Q1d: How is a cyber 
blockade constructed/ 
how does it happen?  

H1d: A cyber blockade can be done 
internally or externally, either as a choice 
of the state (to prevent further attacks) or 
by the enemy. 

Cyber blockades cannot 
be done internally or 
externally. 

Q1e: What are the 
variables/conditions that 
can make a state more or 
less susceptible to a 
cyber blockade?  
 

H1e: The conditions or variables that 
make a state more or less susceptible to 
cyber blockades includes: physical 
proximity to adversary, and a limited 
amount of physical infrastructure (such as 
cables or servers), particularly those in 
vulnerable locations, that affects 
redundancy capabilities. 

The expected conditions 
or variables do not 
appear to impact a states’ 
susceptibility to cyber 
blockade, and/or other 
variables appear to be 
more important. 

Q2: Why do states use 
cyber blockades as a tool 
of international 
relations?  

H2: States use cyber blockades because 
they are a low-cost, highly effective, 
relatively accessible tool with ambiguous 
legal status and allows for plausible 

Reasons other than cost, 
effectiveness, 
risk/anonymity, and legal 
opportunity prove more 
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Research Questions Hypotheses Falsifiability Criteria 
deniability by the aggressor. consequential in 

determining use of cyber 
blockades. 

Q2a: Can cyber 
blockades target specific 
types of information or 
sectors? 

H2a: Cyber blockades can target specific 
types of information or sectors of the 
economy, or governance, but they can 
also be a complete “blackout” of cyber 
communication. 

Cyber blockades cannot 
target specific types of 
information or sectors. 

Q2b: Under what 
conditions is a state 
likely to use a blockade? 
 

H2b: An actor is likely to use a cyber 
blockade under the same conditions that it 
would use a traditional blockade 
(warfare), to harass or deter a state from a 
specific course of action, or as a punitive 
measure as a response to an undesirable 
action.  

Actors use blockades 
under very different 
circumstance than would 
be expected based on 
traditional blockade 
history. 

Q2c: How do conditions 
of anonymity and 
plausible deniability in 
cyberspace affect cyber 
blockades?  

H2c: Conditions of anonymity and 
plausible deniability make it difficult to 
positively identify the blockading entity, 
thus tempering the options for retaliation. 

Conditions of anonymity 
do not affect the 
identification process or 
options for retaliation. 

Q2d: Under what 
conditions is a cyber 
blockade an act of war? 
 

H2d: Cyber blockades can be considered 
acts of war when they occur between 
states, as well as when: a.) they are 
accompanied by a declaration of war or 
military action or b.) the blockade causes 
significant and prolonged damage to the 
political, economic, and/or social 
institution/infrastructure of the country.  
If blockades involve non-state actors, 
then this becomes more difficult and 
states should judge on the merits of each 
case.  
International lawmakers can make cyber 
blockades an act of war and worthy of 
kinetic response (if desirable), thus 
creating a greater deterrent for them. 

Cyber blockades are not 
considered acts of war 
under the expected 
circumstances, and/or 
they can be considered 
acts of war under 
different circumstances. 

Q2e: What were the 
alternative options to 
cyber blockade? 

H2e: Alternatives may include diplomatic 
harassment, military activity, or economic 
blockade. 

Alternatives would have 
significantly different 
effects, and/or they are 
used to multiply the 
effects of the cyber 
blockade. 
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Appendix B: Variables, Measurement Criteria, and Research 

Strategies 

Measurement Criteria and Research Strategies 

Variable 
designation 

Independent 
variable  

Independent 
variable 

Independent 
variable 

Independent 
variable 

Independent 
variable 

Dependent 
Variable 

Variable Targeting Cost Anonymity Legal status Vulnerability/ 

Accessibility 

Cyber 
blockades 

Measurement 
criteria 

Specific 
sectors or 
organizations 
were targeted 
for attack, and 
others were 
excluded. 

Types of 
technology 
and skills 
necessary to 
launch or 
defend against 
cyber 
blockades 

Knowledge of 
actors’ 
involvement at 
the time of the 
attacks 

Recognition of 
the attack as 
an act of war 
by the 
international 
community 

Presence of 
specific 
characteristics 
that make 
actors more 
vulnerable 
(i.e., physical 
proximity) 

Physical or 
virtual attack 
on cyber 
networks that 
prevented the 
exchange of 
information 

Research 
strategy 

Government 
and media 
reporting 

Historical 
analysis 
Government 
and media 
reporting 
Interviews 
with experts  

Government 
and media 
reporting 
Interviews 
with experts 

Inter- 

governmental 
(UN, NATO),  

government, 
and media 
reporting 

Historical 
analysis 
Government 
and media 
reporting 

Historical 
analysis 
Government 
and media 
reporting 
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