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Preface

As an Interdisciplinary Studies (IS) Major, I have been granted a certain amount
of flexibility in terms of the curriculum that I pursued here at Tufts University. [ have
been fortunate enough to be extended formal permission to explore the intersection of
government and technology through courses in numerous departments, as well as through
attending several fascinating conferences and conducting interviews with a host of
knowledgeable professionals. In this thesis I have attempted to fully represent the
information that I have learned throughout my undergraduate academic career. It is the
culmination of four years of learning about a wide variety of subjects, which all intersect
in the analysis of the impact of information and communication technology networks on
government in general, and for this analysis, the concept of state sovereignty in particular.

I have been interested in the topics described in this paper since before coming to
Tufts University, but through the lens of the concept of “globalization.” This abstract
concept of how the world is becoming more interconnected appealed to me intellectually,
but I found the true definition of this term to be elusive. Ultimately, it seemed clear that
the widely accepted driving force for the most recent wave of “globalization” was the
widespread proliferation of recent digital information and communication technologies
(e.g. computers, mobile phones). I had read, “The World is Flat” by Thomas Friedman,
but found that my true interest was in how these new technologies are changing the
nature of government and power, rather than inspiring economic interdependence on a
global scale. Consequently, when I created my IS Major, I focused on the concept of 21*
Century Statecraft that is espoused by the United States State Department. However, my

interests were really much broader than that, and through academic coursework I
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explored the role of new technologies in changing states’ capabilities and how
information access was redefining the traditional concept of power.

I began writing this thesis with every intent of proving how state sovereignty was
being eroded by citizens who were empowered by networks of information and
communications technologies. I was in a sense, the very definition of a cyber utopian,
firmly convinced that it was only a matter of time before states became outdated
structures of governance. As I read articles, interviewed professionals, viewed video clips,
listened to podcasts, and generally absorbed more information, I realized that the most
recent wave of technology might have the greatest potential to impact international
politics. However, even if that were the case, it would not mean that states would cease to
be the dominating power structure, nor that they would be replaced by some other
structure of international governance. Instead, I became convinced that state sovereignty
was largely unchallenged by these new technologies, even as states faced unprecedented
challenge to their control over information access and tools of coordination.

Consequently, I decided to frame my paper in a way that would demonstrate the
very debate that had been waged within my mind. I would present the evidence that
showed how the use of technology was challenging and shaping state power, and how
states were in turn, challenging and shaping the use of these technologies. The following
analysis is an exploration of the current, shifting relationship between government and
technology. It is a snapshot of the events of this moment, and therefore, may prove to be

an amusing memento after these trends have more fully developed.
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Introduction

“Governments of the Industrial World, you weary giants of flesh and steel, I come
from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to
leave us alone. You are not welcome among us. You have no sovereignty where we
gather."

-Jeff Perry Barlow "A Declaration of the Independence of Cyberspace" (1996)
Problem

In the past few decades an information revolution has swept the globe, and
affected the lives of billions of people. The concept of "globalization" has taken root in
the minds and writings of academic scholars, government officials, industry professionals,
and even average citizens. The trend of increased interaction between individuals across
national borders has been enabled by a long series of developments in transportation and
information communication technologies (ICT). However, in recent decades there has
been an increased focus on the role of ICT networks in connecting people around the
world, specifically without the assistance or interference of their respective governments.
Many individuals are inspired by the potential of these new technologies to allow for an
unprecedented scale of international interaction. These “cyber utopians” see these ICT
networks as facilitating a fundamental shift in how people organize themselves and the
very fabric of governance. However, there are also individuals who argue that these
recent ICT advances are just an extension of similar technological developments in the
past. These “cyber skeptics” believe that in time the impact of ICT will be subjected to
the rule of governments, and even become a useful tool for state control.

At the core of the debate between these conflicting perspectives are the questions:

How are ICT networks impacting the sovereignty of states? If citizens can use ICT

networks to interact and coordinate with each other without relying on the government, or
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even in direct opposition to it, does this undermine a state's claim to authority over its
territory? And, is it true that the decentralized nature of ICT networks inherently
challenges the typically hierarchical structure of sovereign states? Another question that
should precede those above would be: Is it even possible to suggest that networks of
technology could have a significant impact on how people govern themselves, and how
states are structured? These questions are important because sovereignty is a fundamental
part of the state paradigm employed in international politics, and a significant paradigm
shift could have an impact on the relationship between governments and citizens.

It is challenging to answer these questions in a single written analysis for several
reasons. For one, they are too broad. The entire field of international relations theory is
dedicated to exploring the concept of state sovereignty, and the forces that challenge it.
For another, the questions lack clear definition. It is difficult to determine what
characteristics a state must have to achieve "sovereignty", and there are numerous
definitions for what these terms mean. For a third, it is hard to quantify the concept of
"state sovereignty" as well as its contemporary opposition. Researchers who investigate
this topic often quantify the amount of ICT used in a country, and the amount of
coordination they inspired, but even the results of these comparisons do not fully address
whether there is a reduced authority of the state structure as a whole (Meier 2011: 33).

The reality of governmental authority is highly dependent on the country being
examined, and the particular conditions that surround that polity. However, the concept
of "state sovereignty" is largely theoretical. If one uses a fixed definition, one can discuss
the questions mentioned above from a more abstract perspective and use set criteria for

2 (13

examining cases where a state’s “sovereignty” may have been challenged. International
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Relations (IR) Scholar Jeffrey Taliaferro describes sovereignty as “The legal principle,
established through recognition by other states, that a state is the legitimate highest
authority within its boundaries” (Taliaferro 2008). This analysis will employ that
definition, and follow IR scholar Janice Thomson’s line of argument that: “The question
is whether or not the state's ability to make authoritative political decisions has eroded;
that is, whether ultimate political authority has shifted from the state to non state actors or
institutions” (Thomson 1995: 216).

It is important to clarify that throughout this paper a distinction is drawn between
state authority and state control. Essentially, state authority is derived from the state
being recognized as the highest legitimate entity that is tasked with creating the rules that
govern society, and state control is dependent on whether these rules are followed. This
analysis will rely on Taliaferro’s definition of sovereignty, and Thomson’s arguments in
order to establish the criteria that a shift of sovereignty from states to another form of
global political organization would require the loss of states’ supreme authority (not
control) within their borders. This means that the formal “state” structure would no
longer be recognized, domestically and internationally, as the highest, legitimate
governing body within its territory.

The discussions in this analysis will not attempt to fully answer the questions
mentioned above, but will seek to explore the theories that define "state sovereignty", and
the contrasting perspectives on how it is being challenged by the decentralized nature of
ICT networks. This analysis will address the two main questions: What are some of the
functions of ICT networks that allow citizens to challenge the authority of the state?

What are some of the functions of ICT networks that allow states to reassert their
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authority? And it will discuss, but by no means fully answer, the third question: "What
challenge does the decentralized nature of ICT networks actually present to state
sovereignty?" The contrasting perspectives on the significance of ICT networks can be
roughly separated into two main groups — the cyber utopians and the cyber skeptics — and
this analysis will use these labels to structure its evidence and case studies. While these
labels denote viewpoints that discuss the role of technology in numerous areas of life —
not just as it pertains to politics — this analysis will largely focus on the arguments that
relate to governance.

This analysis will take the theories and thoughts discussed by the cyber utopians
and cyber skeptics and apply them to numerous case studies that illustrate the functions
of ICT networks. In this way, there will be a comprehensive discussion of the challenges
to and reassertions of state sovereignty. This will inform the author's own argument, that
while ICT networks do not eliminate state sovereignty, they challenge states’ control over
actors within their borders. As a result regimes need to more actively reassert their

authority in order to retain power, yet state sovereignty, as a whole still remains intact.

Significance

For the past few centuries, the state-centric system has been the dominant
paradigm in the international arena. While there is significant debate over the importance
of other actors, the sovereignty of states is typically accepted as a fundamental
assumption, and one that is even required by international organizations such as the UN
(Charter of the United Nations 1945: II). If in fact ICT networks were posing significant

challenges to the sovereignty of states, this would imply that the world is currently
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experiencing a fundamental shift equivalent to the formation of states that was recognized
in the Treaty of Westphalia in 1648. However, even if these changes are not that
profound, they would still result in the restructuring of the balance of power in the
international arena, and even between states and their citizens. This shift in power would
mean a fundamental change in what people expect from their governments, and how
people govern themselves in general.

While it is unclear whether the extreme case of a world without states will ever
come into being, there are many individuals who argue that current fluctuations in
international power are having an impact on citizens around the world. A predominant
scholar of IR theory, Joseph Nye, argues that: "Two great power shifts are occurring in
this century: a power transition among states and a power diffusion away from all states
to nonstate actors" (Nye 2011: xv). He discusses how there are more and more
interactions outside the control of even the most powerful states (Nye 2011: xvi), and
posits that: "We have not so much a multi-polar world as a no-polar world" (Nye 2011:
113). If this is considered to be true, it will have a huge impact on how states interact
with each other, and their citizens.

The United States State Department (U.S. SD) has created an entire initiative
dedicated to fully leveraging the networks, technologies, and demographics that are
present in a “networked world” (Ross 2011: 452), which implies that U.S officials also
believe that there is a fundamental shift occurring in world politics. U.S. SD Senior
Advisor for Innovation Alec Ross argues that: “Networks are a defining feature in the
new global power structure. The very clear evidence of recent years demonstrates that

network technologies devolve power away from the nation-state and large institutions”
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(Ross 2011: 452). If citizens can use ICT networks to both consume and produce
information, then they can expose corruption in China. If citizens can communicate with
each other about shared frustrations, then they can coordinate protests against the
government in Tunisia. If citizens can coordinate information in times of crisis, then they
can provide governments and aid organizations with essential real time information in
Haiti. On the other hand, if states, such as China, can subtly control citizens' access to
information, then they can limit and shape their citizens’ understanding of the world. If
states, such as the United States, can spread their perspective to citizens domestically and
abroad, then they can expand their influence on public perception. If states, such as
Russia, can inspire patriotic action among their citizens, then they can launch attacks
against other states without being held directly responsible.

There are functions of ICT networks that allow for citizens to challenge their
government, and functions that allow states to reassert their authority. As of this moment,
it is unclear whether ultimately states will once again subject these new technologies to
their control, and limit their citizens' use, or if there will truly be a seismic shift in the
relative power between state and non-state actors. However, the significance of this
tension is undeniable. The challenge that ICT networks pose to state sovereignty inspires

dreams of nothing more and nothing less than the possibility of a new world order.

Structure
The previous paragraphs outline the problem this analysis addresses and its larger
significance. In the following paragraphs of this introduction, several key terms will be

defined in order to promote consistent use throughout this paper. The next section of this
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analysis will explain the methodology used to collect research. The primary research
gathered for this analysis — namely the interviews — are used to support arguments
throughout this paper, and fully integrated with the literature-based arguments.
Consequently, the research and results components of this analysis will be written
together in one section, with the primary data (interviews) included directly in the body
of the paper. This section follows the methodology section and is prior to the discussion
section.

The research and results section has been broken into three main sub-sections:
background literature, cyber utopian evidence, and cyber skeptic evidence. However,
within each section there will be references to contradictory evidence or to debates
between conflicting theorists. The background literature section will discuss network
theory from a social perspective, as well as provide information about the current
structure of ICT networks and what events have shaped their development. It will also
outline the main arguments of the cyber utopians and the cyber skeptics, which will
define the remaining structure of the paper.

The cyber utopian evidence section will focus on the functions of ICT networks
that support the utopian perspective and discuss how citizens are challenging state
authority through the use of ICT networks. Within the cyber utopian evidence section
there are two main sub-sections: information and coordination. The information section
will discuss how ICT networks are changing the way people create, consume, and
transfer information. The coordination section will discuss how people are using this
information to communicate and coordinate with each other through ICT networks. The

coordination section is further broken into two more sections: the first, activism, will
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focus on how ICT networks — particularly social media sites — have been used to
coordinate protests and inspire political activism, and the second, assistance, will focus
on how ICT networks have been used to coordinate international efforts to provide aid
during times of political and environmental crisis.

The cyber skeptic evidence section will focus on those functions that support the
skeptic perspective, and discuss how states are using ICT networks to reaffirm their
authority. Within the cyber skeptic evidence section there are two main sub-sections:
control and force. The control section will discuss how states are finding ways to control
the information made available through ICT networks, and to spread their own message
in order expand their influence. The control section is further broken into two more
sections: the first, censorship, will focus on how states are finding ways to censor the
information available through ICT networks, and the second, influence, will focus on
how states are using ICT networks — particularly the Internet and its social media sites —
to expand their influence on their citizens as well as foreign publics. The force section
will discuss how states are using these networks to expand their military capabilities, and
even to inspire the jingoistic actions of patriotic citizens.

Within all of these sections, several case studies will be discussed in order to
illustrate the various uses of ICT networks. These case studies will exemplify situations
where ICT networks are challenging state authority or supporting it. At the end of each
sub-section the themes and examples discussed in that portion will be connected to the
overarching arguments of the skeptics and utopians.

At the end of this paper, there will be a discussion section that explains the

writer’s perspective and how it has been informed by the information gathered during the
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research process, specifically through the interviews of various informed professionals.
The writer will conclude by summarizing the information discussed in the paper, by
discussing what topics were not explored but perhaps should have been included, and by

expressing her views on future trends.

Definitions

The very foundation of this analysis rests on establishing a definition for “state
sovereignty” that will serve as the measuring-stick by which all of the evidence is
examined. In addition, it is important to define the meaning of “ICT” networks and
related concepts in order to maintain consistency throughout this analysis. The following
definitions are by no means absolute, but they are a widely accepted or have been well
thought out by scholars.

According to international relations scholar Jeffrey Taliaferro the State can have

three meanings:

(1) A generic term for the main units in any international system over history, regardless of those
units' internal composition or territorial scope. (2) A specific form of political community that
originated in Western Europe during fifteenth and sixteenth centuries, which later became the
predominate form of political community throughout the globe during the late nineteenth and early
twentieth centuries. In this definition, the "state" differs from other forms of political organization
in that there is clear hierarchy within the political community, defined territorial borders, some
extractive capacity vis-a-vis civil society, and where the government claims a monopoly on the
legitimate use of force within its own territory. (3) A synonym for the government or
administrative apparatus of a state, as distinguished from civil society (Taliaferro 2008).

This analysis will use all three definitions at various points. The terms state and
government will often be used interchangeably, however, the discussion of “state
sovereignty” will rely on the second definition.

A commonly accepted definition of state sovereignty is “supreme authority within

a territory” (Stanford Encyclopedia of Philosophy). “Authority” in the sense that the state
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is recognized as a legitimate actor that has the right to command and be obeyed.
“Supreme” in the sense that the state is considered superior to all authorities under its
purview. “Within a territory” in the sense that the state has authority within particular
borders and membership is typically defined by residence within that space (Stanford
Encyclopedia of Philosophy). This definition does not ignore the fact that other entities
have authority within states (i.e. religious institutions), but asserts that the state is the
supreme or highest authority within that territory. Taliaferro similarly describes
sovereignty as “The legal principle, established through recognition by other states, that a
state is the legitimate highest authority within its boundaries” (Taliaferro 2008). This
definition will be used within this paper. International relations theorist Janice E.
Thomson also describes the definitions put forth by the two competing schools of IR
thought: “For liberal interdependence theorists sovereignty is defined in terms of the
state's ability to control actors and activities within and across its borders. For realists, the
essence of sovereignty is the state's ability to make authoritative decisions in the final
instance, the decision to make war” (Thomson 1995: 213). These definitions correspond
with the views of the cyber utopians and cyber skeptics respectively, and will be used to
explore both perspectives throughout this analysis.

Thomson argues: “sovereignty is best conceptualized in terms, not of state control,
but of state authority. State control has waxed and waned enormously overtime, regions,
and issue-areas while the state's claim to ultimate political authority has persisted for
more than three centuries” (Thomson 1995: 214). She adds: “ The question is whether or
not the state's ability to make authoritative political decisions has eroded; that is, whether

ultimate political authority has shifted from the state to non state actors or institutions”
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(Thomson 1995: 216). Based on Thomson’s arguments, the author of this analysis will
argue that a shift of sovereignty from states to another form of global political
organization would require the loss of states’ supreme authority within their borders. This
means that the formal “state” structure would no longer be recognized, domestically and
internationally, as the highest governing body within its territory.

According to the World Bank, Information and Communication Technology
(ICT) consists of the hardware, software, networks, and media for the collection, storage,
processing, transmission and presentation of information (voice, data, text, images), as
well as related services (World Bank ICT Website). ICT is composed of Information
and Communication Infrastructure (ICI) and Information Technology (IT). ICI
Refers to physical telecommunications systems and networks (cellar, broadcast, cable,
satellite, postal) and the services that utilize them (Internet, voice, mail, radio, and
television) (World Bank ICT Website). IT refers to the hardware and software of
information collection, storage, processing, and presentation (World Bank ICT Website).
The Internet is not a network, but a vast collection of different networks that use
common protocols and provide certain common services (i.e. E-mail, news, remote login,
file transfer) (Tanenbaum 2003: 50). Cyberspace is a nebulous term, but is described by
U.S. Deputy Defense Secretary Gordon as “a global domain within the information
environment consisting of the interdependent network of information technology
infrastructures, including the Internet, telecommunications networks, computer systems,
and embedded processors and controllers” (Schachtman 2008). It is essentially the virtual

world that is generated on top of ICT infrastructure. The terms above will be further
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examined in later sections, and many other key terms will be defined throughout this
analysis.

It is important to note that the literature discussed in this analysis predominantly
focused on the Internet or the Web applications it hosts (i.e. e-mail, forums, blogs, social
media sites). The Internet is a fundamental service generated by ICT networks, and
exemplifies their potential for political impact through citizen use. In certain sections the
author may refer to ICT networks in general, or discuss the Internet or mobile phone
networks in particular. In other words, this analysis at times narrows its focus due to the
nature of the materials that were reviewed. This narrowing will be specified at necessary

points.
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Methodology

The methodology for this analysis involved collecting a wide variety of primary
and secondary materials. These materials were collected from the websites of various
institutions that focus on the role of ICT in society, such as the Harvard Berkman Center
and the United States Institute of Peace. They were also found through e-lists provided by
these institutions, as well as personal recommendations from family, friends, professors,
and other helpful associates. Information was also taken from the blogs and websites of
individuals who are following related topics, as well as from the social networking sites —
specifically Facebook and Twitter — of these individuals. The topic that is explored in this
paper is highly contemporary, and consequently, a large amount of the sources — articles,
audio recordings, video recordings, and others — discussed the inferences and
perspectives of professionals and their comments on recent, relevant events. This
information is supplemented with first-hand research collected by the writer.

The writer gathered primary source material for each section of this thesis by
interviewing individuals from numerous fields, each of whom were well informed about
the topic of questioning. A complete list of these individuals is included in the
bibliography of this paper, although, the names of several interviewees were withheld at
their request. Throughout this analysis, the credentials of the interviewees are directly
included in the discussion of their thoughts and attached to their quotes. The general
selection criteria for these individuals was that they be affiliated to a well-established
government, technology, media, or academic-related institution, and that their positions

be directly related to the theme being investigated.
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For the topic of crisis mapping, interviews were conducted with former or current
crisis mappers who had significant understanding of mapping platforms and the
organizations that utilize them in times of crisis and political conflict. For the topic of
information and social media, interviews were conducted with activists, journalists, and
bloggers who had covered or participated in protest movements or related events in
relevant countries such as Egypt, Tunisia, and Syria. For the topic of government
influence, interviews were conducted with U.S. State Department officials who had
knowledge of government initiatives focused on using new technology to update
diplomatic efforts. For the topic of cyber power, interviews were conducted with
government officials and cyber-security professionals who had worked on policy
surrounding cyber conflict. There were several other interviews conducted with
individuals who knew relevant information about particular technologies or countries that
are examined in this analysis. A few informal interviews were conducted with former
students who are familiar with similar research topics in order to gather background
information. These interviews were conducted in the early months of 2012, through
several methods such as: in-person at offices in Washington DC and Medford,
Massachusetts; on the phone; on the Skype video communication application; and
through email exchanges. The interview transcripts are in the writer’s possession, but
have not been included in this paper in order to protect the privacy of the interviewees.

It is important to mention that the individuals interviewed were often selected
because of accessibility. Several of these individuals were chosen because they are
authors of sources that are included in this analysis. These individuals were contacted

through blind emails, or through references provided by fellow students, professors, and
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industry professionals. After an interview, the subject would sometimes make
suggestions about other people that might be a good source. Consequently, certain
individuals were found through “snowball sampling.” These interviewees are all
authorities on the topics they spoke about, however, they are by no means the only ones.
There are many other individuals who would have been able to provide valuable insight
for this analysis and offer a different perspective. However, the writer has no personal
connection to any of the individuals being interviewed, nor did she know what their
views were in advance of asking her questions. The writer will attempt to represent the

views of these individuals as directly as possible throughout this analysis.
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Networks Background

In order to explore the dynamic relationship between hierarchical states and ICT
networks, it is necessary to understand the concepts that support network theory. Network
theorist Miles Kahler highlights the significance of these theories: “If the contest between
markets and state hierarchies was an organizing feature of the 1980s, network has
emerged as the dominant social and economic metaphor in subsequent decades" (Kahler
2009: 2). This sub-section will discuss general network theory, and how it applies to ICT
networks and international politics. It will explore the concept of the “layered” nature of
cyberspace (Choucri 2011: 9), and will explain the physical infrastructure of ICT
networks, with a particular focus on the Internet. It will then discuss the elements of
Internet architecture that can be considered hierarchical, and examine the administrative
bodies that determine Internet protocols. Additionally, this analysis will investigate how
the networked nature of the Internet impacts states, and will explore the concept of
networked governance. The final paragraphs will connect networked political theory to
the cyber utopian and cyber skeptic perspectives. The information discussed in this
section will directly inform the following chapters that outline the functions of ICT

networks that challenge and support state authority.

Network Theory
The fundamental definition of networks is a set of interconnections among nodes.

These nodes can represent anything — humans, airports, cells — and any relationship
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between nodes can be treated as a link (Mueller 2010: 32). Network theorist Miles
Kahler explains that: "Defined in its simplest form, as any set of interconnected nodes,
networks are ubiquitous" (Kahler 2009: 3). Networks can refer to the mathematical tool
for representing social relationships, or more importantly, it can be considered an
organizational form (Mueller 2010: 31). Social network analysis (SNA) is a paradigm of
social science and examines the world as a web of relationships among different
organisms (Maoz 2011: 12). Network analysis is useful because it provides a distinct
vocabulary for describing relationships, and it allows for the quantification of structural
properties (Mueller 2010: 32). Networks are typically treated as varying along three
dimensions: 1) The number of nodes; 2) the density of the network or the frequency of
interactions between nodes; and 3) the structure of the network, defined as the pattern of
connections between nodes (Lake and Wong 2009: 129). Efficiency is defined as the
ability to transmit information across the network quickly, and robustness is defined as
the ability of a network to function after the failure or removal of a node (Barbassi 2003
as cited in Lake and Wong 2009: 129).

Kahtryn Sikkink defines four common characteristics of networks: “(1) their
voluntary nature and thus the possibility of exit; (2) the central role of information and
learning; (3) their ability to build trust and confidence among network participants, and
(4) their flexibility and adaptability compared to other organizational forms™ (Sikkink
2009: 230). In addition, network theorists often describe two types of networks: those
that result from intentional voluntary associations, and those that result from unplanned
involuntary associations (Maoz 2011: 6). Miles Kahler describes two approaches to

network analysis: networks-as-structures and networks-as-actors. The first emphasizes
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the structural characteristics of networks, while the second compares them to other
structures and evaluates the networks success in achieving collective ends (Kahler 2009:
2). Networks-as-actors are structures and agents (Sikkink 2009: 228). They are
consciously constructed and can be thought of as network organizations, rather than a
decentered, associative cluster of actors with fluctuating patterns of interaction (Mueller
2010: 41). Another set of relevant terminology explains how there are “relational
networks” or one mode networks —characterized by rules that define the relationship
between any two units — and affiliational networks or two-mode networks — characterized

by rules that define the affiliation of a unit with an event or group (Maoz 2011: 7).

ICT Networks

The ICT networks that compose cyberspace can be both networks-as-structures,
and networks-as-agents. For example, certain parts of the Internet are determined
formally determined by international governing bodies, while mobile phone networks
grow haphazardly as new users join in. In the case of ICT networks, communications
systems can be divided into different layers that work together to enable the transfer of
information (Lessig 2001: 23). Professor Nazli Choucri describes four layers that
characterize the Internet, and similar networks from the top down: the people or users of
cyberspace, information that is transmitted in cyberspace, logical building blocks that
support the structure of cyberspace, and the physical foundations or infrastructure of
cyberspace (Choucri 2011: 9). In the following paragraphs each of these layers will be
explored in relation to the Internet and related ICT, beginning with the physical

infrastructure
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Physical Layer

There are many different mediums that can be considered information
communication technologies, and consequently, there are numerous overlapping
networks enabling transfers of data. There are two principle categories for ICT: (1)
information-processing technologies that store, manipulate, and display information (i.e.
random-access memory (RAM), supercomputers); and (2) communications technologies
that transmit and receive the information from one place to another (i.e. local area
network (LAN) connections between printers and computers) (Rosenau and Johnson
2002: 59). Some other common examples of ICT include: cellular telephony, direct dial
digital telephony, television, communications satellites, worldwide courier service,
satellite TV broadcasting, computers, and of course, the Internet (Sadowsky, Zambrano,
and Dandjinou 2004: 7). These networks rely on interconnected computing devices, and
so their infrastructure is built from “PCs and servers, supercomputers and grids, sensors
and transducers, and various sorts of networks and communications channels.
Communications may occur over wires or fibers, via radio transmission, or by the
physical transport of the computing and storage devices from place to place” (Choucri
2011: 10). These technologies are produced by private companies and purchased by
individuals around the world. While private companies operate ICT networks, there are
international organizations dedicated to determining the protocols and standards that

these technologies and networks rely on.

Logical Layer
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The logical building blocks that networks rely on differ based on the technologies
involved. In the case of the Internet, the Internet Protocol (IP) addressing scheme is
essential for allowing the coordinated transfer of information between computers
throughout the world. On the Internet, every sub-network and device (i.e. computers,
printers, smart phones) is assigned a number called an IP address, which serves as its
identifier throughout the world. It is therefore important to ensure that IP addresses are
properly allocated, and kept track of (MacKinnon 2012: 211). These IP addresses are
used in conjunction with the transmission control protocol (TCP), to move packets of
data from a source to a destination. The TCP/IP framework forms the foundation for the
logical layer of the Internet from which web applications such as Facebook can be
developed (Choucri 2011: 11). As Nazli Choucri describes: “The nature of cyberspace—
its strengths and its limitations, derive more from the decisions made at the logical level
than the physical level. The Internet provides a set of capabilities that are intentionally
separated or divorced to a great extent from the details of the technology that underpins it”
(Choucri 2011: 10). The IP addressing scheme at the logical level contains a significant
amount of hierarchy, which is important to recognize as it has implications on how

information flows can be controlled.

Hierarchies

Hierarchy is useful for certain ICT when it conserves valuable, scarce network
resources. For example, the traditional telephone network was very hierarchical as it
relied on two scarce resources transmission capacity and intelligent switching capacity

(Cowhey and Mueller 2009: 178). Arguably, the Internet is not limited by these



Mishra 29

constraints due to an abundance of bandwith, and an exponential growth in processing
power. However, in his research, Matthew Hindman has found that “powerful hierarchies
[are] shaping a medium that continues to be celebrated for its openness. This hierarchy is
structural, woven into the hyperlinks that make up the Web” (Hindman 2009: 19).
Individuals that use links on the Internet are typically unaware of how their actions are
defining its structure (Kahler 2009: 7). However, Hindman argues that this hyperlink
determined structure is an important form of filtering, and that despite it being an
unintentional product of the larger ecology of online information. “The link structure of
the Web is critical in determining what content citizens see" (Hindman 2009: 14).
Furthermore, Hindman explains that the structure of the Internet means that not all
choices are equal, and some sites will consistently rise to the top of Yahoo!’s and
Google’s search results, while others are never indexed (Hindman 2009: 15). The
prioritization of certain information on the Internet highlights the fact that there is a

certain amount of hierarchical processing even in ICT networks.

Information Layer

While the physical and logical structure of the Internet, and other ICT networks is
highly relevant, many social scientists are recognizing that it is the flows of information,
or contents of the transmission between networks, that matter most (Webster 2002: 81).
Nazli Choucri describes these flows as the Information layer, where the creation, capture,
storage, and processing of information and “content” takes place. Information in
cyberspace can take many forms including the shared music and videos, the stored

records of businesses, and the pages of the World Wide Web (Choucri 2011: 11). One
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example of information is the content on the blogs created by average Internet users.
These blogs extend the use of web pages in two significant ways: they make the web
“writable” as in anyone can create content and share it, and they allow other readers or
users to write on the blog (Benkler 2006: 216-217). On the Internet interacting with
others is simple, as is generating and consuming content. However, the Internet was not
designed as a distribution channel for media, but as a communications network, which
then gradually grew capable of communicating rich media content. Its architecture was
created to privilege the transmission of data, not the identification or control of what was
conveyed (Karaganis 2007: 257). Users have determined what information is transmitted

on ICT networks.

User Layer

The fourth layer of the Internet and ICT networks is people, because they are not
just passive users, but also unintentional architects that define and shape the character of
the technologies they utilize (Choucri 2011: 12). As Nazli Choucri explains: “If people
contribute to Wikipedia, then Wikipedia exists. If people tweet, then Twitter exists. This
is a critically important, definitional, feature of cyberspace” (Choucri 2011: 12). In
addition to the users, the administrative bodies that govern the Internet determine its
structure and functionality. These administrative groups make decisions about standards
that shape the very nature of how the Internet is structured, and how users transfer
information. These groups are charged with three main tasks: (1) develop technical
standards; (2) allocate and assign resources such as IP addresses and domain names; and

(3) establish the policies and procedures governing the interconnection of ISPs and their
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use of physical telecommunication facilities (Cowhey and Mueller 2009: 181). These
decisions determine the level of decentralization or hierarchy present in the Internet, and
establish which organizations have authority over which structural elements. These
decisions influence how users can share information, even more so than the physical

structure of the Internet.

Internet Governance

The International Corporation for Assigned Names and Numbers (ICANN) is in
charge of coordinating IP addresses, and the Domain Name System (DNS) that attaches
these numbers to the names users enter into their browsers (Sadowsky, Zambrano, and
Dandjinou 2004: 10). For example, the IP address 74.125.224.244 is assigned to
Google.com in the United States. The Internet Assigned Numbers Authority (IANA)
allocates blocks of IP addresses to the regional Internet registries (RIR), and Internet
service providers (ISPs) or similar organizations pay to become members of their specific
RIR (MacKinnon 2012: 211). The Internet Engineering Task Force (IETF) is responsible
for developing and testing the standards upon which the Internet rests (Sadowsky,
Zambrano, and Dandjinou 2004: 10). All of these groups, along with numerous others,
are responsible for the operation of the network, and ensure that it is interoperable,
functional, stable, secure and effective over the long run. It is interesting to note that
“[Internet administration] is concerned with functions that did not exist prior to the
Internet, most obvious being the coordinated cooperative management of a very large,
global packet switching network based upon hierarchical, open, decentralized network

administration” (Sadowsky, Zambrano, and Dandjinou 2004: 9).
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Network theorist Miles Kahler writes that in two cases — standards setting and
resource allocation on the Internet — governments have delegated authority to
nongovernmental networks (Kahler 2009: 18). As described above, there are many
groups that work in conjunction to manage the Internet. Despite the fact that these groups
are geographically and organizationally distributed, they work within an open,
coordinated framework, and are bound by a common set of standards and modalities of
actions (Granovetter 1983: 10). However, Lawrence Lessig points out an important fact:
“The Internet is a network of networks... These networks connect over wires. All of
these wires, and the machines linked by them, are controlled by someone” (Lessig 2011:
26).

The Tier 1 ISPs provide the Internet’s backbone functions, coordinate their
activities through formal groups, and have peering arrangements to provide connectivity
to other ISPs (Sadowsky, Zambrano, and Dandjinou 2004: 10). These are private
companies that manage the physical infrastructure of ICT networks, such as AT&T or
Verizon in the United States, NTT communications in Japan, or Tata communications
("Who Are the Tier 1 ISPs?"). Internet companies such as Google and Facebook also play
a role in shaping user experiences of the Internet, and in the case of Google, helping to
prioritize information. Additionally, there are technology companies such as Microsoft,
Apple, Intel, or Cisco that provide the hardware that form the physical infrastructure of
ICT networks. All of these companies support and participate in the work of open
standards organizations and coordinating bodies that maintain the global addressing and
domain name system (i.e. IETF, ICANN, or RIRs) (MacKinnon 2012: 19). It is people

who define the content that is transmitted on ICT networks, and who define their physical



Mishra 33

and logical structure. ICT networks are complex and rely on many different actors and
groups in order to function. The development of ICT networks as a whole has signaled

new capabilities in communication.

ICT Development

In the past few centuries, there have been several revolutions in communications.
Cherie Steel and Arthur Stein describe three significant revolutions that have occurred in
the past two centuries. The first occurred in the nineteenth century with the invention of
the telegraph, because at that time this “point to point” technology allowed for
information to travel faster than people or any mode of transportation (Steele and Stein
2002: 28-29). T The second revolution described the development of broadcasting
technologies that allowed for private and public entities to send out information from one
source to many people and places at once (Steele and Stein 2002: 28-29). The third
revolution is occurring in the present day, and is characterized by the development of the
Internet and networking, linking any number of distant sites in multidirectional
communications (Steele and Stein 2002: 28-29). These revolutions have resulted in a
slow shift in transmission and reception capabilities from “single to single” as in
telephones, to “single to many” as in radios and televisions, to “many to single” as in
comment forms submitted on a company website, and last, to “many to many” (Rosenau
and Johnson 2002: 59-60).

The Internet allows for not only large numbers of information transmissions and
receptions but also great diversity in the sources of transmission and reception (Rosenau

and Johnson 2002: 59-60). However, according to political scientist Joseph Nye it is not
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just the increased capabilities of modern ICT networks, nor their speed that characterizes
the contemporary information revolution. It is the enormous reduction in the cost of
transmitting information. According to Nye, "This dramatic change in the linked
technologies of computing and communications is changing the nature of government

and accelerating the diffusion of power" (Nye 2011: 115).

International Networks

Until this point this analysis has focused on the concept of networks as they apply
to information communication technologies, and the administrative bodies that operate
them. However, network theory is not limited to any particular unit of analysis, and
networks can be used in the context of international relations to describe the connections
between states, and other organizations operating across borders. According to Miles
Kahler, network analysis contributes to the examination of three theoretical debates in
international politics: the relationship between structure and agency, competing
definitions of power, and the efficacy of emerging forms of international governance"
(Kahler 2009: 2). According to network theorist Zeev Maoz: "The central argument of
[Networked International Politics (NIP)] is simple: international relations have evolved as
a set of interrelated cooperative and conflictual networks. These networks coevolve in
constant interaction with each other, and this interaction has important implications for
the behavior of nations and for the structure of the international system" (Maoz 2011: 6).
However, there are also scholars that argue that network theory does not directly address
issues relating to politics (Lake and Wong 2009: 130). Still, Miles Kahler argues that in

international relations, it is realistic to assume that there is some awareness of network
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structure (Kahler 2009: 8). Furthermore, he sees networks as new contributors to
international governance, and as requiring careful evaluation (Kahler 2009: 20). The
decentralized coordination of the various organizations that govern the Internet has been
conceptualized as a kind of networked governance (Mueller 2010: 6). According to
Milton Mueller, there is the possibility that this concept of networked governance could
be adopted by states, and therefore bridge the gap between national institutions and
global connectivity (Mueller 2010: 6).

Miles Kahler argues that within a network, positioning defines three distinct
forms of power: bargaining power, social power, and the power of exit (Kahler 2009: 12).
Bargaining power is particularly interesting because it implies that states that are the sole
link between clusters of highly connected states and could gain influence as power
brokers within the network (Kahler 2009: 12). This perspective offers new possibilities
for soft power. Additionally, Kahler believes that there are parallels between social power
in international networks, and soft power in international relations, implying that network
position can have an impact on states’ ability to influence others (Kahler 2009: 13).
Similarly, Kathryn Sikkink argues that power in networks depends on structural position
in a field of connections to other agents as well as actor capabilities or attributes.
According to her, dyadic measures of influence seem inadequate in a world of networked
states (Sikkink 2009: 245).

Joseph Nye states: "On many transnational issues, empowering others can help us
to accomplish our own goals. In this world, networks and connectedness become an
important source of relevant power (Nye 2011: xvii). His viewpoint can be considered

cyber utopian in its emphasis on mutual empowerment. Milton Mueller also supports this
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positive perspective and argues that: “networks that combine state and non-state actors
can overcome some of the limitations of government based on territorial sovereignty
(Mueller 2010: 6). Juliann Emmons Allison argues that information technologies have
empowered subnational groups demanding recognition, which has resulted in a
significant challenge to the nation-state (Allison 2002: 7). Miles Kahler offers a more
moderate view: "A networked perspective challenges conventional views of power in
international relations. At the same time, attention to the exercise of power refreshes
network analysis by questioning its overly consensual and trust-laden view of networks

(Kahler 2009: 11).

Network Limitations

Cyber utopians often describe networks in opposition to hierarchies, but this
distinction is difficult when defining the boundaries of networked politics (Kahler 2009:
6). Miles Kahler also notes that when a networked organization engages in competition
with a hierarchical organization, as in a state, the network will become more centralized
or the hierarchical constituents will become more influential (Kahler 2009: 123).
Additionally, while there is the possibility that networks can allow for more
interconnectedness, they are not without flaws. The consensual nature of networks makes
collective decision-making slow and difficult, and because members of networks are free
to enter an exit as they choose, there is a low level of commitment (Mueller 2010: 49).
Network theory is being applied to international relations, but Kathryn Sikkink argues
that it is important to recognize that: "Networks exist because other actors, mainly states

but also international organizations, have created them and delegated authority to them"
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(Sikkink 2009: 232). The legal basis for the modern system of international relations
relies on the principle of sovereignty to distinguish states from other entities (Choucri
2011: 21). This hierarchical view of the international system will continue to be studied,
but international relations scholars will also want to understand how political networks

integrate with states (Sikkink 2009: 245).

Transition

It is important to remember that the concept of networks is a model imposed on
physical and social phenomenon. They can be applied to anything, including states, but
this application does not mean that the world has become more networked, nor does it
herald the creation of a new kind of society (Mueller 2010: 32). However, among cyber
utopians there is considerable discussion of ICT networks inspiring the creation of a more

“networked world.” In the next section, the cyber utopian perspective will be examined.
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Cyber Utopians Background

In general, the cyber utopian perspective tends to emphasize the positive role ICT
networks play in encouraging information sharing, collaboration, economic development,
and democratization. In the context of this analysis cyber utopians are individuals who
argue that networked technologies have the power to erode state authority. However, in
reality the cyber utopian perspective is quite varied, and even individuals who endorse
the power of ICT networks recognize that they also have flaws and limitations. The cyber
utopian perspective has its roots in traditional international relations theory. Those who
follow it often argue that technology has played a role in challenging states for decades,
and provide historical examples. There are several main arguments of the cyber utopians.
As discussed in the previous chapter, they often focus on how ICT networks inherently
resist state control due to their decentralized nature. They also emphasize how these
technologies are changing the amount of information citizens can access, and the way
citizens access it. Last, they emphasize how these ICT networks facilitate
communication and coordination, with a specific focus on the impact of social media
sites. This section will explore the arguments commonly considered part of the cyber
utopian perspective, and explain some of the views of academics and researchers who

subscribe to it.

International Relations Foundation
The cyber utopian perspective seems to stem from the liberal interdependence
definition of sovereignty. Many cyber utopians argue that state authority is being eroded

because ICT networks make it difficult for states to control information and the online
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coordination of their citizens. International relations theorist Janice E. Thomson explains:
“For liberal interdependence theorists sovereignty is defined in terms of the state's ability
to control actors and activities within and across its borders” (Thomson 1995: 213). The
cyber utopian perspective focuses on how networks are reducing the centralized points
where states could exert control. Network theorist Milton Mueller explains five different
ways that the Internet puts pressure on the nation-state: (1) it globalizes the scope of
communication, and makes attempts at jurisdictional overlay (i.e. creating borders on the
Internet) more costly; (2) it facilitates a huge increase in the scale of communication
which can overwhelm the capacity of government processes to respond; (3) it distributes
control as decisions about Internet protocols are not aligned with any political units; (4) it
creates new non-state institutions, such as ICANN or the IETF, that have authority over
the internet; (5) it changes the polity by reducing the cost of group action (Mueller 2010:
4). These different functions challenge state control over their citizens’ actions.

The former U.S. State Department Director of Policy Planning, Anne-Marie
Slaughter, argues that in the twentieth-century the world fit the billiard-ball model, with
self-contained states colliding with one another, but that “the emerging networked world
of the twenty-first century, however, exists above the state, below the state, and through
the state” (Slaughter 2009). Recently, constructivist and liberal theories of international
relations — which emphasize the role of non-state actors and stress cooperation — have
been challenging structural realism — which emphasizes that states seek power in an
anarchic international system by leveraging their capabilities (Maoz 2011: 15). In a
network system, the neorealist view of international structure as a distribution of

capabilities is inverted, and power is defined by persistent relationships (Kahler 2009: 12).



Mishra 40

Like liberal theorists many cyber utopians argue that national governments are being
forced to share their power with citizen groups including the political, social, and security
roles that define sovereignty (Mathews 1997). In the traditional Westphalian system of
international politics, there are territorially fixed states with a single, secular authority,
and no authority above them (Mathews 1997). Cyber utopians argue that this system of
state power is dissolving, “states will remain the dominant actor on the world stage, but
they will find the stage far more crowded and difficult to control” (Nye 2011: 113).

What distinguishes cyber utopians from liberal theorists is the emphasis on
technological developments as being the key driving force in this change. Liberals
believe that conflict is rooted in misperception, and consequently, increased
communication has a pacifying effect because it reduces ambiguity and encourages
international interdependence (Steele and Stein 2002: 26). According to political scientist
Juliann Emmons Allison, there is a rich body of literature on international cooperation
that suggests that ICT is likely to facilitate more pacific international relations by: “(1)
increasing the amount of contact among individuals and nations; (2) improving the
quality of interpersonal and diplomatic communication; (3) extending economic
interdependence and (4) deepening the democratic processes that permit the pacific
inclinations of individual citizens to influence their nations' strategic decisions” (Allison
2002: 6).

In the cyber utopian perspective the contemporary information revolution has
resulted in increased communications across boundaries, and improved interdependence
(Keohane and Nye 1998: 83). Cyber utopians emphasize that the telecommunications

revolution has broken government control over information collection and management,
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and that this has led to an increase in the number of players who matter (Mathews 1997).
Furthermore, they often focus on how information technologies encourage the reciprocal
communication on which democracy thrives (Kedzie and Aragon 2002: 123).
Researchers Christopher Kedzie and Janni Aragon investigated the situations in which
political coordination caused states to limit access to ICT networks, and simultaneously
found that: “In all cases, the results indicate that 'electronic network connectivity' is a
significant predictor of 'democracy” (Kedzie and Aragon 2002: 110). Utopians argue that
democratic states must recognize that their citizens’ use of technology can promote their
values — such as freedom, equality, and human rights — without their involvement
(Schmidt and Cohen 2010).

Cyber utopians argue that governments must adopt new tactics in order to further
their national interests, and make decisions that account for the rise in citizen power and
the changing nature of the state (Schmidt and Cohen 2010). Political scientist Joseph Nye
writes that "Two great power shifts are occurring in this century: a power transition
among states and a power diffusion away from all states to non-state actors" (Nye 2011:
xv). He argues that the information revolution reduced the costs of computing and
communication, and the communication technologies that were once the purview of
governments and corporations are now available to everyone (Nye 2011: xvi). His
mentee, Anne-Marie Slaughter has coined the term “collaborative power” to describe the
power conferred to groups of individuals who coordinate with each other in order to
reach common goals (Slaughter 2011). In the cyber utopian perspective, power is no
longer monopolized by states, and ICT networks have allowed for citizens to have an

impact.
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History
The introduction of the Internet, the mobile phone, and the current wave of

information communication technologies into the realm of international relations has
inspired cyber utopians to herald a transformation of world politics. This is not the first
time that a new technology has invoked such a response. In America in 1910 Norman
Angell argued that economic interdependence would render war irrational, and in the
1970s modernists believed that multinational corporations and international organizations
were eroding the territorial state with the help of telecommunications and jet travel
(Keohane and Nye 1998: 81). Throughout history utopians have pointed out the
moments when technology has had a particularly clear impact, and even now the cyber
utopians rely on these examples to bolster their arguments that communications
technology can directly impact a state’s authority.

One example often cited by cyber utopians is the Iranian revolution of 1979.
Many historians believe that audiocassettes recorded by Ayatollah Ruhollah Kohmeini,
the religious figure exiled by the authoritarian regime, were used to incite others to join in
rebellion (Tehranian 1997). Ayatollah Khomeini was able to distribute these tapes of his
speeches to more than 9,000 mosques (Schmidt and Cohen 2010). Clay Shirky, a cyber
utopian writer, argues that communications during the Cold War did not cause
governments to collapse, but did help citizens take power from the state when it was
already weak (Shirky 2011). He says that the state’s ability to use violence was weakened,
and that civil society had grown stronger, resulting in a shift in the balance of power

Shirky 2011). He also compares the contemporary significance for media’s political



Mishra 43

impact to the historical role of the printing press, describing how it supported social
change by strengthening the public sphere (Shirky 2011). Cyber utopians argue that the
pursuit of science and technology compels open societies, because even more so than the
fax machines that infiltrated Soviet universities, satellite footprints do not respect national
borders, and telephone wires penetrate even repressive societies (Barber 1992).

The Internet required the software and protocols of the World Wide Web to become
revolutionary, because they enabled general browsing and hyperlinking (Goldsmith and
Wu 2006: 52). According to ICT scholar Jonathan Zittrain, “the crucial element of the
PC’s success is not that it has a cheap processor inside, but that it is generative: it is open
to reprogramming and thus repurposing by anyone.” (Zittrain 2008: 19) The cyber
utopians of the 1990s argued that the freedom of the Internet was engineered into its
protocols, and that technology could solve the problems of politics through consensus or
freedom of association without the need for a formal authority (Mueller 2010: 2). The
structure of the Internet allows individuals to have a greater voice than in the case of
traditional media because there are avenues of discourse around the bottlenecks of older
media, whether they are controlled by governments or media owners (Benkler 2006: 271).
The reduced costs of communication allow for an effectively infinite transmission of

information, and increase interdependence among societies (Keohane and Nye 1998: 8§3).

Basic Arguments
In the cyber utopian perspective access to the Internet is not simply a privilege, but
a human right. Researcher Ethan argues “[t]he internet is the most efficient system we’ve

ever built to allow people to seek, receive and impart information and ideas, and therefore
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we need to ensure everyone has unfettered internet access.” (Zuckerman 2010) In his
view a great deal of the work on Internet censorship is motivated by the conviction that
everyone should be allowed to freely share and consume information. At the U.S. State
Department, Secretary of State Hillary Rodham Clinton has fully embraced the Internet
freedom cause. She sees the access to the Internet as an exercise of free speech and civil
liberties in networked society (Sinnreich, Graham and Trammell 2011: 4). U.S. SD
Senior Advisor for Innovation Alec Ross, argues that: “Networks are a defining feature in
the new global power structure. The very clear evidence of recent years demonstrates that
network technologies devolve power away from the nation-state and large institutions.
Some cyber utopians argue that globalization has led to a special emphasis on networks
across countries, and that it has led to a decline in the significance and sovereignty of the
nation-state.” (Webster 2002: 82) This emphasis on networks becoming the dominant

international structure is a large component of the cyber utopian perspective.

Networks

The former U.S. State Department Director of Policy Planning, Anne-Marie
Slaughter argues that we live in a “networked world,” and describes the power of terrorist
groups as being an example of how small, mobile networks of people can challenge even
powerful militaries (Slaughter 2009). Other utopians argue that new technology is
challenging traditional power structures by allowing millions of citizens to coordinate
political action quickly and without conventional leadership (Apps 2011). Furthermore,
because ICT networks like the Internet have no formal center, they are not as easy to

control at a single-point like the mass media, and restrictive governments face higher
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costs if they attempt to do so (Benkler 2006: 271). Cyber utopians argue that the
decentralization implied by communications means that it is more difficult for states to
exercise central control and lie about their actions, and that this is resulting in the
redefinition of the relationship between citizens and their rulers (Steele and Stein 2002:
35). Global communications like Direct Broadcast Satellite (DBS) ignore national
borders and inherently undermine the traditional boundaries and sovereignty of nations
by broadcasting foreign programming without impunity (Tehranian 1997). Some cyber
utopians argue that because governments are hierarchical, with centralized leadership and
decision-making, they are simply incompatible with all the possibilities that new
technologies create (Mathews 1997). Others add that hierarchical systems can suffer
crucial blows if the centralized authority makes mistakes or is removed from power,
while networks have greater resilience and redundancy and are more difficult to
shutdown or break (A. R. "Can You Social Network Your Way to Revolution?" 2010).
Contemporary cyber utopians focus on how governments have begun to adapt to
the challenges posed by networks. Anne Marie Slaughter argues that, in general,
governments are moving toward a more networked structure. She remarks that a report
from the Center for Strategic and International Studies in 2007 called for U.S. diplomats
to be decentralized, connected, and based in multiple locations, as in a network
(Slaughter 2009). Additionally, network theorist Milton Mueller argues that there is
evidence that challenges of Internet governance are changing nation-state politics in the
domain of communication and information policy, as different governments must find
ways to interact with networked organizations like the IETF and ICANN (Mueller 2010:

7). He also argues that there are four ways in which these Internet-based network
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organizations might lead to institutional change: (1) by formalizing and institutionalizing
the network relations themselves; (2) by states' attempts to impose hierarchical regulation
upon networked forms; (3) by states' utilization and adoption of networked forms; (4) by
changing the polity; namely, by realigning and expanding the associative clusters around
governance institutions (Mueller 2010: 46).

As these processes continue to shape how states interact with the Internet and other
ICT networks, they may come to operate in a more networked fashion. As political
scientist Jessica Mathews expresses it: “The question now is whether there are new
geographic or functional entities that might grow up alongside the state, taking over some
of its powers and emotional resonance.” (Mathews 1997) As is evident from this section,
the cyber utopian perspective would argue that new organizations are in the process of

using ICT networks to challenge state authority.

Information

The cyber utopians often emphasize how ICT networks are changing the ways
citizens consume information, and allowing them to produce information on their own. In
their view, networked relations are a new mode of peer-to-peer production, in which
everyone is a producer of content as well as a consumer (Mueller 2010: 35). One
argument is that the Internet functions as a digital printing press, allowing any motivated
citizen to express his views to a potential audience of millions, and thereby broadening
the public sphere (Hindman 2008: 268). A writer for the Economist explains: “On social
networks, anyone and everyone becomes a producer of content, and this function is taken

away from central actors susceptible to control by the powerful. Where social networks
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penetrate, governments cannot control the story” (A. R. "Can You Social Network Your
Way to Revolution?" 2010). He even goes as far as to argue that in a world in which
information cannot be controlled, government abuses of power may become more costly,
and therefore only occur on rare occasions. The view that social networking sites could
eventually make protests unnecessary falls to an extreme end of the cyber utopian
spectrum (A. R. "Can You Social Network Your Way to Revolution?" 2010).

In the cyber utopian perspective the government is losing its control over the
information its citizens can access, and this empowers citizens to coordinate with each
other outside of the view of their government. In democratic societies the media allows
for many voices of society to be heard, and these voices constitute public opinion and are
integrated into the government’s operations (Tehranian 1997). However, in their
research of the American mass media Elihu Katz and Paul Lazarsfeld found that there is a
two-step process where information is transmitted by the media, and is then echoed by
friends, family members. This theory is still valid in contemporary society as politically
active individuals can spread their viewpoint to apolitical associates through social media.
For many individuals who are not interested in politics, it is through the second social
step that their political opinions are formed, and this is where the Internet and social
media can have an impact as friends and associates can debate their views online,
publicly and privately (Slaughter 2009).

In a Forbes article, Erik Kain describes his belief that social media such as Twitter
help to create “mutual knowledge” where isolated individual knowledge can be shared,
and grassroots activists can redistribute the control of information and level the

informational playing field (Kain 2011). Similarly, Internet researcher Zeynep Tufecki
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argues that during times of strong upheaval, the ability to know that others know what
one knows can create a cycle of further dissent and upheaval. She explains that
governments try to control information in order to prevent the majority of ordinary
people from facing cognitive dissonance between their compliance with the regime, and
having issues (Tufecki 2011). In these cases citizen journalism is powerful, because
people with cell phone cameras can increase shared knowledge, and inspire others to
decry the regime (Tufecki 2011).

Cyber utopians often herald the rise of citizen journalism as facilitating the
exchange of information in opposition to repressive governments. They stress how more
than 50 percent of the world’s population has access to either cell phones (five billion
users) or the Internet (2 billion), or both, and that citizens can use these technologies to
form virtual communities, empower themselves, and challenge government authority
(Schmidt and Cohen 2010). In the utopian perspective, the media will become a
collaborative enterprise between traditional news organizations and citizen journalists
(Schmidt and Cohen 2010). Journalist Erik Kain argues that outside intervention is not
possible in every case of authoritarian brutality, and that citizens must do it themselves.
In his view technology is partly responsible for the revolutions in Libya, Yemen, and
Bahrain, and for the fragility that followed (Kain 2011). Furthermore, he points out that
the fact that foreigners have access to reports from Yemen and Libya on Twitter is
astounding, and that this sudden, widespread profusion of information challenges
governments’ control over regime secrets (Kain 2011). However, Anne-Marie Slaughter
emphasizes that it is not just the increased access to public information that is valuable,

but the increased ability for citizens to communicate privately among themselves. She
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highlights how the focus of information access, particularly by users in the West,
underestimates the value of how tools like cell phones enable local coordination

(Slaughter 2009).

Coordination

Cyber utopians argue that increased communication facilitates coordination because
people are able to learn if other people share the same concerns as them, and are willing
to act. Communication shapes political and social behavior because it alleviates the
uncertainty that often surrounds decision making (Kedzie and Aragon 2002: 107). If
people can use ICT to contact each other and learn of their shared thoughts and
motivations, they might choose to collaborate in order to bring about mutual goals. The
infrastructure of the Internet and other ICT can also change patterns of participation. For
example, email appeals, text messages, or comments on Facebook could each appeal to a
different set of citizens (Hindman 2009: 16). While some cyber skeptics have decried
Facebook or other social networks being used as a tool for political coordination, they
have the possibility of reaching citizens that might not otherwise be informed.
Furthermore, while social networks often rely on weak ties, these ties can be incredibly
important in merging densely connected social circles, and integrating separate groups in
society (Granovetter 1983: 220). Cyber utopians argue that social networks, social media,
and the Internet in general, can form a new public sphere, or counter-public, that is
difficult for the state to control (Tufecki 2011).

Cyber utopians often emphasize how ICT has empowered citizens and encouraged

greater collaboration among non-state actors. They discuss how non-governmental
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organizations (NGOs) can use these technologies — such as PCs, faxes, and the Internet —
in order to share information across national boundaries and form a global civil
society (Kahler 2000: 156). Citizens can create petitions through Internet applications
such as Facebook, and this can help build movements just as in the real world (Hilder
2011). The site Avaaz.org is an example of this type of web-based movement. Since its
launch in 2007, it has grown to over 7 million members world wide, who are dedicated to
issues such as building democratic movements and civilian reconstruction (Hilder 2011).
The Ushahidi crisis mapping platform is another networked organization that works
across borders in order to provide information during times of crisis. However, there is a
wide variety of transnational groups and a significant portion of them are dedicated to
economic rather than humanitarian pursuits. Transnational corporations (TNCs) use ICT
networks to coordinate channels of production and distribution, as well as the activities of
their employees. Individuals who support economic globalization argue that government
power has been undermined by economic actors that can threaten to take their profits
elsewhere. The power of firms to exit a domestic economic network poses a challenge to
state hierarchical control (Kahler 2000: 158). The cyber utopians argue that a new global
civil society has emerged in the form of NGOs, TNCs, transnational media corporations,
and intergovernmental organizations (IGOs), and other groups that exist side-by-side
with traditional states (Tehranian 1997).

Cyber utopians tend to focus on the role that ICT networks play in challenging

government authority. The next section will focus on the cyber skeptic perspective.
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Cyber Skeptics Background

In general, the cyber skeptic perspective tends to emphasize the negative role ICT
networks play in facilitating censorship, surveillance, propaganda distribution, and
attacks on other states. Additionally, cyber skeptics are generally dedicated to disproving
the arguments of cyber utopians, which they regard as idealistic or historically ignorant.
In the context of this analysis cyber skeptics are individuals who argue that networked
technologies do not have the power to erode state sovereignty, and often they even allow
for states to reassert their authority. However, in reality the cyber skeptic perspective is
quite varied, and even individuals who believe that ICT networks just are another tool for
state control recognize that they can be used by citizens for political purposes. The cyber
skeptic perspective has its roots in traditional international relations theory. Those who
follow it often argue that throughout history there have been many cases of idealists
heralding a new world order as a result of a recent technological development. There are
several main arguments of the cyber skeptics. They focus on how ICT networks are still
bound by international boundaries and the laws of the governments they operate within.
They also emphasize how these networks can be controlled and censored by governments,
or even used to spread government propaganda. Furthermore, they refute cyber utopian
claims that ICT networks can be used to coordinate successful citizen movements. Last,
they emphasize how states can even organize attacks on other states by encouraging
patriotic citizens to launch cyber attacks on ICT networks. This section will explore the
arguments commonly considered part of the cyber skeptic perspective, and explain some
of the views of academics and researchers who subscribe to it. It will also refute cyber

utopian arguments as this composes a significant part of the cyber skeptic perspective.
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International Relations Foundation

The cyber skeptic position seems to stem from the realist definition of sovereignty.
Many cyber skeptics argue that state sovereignty remains uncontested because ICT
networks do not prevent states from censoring information or using force to prevent the
assembly of their citizens. International relations theorist Janice E. Thomson explains:
For realists, the essence of sovereignty is the state's ability to make authoritative
decisions — in the final instance, the decision to make war (Thomson 1995: 213). Realists
stress that although individual states have often faced challenges to their control over
their citizens, the state paradigm itself has remained constant. They argue that institutions
of communication and information are not having an effect on state dominance, and
minimize the influence of non-state actors (Mueller 2010: 3). Furthermore, they believe
that the Internet should be bordered, and that territorial governments are required to
provide the public goods the Internet relies on (Mueller 2010: 3). Political scientist
Joseph Nye remarks that while some information protocols of the Internet can be
considered public goods, the infrastructure of the Internet is a scarce proprietary resource
located within the boundaries of sovereign states (Nye 2011: 143). Cyber skeptics
generally believe that the dominant role of states is guaranteed, but there are also some
who question whether this will change going forward (Schmidt and Cohen 2010).

Cyber skeptics take issue with the cyber utopian arguments against their
viewpoint. Evgeny Morozov is a renowned cyber skeptic (or self-described cyber realist)
who often counters utopian claims about the Internet and other ICT with examples where

technology has been used to bolster governments’ authority and even harmed unknowing
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citizens seeking the freedom of cyberspace. Morozov argues that because cyber utopians
cannot bury cyber realism, they have reduced its validity by equating it with the view that
the Internet does not matter (Morozov 2011). On the contrary many cyber skeptics
believe that the Internet and other ICT have had a significant impact, but one that is not
purely beneficial to citizens or those who strive for the freedom of information and
communication. The technologies that facilitate communication can be used to help rulers
keep tabs on their citizens and build support by controlling what version of events
citizens see (Steele and Stein 2002: 26). Some cyber utopians even argue that this
improved control is beneficial because it improves stability and decreases the possibility
of conflict spilling over to other states (Steele and Stein 2002: 26). With regard to the
principle of ICT access as a human right and a freedom of speech issue, cyber skeptics
argue that these first amendment type arguments do not reflect universal values, and they
are not written into the Internet’s architecture (Goldsmith and Wu 157). Cyber skeptics
argue that cyber utopianism fails to recognize that the Internet penetrates all of political
life, and not just the areas that are conducive to democratization (MacKinnon 2012: 191).
Network theorist Miles Kahler argues that “One does not need to predict an
inevitable backlash against globalization or international openness to suggest that those
who are threatened by contemporary economic and political trends may use the same
technological tools to achieve different goals” (Kahler 2000: 162). Essentially, cyber
skeptics are not arguing that ICT networks are irrelevant, and many even accept that in
certain cases they are outside of state control. However, they argue that new technologies
can be used for multiple political programs, and that they can be as effective a tool for

states as they are for citizens. Kahler highlights how in any wave of technological
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innovation initial predictions adopt the metaphor of a tidal wave, but that in reality
traditional institutions tend to adapt to these shifts rather than be swept away by them
(Kahler 2000: 161). Some institutions will adapt quickly, while others may adapt over
time, but they will not be washed away. The moderate cyber skeptic perspective tends to
follow Kahler’s argument that “Governments have not been rendered ineffectual or
obsolete by economic integration and technological innovation, but their practices will

change, and the relative importance of their functions will also shift” (Kahler 2000: 161).

History

Cyber skeptics often focus on how previous technological revolutions were met
with the same idealistic zeal that characterizes the contemporary cyber utopian
perspective. Evgeny Morozov writes that historians must have been very amused in 1996
when an article in Wired magazine described the Internet as replacing the public square
and allowing average citizens to have the ability to participate in national discourse. He
explains that from the railways, to the telegraph, to the television, and then to modern
ICT, there has hardly appeared a technology that was not praised for its ability to raise
the level of public debate, introduce more transparency, reduce nationalism, and create
the mythic global village. Time and again, the same arguments have been made
concerning technology’s potentially revolutionary impact on government. However, in
each case these technologies were subjugated by traditional forces (Morozov 2011: 275).

Cyber utopians often describe the introduction of ICT networks as being akin to the
Gutenberg printing press in its potentially revolutionary impact. While the printing press

was revolutionary, it was also an incredibly centralized medium. Repressive governments
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had the ability to use the printing press as a tool for control — through the distribution of
propaganda — and oppression — through outlawing the publishing of dissident views
(Schmidt and Cohen 2010). In its early days, the telegraph was considered by some to be
a cord that would bind together all the nations of the earth, and serve as an instrument of
exchange throughout the world (Morozov 2011: 276). Similarly, radio technology can
allows users to both broadcast and receive content, but the majority of individuals only
received the information broadcasted from a central point of production (Press and
Williams 2010: 34) . Furthermore, Morozov argues that while many of the late 20"
century revolutions in Europe were considered “telerevolutions,” the television aspect
seems to be a minor point (Morozov 2011). He notes that while communications play a
role in uprisings, the individuals involved may not have the clearest view on their
significance (Morozov 2011). New technologies may have the potential to affect social
relations in one way or another, but cyber skeptics argue that the nature of the potential
that is fully realized depends on the specific political and economic systems in which
they are employed (Press and Williams 2010: 34).

Technology that is expected to have one particular impact can also gain
significance in ways that their proponents did not anticipate. Morozov argues that:
“Technologies that were supposed to empower the individual strengthened the dominance
of giant corporations, while technologies that were supposed to boost democratic
participation produced a population of couch potatoes” (Morozov 2011: 275). However,
Morozov also recognizes that it is dangerous to assume that there are no technologies that
will have a political outcome in particular social environments. The idea that “technology

is neutral” is misleading, because it depends on how it is used (Morozov 2011: 295). In
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the twentieth century there are numerous instances of states successfully utilizing radio or
television to create and distribute propaganda (Schmidt and Cohen 2010). In the
Rwandan genocide, broadcast media like the radio are thought to have inspired listeners
to commit violent actions (Steeves and Kellow 1998: 126). Consequently, when the
founders of Twitter declare their site to be a “triumph of humanity,” it might be advisable
that they first assess the possibility of the Web application being used to incite violence
in some future conflict (Morozov 2011: 279). While certain types of Internet and certain
applications that run on it do pose political challenges to repressive governments, others
reinforce their authority, and some states are even seeking to develop an Internet that
serves-state defined interests rather than challenging them (Kalathil and Boas 2003: 3).
Cyber skeptics stress that ICT are not inherently a force for good, nor do they
automatically challenge state control. ICT are tools and their impact depends on how they

are used.

Basic Arguments

Cyber skeptics argue that the international imperative to declare ICT access a
human right is misplaced. In a New York Times article, Vinton Cerf argues that
technology is an enabler of rights, not a right itself. (Cerf 2012). The Internet is often
characterized as being political by its very nature, but it is only a set of connections or
protocols between computers and other devices, and it can have no impact apart from its
use by human beings (Kalathil and Boas 2003: 1). Cyber skeptics argue the focus must be
placed on the uses of these technologies, rather than on the technologies themselves.

After all, the value of technology changes over time. At one point if you did not own a
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horse you were at an economic disadvantage, but now it is a luxury good that is far from
necessary (Cerf 2012).

Cyber skeptics also question the concept of “Internet freedom™ as a policy goal,
and ask about how policies should be coordinated around such a generic doctrine
(Morozov 2010). At the heart of every debate about the Internet is a debate about free
communication, or essentially the freedom of speech, and whether its regulation should
be global or local (Goldsmith and Wu 2006: 150). Cyber utopians prefer that information
be unfiltered on a global level, and argue that this would have an inherent positive,
democratizing effect on the world (Kalathil 2003). However, cyber skeptics highlight that
information is not free and never has been, in the sense that the labeling, organizing, and
filtering of information is important so that it can be readily consumed (Goldsmith and
Wu 2006: 51). On the Internet, information filtering is especially important because the
ease with which people can publish content results in an overwhelming amount of
information (Goldsmith and Wu 2006: 52). Cyber skeptics argue that the freedom of
speech is not bound to any particular technology, and that a certain amount of filtering
and organization is necessary for a successful information medium. They see the Internet
is valuable as a means to an end, but not as an end itself (Cerf 2012).

Cyber skeptics emphasize that the role of the Internet and other ICT is often not
as powerful as cyber utopians argue. The flaw with cyber utopian arguments is that they
obscure the ways in which technology might produce a political outcome, and do not
specify the mechanisms by which the downfall of a regime may occur (Kalathil and Boas
2003). Furthermore, they rely heavily on anecdotal evidence, and do not provide the full

context. Cyber skeptics point out that cyber utopians assume that the Internet is static,
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and that its control-frustrating characteristics — namely its networked structure — are
maintained as it is adopted in different countries (Kalathil and Boas 2003: 2).

In the cyber skeptic perspective, it is important to recognize the revolutionary
potential of the social relations fostered by Internet and digital media, but at the same
time be realistic about the forces that shape and constrain the impact of these
technologies (Mueller 2010: 5). Cyber skeptics tend to point out statistics that
demonstrate the limited usage of the Internet in an effort to provide a more realistic
assessment of the proliferation of these technologies. Internet, mobile, and general ICT
penetration is rapidly increasing, but the majority of individuals use these technologies
for private, apolitical functions. Furthermore, access is still far from universal. The world
has 7 billion people, and an estimated third are using the Internet. Still, in 2006
developing countries composed 44% of the world’s total number of Internet users, and in
2011 that number had increased to 62% (Kokolis 2012). Cyber skeptics focus on finding
realistic estimates of ICT use, and examining the impact of these technologies in an

appropriate context.

Hierarchy

Cyber skeptics refute utopian claims that the Internet and other ICT lack hierarchy,
and that the networked organizations that govern them are an inherent challenge to states
through their very structure. Network theorist Miles Kahler highlights the revolutionary
rhetoric that has surrounded the Internet or other innovations in ICT, and explains that
these arguments describe a new world in which traditional forms of organization based

on hierarchy and boundaries will be transformed (Kahler 2000: 161). He notes that the
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cyber utopians assume normative affinity or that the social and political consequences of
a technology will represent the nature of that technology. This belief implies that
technologies that are decentralized and horizontal in their application and easily extend
beyond borders will favor organizations of a similar character (Kahler 2000: 150). Based
on this argument, because the state is hierarchical and territorially delimited, innovations
are believed to undermine the authority of the state, and to be difficult for the state to
utilize for their own purposes (Kahler 2000: 150).

However, cyber skeptics assert that hierarchy is not absent from ICT networks,
and are not as egalitarian as the utopians imply. The technical and regulatory foundations
of the Internet are hierarchical, as they are controlled by centralized organizations like
ICANN and oligopolistic owners of network access such as companies like AT&T
(Sinnreich, Graham and Trammell 2011: 2). Additionally, Kahler argues that resources
and technologies flow from the industrialized countries to the developing countries, and
that “with that asymmetry comes agenda control, the ability to frame or edit information
that enters the network, and the selection of acceptable interlocuters in the developing
world (Kahler 2000: 159). Furthermore, political scientist Joseph Nye remarks that while
some aspects of the Information Revolution help the small; some help the already large
and powerful (Nye 2011: 117). The information revolution is leading to a diffusion of
power, but larger states still have larger resources (Nye 2011: 118). Cyber skeptics argue
that networked technologies are still contained within states, and that hierarchical
organizations can use these technologies as well as those that are networked.

Cyber skeptics emphasize that borders are still relevant in shaping the Internet and

other ICT networks. They argue that cyber utopians overlook how much cyberspace
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overlaps and rests on the traditional world in which power is still determined by
geographically based institutions (Keohane and Nye 1998: 82). While cyber utopians see
the Internet as a borderless medium that does not rely on geography, cyber skeptics
recognize that national borders reflect real and important differences among peoples in
different places, and this is translated into cyberspace (Goldsmith and Wu 2006: 49).
Certain Internet services rely on geographical distinctions between users. For instance, a
local flower delivery service may have a website that can take orders, but they are still
bound to the area in which they operate (Goldsmith and Wu 2006: 59). Furthermore, the
efficacy of Internet communications depends on the physical location of the underlying
hardware through which data travels, such as routers, exchange points, fiber-optic cables,
phone lines, cable lines, satellites, and microwave transmitters (Goldsmith and Wu 2006:
54). This infrastructure is built through the efforts of private companies responding to
consumer demand, and so often it is concentrated in dense wealthy population centers,
and this reinforces connections between centers of power and influence (Goldsmith and
Wu 2006: 56). Cyber skeptics argue that if economic and political power are concentrated
in certain geographical regions, this will be reflected in ICT networks.

Cyber skeptics state that governments have strengthened borders on the Internet
by employing powerful ‘top-down’ techniques to control the Internet (Goldsmith and Wu
2006: 49). The Internet links national networks, but there are still distinctions based on
language, politically motivated technological barriers (i.e. firewalls), and the legal
systems that shape regional Internet content (Goldsmith and Wu 2006: 149). Legal
scholar Lawrence Lessig argues that governments can regulate the Internet by controlling

its underlying code, and shaping the legal environment in which it operates (Kalathil and



Mishra 61

Boas 2003: 3). There are those who argue that while borders may result from the conflict
in laws, a bordered Internet is valuable because it allows different value systems to

coexist on the same planet (Goldsmith and Wu 2006: 152).

Control

Cyber skeptics argue that states can use ICT networks to limit the information
their citizens can access and even use them to influence their own citizens as well as
foreign publics. In the cyber utopian perspective, states will need to refrain from exerting
too much control over information if they want to benefit from the positive
socioeconomic developments these technologies generate. However, cyber skeptics argue
that states can effectively filter information on the Internet and other ICT networks while
still reaping the rewards of technological innovation. At the heart of this debate is a
concept known as the “dictator’s dilemma.” In 1985, Former U.S. Secretary of State

George Shultz wrote that:

“Totalitarian societies face a dilemma: either they try to stifle these [information and
communication] technologies and thereby fall further behind in the new industrial revolution, or
else they permit these technologies and see their totalitarian control inevitably eroded. In fact, they
do not have a choice, because they will never be able entirely to block the tide of technological
advance” (Kedzie and Aragon 2002: 105).

Poltical scientist Christopher Kedzie expands that this dilemma has raised the opportunity
costs of censorship, “forcing despots to revisit their structure of preferences, make new
choices, and expose themselves to the unintended consequences" (Kedzie and Aragon
2002: 106). In essence, if dictators allow ICT to spread within the country it poses a
threat to the regime, but if they do not, they are cut off from the rest of the world (Tufecki
2011).

The dictator’s dilemma is not limited only to governments, however. Clay Shirky
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argues that the phrase “the conservative dilemma,” coined by media theorist Briggs, is
more appropriate because it applies to leaders of democratic governments as well as
leaders in business and religion (Shirky 2011). In his view the dilemma is created by new
media that increase public access to speech or assembly and force states to account for
differences between their view of events and the public’s (Shirky 2011). States that are
bent on maintaining their monopoly on information use many tactics to interfere with
ICT networks such as: online, shutting down political websites or portals; offline, by
arresting journalists, bloggers, activists, and citizens; by proxy, through controlling
Internet service providers, forcing companies to shut down specific websites or denying
access to disagreeable content; and, in the most extreme cases, shutting down access to
entire online and mobile networks (Howard, Agarwal, and Hussain 2011). While both
democracies and authoritarian regimes participate in network interventions and control
information, authoritarian regimes conduct shutdowns with greater frequency (Howard,
Agarwal, and Hussain 2011).

Cyber utopians argue that because of the conservative’s dilemma states will
refrain from shutting down ICT networks in order to avoid the negative economic and
social consequences. Additionally, if a government were to shutdown Internet access or
ban cell phones, it would risk radicalizing otherwise pro-regime citizens (Shirky 2011).
However, the cyber utopians argue that governments are willing to bear the consequences
of an Internet shutdown if it is politically necessary, which is supported by the Egyptian
Internet shutdown enforced by the Hosni Mubarak regime during the protests in 2011
(Shirky 2011). Still, the Egyptian protests continued despite the shutdown and this

provides an interesting case study that will be examined in a later section.
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Cyber skeptics argue that states have other effective means of controlling
information on ICT networks. Clay Shirky describes how two responses to the
conservative dilemma are censorship and propaganda. Additionally, he argues that the
more effective source of control is enforcing the silence of citizens, through physical or
psychological coercion (Shirky 2011). Shirky cites Ethan Zuckerman’s “cute cat theory
of digital activism” which emphasizes how governments will avoid shutting down tools
such as social networking sites that appeal to a large apolitical population seeking
innocent content (e.g. cat photographs) even as they target those specifically designed to
defeat state censorship (e.g. proxy servers) (Shirky 2011).

Cyber utopians stress that governments do not set up or operate international ICT
networks, and that they have limited influence over those groups that do. However, cyber
skeptics emphasize that while private companies provide the infrastructure of ICT
networks, control access to that infrastructure, and operate the applications run on those
networks, governments can exert their authority by influencing these intermediaries
(Sinnreich, Graham and Trammell 2011: 5). When capital and information is
consolidated within a set of centralized corporate severs, this moves control away from
local computers and disempowers users (Sinnreich, Graham and Trammell 2011: 7).
Governments can then control local Internet intermediaries in order to prevent offshore
Internet harms (Goldsmith and Wu 2006: 156). Additionally, ICT providers and Internet-
based companies are profit-driven corporations and at times their economic interests
outweigh the supposed moral imperative to resist state control.

The social networking site Facebook has been praised by cyber utopians for

providing a platform for political mobilization in Tunisia and Egypt. However, Journalist
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Jillian York describes how Facebook is often under scrutiny for its privacy and free
expression policies, and unlike Google and Twitter, it avoids being considered a political
tool (York 2011). While users may treat Facebook as a public space it is a private
enterprise that mines data on its users and prioritizes profit (York 2011). Even companies
like Google that do embrace their political nature find themselves forced to choose
between becoming a tool of repressive states in the pursuit of profit, or forgoing an entire
market to avoid compromising their neutrality. Internet service providers have even used
their control over networks to block communication for ideological reasons, such as
when AT&T censored speech critical of President George Bush during a live webcast
(Marra 2007 as cited in Sinnreich, Graham and Trammell 2011: 6). Cyber skeptics argue
that it is important to more critically examine the role of companies like Facebook and
Twitter in promoting freedom movements, and also to confront how companies were
encouraged by Western governments to create the tools of censorship used around the
world (Morozov 2011).

Cyber skeptics argue that technology can be used to censor and control
information just as it can be used to distribute it. They stress how repressive regimes have
purchased information filtration technologies that were created by private firms for
Western corporations, law enforcement officials, and intelligence agencies (Morozov
2011). Many cyber utopians tend to overlook the complicity of western firms. The U.S.
State Department places a heavy emphasis on Internet freedom, and yet they granted
Cisco, a company that provides parts for China’s Great Firewall, an award in recognition
of its “good corporate citizenship” (Morozov 2011). Since Western governments make

use of these monitoring technologies, they will keep being produced and then sold
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overseas to repressive governments. (Morozov 2011)

In the cyber utopian perspective the conservative’s dilemma makes it difficult for
states to develop precise censorship mechanisms that could block political activity and
permit economic activity. Additionally, while the corporate intermediaries that provide
access to the Internet or software applications can block information at a state’s request,
this power is diminishing as because not even governments can stop, control, or spy on
all sources of information all the time (Schmidt and Cohen 2010). However, cyber
skeptics argue that this has been proven false as governments such as China have
mastered the art of keyword based filtering allowing them to censor sites based on URLs
and even text within pages (Morozov 2011: 96). The censorship of information can be
carried out by technological components (i.e. routers) of networks as data is being
transported. As journalist Benjamin Barber writes: These technologies lend themselves
“to surveillance as well as liberty, to new forms of manipulation and covert control as
well as new kinds of participation, to skewed, unjust market outcomes as well as greater

productivity” (Barber 1992).

Influence

Cyber skeptics emphasize that states can use ICT networks to directly distribute
or encourage the spread of information that favors their perspective. Some skeptics may
concede that the Internet and similar technologies can empower dissidents and pro-
democracy activists, but they argue that this is balanced or even outweighed by the ability
for states to use these technologies to control their populations (Morozov 2011). Evgeny

Morozov remarks that China’s censorship system is commonly called a “Great Firewall”
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but highlights the fact that “All walls, being the creation of engineers, can be breached
with the right tools. But modern authoritarian governments control the web in ways more
sophisticated than guard towers” (Morozov 2011). Some repressive governments have
begun to actively deploy regime friendly bloggers to spread talking points on the Internet
(Morozov 2011). They also use data on social networking sites in order to accurately
target which individuals should have limited access, and which should be allowed to
browse freely (Morozov 2011). In this way, repressive regimes like China can minimize
censorship and reap the economic benefits of ICT networks.

Cyber utopians note how states can also use social networking sites, social media
sites, and the Internet generally to engage in diplomacy with foreign publics. Global
communication seems to have generated three new types of diplomacy: public, citizen,
and virtual diplomacy. Public diplomacy is when governments appeal directly to the
citizens of other countries, while citizen diplomacy is when ordinary citizens represent
their country in their interactions abroad. Virtual diplomacy describes fully leveraging
technology in these various diplomatic efforts such as using video conferencing
(Tehranian 1997). The U.S. State Department has launched a 21* Century Statecraft
initiative dedicated to fully employing new technologies in their interactions with foreign
publics. While cyber utopians might view this in a positive light due to the emphasis on
Internet freedom, cyber skeptics focus on how it is still a clear example of a state using

ICT networks to bolster its self-representation capabilities.

Force

Cyber skeptics stress that new information and communication technologies have
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been used to expand states’ military capabilities. While the cyber utopians stress the use
of ICT networks by citizens in opposition to states, governments are capable of using
them against their citizens, and against other states. ICT scholars Cherie Steele and
Arthur Stein remark on how throughout time communications have been double-edged:
they have been used for war and have generated conflict even as they have increased
international communications and understanding (Steele and Stein 2002: 31). New
technologies have often increased the scale and scope of political and military control,
and as states have embarked on imperial conquests they often relied on improved
communications technologies, and created the required infrastructure in the lands they
conquered (Steele and Stein 2002: 31).

Communications changed the battlefield by increasing the importance of swift,
accurate information, and allowed for centralized command because generals could
gather information in one place and then give orders to soldiers from afar (Steele and
Stein 2002: 31). Network theorist Miles Kahler writes that the current revolution in
military affairs (RMA) caused by ICT networks could have deep consequences because
they allow for enhanced real-time intelligence capabilities; the addition of information
processing to older conceptions of command, control and communications; and advances
in the use of force with greater speed and precision, as witnessed in the Gulf War and
later military strikes against Iraq (Nye and Owens 1996 as cited in Kahler 2000: 150).
The importance of communication to national security has meant that each new
communication technology is an arena of rivalry for the world’s great powers (Steele and
Stein 2002: 31).

Cyber skeptics largely accept that ICT networks have altered states’ military
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capabilities and have impacted international power dynamics, but they do not presume
that this will impact the sovereignty of states. Kahler argues that ICT networks challenge
state boundaries, and that the traditional hierarchy of force between great powers has
been undermined by the spread of these technologies (Kahler 2000: 151). He describes
how some people view the low cost of the new technologies as a sign that the
international military hierarchy could be revised as weak states gain more power (Kahler
2000: 151). He also emphasizes that information technologies could produce new forms
of warfare that will not be waged solely by states, because the deeper integration of ICT
networks could result in new vulnerabilities that can be targeted by individuals and
groups as well as other states (Kahler 2000: 151). ICT networks are also enabling the
networked coordination of violent non-state actors. Al-Qaeda, Mexican drug cartels, the
Mafia, and the Taliban are all using technology to recruit individuals, terrify local
populations, and threaten democratic institutions (Schmidt and Cohen 2010).
Furthermore, there are growing concerns that non-state actors will be able to utilize ICT
networks in order to conduct acts of “cyber terrorism” or create havoc through their
actions in the digital realm. Cyber utopians tend to focus on the positive coordination that
results from ICT networks, but cyber skeptics highlight the negative consequences as
both states and non-state actors can use these networks to instigate violence.

Cyber skeptics tend to focus on the role that ICT networks play in sustaining
government authority. The next section will discuss how the changing nature of

information production and consumption impacts state authority.
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Cyber Utopian Evidence

Information

ICT networks have changed the manner in which information is produced,
distributed, and consumed. In particular, the Internet has been referred to as an ocean of
information, and this seems an apt description given its scale and depth. In the past
media outlets served as gatekeepers that helped the public to determine what information
was important or newsworthy. These were hierarchical institutions that had set methods
for assessing accuracy, and determining which sources could be relied on and which
could not. Social media provides users with the ability to access instantaneous, raw
accounts of events as they happen, which has changed the way people think about the
news. Any individual with a cellphone can take video footage and become an amateur
journalist, simply by posting the videos to sites like YouTube. This allows citizens to
instantly spread information about government corruption, or the atrocities committed by
repressive regimes. Even in democracies, organizations such as WikilLeaks can serve as
whistleblowers about government practices. The cyber utopians would argue that now
that people have direct access to the information, they do not need intermediaries to
choose which voices matter. However, the cyber skeptics assert that there are new
gatekeepers that determine which information is relevant: the search engines that allow
users to sift through huge amounts of information. The ability for anyone to produce
information on the Internet has led to a huge increase that has changed the manner in
which people consume information. States often seek to control information flows in

order to influence their citizens, and ICT networks challenge this control.
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Access

Information proliferation has resulted as part of the ICT networks and now people
all over the world can access vast quantities of information. In the past few decades world
ICT use has greatly increased. In 2006 the number of Internet users was estimated at
1.151 billion people, and in 2011 that number had increased to 2.421 billion (“Key
Global Telecom Indicators for the World Telecommunication Service Sector”). In the
case of mobile phones, there has been an increase from 2.747 billion subscriptions in
2006 to 5.981 billion subscriptions in 2011 (“Key Global Telecom Indicators for the
World Telecommunication Service Sector”). These shifts have been magnified in
developing countries, which increased their share of the world’s total number of Internet
users from 44% in 2006 to 62% in 2011 (Kokolis 2012). These numbers are even more
impressive when one considers that in 1997 “only” 70 million people were connected to
the Internet, and only 200 million people owned mobile phones (Zuckerman 2008: 2).
The Director of Corporate and Policy Communications at Google, Bob Boorstin, stresses
that the growth of mobile phones is perhaps more important because they are cheaper,
their capacity to handle data is improving, and according to the World Bank, more than
two-thirds of the world’s population lives within the range of a mobile phone network
(Boorstin 2008).

The Internet and mobile phones are different from broadcast media — like radio and
television — or print media like newspapers and magazines — in that they are less
expensive to produce, and in that they are inherently participatory (Zuckerman 2008: 2).
Users can create content as well as consume it, and as these tools have spread, the pool of

people sharing information has expanded both locally and internationally (Zuckerman
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2008: 2). Bob Boorstin playfully argues that it is intimidating how people are uploading
ten hours of video to YouTube every minute (as of 2008), and questions if this is best
human kind has to offer (Boorstin 2008). However, this huge amount of information can
lead ICT users to feel “information overload” in which news seekers are overwhelmed in
their search for trustworthy news (Nordenson 2008). While journalists used to determine
what information was considered relevant, for better and for worse they are not as

influential on ICT networks.

Gatekeepers

The flow of information is bound by the infrastructure of recent ICT networks, but
it is not bound by gatekeepers in the same way that traditional media has been. In the past
there were editors who determined which content should be considered important, or
which content users should access. Political scientist Matthew Hindman explains that for
many observers, the most important political impact of the Internet is that it removes
traditional media gatekeepers (Hindman 2009: 12). The theory of gatekeeping, credited to
sociologist Kurt Lewin (1947), argues that social channels often had points at which
gatekeepers filtered some items, while others were allowed to pass (Hindman 2009: 12).
David White (1950) applied the framework to the media in his study of the criteria by
which newspaper editors determine wire stories worthy (Hindman 2009: 12). Traditional
journalism has operated on the gatekeeping principle. Journalists served as an
intermediary because people could not spend the time to go out and collect information,
and then synthesize and integrate it into a clear picture (Hindman 2009: 12).

In the contemporary context, Bruce Williams and Michael Delli Carpini (2000)
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have argued that new media do not have “gates,” and therefore does not have gatekeepers
(Hindman 2009: 12). Now, the Internet and social media sites such as twitter provide
information, and the traditional media do not have as much influence. However,
Hindman argues that in the modern day, gatekeepers remain an important part of the
information landscape of the Internet. He explains that traditional news organizations and
broadcast companies still have prominence on the web, but more notably: "Search
engines and portal Web sites are an important force, yet a key part of their role is to
aggregate thousands of individual gatekeeping decisions made by others" (Hindman
2009: 12). Search engines like Google prioritize information that many people have
linked to and accessed. Although they are just expressing the preferences of Internet users,
these search engines become gatekeepers because they assist users in navigating the
Internet, but are not purely equal in how information is represented. Similarly, social
media sites such as Facebook and Twitter have also become gatekeepers. The Internet has
changed the identity of gatekeepers and their role, as well as the gatekeeping process

itself (Barzilai-Nahon 2005)

Standards

At this time it would appear that broadcast and print journalism is still the major
source of news for most of the worlds’ inhabitants. In the United States 41% of
individuals say they get most of their news form the Internet, while 66% say they get it
from television ("Internet Gains on Television as Public's Main News Source”). However,
this is rapidly changing, and in the United States the percentage of people saying that the

Internet is their main source of news has risen 17% from 2007. In institutions of
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traditional journalism, information is gathered, refined, edited, and then presented to the
public. The Internet does not have a universal editor, and consequently Internet
consumers must learn to be wary and find sources that they can trust (Gillmor 2008: 4). If
citizens observe information on the Internet with a critical eye, then they can discern
what information to believe, or discredit, but there is the danger of users becoming
misinformed from false information found online (Gillmor 2008: 4). However, there are
some standards relied on by formal information sources on the Internet, namely
Wikipedia. This site is known as the “free encyclopedia” that “anyone can edit” and its
platform allows users to easily edit information on the webpage without special software
or technical knowledge (Reagle 2010: 162). While the content can be edited by anyone,
the organization requires formal citations and footnotes for its entries and submits each
article for revision (Cohen 2011). On Wikipedia there is still fact checking and the
synthesis of information from formal sources. The site is not completely accurate, but it
does have methods in place to assess veracity, and it serves as a model for how standards
can be established online. However, many people consume raw information from social
media sites such as Twitter, YouTube, or Facebook, on which there is no process of

assessing the accuracy of the contributed content.

Social Media

The Internet has enabled billions of citizens to “publish, share, mix, comment and
upload media to a more dynamic online environment (Howard 2011). Journalist Alex
Howard writes: “That two way communication, enabled by new, highly accessible and

scalable Web technologies, is generally called "social media" (Howard 2011). Media
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Researchers Andreas Kaplan and Michael Haenlein argue that the era of social media
probably started around 20 years ago when Bruce and Susan Abelson founded ‘Open
Diary,” a social networking site that created a community for online diary writers, but this
claim has been disputed. A year later, the term ‘weblog’ was first used, and truncated as
‘blog” when one blogger jokingly transformed the noun ‘weblog’ into the sentence ‘we
blog” (Kaplan and Haenlein 2010: 60). As the availability of high-speed Internet access
continued to increase, social networking sites such as MySpace (2003), Facebook (2004),
and Twitter (2006) have been created. These social sharing sites have resulted in the
coining of the term ‘‘Social Media,” and contributed to the term’s contemporary
prominence (Kaplan and Haenlein 2009: 60). Social media is a new tool through which
people can communicate and publish information. In a political context, its use can
change patterns of participation. For example, email appeals, text messages, or comments
on Facebook could each appeal to a different set of citizens (Hindman 2009: 16). There is
much debate between cyber skeptics and cyber utopians about the relevance of these sites
in inspiring activism, but their value as a tool for general information sharing and

collaboration is widely accepted.

Instantaneous Reporting

On social media sites, information is posted directly by those who are
experiencing an event, and others can instantaneously access this content. Everyone can
contribute information, just as they can consume it, and everyone has a voice. The
President of Arab Alliance of Freedom and Democracy, Wael Nawara, believes that this

instantaneous reporting is very powerful: “If an individual thinks of idea, and posts it on
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Twitter, it can be instantly seen by thousands of people. If it is good, it can be re-
circulated until it reaches many more”(Nawara 24 March 2011). Additionally, social
media can help set the agenda for traditional news media because it can gather ideas from
many people at once and represent trends, while it would take energy and expense for
reporters to physically seek out these people (Miel and Faris 2008: 30).

Instantaneous reporting largely provides shallow information without significant
context, and this can impact how users understand the unfolding of events. Journalists are
often responsible for fully investigating a subject, processing the information, and
representing it accurately. Still, technological advances have also made it such that they
must be able to report as quickly as possible. In television, the networks apply pressure
on their correspondents to file reports as soon as they arrive at a location. As a result
reporters do not have time to express the context and meaning of events, and their reports
may be incomplete distorted or even misleading, which could impact government policies
if leaders are using these media as a principal source of information (Gilboa 2002: 734).
If users with political influence do not critically examine the information that they absorb,
the rapid, raw representation of information on social media sites could have a negative
social impact.

A computer science professor at Boston Univeristy, Azer Bestavros, argues that
social media changes the feedback mechanism of media, or the interaction between
society and news sources. He points out that when people post real-time information:
“there is something fundamentally different between feeling like someone can respond in
minutes versus nothing will happen for several days, weeks, or even months” (Bestavros

19 March 2012). Instead of submitting an op-ed to a newspaper and then waiting, people
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can write on their own blogs and receive instant feedback. Every citizen can become a

source of information, or essentially, a journalist.

Citizen Journalism

Individuals become citizen journalists when they take out a mobile phone and
tweet posts or record events as they happen. When this information is posted online,
everyone can view the content and form conclusions about what it means. Jan Schaffer
has said that: “The use of cell phones for gathering and disseminating news is part of a
larger shift worldwide toward citizen media, which gives ordinary citizens the ability to
spread and receive information as never before” (Schaffer 2008). These posts and videos
can also be found and retransmitted by traditional journalists on radio, television, or other
mediums, and then reach millions of additional individuals. Some news organizations
have even folded social media into their potential network of information such as CNN’s
iReport.com or Al Jazeera English’s the stream (Schaffer 2008). This citizen generated
information can be used to create a counter narrative to governments’ official
representation of events. This has proven especially powerful when videos depicting
government brutality are posted on YouTube and re-circulated through traditional media
outlets. This was certainly the case in Egypt during the protests that occurred in January

of 2011.

Counter Narratives (Egypt)
During the Egyptian protests of January 2011, satellite networks such as Al

Jazeera would obtain videos gathered by citizen journalists and display them on
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television. The Egyptian state television channels supported President Hosni Mubarak,
and even went as far as to play old video of an empty Tahrir Square instead of
broadcasting the images of people protesting (Walker and Orttung 2011). The videos
taken by citizen journalists countered official narratives, and allowed viewers, both
domestically and abroad, to see for themselves what was actually happening and how the
government was treating its citizens. Television is still the predominant form of media in
Egypt, and there is over 50% penetration (“Egypt Passes 50% Penetration Mark™), which
means that the broadcasts of videos collected by citizen journalist can reach a significant
portion of the country that do not utilize social media. NPR Social Media Production
Assistant Ahmed Al Omran covered the protests, and explains that that: “There is a
feedback loop as social media provides raw information for broadcasters who then create
the context that defines the narrative of the revolution” (Al Omran 15 March 2012).
Additionally, if regional television stations show videos of protests in one country, those
images can impact citizens in other countries as well. Prior to the January 2011 protests,
Egyptians were able to view videos of the successful revolution in Tunisia. The President
of Arab Alliance of Freedom and Democracy, Wael Nawara, believes that there was a
sense among Egyptians that “If the Tunisians could do it, we can too,” and this was part
of the inspiration for the January round of protests (Nawara 24 March 2012). This fear of
citizens being inspired by the revolutions in other countries is likely what motivated
China to censor information about the Egyptian revolutions (Rauhala 2011). The rise of
citizen journalism has changed what information viewers have access to, and how they

contextualize images of conflict.
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Accountability (China)

The direct reporting of information on the Internet and social media can also help
highlight cases of corruption or incompetence that governments might otherwise cover up
or ignore. In the context of development, technology is being used to improve how
critical information and services can reach beneficiaries (i.e. of humanitarian aid), and
when a transfer is not completed, technology can be used to find the responsible party
(Antsey and McCarthy 2011). Essentially, social media can be used to improve
transparency and government accountability. A recent case in China highlights this
function. In the aftermath of a train crash in the Zhejiang Province in China, government
officials attempted to attribute the incident to weather or technical reasons, but bloggers’
expressed skepticism and outrage on the Chinese microblog Sina Weibo (Wines and
LaFreniere 2011). Leaked propaganda directives showed that reporters were directed not
to run investigative reports or commentary, or to link the incident to the country’s rail
development program (Murphy 2011). The government attempted to avoid discussing the
crash and the complete lack of coverage by state media caused many concerned citizens
to believe that the government was covering up vital information (Murphy 2011). The
government attempted to censor the online conversation about these protests, but that
only sparked further outrage. Ultimately, a state official apologized for the crashes. In
this case social media was an effective tool for encouraging the government to come
forward. There are other examples of social media being used to fight corruption in
countries such as Slovakia, Georgia, Moldova, Kyrgyzstan, Kenya, India, and many

others ("New Study on the Use of Social Media in Fighting Corruption").
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Transparency (United States)

The ability for social media to be used to reveal government secrets is not limited
to repressive regimes. In the United States there is the controversial case of the leak of
State Department cables on the WikiLeaks website, a self-described media organization.
In February of 2010, Private First Class Bradley Manning took the secret information off
of the computers at the State Department, and gave them to WikiLeaks which posts
information that counters the official narratives espoused by those in power (Fenster
2011: 10).

This event is similar to the leak of the Pentagon Papers by Daniel Ellsberg during
the Vietnam War (Fenster 2011: 13). However, unlike Ellsberg who had to take pains to
photocopy the documents, and get them to the right sources, with WikiLeaks,
contributors can upload information from any location and it is instantly distributed
throughout the Internet (Mulrine 2011). Furthermore, the site can be hosted on different
servers around the world, and this redundancy makes the site resilient or difficult to shut
down by any particular government. Also unlike the Ellsberg case, WikiLeaks is not a
traditional newspaper or broadcast media provider and consequently, it is still unclear
what protections they have under the law of numerous countries. In this case the website
has taken on the whistleblowing function of traditional news organizations, but there is
still significant debate in the U.S. over whether this constitutes as a journalistic enterprise,
and whether WikiLeaks’ actions are defended as freedom of speech (Gjelten 2010).

In a letter to WikiLeaks the U.S. State Department argued that the organizations’
actions were illegal. As a result of this the online payment company PayPal blocked the

account through which WikiLeaks has been receiving donations. The PayPal Vice
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President of Platform, Mobile, and New Ventures specifically cited the State
Department’s declaration that the site was illegal as the reason why it suspended service,
and noted: "We [...] comply with regulations around the world, making sure that we
protect our brand" (Bosker 2010). In addition, while the site had been able to route their
traffic through Sweden, it was later determined that Swedish protection did not extend to
WikiLeaks because the organization did not have a publication license, and that sources
are not protected in all cases (Jonasson 2010). The Swedish protection of sources is one
of the strongest in the world, but a server placed in Sweden is not protected by these laws
(Jonasson 2010). In June of 2010, Icelandic members of parliament enacted laws that
include protection for whistle blowing sites such as WikiLeaks, and make the country a
safe haven for journalists (Mackey 2010). The WikiLeaks model of decentralized, digital
distribution of illegally obtained classified documents resists state attempts at information
control and containment (Fenster 2011: 13), but states are able to influence intermediaries

and impact sites like WikiLeaks indirectly.

Cyber Utopian Perspective

The cyber utopian perspective focuses on how there has been an increase in
networked as opposed to hierarchical information flows, and that this makes it more
difficult for governments to repress information at whim. In the past news bureaus would
gather, filter, edit, and then distribute information, but now people everywhere are
instantly producing and consuming information through ICT networks. On the Internet
there are many centers of information and states cannot control any particular institution

in the same way as broadcast or print media. Additionally, because there are no universal
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editors on the Internet, every voice can be expressed, and it is not the purview of news
organizations to determine what information is valuable. In this way, the gatekeeper
function of the traditional media has been challenged if not eliminated. While search
engines have become a new type of gatekeeper, they determine information priority
based on data gathered from Internet users, and essentially reflect patterns of existing
preferences rather than imposing their own. Anyone can produce content on the Internet,
which is different from constrained production of broadcast media.

Citizen journalists can report on events in real-time, and even capture video that
is then utilized by traditional outlets. Social media have become tools for citizens to
express information critical of their government, and in Egypt, China and the United
States, they have encouraged greater transparency and accountability. Renowned cyber
utopian scholar Clay Shirky writes that: “As the communications landscape gets denser,
more complex, and more participatory, the networked population is gaining greater
access to information, more opportunities to engage in public speech, and an enhanced
ability to undertake collective action... these increased freedoms can help loosely
coordinated publics demand change” (Shirky 2011). He adds that the use of social media
tools (i.e. text messaging, e-mail, photo sharing, social networking sites) does not
guarantee any particular outcome, and that conversations about their effects on political
action often revolve around dueling anecdotes. However, he feels that it is fair to argue:
“these tools probably do not hurt in the short run and might help in the long run -- and
that they have the most dramatic effects in states where a public sphere already constrains
the actions of the government (Shirky 2011). This will be further explored in the next

section, which focuses on political activism.
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Cyber Skeptic Perspective

The cyber skeptic perspective focuses on how networked information does not
imply that everyone’s voice is heard equally, nor does it prevent governments from
controlling information through means other than pressuring news organizations.
Although Internet access has been increasing dramatically, it is still far from being
universal. On the Internet everyone may be able to produce content, but there is such an
overabundance of information that not everyone’s content will be noticed. The increased
access to information does not necessarily mean that people are more informed, and
without gatekeepers individuals must use their own preferences as a guide, which can
result in nichification. In order to navigate the Internet, users may still rely on trusted
institutions in which case there are still gatekeepers. Search engines are essential to
filtering the Internet, but they do monetize the prioritization of information by having
“sponsored links” from paid clients. Furthermore, while search engines reflect patterns of
use, this means that sites that receive greater traffic will be emphasized and sites that do
not will remain in anonymity.

The absence of standards for most information on the Internet means that there is
no guarantee of its accuracy, and yet there is the possibility that people may believe what
they find. Social media is a useful tool for providing shallow real-time information, but at
this point it still has limited penetration and it relies on other traditional media in order to
reach those who do not go online. Additionally, while social media sites provide real-
time reporting, they do not provide context, and they can cause people to form distorted

views of what is occurring. While citizen journalists can report on regime atrocities, they
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are vulnerable to retaliation in which case they have no institutional backing to rely on.
Citizen journalists also are not bound by the standards of any particular journalism
institution and consequently there is no guarantee of the accuracy of their reports.
Furthermore, while sites such as WikiLeaks may claim to be a part of the free press,
governments can argue that they do not deserve the same protections as legitimate news
organizations. The U.S. State Department was able to influence the private intermediaries
that provided the financial infrastructure for the website, even if they could not shut the
site down in total. Even Sweden did not offer protection to the site because it did not have
a publication license. The Internet and other ICT may change the way people produce
and consume information, but it is not without government interference. Last, access to
information does not inherently imply that people will coordinate with each other. This

will be further explored in the next section, which focuses on political activism.

Integrated Perspective

ICT networks support the Internet that many users obtain information from.
Social media sites on the Internet allow citizens to access and share information across
borders in real-time, without the government or traditional media organizations serving as
an intermediary. If one employs the liberal definition of sovereignty — that sovereignty is
defined by the states’ ability to control actors and activities within and across its borders
(Thomson 1995: 213) — then ICT networks are in fact challenging state sovereignty by
dispersing the “gates” where governments can exert control over information. Traditional
media have centers of production where information is refined and then distributed to the

general public. The government can exert its influence at this central point and define the
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information that the public can access. However, networks have many central points,
which makes it more challenging for the state to control information. Information control
1s important to states because if they can limit awareness of their flaws, they can better
manage dissent. Internet researcher Zeynep Tufecki posits that governments try to control
information in order to prevent the majority of ordinary people from facing cognitive
dissonance between their compliance with the regime, and their criticisms of the regime
(Tufecki 2011). She adds that citizen journalism is powerful, because people with cell
phone cameras can increase shared knowledge, and inspire others to decry the regime.
Still, the diffusion of information production has not resulted in a challenge to the
supremacy of a state’s authority within its borders. Specific regimes may find that their
self-representation has been compromised by the revelation of secret information (U.S.),
that they can not prevent awareness of dissenters (Egypt), or that they can not cover up
incidents of corruption or negligence (China). Yet this does not mean that the state ceases
to be considered the supreme governing structure within its territorial boundaries. The
American, Chinese, and Egyptian governments do not disappear if particular regimes are
challenged or ousted from power. The loss of control over information represents a
challenge to states’ control, but by no means eliminates its authority completely. State
sovereignty remains intact in the face of the diffused information proliferation facilitated

by ICT networks.

Transition
User access to ICT networks such as the Internet and mobile phone service is

increasing at a rapid rate and will only continue to grow. Search engines have become a
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new type of gatekeeper, as the influence of traditional media institutions is challenged by
additional sources of information, such as social media. These new information sources
provide access to instantaneous information, and allow users to be producers as well as
consumers. Citizen journalists can have an effect on their government by distributing
information that would otherwise be ignored by state controlled media institutions.
Democracies and repressive regimes are finding that they face new challenges from these
information networks. While cyber utopians assert that these changes will result in a
more sophisticated information environment, cyber skeptics emphasize that the additional
complexity may be challenging for users rather than beneficial. These shifts have an
effect on how citizens view the world, and how they interact with the authorities that seek
to control them. As citizens are better able to share their concerns and criticisms of their
government, they may become inspired to take action and seek reform. The next section
will explore the role of ICT networks in facilitating collective action, and its subsequent

effect on state sovereignty.
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Coordination

Activism

Communication is essentially the sharing of information. The widespread
diffusion of ICT has allowed for information exchanges on an unprecedented scale. The
Internet, and social media sites in particular, create a new public sphere where political
discourse can occur. The communication in this space can facilitate coordination for
political purposes, and the ability for citizens to communicate can empower them to take
collective action and advocate for government reform. There is a debate over whether
these media can truly inspire protest given that they are thought to rely on “weak ties.”
However, in Tunisia young activists relied on these social media tools to protest the
government and ultimately, they successfully instigated a regime change. In Egypt,
citizens learned about the events in Tunisia through ICT, and they too used social media
as a tool for expressing dissent and coordinating protests. Even in the United States, the
Occupy Movement relied on social media to communicate among its members and
coordinate the activities of their Occupy camps as well as their protests of societal
injustices. Cyber utopians stress that as long as states allow for any virtual congregation
on the Internet, it will be possible for citizens to coordinate actions in the real world.
However, cyber skeptics focus on the fact that ICT are not responsible for political action.
It is people who coordinate these events and who attend them, and social media is no
different from any other communication tool. ICT networks are undoubtedly used to
coordinate action, but their necessity is still a topic of debate. The use of ICT networks to
coordinate protests, movements, uprisings, revolutions, and other collective action

challenges states’ control of their citizens.
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Public Sphere

The use of ICT networks has allowed for a more decentralized structure of
information sharing. On the Internet an individual can post information that is then
accessible by billions around the world. The networked nature of the Internet is not
inherently political, but it can facilitate citizens’ access to political information.
Furthermore, it can provide a domain where people can exchange ideas and communicate
with each other. The concept of the “public sphere” relates increased information and
communication transmission to political discussion and coordination. Sociologist Jiirgen
Habermas defines the “public sphere” as being a domain of our social life in which a
public opinion can be formed, a portion of which is even constituted through private
conversations (Habermas 1989: 398). Habermas states: “Citizens act as a public when
they deal with matters of general interest without being subject to coercion; this with the
guarantee that they may assemble and unite freely, and express and publicize their
opinions freely” (Habermas 1989: 398).

Communication can occur through print and broadcast media, and they too are a
part of the public sphere. When the public discussions concern issues related to the
practice of the state, that is a political public sphere. Network theorist Yochai Benkler
argues that the networked information economy has reduced the cost of becoming a
speaker, and the cost of speaking across societal boundaries (Benkler 2006: 12). In his
view there has been a shift from a hub-and-spoke architecture with unidirectional links, as
in mass media, to a distributed architecture with multidirectional connections among all

nodes, as in social media (Benkler 2006: 12). He argues that this networked public sphere
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will allow for any point of view to be expressed, and if it is interesting to others, it will be
elevated through collective filtration (Kelly 2008: 14). In other words, in the modern era
the public sphere also exists through social media and it provides a space for people to
discuss political issues.

In repressive regimes, this new public sphere can be particularly potent because it
is a place where dissent can be voiced, as opposed to through state controlled media.
Communication is valuable in and of itself, but this new public sphere can also facilitate
coordination as citizens share information about the intent to take action or events that are
being executed. Communications researcher Christopher Kedzie argues that:
"Communication is the most important force for organizing political and social behavior.
This observation inheres from the uncertainty and lack of information that contextualize
decision making" (Kedzie 2002: 107). As people learn that others share their same
concerns, they become more assured in their view. As people communicate with each
other about their shared frustrations, they may choose to take action knowing that there
are others willing to act with them. Furthermore, as network theorist Milton Mueller
notes: “By converging different media forms and facilitating fully interactive
communication, the Internet dramatically alters the cost and capabilities of group action.
As a result, radically new forms of collaboration, discourse, and organization are
emerging” (Mueller 2010: 4). Social media sites facilitate coordination for birthday
parties or class reunions, and similarly they can be used to plan political meetings and

protests, or encourage other forms of action such as petitions and fundraising.

Strong and Weak Ties
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Cyber utopians argue that social media facilitate the coordination of collective
action. They argue that social networks map ties in the real world into a virtual space, and
even enable users to connect with people they may not have a relationship with in real life.
However, cyber skeptics counter that these sites rely on weak ties that do not have the

strength to result in political action. Network theorist Miles Kahler argues that:

“Strong ties among network members may produce cliques, nodes that display dense links to each
other, but few, if any, ties to those outside the clique. This pattern of network formation may
appear among groups with ‘strong ideological and/or cultural affinities’ coupled with emotional
resonance. Clique formation may promote effective collective action by the clique, but it poses
barriers to the widening of action. Nodes with weak ties outside the clique networks may play a
critical role in extending cooperation and collective action; those with weak ties may play a
disproportionately influential role within the wider network as a result" (Kahler 2009: 111).

Essentially, strong ties bind groups closer together and create dense clusters of
association, but weak ties connect these clusters and facilitate cooperation between
clusters. Sociologist Mark Granovetter argues that each person has their own dense social
grouping, as well as loose acquaintances. It is these acquaintances that serve as a bridge
between social groups, and these groups would not be connected at all if it were not for
the existence of weak ties (Granovetter 1983: 202).

Through these ties, strong and weak, people can become aware of information
they had not previously noticed, and can be notified of events that others in their social
circle are attending. Social media can serve as a tool for political coordination, if users
choose to participate in events and demonstrations as a result of learning about them
online, or from other individuals who learned of them online. On social media sites it is
easy for event coordinators to reach out to possible participants through rapid information
sharing, and in the case of social networking sites like Facebook, through personal
connections. Social media tools allow for clear communication to a large number of

individuals in a short amount of time. The utility of social media becomes apparent when
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examining their role in recent political movements, such as the protests in Tunisia in
winter of 2010, the protests in Egypt in early 2011, and the Occupy Movement in the fall

of 2011.

Political Protest (Tunisia)

In Tunisia, social media was used to spread information about political causes and
coordinate protests in early 2011. The start of that round of protests is considered to be
December 17", 2010 when an unemployed Tunisian man, Mohamed Bouazizi set himself
on fire to protest against joblessness (Global Voices Tunisia Revolution). Other suicides
followed, and these inspired protests throughout the country with demands for improved
economic opportunities and the reform of the government of President Zine El Abidine
Ben Ali (Global Voices Tunisia Revolution). The protestors and security forces faced off
for about a month resulting in several fatalities, and on January 13" President Ben Ali
gave a speech in which he promised to step down in 2014. Shortly after this, the
country’s Internet censors were turned off. Within a day President Ben Ali had fled the
country, and two days later on January 15" parliament speaker Fouad Mebazaa became
interim president.

Throughout the Tunisian Revolution activists used social media sites such as
Twitter, Facebook, and YouTube as well as forums and personal blogs in order to post
information and media content about the protests as they occurred (Olivarez-Giles 2011).
Activists would post information online about a political person who had been killed or
assaulted by the regime and use it as a rallying point for protests. A member of the

Tunisian Youth Patriots, activist Montassar Anas Jemmali, says that at first he used
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Facebook for connecting with friends or watching videos, but after the 13" of January it
was how he learned about the reality of events in the country: “It was about how [we]
could react, organize more events, call people to protest, spread videos, and communicate
with foreign TV channels like France 24 and Al Jazeera” (Jemmali 23 February 2012).
Activists would rely on social media for information about current events because they
distrusted the local traditional media, which was considered to be a mouthpiece for the
regime (Jemmali 23 February 2012). However, activists did try to encourage reporting on
Tunisian events by foreign press with the hope that if outsiders saw the abuses of the
current regime they would withdraw their support, and take a neutral stance (Jemmali 23
February 2012). Jemmali believes that: “[Social media] had a big impact on Tunisian
youth. The protests were a result of their strong intervention with Facebook and Twitter,
because they see everything and are very sad about what is happening to their country
(Jemmali 23 February 2012).

Protestors would take video recordings with their mobile devices and then upload
them to the Internet to show how the regime was mistreating its citizens. Marc Lynch
suggests that: “analysts not think about the effects of the new media as an either/or
proposition (‘Twitter vs. Al Jazeera’), but instead think about new media (Twitter,
Facebook, YouTube, SMS, etc) and satellite television as collectively transforming a
complex and potent evolving media space” (Lynch 2011). He argues that without social
media, the images of Tunisian protestors might never have escaped the repression of the
Ben Ali regimes, and that the broadcast of these videos on Al Jazeera brought those
images to the Arab public and even to many Tunisians who were not aware of what was

happening in their country” (Lynch 2011). This highlights the role of traditional
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broadcast media as serving as a loudspeaker for the information posted on social media.
This amplifying effect was particularly relevant when the Ben Ali regime was toppled,
and videos showing the protestor's success were shown throughout the Middle East, and
the world.

Jemmali explains that: “Tunisia is a reference. The revolution in Tunisia has had
an impact in Nigeria, Morocco, Egypt, Bahrain, Saudi Arabia, Kuwait, France, New York,
and Spain. Tunisia gave the example that we are able to change our destiny. There is no
person in the world that can’t believe Tunisia, about the region. Some are surprised, some
people think that it couldn’t happen, but it did” (Jemmali 23 February 2012). People in
other countries saw that the Tunisian government, an authoritarian regime, could be
toppled, and so they asked: why not us? The success of the protests in Tunisia became an

inspiration for other protests in the region, including those in Egypt.

Political Protest (Egypt)

In Egypt social media users were able to watch events unfold in Tunisia by
following relevant hash tags on twitter. They saw the events unfold in real time, even as
the Ben Ali regime was ousted from power. This built a revolutionary mood in Egypt, in
which protests had been going on since 2005 (Nawara 24 March 2012). In January of
2011, Egyptians rose up in protest of the regime of President Hosni Mubarak. The
protests touched off on January 25" 2011, which was a holiday honoring the police.
Crowds filled Tahrir Square, and although the protests began peacefully, security
personnel began to beat protestors and used water cannons. This was subsequently called

the “Day of Rage” (Michael 2011). On January 27", the government shut down
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communications, and on January 28" Mubarak announced that the government would
step down (Kanalley 2011). On February 1*, Mubarak announced that he would not run
for re-election, and on February 2", communications services were reinstated in Egypt
(~Fayed 2011). On February 11", President Hosni Mubarak resigned and left Cairo
(Imam 2011).

Unlike in Tunisia where there were few reporters on the ground, in Egypt the
mainstream media, local and international, played an important role in providing the
information that fueled the protests (York 21 March 2011). However, the story of Khaled
Said, a young activist who was brutally tortured to death in 2010, was largely propagated
on Facebook. He was a young professional who resembled so many of Egyptian's
politically active youth, and he became a symbol for all of the suffering endured at the
hands of the police, and the corrupt regime that supported them. He was a rallying point
for Egyptian youth, but there were many underlying issues that inspired protestors to
demand government reform. The President of Arab Alliance of Freedom and Democracy,

Wael Nawara, believes that the protests resulted from a combination of factors:

“Protests had been going on since 2005. The only difference was the rising level of activism, and
the diminishing political space for discourse. In the November 2010 elections the ruling power had
a low approval rating, and their re-election was a kind of final spark, which led to the January 25"
demonstrations. There was a sense among Egyptians that ‘If the Tunisians could do it, we can too.’
So it was combination of things: anger at Mubarak, at the ruling party, at attempts to re-instate the
Mubarak regime, at the rigging of elections, and at corruption charges that were taking place and
leaked in newspapers” (Nawara 24 March 2012).

President Mubarak had been in power for several decades and many people saw him as an
obstacle to government reform and progress.

The protests built naturally over time, and as tension grew, social media
represented this dissatisfaction. When people commented on the protests and discussed

their political viewpoints on social media, all of their associates could see what they said,
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and a political climate was created. In this way people who may not have previously had
much interest in politics can end up learning more through exposure to information from
their associates. There is a viral element as information spreads throughout the network,
and people share it and react to it (Nassar 18 November 2010). Additionally, it can be
argued that social networks inspire people to attend protests because they publicize an
individual's intent to do so. Political scientist Susanne Lohman has altered threshold
models of collective action to incorporate a signaling approach in which the revelation of
private information may initiate an information cascade and thereby promote collective
action (Lohman 1994 as cited in Kahler 2009: 111). Network theorist Miles Kahler
argues that the concept of an information cascade can be applied to incorporate networks,
because “network links could facilitate information diffusion and cascades more rapidly
than the broadcast model of information incorporated in Lohmann's model" (Kahler 2009:
111). This concept would apply to social media networks as well. If many people say they
are going to an event on Facebook, then others may think "This may be worth me going
to that event," which increases attendance and fuels greater participation (Bestavros 19
March 2012). In this case, even the illusion of widespread involvement can be relevant to
inspiring collective action. Sites like Facebook even show who is confirmed for an event
in real time, which is a much clearer indicator than protest coordinators could hope to
obtain through non-technological means. Whether or not those individuals attend, social
media sites can still provide coordinators with information about what level of awareness
or activity their campaign has inspired.

The use of social media in protests also inspires involvement because parties

outside of the protests can feel involved. Everyone in the world could understand the
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events in Egypt as they happened by following social media. Not only the Egyptian
diaspora, but citizens of any country could follow the protests in real time, and this helps
generate international interest. Many journalists relied on Twitter to stay informed and
get up to the second coverage of events, and even used them as an informal reporting tool.
Rawya Rageh, an Al Jazeera English reporter, says that she uses Twitter: “primarily in a
professional capacity. I tweeted heavily during the first days of the revolution before
communications were cut by the Mubarak regime late Jan 27.” (Rageh 18 March 2012).
Since one goal of the dissidents is to highlight the regime's brutality, it is valuable to gain
an international following. When foreign governments are supporting the authoritarian
regime facing dissent, protestors can focus their efforts on highlighting how citizens are
being abused (Jemmali 23 February 2012).

Additionally, in the United States the traditional media often framed stories of the
Egyptian protests through narratives that focused on the role of Facebook or Twitter,
companies that U.S. citizens recognize and can identify with. There was also a significant
coverage of Wael Ghonim, the Google employee who was detained by the Egyptian
police. In the U.S. this emphasis on social media has likely fueled unrealistic claims
about its importance, and presented a utopian view of the protests, with technology
serving as a savior for the oppressed people of Egypt. However, as Rageh points out:
“People make revolutions, not technology” (Rageh 18 March 2012).

Still, the government clearly recognized the threat posed by coordination in this
online public sphere. On January 28th, 2011, the Mubarak regime imposed restrictions on
ISPs effectively shutting down the Internet and mobile phone networks. The exact nature

of this shutdown will be discussed in the section focused on government control of ICT
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networks. In the context of social media, this development demonstrates that the Egyptian
regime clearly saw the coordinating power of social media and mobile communications
as a threat worth mitigating. However, this shut down also highlights how protestors may
have used social media as a tool for coordination, but they were not dependent on it.
Journalist Ashraf Khalil notes that: “[Social media] was crucial up to a certain point, but
once the popular anger had successfully shifted to the streets, it became less necessary.
The government shutdown of the Internet completely failed to blunt the momentum of
the protests—so it obviously wasn’t necessary by then” (Khalil 27 March 2012). The
success of the revolution came after the Internet had been shut off, implying that it is not
necessary for the protests to occur, though it is a useful tool. Additionally, there are
people who argue that the lack of Internet access during that period of time resulted in
people having more free time and that they needed to take to the streets in order to learn
what was happening after communications were disrupted (Howard, Aggarwal, Hussein
2011: 3). Regardless, the shutdown of ICT networks demonstrates that the government
saw it as a threat and a tool that supported the ongoing protests of the regime.

It is possible to overestimate the impact of social media, especially if those
describing its value are users. This is because social media can essentially form its own
bubble, where people who are surrounded by the information these sources provide, think
it is important to non-users who are not aware of it. An Arabic and Comparative

Literature Professor at Boston University, Margaret Litvin, notes that:

“When you are in [a Twitter bubble] they seem like the only reality, but when you step outside
them you see what they really are. It doesn’t apply to the country as a whole. Social media is its
own world, and for people who inhabit it, it is terribly important... At the most crucial moment last
January and February people kept going even when the Internet was down. That being said,
without groups like “We are All Khalid Said’ and the Internet in general, people at American
University [in Egypt] may never have heard of the protests” (Litvin 12 March 2012).

Rawya Rageh adds that: “In the end, you also need to bear in mind the level of poverty in



Mishra 97

Egypt and that Internet penetration, which is arguably not that low, still isn't big enough
to launch a revolution without real street cred” (Rageh 18 March 2012). Users can come
to believe that the populations that are active on these sites represent all of society, when
in fact they are often an elite minority. In Egypt Facebook penetration is relatively high
for the region, but even then it is estimated at being around 13% of the population,
although the majority of Egyptians who use the Internet, use Facebook ("Egypt Facebook
Statistics"). When citizens were asked what was their primary source of news during the
revolution, only 6% listed Facebook (IRI Egypt Index). The majority of people, 84%
relied on television as their primary source of news. People outside of Egypt can come to
have inaccurate views of social media proliferation, since the sites are public and can be
viewed by interested individuals all around the globe (Bestavros 19 March 2012). This
results in an inaccurate representation of Egyptian social media users, and Egyptian
society as a whole.

Still, social media clearly creates a space for political dialogue among those who
do make use of it. Georgetown Adjunct Professor of Media and Communications Adel
Iskandar notes that: ““ a collective consciousness is developing in these social media that
allow people to know they are not alone, not a voice in the wilderness. There was a
community that developed, solidarity helped catapult many oppositional movements, and
challenged the institutions’ monopoly on what is right and what is wrong in knowledge
creation” (Iskandar 19 March 2012). He points out that the traditional media portrayed
Khalid Said as a drug addict, and that the forensic medical report did not report on the
beating he had received from police forces. He argues that had social media not existed,

there would have been only one narrative, and that social media can challenge this
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monopoly on information, and bring people together (Iskandar 19 March 2012). Since
the government and traditional media have failed to create public discourse, and in fact
actively seek to repress it, the new commons of the Internet has a significant place in
society.

Wael Nawara described social media in Egypt as creating a public space that runs

parallel to reality, and allows for greater freedom of discourse:

“The regime was cracking down on political space, media space, the opposition, and
monopolizing all the formal space. So people have to find a parallel space. That is a characteristic
of parallel state; whenever a formal state or subsystem fails, another subsystem emerges through
self-organization. Media and political space have failed to provide people with room to express
themselves, and to exercise their political rights. So the blogs, Facebook, Twitter, and the rest of
social media start to provide that kind of alternative space” (Nawara 24 March 2012).

At a time when the Egyptian government had placed significant restrictions on
communication and coordination in all other forums, the Internet and social networks
were largely unfiltered (El1 Ghobashy 22 March 2012). In Egypt, social media created a
public sphere that encouraged discourse that was otherwise repressed in the physical

world.

Political Protest (United States)

The use of social networks in Egypt inspired individuals who were involved in the
Occupy Movement that began several months later in the United States (Ackerman 2011).
The Occupy Movement began in New York in September of 2011 with the group
“Occupy Wall Street.” Occupy protestors took over physical public space in numerous
cities and towns in order to start a conversation about numerous injustices, but primarily
the growing income inequality in the United States. The author of this paper interviewed
several members of the Occupy Boston movement during its encampment period in the

fall of 2011. This section includes her understanding of the movement’s media strategy as
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informed by these interviews. The Occupy Movement’s media strategy was focused on
creating an alternative narrative to the one that was being portrayed by government
officials, and even traditional news outlets. Protestors found that their message was not
being accurately expressed, and sought to control their own public representation through
the use of social media.

Every member of the Occupy Movement was allowed to represent the Occupy
protests to the media, and there was no specific public representative. The Occupiers
noted that broadcast and print media did not represent the complexity of the movement,
and that journalists continuously said the movement has “no message,” rather than
embracing the multitude of unique messages provided by protestors. The protestors
resisted creating one platform, or having one list of goals, because they believed that it
would make it easier for officials to dismiss them. An Occupy Boston member, Kate
Perino, argued that attempting to use media as a broadcast mechanism for the
movement’s ideals was counter productive: “If we make an imaginary list of media
demands, that makes it easier to for them to reject, dismiss, and ridicule us. We would be
happy if the media were saying okay people, we need discourse... The U.S. could use a
place for pretty heavy conversations” (Perino 6 November 2011). Instead, Occupy
members video-recorded many of their General Assemblies and protests in order to
establish their own media coverage of events. These videos were used to spread
information within the movement, rather than appeal to mainstream media channels.

In reference to the Occupy Movement, Network theorist Yochai Benkler believes
that: “I think the online component was critical — the ability to stream video, to capture

the images and create records and narratives of sacrifice and resistance” (Preston 2011).
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Occupy citizen journalists also posted videos online that depicted the forceful tactics of
the NYPD, in order to demonstrate how the government was treating peaceful protestors.
An Occupy Boston member, Aliza Howitt explained that: “The famous quote by Ghandi,
“first they ignore you, then they laugh at you, then they fight you, then you win’ very
faithfully reflects how the media has treated the movement. But we have viral videos on
YouTube of police brutality. Now they are making fun of us, and the police are fighting
us, but we still have yet to win. We kind of won, because everyone is focusing on
economic issues. This is the result of the protests” (Howitt 6 November 11).

Protestors used social media in order to facilitate communication among members
and spread information about the movement. The movement had a clear goal of operating
without establishing a formal hierarchy. Protestors made use of social networks to help
coordinate protests, marches, and other events, as well as to organize day-to-day
operations in each of the locations. Occupy composed of a series of interconnected
networked organizations, and they relied on social media to coordinate their various
working groups. Through the use of social media, protestors were largely successful at
creating a functioning organization without formal leadership. Occupy did not
accidentally become a movement with a decentralized, networked leadership and

involvement, but rather intentionally avoided hierarchal structures as it developed.

Cyber Skeptic Perspective
The cyber skeptics argue that social media does not cause revolutions and in fact,
it can even hinder collective action if people equate activism online to activism in the

physical world. In the article “Small Change,” renowned cyber skeptic Malcom Gladwell



Mishra 101

touched off a firestorm of debate between cyber skeptics and cyber utopians. His
provocative thesis was that in modern times “we seem to have forgotten what activism is”
(Gladwell 2010: 43). His argument focused on the sit-ins during the Civil Rights
Movement of the 1960s, and he largely relies on sociologist Doug McAdam’s analysis of
high risk and low risk activism. He cites how McAdams found that it was not ideological
fervor that determined which participants stayed involved in the movement, but rather the
important factor was having strong ties with other activists. McAdams concluded that
high-risk activism is a “strong tie phenomenon (Gladwell 2010: 43). Gladwell expands
that social media is built around weak ties, which are not associated with dedicated
activism. He argues that Facebook is a tool for managing acquaintances, which is a
source of new ideas and information, but does not inspire high-risk activism (Gladwell
2010: 45). He cites how Facebook groups dedicated to social causes gain a great deal of
support because they do not ask for very much from their members, and there is no
personal risk.

The phenomenon of social media users only participating in online political
campaigns is commonly referred to as “slacktivism” (Shirky 2011). In Gladwell’s view,
social networks increase participation, but not activism. Renowned cyber skeptic Evgeny
Morozov argues that it is reasonable to assume that online campaigning can cannibalize
its offline brethren. He adds that if psychologists are correct and the motivation for people
to support political causes is to become happy, then Facebook groups might make them
just as happy as writing letters to their elected representatives or organizing rallies,
despite the fact that online activities will have less impact on society (Morozov 2011:

190). Morozov argues that in authoritarian states “slacktivist” behaviors may give young
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people the wrong impression that political protest can be pinned on virtual campaigns,
online petitions, or angry tweets, and that they will prefer this to the to the ineffective,
boring, risky, and, in most cases, outdated kind of politics practiced by the conventional
oppositional movements (Morozov 2011: 201). Cyber skeptics emphasize that social
media can hinder collective action.

Gladwell specifically mentions social media as being a networked technology, but
argues that true activism relies on hierarchical organizations. He argues that the network
structure is resilient and adaptable in low-risk situations, but that the consensus decision-
making process and loose ties are not compatible with high-risk activism (Gladwell 2010:
47). He closes his argument by criticizing Clay Shirky’s emphasis on social media as a

platform for activism:

“It is simply a form of organizing which favors the weak-tie connections that give us access to
information over the strong-tie connections that help us persevere in the face of danger. It shifts
our energies from organizations that promote strategic and disciplined activity and toward those
which promote resilience and adaptability. It makes it easier for activists to express themselves,
and harder for that expression to have any impact” (Gladwell 2010: 47).

Gladwell’s article inspired a significant amount of criticism from members of the cyber
utopian perspective, as well as moderates, and many other writers set out to prove him

wrong.

Cyber Utopian Perspective

About a year after Gladwell’s article, he and Clay Shirky co-authored an article
expressing their differing perspectives on the revolutions in Tunisia and Egypt. Gladwell
argued that “just because innovations in communications technology happen does not
mean that they matter” and asked: “What evidence is there that social revolutions in the

pre-Internet era suffered from a lack of cutting-edge communications and organizational
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tools? In other words, did social media solve a problem that actually needed solving?”
(Gladwell and Shirky 2011). Shirky responded by arguing that the “competitive
landscape gets altered because the Internet allows insurgents to play by different rules
than incumbents,” and he breaks Gladwell’s question into two parts: “Do social media
allow insurgents to adopt new strategies? And have those strategies ever been crucial?”
He answers: “Here, the historical record of the last decade is unambiguous: yes, and yes”
(Gladwell and Shirky 2011). Shirky argues that digital networks have greatly decreased
the cost of and increased the spread of information, and improved the speed and scale of
group coordination. He agrees with Gladwell that these tools do not allow uncommitted
groups to be more effective, but argues that they do allow committed groups to play by
new rules. As he expressed in an earlier article: “The fact that barely committed actors
cannot click their way to a better world does not mean that committed actors cannot use
social media effectively (Shirky 2011). He closes by emphasizing that even as state
reactions increase in sophistication and force, social media alters the dynamics of the
public sphere, and the state is always forced to counter a more empowered public
(Gladwell and Shirky 2011).

Other writers also took issue with Gladwell’s argument. In a blog post, social media
researcher David Weinberger concedes that Gladwell is right to debunk the belief that the
Internet would sweep away all institutions, and replace traditional forms of governance,
but notes: “At this point, however, those are strawpeople. Find me someone who believes
that these days” (Weinberger 2010). He argues that the Internet has had an impact on
traditional institutions by changing the ecology around them. As an example he notes that

citizen journalism has not eliminated traditional journalism, but instead a new media
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environment has emerged (Weinberger 2010). The events in Egypt exemplify this shift,
where social media can provide raw data to a core online population, and broadcast
media can provide context and vastly expand the viewing audience. During the Egyptian
protests, images of police brutality were captured by citizen journalists, and these videos
were aired on satellite television stations such as Al Jazeera English. As a result, many
more individuals were able to view these amateur videos, because traditional media
institutions chose to spread this raw footage. Weinberger takes issue with Gladwell’s
comments on networks, arguing that hierarchies and networks are not exclusive:
“networks can be powerful tools for hierarchies. Likewise, networks are never entirely
flat. They can have a local center that makes decisions and organizes actions”
(Weinberger 2010). He adds that networks have their own methods for creating a strategy,
as in a member puts an idea forward, and either it catches on through networks and weak
ties, or it does not. Other writers question Gladwell’s point that hierarchies are “prone to
conflict and error,” by questioning: “Hierarchies are not "prone to conflict and error?"
(Brecher and Smith 2010).

Weinberger also argues that strong ties evolve from weaker ones, and that casual
interactions can strengthen these ties. This statement is supported by the research of Doug
McAdams, the same author Gladwell relied on to bolster his arguments. McAdams
argues that research on identity transformation suggest that playing at being an “activist”
1s a prerequisite to becoming one. A recruit may leave a rally better integrated into a
movement, and more likely to participate in other low-risk activities. McAdams argues
that: “each succeeding foray into safe forms of activism increases the recruit's network

integration, ideological affinity with the movement, and commitment to an activist
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identity, as well as his receptivity to more costly forms of participation. It is this type of
gradual recruitment process that is likely to foster high-risk/cost activism” (McAdams
1986: 69). When this theory is applied to social media, it implies that people that play at
being an activist online can slowly become more involved in a movement through low
risk activities like joining a political Facebook groups or follow political twitter feeds.
This can in time lead to greater identification with the movement and a commitment to
high-risk activism. A writer for the Economist supports this view, and argues that Twitter
and Facebook reduce the cost of minor interactions, which can lead to more minor
interactions, which can also help in the maintenance of strong relationships (A. R. "Can
You Social Network Your Way to Revolution?" 2010). The writer emphasizes that:
“These platforms make it easier to maintain friendships through trying times and
circumstances” (A. R. "Can You Social Network Your Way to Revolution?" 2010).
Writer Mary Joyce points out that McAdams emphasized that it is how “embedded”
individuals are in a community that determines whether their ties are strong or weak, and
that this quality of ‘embededness’ relies on inter-personal relationships. She argues it is
possible for people to form strong ties on the Internet, and points out that the hackers that
belong to the infamous Anonymous group — who mostly do not know each other offline
or know each other’s real names — have formed relationships with each other, and are
willing to engage in coordinated risky behavior (Joyce 2011). Jeremy Brecher and
Brendan Smith highlight how the Internet can also encourage strong ties by connecting
people, and offer computer-initiated dating as a prime example. They argue that social
networking sites are valuable in that they play an important role in finding and

connecting people who are beginning to think and feel similar things: “They can help
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participants deepen their understanding and form common perspectives. They can help
inform those who use them of possible courses of action” (Brecher and Smith 2010).

Brecher and Smith also refute Gladwell’s arguments about the Civil Rights
Movement, pointing out that the sit-ins at Greensboro, N.C. in 1960 better represent the
image of the dense social networks of a community engaged in a powerful struggle.
Strong ties may contribute to the emergence of deep commitment to a cause, but that does
not rely on hierarchies. Brecher and Smith make a particularly strong point: “Social
networking websites are not a form of organization at all; they are a means of
communication. Comparing Twitter to the NAACP is like comparing a telephone to a
PTA. They are not the same thing, they don't perform the same kind of functions and
therefore their effectiveness or lack thereof simply can't be compared” (Brecher and
Smith 2010). They concede that Gladwell is right in arguing that social media "are not a
natural enemy of the status quo," but add that the important question is whether social
media can contribute to effective social action, not whether social media can substitute
for that process. Their argument is that: “A telephone system is not a PTA, but it can sure
as heck be useful for getting a few hundred people out to confront the school board or

vote in the school board election” (Brecher and Smith 2010).

Cyber Skeptics Rebuttal

Cyber skeptics have also generated responses to the cyber utopians’ criticisms of
Gladwell’s argument. Writer Bill Wasik questions: “If the medium for those
communications shifts from word of mouth, to printed flier, to telephone, then to texts

and Twitter, what does it really matter? Technology becomes an important part of the
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story only if it’s changing the nature of the events — and the nature of the social groups
that are carrying them out” (Wasik 2011). Cyber skeptic Evgeny Morozov argues that
cyber utopians have tried to bury cyber realism by designing their own straw-man
interpretation of the realist perspective, equating it with the view that the Internet does
not matter (Morozov 2011). He argues that Gladwell’s critics ignore that Gladwell
accepts that the Internet can be an effective tool for political change when used by
grassroots organizations and has written as such. Morozov argues that showing the
Internet was used to organize protests in the Middle East does not counter Gladwell’s
argument, instead, cyber utopians would need to establish “that there was no coordination
of these protests by networks of grassroots activists — with leaders and hierarchies — who
have forged strong ties (online or offline or both) prior to the protests” (Morozov 2011).

Morozov notes that Tunsian and Egyptian cyber-activists did not only collaborate
online, but also offline at workshops that he had attended in Cairo in May 2009. Morozov
argues that the reason cyber utopians became angry is that while crowds were still
occupying Tahrir Square, Gladwell suggested that the protestors’ grievances deserve
more attention than the tools the used to organize (Morozov 2011). Morozov agrees with
Gladwell, and argues that just as discussing the role of the telegraph in the 1917
Bolsehvik revolution is now the purview of a handful of academics, the examination of
the role of social media in political protests will become similarly outdated: The fetishism
of technology is at its strongest immediately after a revolution but tends to subside

shortly afterward ”(Morozov 2011).

Integrated Perspective
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ICT networks support the Internet and other technologies that many users rely on to
communicate. Social media sites on the Internet allow citizens to collaborate and
coordinate, without the government or traditional media organizations serving as an
intermediary. If one employs the liberal definition of sovereignty — that sovereignty is
defined by the states’ ability to control actors and activities within and across its borders
(Thomson 1995: 213) — then ICT networks are in fact challenging state sovereignty by
facilitating communication and coordination outside of states’ control and even in
opposition to them. Social media create a new public sphere where people can discuss
their shared concerns. This communication shapes political and social behavior because it
alleviates the uncertainty that often surrounds decision-making (Kedzie and Aragon
2002: 107). These spaces allow for the expression of dissent, and when users realize that
others are willing to act, they can coordinate collective action in the real world. Citizens
rely on these tools to organize movements that advocate for governmental reform. These
tools can assist in planning and executing events and actions in opposition to the state.
Controlling collective action is important to states because if they do not, there is the
possibility that dissatisfied citizens will dismantle them.

Still, the ability for citizens to coordinate collective action through ICT networks
has not resulted in a challenge to the supremacy of a state’s authority within its borders.
Specific regimes may find that their citizens are able to organize decentralized protest
movements without central leadership (U.S.), while other regimes may find that their
citizens have become too powerful to repress and are consequently ousted from power
(Tunisia and Egypt). Yet this does not mean that the state ceases to be considered the

supreme governing structure within its territorial boundaries. The Tunisian, Egyptian, and
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American states do not disappear if particular regimes are challenged or ousted from

power. The decreased control over citizens’ coordination of collective action represents a
challenge to states’ authority, but by no means eliminates it completely. State sovereignty
remains intact in the face of the coordinated collective action of citizens that is facilitated

by ICT networks.

Transition

On the topic of the role of social media in inspiring or coordinating political
action, the debate between cyber skeptics and cyber utopians is particularly fierce. Cyber
skeptics emphasize that these technologies are just tools, and new technologies are no
different from the ones that preceded them. Cyber utopians stress that recent ICT
developments have the potential for greater political impact than those in the past, and
that social media facilitates coordination at an unprecedented level. The examples of
Egypt, Tunisia, and the Occupy movement support the idea that social media can play a
significant role in the coordination of contemporary protest movements in that it
facilitates the creation of a new public sphere, and provides an additional medium
through which people can become aware of political debate, and share their concerns
with others. While social media may rely on weak ties, those ties can serve as bridges
between groups of people who might otherwise remain in their own dense clusters of
relationships. While it is not clear the extent to which ICT networks are facilitating
political protest, they clearly serve as a medium for people to communicate and
coordinate with each other. Civil society organizations can use ICT networks to

coordinate their efforts. As citizens are better able to coordinate with each other, they can
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form organizations that do not rely on central hierarchical leadership to function, and
operate across boundaries. The next section will explore the role of ICT networks in

crisis mapping organizations, and how they relate to state sovereignty.
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Assistance

Citizens can use ICT networks to coordinate actions against the government, but
they can also use them to coordinate with the government yet still operate outside of its
control. There are groups of citizens who are taking advantage of ICT networks in order
to better allocate resources in times of crisis. During chaotic moments, such as
environmental disasters and political upheavals, crisis mapping groups gather real time
data through the use of ICT networks, and represent it geographically in order to help
assist people in distress. They are volunteer-based and provide information to state or
non-state actors in order to coordinate help to those in need. However, these groups do
encounter different challenges when operating in political conflicts as opposed to
environmental disasters, and this changes how they report information. These groups
highlight the cyber utopian ideal of individuals collaborating without the need for
hierarchical leadership. They interact with governments, but are not subordinate to them,
and their networked nature allows them to be flexible during times of crisis. The use of
ICT networks by civil society organizations, like crisis mappers, exemplifies how
networked organizations can take on functions traditionally considered to be the purview
of states. This does not challenge state control directly, but does present a possible

alternative for future governance.

Networked Organizations
Civil society advocacy groups are often looked to as examples of networked
organizations, meaning they do not rely on a formal hierarchical structure for decision-

making or coordination purposes (Mueller 2010: 6). International relations scholar Joseph
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Nye argues that while earlier transnational flows were heavily controlled by formally
organized structures such as multinational corporations or the Catholic Church, the lower
costs of communication in the Internet era have opened the field to loosely structured
network organizations and even to individuals (Nye 2011: 120). Additionally, networks
are suited to situations that require rapid and reliable information, and consequently, they
can provide the information and transparency that are necessary preconditions for
government accountability. This means that, in theory, human rights advocacy networks
can use their distribution capabilities to provide detailed information about human rights
violations or other secret information, which can then be used by other governments or
international organizations to hold the violator accountable (Sikkink 2009: 233).
Furthermore, network theorist Milton Mueller argues that networks that combine state
and non-state actors can overcome some of the limitations of government based on
territorial sovereignty (Mueller 2010: 6).

Crisis mapping groups are networked civil society groups that can work with
states or other organizations to provide effective assistance during times of chaos. Crisis
mapping relies on three components: crisis map sourcing, or the methodology by which
information is collected; crisis map visualization, or the way in which the information is
rendered on a dynamic, interactive map; and crisis map analysis, or the application of
statistical techniques to spatial data for pattern detection (Meier 2011). There are
numerous groups dedicated to crisis mapping. This analysis will mainly examine the
Ushabhidi platform, which has been used in 132 countries around the world (Vaisman

2011).
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Ushahidi Platform Background

The word Ushahidi, which is Swahili for witness, refers to both a platform for
information mapping and an organization that actually coordinates crisis maps. The
platform by itself can be used to map anything from potholes that need to be fixed, to
local traffic patterns (Perino 7 March 2012). If a map is crowdsourced it means that a
mass of people are relied on to input information, often through mobile messaging, rather
than a select team. The platform was created for events in Kenya in 2008 during the
violence that occurred following the elections (“Ushahidi"). One of the founders was
tracking data that documented human rights abuses, and found that she could not keep up
with all of the information she received. She wrote a blog post asking why there could
not be a Google map that expressed all of this information. Another blogger saw it and
realized that there absolutely could, and so they created Ushahidi (Meier 19 March 2012).
The Ushahidi team geographically mapped the information and included pictures and
stories (Perino 7 March 2012). A former Ushahidi member, Kate Perino, also works in
another mapping group known as the Standby Task Force (SBTF), which uses the
Ushahidi mapping platform. The SBTF group focuses specifically on crisis mapping in
political situations, and often coordinates with humanitarian groups in order to provide

assistance during times of crisis.

Environmental Crises (Haiti)
These crisis mapping groups collect data from various different sources and
represent it on a map that can be referred to by governments, non-governmental

organizations (NGOs), and concerned individuals. They have been used all over the
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world in many different scenarios. The aftermath of the 2010 earthquake in Haiti is a
particularly strong example of the coordination capabilities of crisis mapping. In that
earthquake, more than 230,000 people died, and there was significant destruction in some
of Haiti’s most populous areas (Heinzelman and Waters2011: 1). The international
community responded immediately, but the traditional disaster-response system of relief
actors concentrated on information sharing among teams from within these international
organizations (Heinzelman and Waters2011: 1).

The students at the Fletcher School of Law and Diplomacy began collating
information they found on the Internet and Twitter about Haitians who were seeking help
(Perino 7 March 2012). Humanitarian organizations were not as adept at dealing with this
data, and providing aid was made even more challenging since the geography of Haiti
was physically changed by the earthquake (Perino 7 March 2012). Individual
communications from Haitians were lost in the system, as the United Nations and relief
organizations largely relied on collecting intelligence through internal channels. Their
system lacked the ability to aggregate and prioritize outside data, which made it difficult
to include local intelligence (Heinzelman and Waters2011: 3).

The Ushahidi platform was set up at Fletcher, but the coordinators were not
prepared for the volume of reports they received. Student volunteers were trained to do
different tasks, such as translate the received messages, or locate the address or city block
that the message came from (Perino 7 March 2012). The Ushahidi team received reports
about trapped persons and medical emergencies, as well as requests for food, water, and
shelter. These were plotted on maps and were updated in real time (Heinzelman and

Waters2011: 1). As the map evolved to become more accurate, it developed into an
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important tool and was used by official groups such as the Red Cross, USAID, and even
government forces on the ground in Haiti. Responders on the ground could access
Ushahidi and use the data to determine how, when, and where to direct resources
(Heinzelman and Waters2011: 1). Mobile phone penetration is incredibly high and
Haitians could SMS Ushahidi through a shortcode, which allowed citizens to send
messages describing their location, and situation (Perino 7 March 2012). In Haiti,
Ushahidi was a valuable tool for coordinating information that traditional humanitarian
organizations could not process. It is an example of how networked information
gathering can be a challenge for hierarchical institutions used to relying on internal
channels. The Ushahidi platform has been used in numerous other crises such as in the

aftermath of the Pakistani flood in 2010, or in the ongoing unrest in Libya and Syria.

Political Crises (Libya)

Ushabhidi is a valuable platform in times of crises, but there is the possibility that
the public sharing of information can be harmful as well as helpful, especially when it is
used in political situations rather than environmental crises. One of the founders of
Ushabhidi, Patrick Meier, remarked that he would try to dissuade mappers from using the
platform in certain highly hostile environments. He explained that when populations are
reporting on attacks by a government or other militaristic forces, there is the possibility
that the platform could be hacked and the identities that reported the information could be
revealed (Meier 19 March 2012). This would mean that people using the platform could
be put in more danger because of the information they provide. Security experts can

reduce vulnerabilities in these mapping platforms, but the possibility of exploitation
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cannot be fully eliminated and users must be educated about the risks. The possibility of
authoritarian regimes using these tools to track down dissident citizens is a clear example
of why it is important to focus on the realities of how ICT networks are being used.

If a crisis mapping platform is reporting on a conflict that has two sides, it does
not want to favor one or the other, or provide information that could further the conflict.
A former Standby Task Force volunteer, Kate Perino, described how in the case of Libya,
crisis mappers decided to put a 48 hour delay on the public map in order to prevent the
data from being used by one side or another to continue the violence (Perino 7 March
2012). Reputable organizations could still see the real-time data by establishing contact
with the mappers, and so its humanitarian purpose was preserved (Perino 7 March 2012).
In political crises, there are also additional challenges with verifying the data that is
reported, because one side might try to use the platform to manipulate information about
the activities of their adversary, and fabricate stories about them. This is mediated if
mappers receive multiple distinct reports of the same incident, but there is always the

possibility of regimes using the platform to spread misinformation (Perino 7 March 2012).

Ushahidi Platform Challenges

Verification issues also arise in environmental crises. After the Chilean
earthquake in 2010 the Ushahidi Chile team received a report that said: "Please send help,
1 am buried under rubble in my home at Lautaro 1712 Estacion Central, Santiago, Chile.
My phone doesnt work" (Ford 2011). A similar message was submitted through twitter
shortly after, but when the police investigated two days later the reports were proven

false. Ushahidi is constantly working to improve its verification process, and create a
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system that can, among other abilities, address whether information is correct, and if it is
incorrect, determine whether it was a deliberate act of misinformation or merely
incomplete (Ford 2011). There are additional dangers from crisis mapping in
environmental disasters that are unrelated to verification. In the aftermath of the Haiti
earthquake, human traffickers were trying to locate children by using posts on the map.
The volunteers had to swiftly take down all of that information. Crisis mappers must
constantly balance providing accurate information, and avoiding the revelation of
information to exploitative parties.

There is also an additional challenge for crisis mappers, which lies in the nature of
the mission of humanitarian organizations. Kate Perino describes that groups that operate
in conflict zones must maintain neutrality in order to avoid becoming politicized, and
considered part of the conflict (Perino 7 March 2012). However, at times it is not clear
whether crisis mappers are taking a political stance simply by sharing information. If
videos of a regime's atrocities are posted, as they have been in the case of Syria, that
inherently implies that the organization sharing the information is against the government.
Kate Perino remarks that: "when you share information that a powerful government does
not want you to have, that is in itself revolutionary" (Perino 7 March 2012). Standby Task

Force Coordinator Anahi Ayala lacucci puts it best:

“Open data is not and cannot be neutral, unless you decide to open only certain data and not others,
in which case it is not really open data. Information is and will always be power, and I think that
the events in Egypt and Tunisia showed this very clearly. If you are sharing data you are sharing
power and as such you are compromising the establishment that hide himself behind that power.
Freedom of information comes from this, and it is considered one of the pillars of democracy. So,
if you are releasing open data in a restricted environment, or under a repressive regime, you are

not being neutral, you actively acting against that regime” (Iacucci 2011).

Consequently, crisis maps that track the human rights violations of a regime are

fundamentally not neutral by definition.
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Decentralized Structure

These crisis mapping groups are often operated solely on a volunteer basis, and
individuals often complete various tasks within the organization. The Standby Task Force
(SBTF) is organized in a horizontal fashion, which means that as opposed to there being a
chain of command, there are those who are recognized as being more experienced, and
they coordinate the group's actions (Perino 7 March 2012). Furthermore, if an individual
wants to take on more of a leadership role, they too can become a coordinator by learning
from those who have a more complete understanding. Coordinators cannot remove
people from the group; a communal decision must be reached (Perino 7 March 2012).
Kate Perino, an SBTF volunteer, finds that sometimes organizations working with the
crisis mappers will not understand the networked nature of crisis mapping because they
are used to getting information from their own people, or official sources (Perino 7
March 2012). These traditional organizations are structured hierarchically and expect that
there will be particular individuals whose job is to collect information, as opposed to
coordinators that complete various different tasks in order to represent information

gathered from many sources (Perino 7 March 2012).

Cyber Utopian Perspective

These decentralized information-gathering networks and their teams of volunteer
operators are a perfect example of the networked organization lauded by cyber utopians.
Crisis mappers are able to organize vast amounts of information and coordinate with

multiple other actors in order to provide humanitarian assistance. The platform can assist
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state actors as well as non-state actors and individuals. Even when states do make use of
the information these volunteers gather, they do not control the crisis mapping process
itself. These civil society networks are not challenging state authority directly, but they
do provide information that allows people to be more aware of a government's actions.
Additionally, U.S. SD Senior Advisor for Innovation Alec Ross argues that: “There is a
shifting view of political power from hierarchies, including governments, to networks
and citizens. This is made possible by communication technologies... the hyper-
connectivity of citizens leads to the empowerment of citizens at the expense of state”
(Ross 5 April 2012).

The crisis mapping platform is an example of how ICT networks have enabled
services that can coordinate action between states, NGOs, and civilians in a positive way
that benefits society. Their relevance to this analysis is largely in that the present a
possible alternative medium for resource allocation outside of government control. While
these maps are often used by states and state agencies, there are also cases where they are
used solely by civilian groups. These sites have the potential to allow citizens to
coordinate responses in a decentralized manner without any need for state mediation. If
there were to be an alternative to the hierarchical structure of states, it would likely
require tools such as crisis mapping platforms, which allow for the decentralized

gathering, synthesis, and representation of information.

Cyber Skeptic Perspective
Cyber skeptics emphasize the flaws with crisis mapping platforms, as well as

diminish their overall significance. Evgeny Morozov writes:
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“The reason why many projects that rely on crowdsourcing produce trustworthy data in natural
disasters is because those are usually apolitical events. There are no warring sides, and those who
report data do not have any incentives to manipulate it. The problem with using such
crowdsourced tools for other purposes—for example, documenting human rights abuses or
monitoring elections, some of the other uses to which Ushahidi has been put—is that the accuracy
of such reports is impossible to verify and easy to manipulate” (Morozov 2011: 271).

The decision of the Standby Task Force to add a 48-hour delay on Libya is meant to
remedy the possibility of the information being used for negative purposes, but the
challenge of verifying crowdsourced information is present in every scenario. Even in the
aftermath of the earthquake in Chile there was misinformation on the Ushahidi platform,
which wasted the effort of the police who went to investigate. In political conflicts
Morozov argues there is always the possibility that one group will create erroneous
reports in order to accuse their opponents of wrong doing (Morozov 2011: 271).
Furthermore, he argues that these maps can give a general idea of the scale and nature of
abuses, but they are not helpful in the overall context of reporting human rights violations,
where even small inaccuracies can invalidate the reports from an NGO (Morozov 2011:
271). A Co-founder of Ushahidi, Patrick Meier, himself admits that these platforms
should not necessarily be used in hostile situations where parties have reasons to
manipulate the data, and more importantly, states might be able to determine the
identities of the individuals who submitted reports. If these platforms are not properly

secured, they could hurt the very people they were intended to assist.

Integrated Perspective

ICT networks support advanced data-gathering techniques, such as crowdsourcing,
and facilitate real time information analysis and distribution. Crisis mapping groups are
networked organizations that can adapt to different situations in order to gather large

quantities of data and represent them on geographical maps. If one employs the liberal
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definition of sovereignty — that sovereignty is defined by the states’ ability to control
actors and activities within and across its borders (Thomson 1995: 213) — then ICT
networks are in a sense challenging state sovereignty by enabling civil society groups to
facilitate resource allocation outside of their control. However, crisis mapping sites
provide information to state and non-state actors alike, in order to facilitate assistance
efforts in times of crisis. While these groups may seek to avoid assisting violent parties
during times of political crisis, they do not inherently operate in opposition to states. U.S.
SD official Alec Ross argues that the empowerment of citizens is at the expense of the
state, but arguably, crisis mapping shows how ICT networks can facilitate collaboration
between states and citizens. Crisis mapping represents the possibility for powerful new
networked organizations. Rather than there being a hierarchical chain of command,
decisions are made by consensus, and members are not limited by geographic location.
Crisis mappers operate outside of state control, but not necessarily in opposition
to it. The ability to synthesize data and represent it in a way that assists in resource
allocation has not resulted in a challenge to the supremacy of a state’s authority within its
borders. Instead ICT networks can provide information that supports government efforts
during environmental crisis (Haiti and Chile), in addition to reporting on acts of violence
between parties locked in political conflict (Libya). Still crisis mapping represents the
possibility for a new type of organization that can coordinate civilians to share resources
without necessarily relying on states. It does not require hierarchical leadership, and it
represents what a possible alterative to state control might be. With tools like crisis
mapping, NGOs could be empowered to provide assistance without state intervention,

and in time this could empower citizens to fulfill functions of the state, such as resource
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allocation, all on their own.

However, at this time the state clearly does not cease to be considered the
supreme governing structure within its territorial boundaries, even if citizens are
empowered to assist each other outside of its control. The Haitian, Chilean, and Libyan
governments do not disappear if non-state actors coordinate aid efforts during times of
crisis. The empowerment of citizen networks can represent a challenge to states’
authority, but it can also function in conjunction with the state. Furthermore, it by no
means eliminates the state completely. State sovereignty remains intact in the face of the
sophisticated information gathering, analysis, representation techniques of networked

organizations.

Transition

Crisis mapping groups exemplify the cyber utopian ideal: a networked
organization utilizing ICT networks in a way that clearly benefits society. However,
cyber skeptics make valid points about the possible cases of misinformation and
exploitation that could result from states or militant groups accessing the data. In cases of
environmental and political crises, there are various challenges to utilizing the Ushahidi
platform in a way that provides valuable information without compromising the safety of
the reporters. Still, citizens can use these tools during times of crisis and the data can
provide humanitarian organizations with the details required to assist in relief efforts.
These crisis mapping organizations represent the flexibility that networked organizations
possess, and how they can at times provide certain services better than traditional

hierarchical aid organizations. They can coordinate with state actors in order to provide
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relief, but at times they also operate in opposition to a state by the very nature of
reporting on corruption or acts of brutality. They do not challenge governments directly
but they provide information that is outside of state control. While citizens can use ICT
networks to coordinate protests or relief efforts, states are becoming more adept at using
these tools to control the information their citizens’ can access. The next section will
explore the role of ICT networks in facilitating censorship, and how this reinforces state

authority.
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Cyber Skeptic Evidence

Control

Censorship

States are continuingly becoming more aware of the ways in which ICT networks
facilitate the sharing of information and collective action. Repressive regimes struggle to
censor the politically inflammatory information that citizens can access through these
technologies, particularly the Internet, and to discourage the use of these tools for
coordinating activism. However, when states limit the proliferation of free information,
they risk reducing the social and economic benefits of ICT development. This “Dictator’s
Dilemma” is exemplified by the Egyptian government's decision to shut down the
Internet, which hurt the country economically and did not stop the protestors. Instead of
taking drastic measures to limit physical access to the Internet, states must find ways to
control the information that these media carry. The Chinese government excels at
controlling information, and has developed methods of using technology to censor topics
they have determined as being a threat to their authority. China also influences the private
companies that serve as intermediaries for ICT networks, and forces them to engage in
censorship if they want to profit from Chinese economic markets. Additionally, China
encourages self-censorship on the Internet in the same way that they do in the press.
When all else fails, China will locate those spreading harmful information and punish
them in order to stop them from voicing their dissent and to discourage others from doing
so as well. Even the democratic governments of United Kingdom and the United States

have sought to limit the use of ICT in order to prevent political unrest. Around the world
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governments are finding ways to limit information that inspires dissent. Still, even as the
government manages to control information, dissidents find new technologies to resist
them. States often seek to control information flows in order to influence their citizens

and in certain cases, prevent political coordination. ICT networks challenge this control.

Dictator’s Dilemma (Egypt)

Authoritarian regimes that seek to censor politically inflammatory information
must always balance these attempts with their desire to retain the economic and social
benefits of these technologies. This is referred to as the “Dictator's Dilemma” and it is
often defined as: if dictators allow ICT networks to spread within their countries, it poses
a threat to their respective regimes, but if they do not, their countries are socially and
economically cut off from the world (Tufecki 2011). Clay Shirky argues that the phrase
“the conservative dilemma,” coined by media theorist Briggs, is more appropriate
because it applies to leaders of democratic governments as well as leaders in business and
religion (Shirky 2011). This analysis will refer to both terms.

The ICT network shutdown during the Egyptian protests of 2011 is a perfect
example of this dilemma. On the morning of January 28", desiring to prevent the further
coordination of protests, the Egyptian government cut off all communication in the
country (Ghonim 2012: 212). It shut down all three cellular operators, Internet services,
and short messaging services (SMS) (Ghonim 2012: 212). The Egyptian government was
able to shut down the Internet relatively easily because it controls the limited number of
fiber-optic links to networks outside of the country, and the licensing agreements of all

Internet service providers (e.g. Vodafone) precluded them from challenging a shutdown
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order (MacKinnon 2012: 51). However, it is argued that this had the opposite effect of
what the government had intended, as more people took to the streets, some in order to
just to find out what was happening (Howard, Aggarwal, Hussein 2011: 3). This
shutdown implied that the government saw these ICT networks as a valuable tool for the
opposition.

Clearly, it was worth any costs to stop the use of these networks, because the shut
down had a significant economic impact. The Organization for Economic Co-operation
and Development (OECD) reports that the shut down of Internet and mobile services
resulted in direct costs of minimum 90 million USD. This amount refers to lost revenues
due to blocked telecommunications and Internet services, which account for around 3-4%
of Egypt’s yearly GDP (“"The Economic Impact of Shutting down Internet and Mobile
Phone Services in Egypt"). However, this amount does not include the secondary impacts,
which resulted from a loss of business in other sectors such as e-commerce, tourism, and
call centers. The IT services and outsourcing sector in Egypt brought in around 1 billion
USD in 2010, and it relies heavily on these networks (“The Economic Impact of Shutting
down Internet and Mobile Phone Services in Egypt”). Ultimately, the protests were not
deterred by the absence of the Internet. Individuals who became frustrated by the
regime's tactics may have even begun to support the protestors’. The Mubarak regime did
not benefit from shutting down the Internet, and instead the entire country suffered
significant economic losses.

The Egyptian case is a particularly strong example of the results of the dictator's
dilemma, but generally regimes do not resort to such dire measures in order to control

information flows and online coordination. Egypt is a country that has had a history of
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more lenient censorship practices. As of 2003 the government had not taken concrete
steps to control the content available on the Internet, even though it did so with other
media (Kalathil and Boas 2003: 123). In fact the government’s tactics were considered
unusual within the region because of the enthusiasm with which it extended Internet
connectivity without overt efforts at Internet censorship (Kalathil and Boas 2003: 122).
Consequently, it follows that it was not prepared to control the politically inflammatory
information that was being circulated online. Social media researcher Alexandra Dunn
notes that: “Egypt has traditionally limited its involvement to monitoring the
communications of actors, and not controlling the topography and content available in
online spaces* (Dunn 2011: 16). Other countries have focused on censoring the content
available on ICT networks as opposed to bluntly shutting off access. These governments
have had more success in limiting the information that their citizens have access to.
China is a particularly good example of a country whose government uses many tactics in

order to censor dissent online, and prevent coordination.

Censorship Technology (China)

China is renowned for its "Great Firewall" which uses technology to scan data for
information it wants to censor. The Chinese firewall is known to employ a Cisco “Secure
Intrusion Detection System (IDS)” which means that routers examine the content of data
packets to see if they match China’s filtering rules. Chinese network providers do not
provide the details of their firewall, but researchers at the University of Cambridge have
developed a model based on their observations. The firewall operates through several

steps: (1) a data packet arrives at the router and is placed into a queue; (2) the packet is
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passed to an IDS and the content is inspected; (3) if the packet’s content is found to have
one of the keywords the government has censored then the connection is reset and the
packet does not arrive at its intended destination (Clayton, Murdoch and Watson 2006).
Essentially, if a router finds that it is transmitting content that contains inappropriate
keywords then it does not transmit that data. Because the packets containing the
requested information are not successfully routed to their final destination, users cannot
access the pages that rely on these connections. The Chinese system is particularly well
thought out because it does not tell individuals that they are intentionally being blocked
from certain information (MacKinnon 2012: 35). There is no screen that says “Blocked
by the Chinese State,” but rather users will encounter a “site not found” page, a network
time out screen, or a page describing an HTTP error code, such as 404 which signifies
page is missing (Goldsmith and Wu 206: 94). This makes it challenging for users and
researchers to determine whether the page is unreachable because of censors, or just
technical difficulties. Citizens are not sure if the government prevented them from
accessing a site, or if it truly was the wrong link to a page.

China is able to control the information its citizens’ access by inserting
censorship technologies into the network, and so the country smoothly navigates the
dictator's dilemma. People can still access the Internet and so the social and economic
benefits are preserved, and yet the government is able to prevent inflammatory content
from encouraging dissent. These technologies are actually created by western firms, such
as Cisco, which has inspired controversy in their corporate home countries as well as
human rights groups around the world (MacKinnon 2012: 169). These technologies were

created in the early 1990s and were originally meant for American corporations that
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wanted to filter employee access to the Internet. The original purpose of these filtering
technologies was to allow employees to use the Internet for work, but prevent them from
accessing leisure sites like ESPN (Goldsmith and Wu 2006: 94). However, the company
successfully marketed its technologies to the Chinese as a tool for censorship. This is
only one case of a private company choosing profits over a democratic political agenda,

but there are many others that have surfaced as well.

Intermediary Control (China)

The physical routers, servers, and fiber optic cables that carry the Internet have
geographical locations within government jurisdictions, and the companies that run them
are subject to the governments’ laws (Nye 2011: 128). Similarly, the companies that
provide Internet services are still subject to the laws of the territory within which they
operate, even if they are based in a different country. The Chinese government excels at
encouraging these intermediaries to censor information. Private companies are allowed to
operate in China as long as they submit to the regime’s demands. The government
pressures companies that provide Internet services, such as Google, and this determines
how these intermediaries interact with providers or consumers of information content
(Goldsmith and Wu 2006: 85).

In 2010 the company Google decided to stop its local operations in China after the
leadership felt they could no longer offer their services without becoming a tool of the
repressive regime. Google claimed that the Chinese government was hacking into its
servers in order to access the accounts of political dissidents (BBC News 2011). The

company had agreed to censor its results, despite its motto of “don’t be evil,” because the
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provision of some search engine services was thought to be better for civil liberties than a
complete withdrawal from the country (BBC News 2011). The company did withdraw as
a result of the intrusions on the Gmail accounts of human rights activists (Gaudin 2010).
However, commentators have noted that this may have been in the company’s self
interest since it was second in the market to the native Chinese search engine Baidu
(MacKinnon 2012: 177). Still, political scientist Rebecca MacKinnon argues that the
decision “was also a statement about Google’s relationships with governments and
citizens worldwide, and about the entire Internet’s future. Google made a decision that
was both good for Internet freedom and in its long-term self-interest” (MacKinnon 2012:
177). In the past, a similar controversy arose when the Chinese government convinced
Yahoo to hand over information about dissidents who were using the site (MacKinnon
2012: 133). Both search engines had at one point cooperated with the Chinese
government to filter search results in accordance with the country's laws.

In this way, influencing intermediaries is another way in which China exerts
control over the information that its citizens have access to. Rather than denying these
companies the right to operate in China, the government forces them to cooperate with its
regime of censorship. While the companies have the option of pulling out entirely, the
allure of China's huge markets is difficult to resist, and companies often end up
cooperating with the government. However, Google did decide to leave the country, and
sacrifice the profits it would have gained from this market. Still, Rebecca MacKinnon
argues that Western companies and financiers have helped to legitimize a political
innovation that she calls “networked authoritarianism” in which corporate networks are

turned into an extension of government power (MacKinnon 2012: xxii).
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Self-Censorship (China)

The Chinese government excels at inspiring companies to engage in self-
censorship, and it uses this tactic on media outlets, and the public at large. They promote
this self-censorship through regulation, policing and punitive action (Kalathil and Boas
2003: 26). Chinese officials will make it very clear what topics they do not want the
media to discuss, and then punish those who do not listen by denying them access to
information, or pursuing the reporters in the courts and imprisoning them (Kalathil and
Boas 2003: 141). The public punishment of dissidents is an authoritarian tactic to
discourage others from expressing views critical of the government. However, authorities
can reach a tacit understanding with private companies about what behavior is and is not
acceptable (Kalathil and Boas 2003: 147). Even citizens understand the boundaries of
acceptable Internet use, and officials can exploit this to create an environment where
comprehensive censorship is not necessary (Kalathil and Boas 2003: 141). China excels
at the use of these “soft” control methods, and focuses on controlling the information on

ICT networks as opposed to limiting access.

Liberal Regime Censorship (United States)

The decision of whether or not to censor or shutdown ICT networks is not limited
to authoritarian regimes. Many liberal democracies choose to censor different types of
content, for instance, on the Internet, the United States government polices pornography
that includes children and imposes harsh penalties on individuals who view or transmit it.

Additionally, in the United States there has been at least one case where government
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officials decided to limit communications with the intent of dissuading the coordination
of protests. On July 3", 2011 a homeless man in California was killed by Bay Area Rapid
Transit (BART) officers, inciting protests by local community members (Silverman
2011). These protests were often located at train stations, and BART officials reported
that when protesters gathered at the Civic Center Station in San Francisco on July 11"
they blocked train doorways and held train doors open which made it necessary for other
stations to be shut down (Silverman 2011).

As aresult, when BART officials heard that another set of protests were being
coordinated through the use of mobile devices for August 11", they made the decision to
shut down power to cellular towers stretching from downtown to the San Francisco
(Collins 2011). This action was meant to prevent potential protestors from using social
media to help others avoid police while demonstrating (Silverman 2011). The Deputy
Police Chief Benson Fairow stated that: "It all boils down to the safety of the public...It
wasn't a decision made lightly. This wasn't about free speech. It was about safety"
(Collins 2011). However, some civil society organizations, such as the Electronic
Frontier Foundation, compared the shutdown to the actions of the Mubarak Regime in
Egypt during the protests of January 2011. A staff attorney at the Northern Californian
American Civil Liberties Union wrote that: "The government shouldn't be in the business
of cutting off the free flow of information. Shutting down access to mobile phones is the
wrong response to political protests, whether it's halfway around the world or right here
in San Francisco" (Collins 2011).

When BART officials released a statement on August 20", they implied that they

were allowed to employ prior restraint in order to prevent conduct that could be harmful



Mishra 133

to commuters. However, the communication between protestors was not itself responsible
for generating a threat, and critics argue that the limiting of communication for the sake
of preventing protests is akin to a violation of free speech (Silverman 2011). First
Amendment Center Director Gene Policinski argues that while there is no constitutional
right to use a cell phone, and while restricting them does not inherently challenge free
speech, it would not be appropriate if the government were to seize printing presses in
order to prevent editorials that incited violence, nor is it appropriate in the case of these
new technologies (Silverman 2011). The United States is still establishing its own laws

on when the government can lawfully limit ICT networks.

Liberal Regime Censorship (United Kingdom)

In the United Kingdom government officials have also questioned whether it is
acceptable to limit the use of ICT networks during times of political instability. During
the riots in early August of 2011, mobile phones, social media sites, and other new
technologies were used as tools to assist in the coordination of the riots. British Police say
small groups of youths used text messages, instant messaging on their phones, and social
media platforms such as Twitter to coordinate their attacks and stay ahead of authorities
(Yelaja 2011). A government panel interviewed thousands of people affected by the riots
and concluded that: "From the evidence around the August riots and from what people
have subsequently told us, it seems clear to us that the spread of rioting was made worse
both by televised images of police apparently watching people cause damage and loot at
will, and by the ability of social media to bring together people determined to act

collectively" (Halliday 2011). In the aftermath of the riots, Prime Minister David
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Cameron went as far as to question whether it would be acceptable for the government to
ban people from using Twitter, Facebook, or their BlackBerrys when they know that they
are planning to commit acts of violence, disorder, or criminality (Sabbagh 2011).

The security firm Unisys surveyed 973 adults, and found that 70 percent of all
respondents said they “completely agree” or “somewhat agree” that during outbreaks of
civil unrest, social media sites and Blackberry services should be temporarily shutdown
to prevent coordinated criminal activity (Whittaker 2011). However, among 18 to 24-
year-olds there was greater resistance to online measures. Ultimately, the U.K. Home
Secretary Teresa May met with several Internet companies, and announced afterward that
the government has “no intention of restricting Internet services” but would instead focus
on how social media could be used constructively during times of crisis (~McMillan
2011). In advance of this meeting, Facebook and Twitter had made it clear that they
“strongly warn the government against introducing emergency measures that could usher
in a new form of online censorship” (Halliday 2011).

In the United Kingdom a group of citizens have also used social media to identify
those who participated in the riots after the fact. A Google Group called “London Riots
Facial Recognition” uses facial recognition technologies to identify looters who appear in
online photos (Perez 2011). They post pictures on a website where other people can look
at them, and write the name of the individual. If enough people identify the photo as a
particular person, the police will be notified. In the aftermath of the riots, social media
was also used to coordinate clean up efforts (Yelaja 2011). Still, the question of whether
or not it is acceptable to limit communication and public coordination for the sake of

convenience is one that relates to authoritarian and democratic regimes alike.
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Circumvention Tools

Even as governments are able to gain greater control over the Internet, citizens
find new means of evading censorship. In the aftermath of the Tsunami in Japan, Clever
Industries, LLC provided an emergency communication app that allowed
communications to occur despite the fact that communication towers were blown away
(Redmond 2 March 2012). This technology creates peer-to-peer mesh networks instantly,
and enables users to evade government censorship. Another technology for censorship
circumvention called Tor is a network of virtual tunnels that allows people and groups to
improve their privacy and security on the Internet ("Tor: Overview"). It allows users to
prevent users from tracking them or to connect to sites or messaging services that are
blocked by local ISPs ("Tor: Overview"). It does this by connecting a user to several
intermediate “proxy” nodes in a network, in order to hide the origin of a request for data
(Morozov 2011: 169). Cyber utopians stress that state censors can be overcome through
the development of better circumvention techniques.

These circumvention technologies must be fully vetted before individuals rely on
them. The software Haystack was widely celebrated by the media and even the U.S. State
Department as being a valuable tool for censorship circumvention (Kang 2010). However,
it was ultimately revealed that the program had serious flaws that could result in users
being identified by the authoritarian regimes they were attempting to evade (Kang 2010).
As people find ways to connect their technologies to each other as opposed to private
intermediaries that can be influenced by the government, there will be a greater

possibility for networked communication that resists government control. However,
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cyber skeptics argue that these technologies of resistance can have negative consequences
if they are hacked and manipulated by state authorities. Security is incredibly important
for circumvention tools, and if they are not safe, then users can be putting themselves in

danger despite their going out of their way to avoid it.

Cyber Utopian Perspective

Cyber utopians point out that the government cannot be everywhere at once, and
that the amount of content on the Internet is in itself a defense against absolute censorship.
The Egyptian government’s shut down of the Internet was not successful, and it caused
significant economic damage proving that the “dictator’s dilemma” is relatively accurate.
States may choose to limit ICT networks and work with private intermediaries to exert
their control, but that will not prevent new applications and programs from being created.

Social media researcher Alexandra Dunn notes that:

“Barring a major trend reversal, the technological know-how of activists—in the tactical use of
circumvention and anonymity technology—will outpace that of the government. This cat-and-mouse game
will require governments wishing to quarantine political communication to scale up the direct force of
media interference from precise filtration and monitoring of content to full quarantine and shutdown of
media infrastructures” (Dunn 2011: 16).

Cyber utopians are betting that ICT network users will continue to find new techniques of

resisting state control faster than the state can find ways to impose it.

Cyber Skeptic Perspective

Cyber skeptics highlight that while the dictator’s dilemma dissuades governments
from limiting Internet access, it does not prevent them from doing so. Evgeny Morozov
notes that a crucial assumption behind the dictator’s dilemma is that it would be

impossible to design precise censorship mechanisms that could block openly political



Mishra 137

Internet activity but allow Internet activity that facilitates economic growth (Morozov
2011: 169). He argues that this assumption has been proven false, as governments are
able to filter content based on keywords and block access to websites based on the URLs
and even the text of their pages (Morozov 2011: 169). The firewall in China illustrates
how the government can prevent users from accessing politically inflammatory content,
and yet have no impact on the rest of their Internet experience.

Cyber skeptics also stress how democratic governments that insist on Internet
Freedom are still determining whether there are cases in which they too would limit ICT
access. In the United States and the United Kingdom the government has considered the
possibility of limiting ICT networks during times of upheaval. California BART platform
officials actually chose to do so. Furthermore, while there are technologies aimed at
preventing users’ privacy on the Internet, people often believe that they are more secure
than they truly are. For instance, the program Tor guarantees the anonymity of those that
use its proxy network. However, if the data transferred is unencrypted, it is possible to
view the content being transferred and infer who the sender is. Morozov notes that
Swedish researcher Dan Egerstad was able to read government documents, diplomatic
cables, and intelligence estimates that were transferred through Tor because they were
not encrypted, and then determine exactly who sent them (Morozov 2011: 170). In the
case of the Haystack software, citizens were nearly put at risk because of the over zealous
support of a product that had not been fully vetted. Cyber skeptics note that the very same
circumvention tools that can help citizens, can also pose a threat to them if they are not

used properly.
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Integrated Perspective

ICT networks support the Internet that many users obtain information from.
Social media sites on the Internet allow citizens to access and share information across
borders in real-time, without the government or traditional media organizations serving as
an intermediary. If one employs the liberal definition of sovereignty — that sovereignty is
defined by the states’ ability to control actors and activities within and across its borders
(Thomson 1995: 213) — then ICT networks are in fact challenging state sovereignty by
dispersing the “gates” where governments can exert control over information, and
establishing a public sphere that facilitates the expression of dissent and collective action.
However, states are developing methods to censor information at various points within
the network. There are specific technologies that can prevent the transmission of
politically inflammatory content. While traditional media institutions do not determine
what information is produced and distributed en masse on the Internet, governments can
now influence the private companies that serve as intermediaries between citizens and
Internet services.

Ultimately, states are increasing their ability to limit information, and thereby
inhibit its potential political impact. The diffusion of information production has not
resulted in a challenge to the supremacy of a state’s authority within its borders. While
the dictator or conservative’s dilemma is alive and well, different regimes manage these
challenges to control through a variety of tactics. Those governments that choose to shut
down ICT networks completely do seem to face economic costs (Egypt), and in liberal

democracies, face social costs (United States and United Kingdom). However, other
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regimes are able to encourage ICT use for economic and apolitical social purposes while
discouraging dissent (China). In these cases, the state clearly does not cease to be
considered the supreme governing structure within its territorial boundaries. Certain
regimes may be ousted from power (Egypt), but none of the governments disappear.
States are reestablishing their control over information, and reasserting their authority
State sovereignty remains intact in the face of the diffused information proliferation

facilitated by ICT networks.

Transition

Internet circumvention technologies pose a challenge to state censorship tactics,
but there are still flaws with the various tools being used. China has proven to be able to
implement a firewall that limits the majority of its citizens’ access to politically
inflammatory material. The government also uses soft control by implicitly threatening
private companies that do not go along with their demands. Furthermore, officials
encourage self-censorship by releasing regulations that make it clear what topics citizens
are expected to avoid and the punishment that will occur if they do not. China is an
example of a country that is successfully navigating the “dictator’s dilemma,” and has
avoided the need for national-scale shutdowns of its ICT networks. Egypt, however, has a
history of limiting ICT users as opposed to the information that is transmitted on
networks. This likely played a role in the governments’ need to shut down all
communications in order to limit citizens’ access to politically inflammatory information
during the protests of January 2011. Even democratic regimes, such as the United

Kingdom and the United states, need to determine if there are situations in which they are
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willing to limit ICT networks. Some governments are successfully subjugating ICT
networks to their control while others are still struggling to find methods that balance
their reliance on these new technologies with maintaining authority within their borders.
States are able to use ICT networks to produce information that represents their
perspective just as they are able to censor it. The next section will explore the role of ICT

networks in increasing states’ influence domestically and abroad.
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Influence

Governments can use social media in order to express their viewpoints, and to
influence both their own citizens and those abroad. The government in Bahrain used
social media to inspire citizens to identify protestors and to target these protestors for
humiliation. In China, the government not only expresses itself through official pages
dedicated to spreading information about the regime, it also reportedly hires citizens to
blog about positive aspects of the government. The United States has launched an
extensive campaign to use social media to expand its influence abroad. The 21* Century
Statecraft initiative launched by the United States focuses on using tools such as Twitter
and Facebook to engage with foreign publics in a new form of diplomacy. In general,
there is a shift in how diplomacy is being conducted as foreign populations can interact
directly on the Internet without their government’s involvement. The concept of citizen
diplomacy, or individuals representing their country through their actions abroad, has
been accepted by the U.S. State Department. Cyber utopians see this increased
communication between citizens and governments as a positive encouragement of civic
discourse. However, cyber skeptics emphasize that these techniques allow states to
enhance their influence through the use of ICT networks, strengthening their influence as
opposed to diminishing it. The Internet and social networking sites tie people together
across boundaries. However, people are still tied closer together within their countries
than to people outside, and governments can still shape how people interact within their

borders. States are able to use ICT networks to expand their influence at home and abroad.

Propaganda (Bahrain)
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In February of 2011, a series of prodemocracy demonstrations took place in
Bahrain inspired by the revolutions in Tunisia and Egypt (MacKinnon 2012: 62). The
Shi’ite majority that composes about 70% of Bahrain’s population demanded more
equality and representation in government from the Sunni minority that controls most of
the government (Wellman 2011). A month later the Sunni regime organized a bloody
crack down on the protestors. The government detained approximately 600 individuals,
and it is estimated that security forces killed around 30 protestors (MacKinnon 2012: 62).
ICT networks, specifically the Internet and mobile phones, were used to coordinate
protests. The social networking site, Facebook, was also used as a tool for coordination,
and videos taken of these protests, such as those at the Pearl Roundabout traffic circle in
Manama, the capital of Bahrain, were posted on sites like YouTube (Wellman 2011).
However, the Bahraini government also found uses for these social media tools, and used
shared photos, videos, and posts on these Web sites to identify protestors and retaliate
against them.

An Al Jazeera English featured documentary on the Bahraini protests describes
how the government launched Facebook campaigns to encourage ordinary citizens to
post the name and workplace of people who had participated in protests, and were
therefore “traitors” (Shouting in the Dark 2011). These lists of names were then tracked
down, and when the government arrested someone, it was reported on Facebook. It is
said that the trend of using evidence gathered from social media began on the state
television where the media criticized football players who had participated in protests
(Shouting in the Dark 2011). Ultimately many sports professionals were detained for

their pro-democratic actions. One Bahraini describes further negative consequences of
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social media use: "I’'m working with students who got expelled - over 100 in different
institutes, who were all expelled and had their scholarships pulled for Facebook updates
and Blackberry [smartphone] messages. Most of these Facebook statuses were
screenshots taken from their friends and handed in to the investigative committees”
(Wellman 2011).

Government supporters would even create pages dedicated to the defamation of
particular protestors and many citizens did choose to lend their voices to insulting or
demeaning these "traitors" (MacKinnon 2012: 63). One particular Facebook campaign
focused on a girl whose reading of a dissident poem had been captured on video and
posted online. On a Facebook page the government encouraged people to demand that
she be arrested and tortured, and eventually she was in fact detained (Shouting in the
Dark 2011). In this way, governments can also use the coordinating power of the Internet
against individuals and targets that they choose. This is a clear example of how states
can use social media to expand their influence. While the Internet can be a tool for
dissent and activism, it can just as easily be a tool for state propaganda, just like

television, radio, or other media.

Public Representation (China)

In China, the government makes active use of social media as a tool for spreading
official messages. The government not only censors content on blogs or Internet forums,
it actually creates content. In China, bloggers are hired to post favorable comments about
the regime and its actions. The “50-cent” party is a group of online commentators

dedicated to improving Chinese public relations through social media sites (Bristow
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2008). Its name stems from the fact that commentators are reportedly paid 50 cents per
positive post (Bristow 2008). In one case a bureau commentator noticed a disgruntled
citizen’s post about the police, and coordinated counter-messages by 120 government
supporters. There are reports that the Chinese government is setting up special centers
dedicated to training commentators in these kind of spin doctor tactics (Bristow 2008).
Cyber skeptic Evgeny Morozov discusses how the Chinese government countered
online criticism that followed the death of a prisoner (Morozov 2011: 118). In 2009, Li
Qiaoming, a twenty-four-year old peasant living near Yuxi City was arrested for illegal
logging. He was reportedly killed by fellow inmates, but over 70,000 commentators
wrote about the event on the site QQ.com and many accused the Chinese police of a
cover up (Morozov 2011: 118). The government responded by reaching out to Chinese
Internet users and asking them to become “Netizen investigators,” and out of the
thousands that applied, 15 individuals were selected. This commission was not allowed to
view any evidence, and could not create a conclusive report, and as a public relations
tactic police released a formal statement apologizing to the victim’s parents for allowing
their son to be beaten to death by inmates (Morozov 2011: 118). It was later discovered
that these investigators were all employees of state owned media, but it was still a clever
tactic to alleviate tensions online. A senior official with Yunnan’s propaganda department
stated that: “A matter of Internet public opinion must be solved by Internet methods”
(Morozov 2011: 119). The Chinese government is skilled at using social media to
influence its citizens. While governments may use the Internet to address the concerns of
their citizens, they may simultaneously encourage the widespread acceptance of their

perspective.



Mishra 145

Online Presence

Other governments are using the Internet and social media to create an online
presence as well. In Egypt many state institutions have Facebook pages that present
information about the government, and provide a place for updates or direct messages to
the public. For example, even the Supreme Council of the Armed Forces of Egypt has a
presence on Facebook (Irizarry-Gerould 29 February 2012). Certain official institutions
in Tunisia also use social media (Jemmali 29 February 2012). The United States has
made sure that its embassies have Facebook pages, and has used tools such as YouTube
to coordinate conferences that encourage conversation between young tech-savvy media
users from several different countries (Carlson 16 March 2012). It is not the only country
that has recognized the importance of representing official institutions on Facebook.
However, in the following paragraphs it will be made apparent the United States is
notable in its attempt to influence both domestic and foreign populations through social

media.

Public Diplomacy (United States)

In recent years, the State Department (SD) of the United States has decided to
integrate social media into its tools for engaging the publics of foreign nations. The State
Department calls this “21* Century Statecraft” and defines it as “The complementing of
traditional foreign policy tools with newly innovated and adapted instruments of
statecraft that fully leverage the networks, technologies, and demographics of our

interconnected world” (U.S. SD Website). The State Department believes that the three
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fundamental networks of international relations — trade, communications, and mass media
— all operate through the Internet, resulting in a “triple paradigm shift converging on a
common infrastructure ” (U.S. SD Website). The State Department’s initiative focuses on
encouraging Internet freedom, a vibrant civil society, and innovation within government
institutions. Officials recognize that diplomacy is no longer conducted through
government to government channels, but also through government to people channels —
as in public diplomacy — and people to people channels — as in citizen diplomacy (Ross
and Posner 2010).

The State Department has organized certain programs such as international
technology delegations, Haiti relief coordination, mobile banking, an Apps for Africa
competition, and many others (U.S. SD Website). In addition to hosting information on
Twitter and Facebook, the State Department has even coordinated real-time
conversations between Secretary of State Hillary Clinton and activists in other regions of
the world, such as the Middle East (Carlson 16 March 2012). These technologies allow
the State Department to receive feedback from other parts of the world, and get an idea of
what people think about the United States. However, a senior State Department official
cautions that while social media is a valuable tool: “It is important to not forget the one
on one element, or the last three feet. Diplomacy is meant to bridge the last three feet
between a person facing a person, and digital technology is one way to bridge that
distance, but every interaction matters” (U.S. State Department Official 28 March 2012).

Social media allows for the rapid exchange of ideas between the US and foreign
publics, but it does not replace actual person-to-person contact, just facilitates it. That

being said, this form of technology-leveraged diplomacy allows states to have a direct
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influence on the hearts and minds of foreign publics. U.S. SD Senior Advisor for
Innovation Alec Ross states that: “If you think about the traditional way in which
communications used to take place — government to government, pinstripe suit diplomat
to pinstripe suit diplomat — social media has completely disrupted that and done so for the
better. Look at the State Department: there are several hundred social media accounts,
that publish on a dozen different platforms” (Ross 5 April 2012). He adds that as a
diplomat, this has given him the ability to communicate in real time, largely un-
intermediated. Indeed the concept of public diplomacy as a whole demonstrates how
states now have the ability to interact directly with foreign publics without their

government’s involvement.

Citizen Diplomacy (United States)

On the Internet, citizens can also interact directly with each other without going
through government channels. The reputation of a country and its culture will be defined
abroad by these interactions, and consequently the government has an investment in
making sure citizens represent them in a positive light. Communications scholar Majid
Tehranian notes that people or citizen diplomacy is a bottom-up process, in which
ordinary people can represent their country and have an impact on political relationships
(Tehranian 1997). He argues that improving global transportation and communication
have made it possible for citizens to engage in the diplomatic “game” that was
historically reserved for foreign policy experts (Tehranian 1997). Former Ambassador
and State Department Official Brian Carlson explains that the term citizen diplomacy has

been around for about 25 years (Carlson 16 March 2012). There is an Office of Citizen
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Exchanges that is dedicated to encouraging Americans to go abroad and interact with
citizens of other countries. They facilitate American speakers appearing in events at
foreign conferences, and establish relationships between American and foreign
universities (Carlson 16 March 2012).

In November of 2010, The U.S. State Department Office of Public Diplomacy &
Public Affairs partnered with the U.S. Center for Citizen Diplomacy in order to host the
U.S. Summit & Initiative for Global Citizen Diplomacy in Washington DC. The author of
this paper attended this conference and this paragraph includes her views informed by
that experience. The topics of discussion ranged from how to best encourage youth
service to the role of citizen diplomats in improving global health. In the “Policy
Recommendations to Facilitate the Use of New Media in Citizen Diplomacy” panel, the
discussion centered around how involved governments should be in encouraging or
limiting new media as a tool of citizen diplomacy. The consensus appeared to be that
governments should not repress the use of these technologies, and they can even
encourage them to a mild extent, but, mainly, the citizens must determine how these
technologies should be used. Another panel, “Recommended Tools for Facilitating the
Use of New Media in Citizen Diplomacy” focused more narrowly on specific technology
based services, and provided compelling examples of how these new services could be
used to increase interconnectivity (e.g. youth video exchanges, online translation
services, mobile phone chat-rooms). This conference demonstrates the U.S. State
Department’s dedication to facilitating citizen diplomacy. In this way, the U.S.
government can expand its influence by creating frameworks for interaction that present

Americans in a positive light.
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Cyber Skeptic Perspective

Cyber utopians often that argue that the Internet will provide a space for
communication that will challenge state authority, but they often do not account for how
the regimes will use this same space. There is a false assumption that states cannot
manipulate information online, but propaganda can be spread through social media and
websites just as it can be spread through television, radio, and other mediums. The
situation in Bahrain demonstrates that states can actually expand their influence online,
and encourage coordination that supports their goals. The 50-cent party in China
demonstrates how states can find innovative tactics for alleviating pressures caused by
online dissent. This example contrasts with the one mentioned in the information section
of this paper, where a Chinese government officially apologized in order to quell citizens’
anger over the mishandling of information about a train crash.

While public and citizen diplomacy enable greater cross-border communication,
these efforts are still coordinated by state actors with a vested interest in the outcome.
The United States may encourage peaceful interactions between citizens throughout the
world, but it has a specific agenda in doing so, and seeks to represent itself in a positive
light. Furthermore, the political scientist Rebecca MacKinnon points out that the U.S.
State Department cannot escape from the contradictions between its Internet freedom
policies and their pursuit of national security, counterterrorism, trade, and copyright
interests (MacKinnon 2012: 195). The U.S. government may emphasize democracy and
human rights, but ultimately, they too are seeking to create borders on ICT networks.

Cyber skeptics argue that the Internet and social media can be used for propaganda
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purposes and that they support a state's authority and ability to control information.

Cyber Utopian Perspective

The cyber utopians focus on how the information on ICT networks can be used to
challenge regimes, and often overlook how they can expand states’ use of those same
technologies. Still, the concepts of public diplomacy and citizen diplomacy do challenge
the typical hierarchy of states that used to rely solely on formal diplomatic
communications. While diplomacy used to be the realm of diplomats and ambassadors,
the proliferation of ICT has resulted in the state having an increased ability to
communicate directly with the populations of different countries. International relations
scholar Joseph Nye argues that: “For States to succeed in the networked world of the new
public diplomacy, they are going to have to learn to relinquish a good deal of their
control, and this runs the risk that nongovernmental civil society actors are not aligned in
their goals with government policies or even objectives” (Nye 2011: 108). Essentially,
while entities such as the U.S. State Department may create initiatives, host events, or
sponsor like-minded organizations, public diplomacy and citizen diplomacy still occur
with less government intermediation and control.

Nye argues that public diplomacy can encourage the expression of dissent from
abroad which rather than detracting from a regime, can increase the credibility of its
message. A society that can tolerate dissent may seem more attractive, and this image can
benefit a state (Nye 2011: 108). ICT networks can be used to challenge the authority of
particular regimes, and external sources of information can undercut a regime (Steele and

Stein 2002: 36). The U.S. SD’s use of social media to communicate with foreign publics
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without government intervention could pose a challenge to authoritarian regimes. In the
last century broadcasting technologies were used for this same purpose (Steele and Stein

2002: 36).

Integrated Perspective

ICT networks support the Internet that many users obtain information from.
Social media sites on the Internet allow citizens to access and share information across
borders in real-time, without the government or traditional media organizations serving as
an intermediary. If one employs the liberal definition of sovereignty — that sovereignty is
defined by the states’ ability to control actors and activities within and across its borders
(Thomson 1995: 213) — then ICT networks are in fact challenging state sovereignty by
dispersing the “gates” where governments can exert control over information, and
establishing a public sphere that facilitates the expression of dissent and collective action.
However, states are also capable of using these tools to spread their own perspective and
expand their influence. States can use social media to create a presence online, and to
interact with citizens in a new way. States can use ICT networks to better interact with
foreign publics without their governments serving as an intermediary.

Ultimately, states are increasing their ability to spread their own perspective, and
thereby influence their citizens and those in other countries. The diffusion of information
production has not resulted in a challenge to the supremacy of a state’s authority within
its borders. States can even increase their authority by encouraging citizens to believe
what their government tells them, and to act in ways that their government condones.

States can encourage citizens to report on each other through ICT networks, and therefore
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utilize their citizens as a tool for implementing national rules. Some governments use ICT
networks to convince citizens to report on and demean dissidents (Bahrain), while others
focus on diffusing dissent (China) or explaining their viewpoint to foreign publics (U.S.).
In these cases, the state clearly does not cease to be considered the supreme governing
structure within its territorial boundaries. Certain regimes may face challenges to their
accounts of events, but these can be addressed or dismissed, and states can counter with
new tactics for manipulating public perception (China). States are using ICT networks to
expand their influence domestically or abroad, and reasserting their authority. State
sovereignty remains intact in the face of the diffused information proliferation facilitated

by ICT networks.

Transition

The Internet and social networking sites allow people to communicate across
national boundaries. Citizens can interact with each other without their governments’
involvement or even their awareness, and establish relationships independent of their
nationality. Consequently, states seeking to expand their influence can do so by creating
environments that facilitate positive relationships, which will then reflect favorably upon
the government. Governments can influence how their citizens interact by creating
official channels, even if they cannot constantly monitor all of their exchanges.
Additionally, states can directly influence their citizens’ behavior and expand their
influence by using the Internet as a tool for disseminating their own perspective. In
Bahrain the government used social media to convince its citizens to report on dissidents,

and also targeted them with humiliating smear campaigns. In China, the government
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engages in advanced public relations manipulation and actually hires online
commentators to better represent its perspective on the Internet.

Consequently, it is clear that information on ICT networks does not inherently
challenge state authority, because the same tools that can be used against the state can be
used to spread the state’s message. States can use the Internet and social media to expand
their influence domestically and abroad. The next section will explore the role of ICT

networks in increasing states’ military and coordination capabilities.
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Force

As states are increasing their reliance on ICT, and integrating them into their
economic and social infrastructure, vulnerabilities in digital networks can become an
excellent target for attacks by adversary states. The Internet was not created with security
in mind, because the individuals who defined its use saw it as a depoliticized zone where
the free flow of information would enable greater sharing and learning around the world.
However, this lack of security has resulted in states being able to use ICT networks as a
means for attack. The Stuxnet worm in Iran exemplifies how ICT networks can serve as a
medium for the transmission of coded “cyber attacks”, and demonstrates that these
attacks can have physical consequences that may even threaten states' other military
capabilities. Furthermore, states can use the coordinating power of the Internet to their
benefit if they can incite citizens to commit nationalistic acts of aggression. In the case of
the Estonian Cyber riots of 2007, the Russian government was suspected of assisting its
citizens in the coordination of attacks against Estonian networks as a sign of political
protest. Furthermore, in 2008, Russian citizens used cyber attacks to support the nations’
physical military campaign against Georgia. Conflict waged through ICT networks
contradicts the ideals held by cyber utopians, although citizens do coordinate with each
other to launch patriotic cyber attacks. Cyber skeptics note that as states seek to defend
themselves against attacks in cyberspace, they subjugate the Internet to their territorial
sovereignty and limit the free flow of information. In their view, cyberspace is entering a
Westphalian Age, where states boundaries and domains of control are as clearly defined
as they are in real life. States can use ICT networks to increase their military capabilities,

and inspire citizens to act in a way that supports their interests.
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Internet Security

The Internet was not created to be a secure network, but instead a platform that
facilitated the sharing of information (Nye 2010: 5). Consequently, private and public
enterprises that have sought to use the Internet to expand their operations found that they
must innovate new security measures. The Internet suffers from glaring security
problems that can result in vulnerabilities for sites that are not properly secured. There
are three main challenges to Internet security: base security of Unix system, local
network security and security of Internet connections (“Internet Security’’). The Unix
operating system was designed by programmers for use by other programmers, and host
security relies on proper system configuration by the administrator. If the accounts on the
system are compromised, or if hosts that connect to the system are compromised, this can
affect the security of the entire network (“Internet Security””). However, there are
technologies dedicated to alleviating these security concerns, such as firewalls.

Firewalls can determine what actions will be permitted or restricted on a network,
and provide more advanced authentication techniques. Firewalls can also filter packets
that pass through a router based on information like source or destination IP address.
Last, firewalls can filter connections through software applications in order to support
remote connection services such as TELNET, or file transfer services such as FTP
(“Internet Security”). These technologies can address security vulnerabilities in the
Internet, but they can also be used by states to filter information on the Internet. IP
addresses can be traced to their source in order to find hackers or cyber criminals, but

they can also be used to find dissidents. Using techniques such as deep packet inspection
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(DPI) can be helpful for ISPs interested in preventing the spread of viruses or the transfer
of illegal material, but it also means that these companies have access to the information
that is transferred through their networks, infringing on users privacy (Wawro 2012).
This technique is used in China to censor information on sites like YouTube (Wawro
2012). The previous paragraphs only begin to discuss the complexities of Internet
security, but the main takeaway is that the same tools that can be used to increase Internet

security can be used for censorship and repression.

Key Terms

In recent years, states have found they are vulnerable to attack through ICT
networks. States face threats that are common to all ICT users, but they also are the
targets of sophisticated programs that can be designed to harm one specific country. In
order to discuss case studies of cyber attacks it is useful to establish certain definitions. A
Hacker is an individual with knowledge of computer security that tends to specialize in
either exploiting vulnerabilities, or finding ways to prevent them, depending on whether
they are motivated by self-interest. Arguably, the term cracker better describes hackers
that are dedicated to exploiting vulnerabilities, since the term hacker has now come to
mean any dedicated programmer. Often, the term hacker refers to malicious actors
(“Internet & Cyber Crime Terms and Definitions™). Software that runs automated tasks
over the Internet is referred to as an Internet bot, and malware is software that is designed
to infiltrate or damage a computer system without the owner’s knowledge (“Internet &
Cyber Crime Terms and Definitions”). A zombie computer is a computer attached to the

Internet that has been compromised by a hacker, computer virus, or Trojan horse, and a
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botnet is a large collection Internet bots that run on these zombie computers (“Internet &
Cyber Crime Terms and Definitions”).

These botnets can be used to perform malicious tasks under remote direction,
such as launch distributed denial-of-service (DDoS) attacks which overload routers with
requests for information causing them to crash or making it impossible for valid requests
to be answered in a timely manner (Mueller 2010: 23). A computer virus is a program
that can copy itself and infect a computer without the permission or knowledge of the
user, while a computer worm is different in that it does not need attach itself to an
existing program, and instead uses networks to send copies of itself to other computers
often causing damage in the process (“Internet & Cyber Crime Terms and Definitions™).
States and individuals can purchase botnets on the Internet and access them remotely as a
source of computing power (Dam, Lin, and Owens 2009: 222). States can rely on

multiple tactics when seeking to use the Internet as a weapon.

Stuxnet Worm

In June of 2010 American cyber security experts discovered a computer worm
named “Stuxnet” (“The Meaning of Stuxnet” 2010). It is the first malware known to
target and infiltrate industrial supervisory control and data acquisition (SCADA) software
that is used to run chemical plants, factories electric power plants, and transmission
systems worldwide (Clayton 2010). This malware was found to have infiltrated an
Iranian nuclear facility at Natanz, but it also infected 60,000 computers total including
those in India, Indonesia, China, Azerbaijan, the United Kingdom, and the United States

among others (Farwell and Rohozinski 2011: 23). It caused the motors for the nuclear
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centrifuges to switch between high and low speed intervals which damaged the machines,
and even tampered with the system reporting mechanisms in order to conceal that any
change had taken place (Farwell and Rohozinski 2011: 24). This meant that although the
centrifuges were being forced to malfunction, the computers that monitored these
machines reported that they were operating perfectly, and it took visual reports for the
malfunctioning centrifuges to be discovered.

Stuxnet is a sophisticated program that is designed to penetrate and exert control
over remote systems autonomously (Farwell and Rohozinski 2011: 23). Iran’s nuclear
facility was “air gapped,” or not connected to the public Internet, and so the worm was
introduced by unsuspecting employees using infected USB drives (Farwell and
Rohozinski 2011: 23). The Stuxnet worm had the ability to “fingerprint” the computer
system it infiltrates, meaning that it is meant for one particular system, in this case the
Iranian plant (Clayton 2010). The perpetrator is assumed to be a state because of the
level of complexity required to investigate and fully understand the specific SCADA
infrastructure being used in Iran (Clayton 2010). However, at this point it is not clear
which state actually conducted the attack, although Israel is considered the unofficial
culprit (Zetter 2011). The Stuxnet attack exemplifies how states are using the Internet to
expand their military capabilities, and use the medium for attacks. These actions directly
conflict with the intent of the founders of the Internet, and provide support for a cyber

skeptic view of the proliferation of ICT networks.

Cyber Riots (Estonia)
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In 2007, the Estonian government wanted to relocate a Soviet era statue depicting
an unknown soldier of the Great Patriotic War, despite the protests of the country's ethnic
Russian population (Bronk 2008: 132). Public interest in the story grew, and it became a
rallying point for the citizens of Russia as well as the Estonian Russians. The Russian
government propagated anti-Estonia messages on the state-controlled media in order to
incite further agitation among its citizens (Mueller 2010: 23). After the statue was moved
Russian-language Internet forums and blogs lit up with angry discussions, some of which
outlined potential Estonian Internet targets and provided instructions on how attack them
(Mueller 2010: 23). Russian citizens then launched a cyber attack on Estonian banks,
media outlets, and other services providers (Swaine 2008).

The Russians used botnets coordinated through the black market, and orchestrated
a series of DDoS attacks that crippled the Estonian cyber infrastructure for 3 weeks
(Swaine 2008). What was remarkable about these attacks is that they were later found to
have been orchestrated by Russian citizens who were interested in punishing the Estonian
government for nationalist reasons, rather than the Russian government directly (Schmitt
2010: 151). The IP addresses of several attacks were traced to Russian government
institutions, and it is believed that officials played a role in encouraging the attacks, but
there is no evidence that the government formally coordinated citizens’ actions (Schmitt
2010: 151). This 1s an example of how a government could exert its power by inspiring
citizens to take autonomous patriotic actions, rather than directly orchestrating an attack
(Nye 2011: 127). This example of citizens using ICT networks to expand state influence
for military purposes demonstrates how they can become a tool for nationalism, rather

than just in opposition to governments.
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Cyber and Kinetic Conflict (Georgia)

The cyber war against Georgia in 2008 is another example where the Russian
government is suspected of having been involved in the coordination of civilian cyber
attacks (Russian Invasion of Georgia 2008). On the 7" of August a large number of
Georgian Internet servers were seized and placed under remote control, and on the 8" of
August, Russia commenced its invasion of Georgia (Russian Invasion of Georgia 2008).
Various analysts have tied the attacks to the Russian Business Network (RBN), a network
of criminal hackers with close links to the Russian mafia and government (Dam, Lin,
Owens 2009: 174). A researcher who tracks the activity of the RBN, Jart Armin, released
data that claims to demonstrate that the servers responsible for rerouting visits to
Georgian sites were under the control of RBN and influenced by the Russian government
(Russian Invasion of Georgia 2008). Websites such as “stopgeorgia.ru” provided
information about potential Internet targets and the tools necessary to orchestrate an
attack. The registration information of this website was shown to reveal a connection to
the RBN.

Armin argues that the RBN is tied directly to the Russian government, which
seems circumstantially supported by the attacks being perfectly timed to execute in
conjunction with the physical invasion of Georgia. On the 27™ of August, there was a
large DDoS attack aimed at Georgian websites, and mainly the Georgian Ministry of
Foreign Affairs, though the attacks died down after many had been successfully blocked
(Russian Invasion of Georgia 2008). These attacks were not the work of “hacktivists” just

interested in the laughs, but incredibly well planned and tightly coordinated (Russian
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Invasion of Georgia 2008). Similar to the Estonian cyber riots, this case exemplifies how
states can benefit from the Internet and expand their capabilities militarily as well as
diplomatically. Governments are not only finding ways to maintain their authority on the

Internet, they are able to expand their power.

Cyber Espionage (China)

In addition to physical attacks, governments can use the Internet as a way to
collect information about other countries, as well as their own citizens. Cyber espionage
describes how states are using the vulnerabilities in networks to steal data from each
other, as well as private enterprises. This has been described as a new type of economic
warfare, and is changing the way that states observe attacks on their sovereignty (NBC
News 2011). If a country can access the information guarded by their adversaries,
specifically with regard to military technology, then they can develop and enhance their
capabilities without having to invest in the research.

The ongoing conflict over intellectual property laws between the United States
and China has taken on a new dimension as Chinese hackers exploit network
vulnerabilities in order to steal American research (Maginnis 2011). The United States
sees Chinese cyber espionage as a danger to national security. The Pentagon’s 2011
report on the Chinese military claims that the government conducts cyber intrusions in
order to extract information from defense websites, and argues that whatever the
government cannot buy, they steal (Maginnis 2011). Apparently, Chinese espionage has
resulted in the Americans losing their encryption, cruise missile, and stealth technologies

to China (Maginnis 2011).
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Economic espionage can even be offensive as well as theft oriented. The
Pentagon report states that China plans to use cyber attacks to “constrain an adversary’s
actions or slow response time by targeting network-based logistics, communications, and
commercial activities” (Maginnis 2011). However, to a certain extent it is expected that
all governments will use various tactics to spy on the actions of their rivals, and
consequently, the United States is likely culpable as well. Still, the use of the Internet as a
means for states to exploit each other's vulnerabilities is not in line with the cyber utopian
perspective. Cyber espionage exemplifies how the loss of control over information can
actually affect a state’s military capabilities. The monopolization over sophisticated
weaponry can provide states with additional power, and this is eroded when other states
are able to steal information about weapons systems and then build comparable ones of
their own. The impact of information theft on military capabilities exemplifies how ICT
networks can be used to increase states’ military strength, and improve their means to

exert control over their territory.

Cyber Skeptic Perspective

From the cyber skeptic perspective the above cases all illustrate how ICT
networks can expand a state’s capabilities in terms of military force and economic
influence. In the case of Estonia and Georgia, the Russian government’s involvement in
coordinating the cyber attacks seems limited and unclear, but they benefitted from the
patriotic actions of their citizens. If nationalism can motivate non-state actors to take
action on behalf of the state, this enhances the state’s authority as opposed to detracting

from it. In the case of Stuxnet, the Internet became a tool for a sophisticated attack on an
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Iranian nuclear facility. While it is not definitive that this was a government-sponsored
action, experts believe that the level of sophistication implies a state actor is responsible.
There are clearly states that benefit from this outcome, such as Israel and the United
States.

The increased possibility of ICT networks being used as a medium for attack
means that governments can make the case for exercising greater control. In the name of
protecting citizens, they can argue for increased use of filtration techniques such as deep
packet inspection of the information on ICT networks. International relations scholar
Joseph Nye emphasizes that: “Providing security is a classic function of government, and
some observers believe that increasing insecurity will lead to an increased role for
governments in cyberspace. Many states desire to extend their authority in cyberspace
and seek technological means to do so” (Nye 2011: 144). Political scientists Chris
Demchak and Peter Dombrowski argue that cyberspace is about to enter its own
Westphalian Age: “From the Chinese intent to create their own controlled internal
Internet, to increasingly controlled access to the Internet in less-democratic states, to the
rise of Internet filters and rules in Western democracies, states are establishing the
bounds of their sovereign control in the virtual world in the name of security and
economic sustainability” (Dombrowski and Demchak 2011: 32). They argue that Stuxnet
marks a new chapter in Internet governance, because it signifies that ICT-leveraged
attacks can pose a significant threat. In their view: “All states, in one way or another, will
reach out to control what they fear from the Internet—the lack of sovereign control over
what comes through their borders. Thus the transformation from frontier to regulated

substrate across cyberspace has begun” (Dombrowski and Demchak 2011: 35).
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Cyber Utopian Perspective

Cyber utopians tend to overlook the militaristic possibilities of ICT networks,
however, in doing so they ignore proof of how citizen coordinated cyber attacks
challenge state authority. Nye points out that the attacks in Estonia were “the product of
large-scale, transnational, spontaneously organized collective action. It was made
possible by the Internet and its capacity for quickly sharing information and software
tools and for mobilizing like-minded but dispersed and mostly anonymous groups of
people” (Nye 2011: 24). From this perspective, the attacks in Estonia were an example of
coordinated citizen activism being leveraged in opposition to a formal state, just not their
own. The cyber riots in Estonia still demonstrate the power of networked individuals
resisting a state’s hierarchical decision making, but in this case a foreign government was
targeted.

The Georgian case illustrates that citizen efforts can bolster Russian capabilities,
but it also demonstrates how citizens can successfully attack another country and disrupt
their information infrastructure. It makes one wonder what these citizens would be
capable of if they did choose to turn against their own government. While every country
that uses ICT networks faces the threat from domestic hackers, there has yet to be a
coordinated attack by citizens against their own government, that matches the scale of the
Estonian or Georgian cases. Nye points out that the Estonian case underscores the
absence of a clean division between state and non-state actors in a networked
environment (Nye 2011: 26). While cyber utopians may prefer to avoid thinking of

militant political activism as an example of the strength of networks, these cases illustrate
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that citizen cyber power is a force in its own right.

Integrated Perspective

ICT networks support the Internet that many users obtain information from.
Social media sites on the Internet allow citizens to access and share information across
borders in real-time, without the government or traditional media organizations serving as
an intermediary. In certain cases these ICT networks can facilitate coordinated citizen
action. As states increase their reliance on ICT networks, they develop new
vulnerabilities in their information and even physical infrastructure that can be exploited
by state and non-state actors. If one employs the liberal definition of sovereignty — that
sovereignty is defined by the states’ ability to control actors and activities within and
across its borders (Thomson 1995: 213) — then ICT networks are in fact challenging state
sovereignty by allowing citizens to coordinate cyber attacks outside of state control that
can even cause physical destruction. If one employs the realist definition of sovereignty —
that sovereignty is defined by the states’ ability to make authoritative decisions, namely
the decision to make war (Thomson 1995: 213) — then ICT networks complicate the very
nature of sovereignty by allowing citizens to instigate semi-autonomous attacks that can
either imitate war, or support actual kinetic warfare (Georgia). However, states are also
capable of using these tools to launch cyber attacks and increase their own military
capabilities. States can inspire citizens to attack particular adversaries without being held
officially responsible.

Ultimately, states are increasing their military capabilities through the use of ICT

networks. The ability for citizens to coordinate cyber attacks has not resulted in a
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challenge to the supremacy of a state’s authority within its borders. States can even
increase their authority by increasing their military capabilities (Stuxnet), and inspiring
patriotic hackers to target adversary states (Estonia), or to bolster the effectiveness of
physical military campaigns (Georgia). In these cases, the state clearly does not cease to
be considered the supreme governing structure within its territorial boundaries. However,
more so than any of the other functions of ICT networks that are discussed in this paper,
the ability for citizens to coordinate cyber attacks has the greatest potential to challenge
state authority. If one examines the liberal and realist definitions of sovereignty, citizen
cyber attacks pose a challenge to government’s authority, because they offer the potential
for legitimate force that is outside of state control. Still, this analysis has taken a very
distinct view of sovereignty that implies that it is only challenged when the state ceases to
be the supreme authority within its territorial boundaries. State sovereignty remains intact

in the face of citizen coordinated cyber attacks through ICT networks.

Transition

Cyber utopians and cyber skeptics can both find evidence for their arguments in
examining case studies of cyber attacks and cyber espionage. The Internet was not
designed to be a secure medium, but rather one that facilitated the sharing of information
The Estonian cyber riots of 2007 and the Georgian cyber attacks of 2008 are two
examples of citizen networks coordinating patriotic action on behalf of the state. The
Stuxnet virus that targeted Iran in 2010 is another example of how ICT networks are
being used to expand states’ military capabilities. Attacks can also take the form of

economic sabotage and espionage, and the United States is struggling to find new
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methods of protecting its data against Chinese intrusions. While citizens are challenging
state control over information, coordination, and even the legitimate use of force, the
sovereignty of states appears to remain intact. The fabric of cyberspace is still in flux, and
it will remain to be seen whether states can fully subject ICT networks to their authority

and created borders in cyberspace, or must adapt to this new borderless domain.
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Discussion

This section will synthesize all of the evidence presented in previous sections in
order to support the author’s argument that while ICT networks do not eliminate state
sovereignty, they challenge states’ control over actors within their borders. As a result
regimes need to more actively reassert their authority in order to retain power, yet state
sovereignty as a whole still remains intact. This section will also include some of the

ideas that the author developed in the process of writing this paper.

Synthesize Evidence

Networks are a set of interconnections among nodes. That is the fundamental
concept. Networks are simply a term to describe relationships, and they can be applied to
people, cells, countries, ideas, or really anything at all. So when individuals argue that the
world is becoming more networked, what does this actually mean? Clearly they are not
referring to the earth as part of a network of planets. The term “networked world” is
describing networks of human interaction. The argument is that as people are better able
to communicate through the use of technology, new connections will be formed and the
network of human relationships will grow larger and even more complex. In the cyber
utopian perspective, this argument implies that societal structure across borders is
fundamentally shifting away from hierarchical organizations, such as states, towards
decentralized networks of individuals, for example crisis mapping groups. In the cyber
skeptic perspective, hierarchal organizations are not fundamentally challenged by
networks, and often subjugate them to their control, or force them to take on more

hierarchical qualities.
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In international relations, this debate is encapsulated in the general conflict
between the realist view that states are the primary unit of analysis, and the liberal view
that connections between non-state actors can also impact the international system. In
general, state sovereignty is defined as supreme authority within defined territorial
boundaries. However, liberal interdependence theorists argue that sovereignty is defined
by states’ ability to control actors within and across borders, and realist theorists argue
that it is the states ability to make authoritative decisions, in particular the decision to
make war (Thomson 1995: 213). The liberal interdependence definition connects directly
to the cyber utopian perspective. Cyber utopians often cite examples where states have
lost control over their citizens’ ability to exchange information or coordinate collective
action. The realist definition and the general definition directly connect to the cyber
realist or skeptic perspective. Cyber skeptics often stress that states are still the
recognized structure of governance, and still have the ability to use force domestically
and abroad. This analysis has similarly argued that states still retain authority within their
borders, despite challenges to control.

The cyber utopians of the 1990s argued that the absolutes of the Westphalian
system were dissolving, and that the computer and telecommunications revolution were
leading to the decline of states and the rise of non-state actors (Mathews 1997). Even in
current times the cyber utopian perspective is defined by individuals who argue that the
use of ICT or the services they generate can pose a significant challenge to state authority.
However, in reality the networked nature of ICT do not challenge state authority, but

rather the ability of particular regimes to exert control over actors and activities within



Mishra 170

their borders. Cyber utopians are addressing the liberal interdependence definition of
sovereignty, but this is only one definition, and it is one that has a particular flaw.

International relations theorist Janice E. Thomson argues: “State control has
waxed and waned enormously over time, regions, and issue-areas while the state's claim
to ultimate political authority has persisted for more than three centuries” (Thomson1995:
214). A state does not lose its sovereignty when it loses control of economic policy,
trans-border flows, or even the actions of its citizens, because there was never a time
when states control over anything was assured or secure (Thomson 1995: 214). Cyber
utopians are not wrong that states’ control has been challenged by the various functions
of ICT, but they are wrong in asserting this significantly undermines states’ authority. A
state still has authority even if international networked organizations operate across their
borders or even if a particular regime is removed from power. In these cases supreme
political authority has not shifted from state to non-state actors or other institutions. The
formal “state” structure is still recognized, domestically and internationally, as the
highest governing body within its territory.

This is not to say that the cyber skeptics are completely correct in dismissing the
impact of ICT on state control. These new technologies do empower citizens to exchange
information and to coordinate with each other new ways. The Internet may have
gatekeepers in the form of search engines, but it is still different from when publishers
and media organizations determined what content was worthy of production and
distribution. Everyone can share information in real time, and the sheer volume of
content makes it difficult for states to limit communications. States can rely on

censorship technologies to filter the content their citizens can access, but this requires a
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greater investment than when they could simply control information at hierarchical
centers of production. However, while states may find it harder to control information
flow across their borders, this does not undermine their authority.

ICT facilitate communication and the Internet creates a new public sphere where
people can express dissent and share mutual concerns. Social media sites could be
encouraging “slacktivism,” but they are serving as yet another tool that facilitates
coordination. Furthermore, they could encourage political involvement from individuals
who would otherwise remain uninvolved altogether. Weak ties may not inspire high risk
activism, but over time they can become stronger as citizens engage in more low risk
activist opportunities. Furthermore, they can tie together groups of individuals who might
otherwise remain unconnected. Crisis mapping groups represent networked organizations
and they can operate with state and non-state actors to assist in resource allocation during
times of crisis. However, they operate outside state control, and can become politicized
by posting information about government corruption or attacks on citizens. The dictator
or conservative’s dilemma makes censorship or ICT shutdowns a more costly decision
and it forces states to evaluate their priorities. Still, this does not stop states from seeking
to limit ICT to prevent citizens’ expression of dissent and collective action. While states
may find it harder to control their citizens’ actions, this does not undermine their
authority.

States can use ICT to spread their perspective and influence their citizens. The
Internet and social media sites provide yet another platform for propaganda. ICT also
facilitate coordination that serves to support state control as opposed to challenging it.

ICT networks are also another piece of infrastructure that can be targeted during conflicts,
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so states that can launch cyber attacks to exploit their opponents’ vulnerabilities are able
to bolster their military capabilities. States can encourage citizens to take action against
dissidents, or even against other adversarial states. Patriotic hackers may conduct attacks
on states behalf, but other hackers challenge state control by targeting their own
government. Depending on the accepted definition of sovereignty, hackers could pose a
challenge to state authority because they can launch attacks that might be considered akin
to warfare. Realists define sovereignty as the ability for states to make authoritative
decisions, in particular the decision to make war, and in this view patriotic hackers’ use
of ICT challenges sovereignty. In the event that patriotic hackers declare war on behalf of
their government, but without its official sanction, they would be undermining the state’s
authority. However, this would not mean that these non-state actors are then looked to as
the overarching political authority within that territory, and therefore, the state’s
sovereignty would remain intact. Arguably, for the non-state actors to truly become a
competing authority within that territory, they would have to become the rule making
body within that region, and achieve recognition domestically and internationally.

Throughout this paper there has not been a single example of where ICT have
facilitated a shift in political authority from the state to non-state actors or institutions.
While the bodies that control the Internet exemplify networked governance (i.e. [CANN,
IETF), as do certain international organizations such as the Ushahidi or Standby Task
Force crisis mappers, states are still recognized as the formal governing structure in
territories all over the world. Regimes maybe ousted, and different administrations may
go in and out of power, but the state structure itself remains constant. In each case

throughout this paper, and in many others analyzed by the cyber utopians and cyber
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skeptics, the state has remained the supreme authority within its territorial boundaries,

and therefore its sovereignty remains intact.

Additional Thoughts

A Standby Task Force (SBTF) Member, Kate Perino, explained that when the
SBTF was working with human rights organizations they often had to catch up “ordinary
people” who think “I can use Facebook to get help” as opposed to understanding how
crisis mapping truly works (Perino 7 March 2012). As she describes it, these aid
organizations are organized in a hierarchical manner, and gather their information from
official internal sources, so they are not used to the horizontal methodology used by crisis
mappers. In networked organizations people are often assigned several different tasks,
decisions are made through consensus, and the organization is flexible and adapts to
include new functions. To individuals that are used to working in a hierarchy, these
organizations may appear to be chaotic, and without any formal mechanism of
coordination. There is no central leadership, and no assigned roles, so an outsider might
assume there is no methods of group governance.

In fact, this is likely what occurred in the traditional media’s representation of the
Occupy Movement. In that movement, there was no formal leadership and no clear
platform, which caused many journalists to describe protestors as having no demands.
This lack of hierarchy made Occupy an object of criticism and scorn, as though a central
leadership is a basic requirement of any movement. However, this movement was
successful at coordinating encampments in several cities as well as protests and other

events, all without central leadership. The movement may not have directly resulted in
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significant reform, but it did bring awareness to the growing income gap and financial
inequality in the United States. Networked movements like Occupy, and networked
organizations like SBTF show how it is possible to coordinate action without hierarchies.
In these groups, it is not that members have no roles and no responsibilities, but rather
that they have several shifting roles, and share responsibilities.

Another interesting thought is how the public sphere facilitated by ICT networks,
specifically on the Internet, can embolden people who might not otherwise have
contributed in a public sphere through personal interactions, or traditional media. For
many individuals, the anonymity of online interaction allows them to speak more freely,
for better and for worse. Individuals who may not feel comfortable voicing their political
thoughts publicly could find that an online forum or a blog is a space where they can
express themselves without impacting their reputation in real life. In repressive regimes,
anonymity can also make people feel more emboldened to voice criticisms of authorities.

While authoritarian governments are developing more advanced techniques for
tracking dissidents online, there is still a difference between the risk of expressing dissent
online —where you might be identified and punished — and the risk of expressing dissent
in the physical world — where authorities could inflict instant punishment upon finding an
individual who is criticizing the regime. With online assembly there is a degree of
separation between action and punishment that does not exist in the real world. If people
are communicating in a chat room, the government has to identify those involved, and
then target each of them separately. If people are meeting in a local café, authorities can
capture everyone at once and physically deter future dissent. Because deniability is

greater online, there is the possibility that people will be willing to share criticisms of the
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government, even if there is the same threat of punishment. This buffer between
communication and retaliation may alter the decision calculus of dissenters, and make
them more likely to take risks. This would mean that the government will have to employ
even greater force to deter citizens from expressing dissent, which could alienate third
party citizens. It would be difficult to measure this trend if it did exist, but it is an
interesting thought that is perhaps worth future examination.

Another interesting thought is how social media facilitates instant, publicly
available information on involvement in political groups. On sites like Facebook and
Twitter, one does not need to estimate group membership or keep formal counts, this data
is readily available and dynamically updated. These numbers can be very impressive, and
provide quantifiable representations of levels of activism, even if their translation into
physical action is limited. While the numbers on social media sites do not represent
physical involvement, they represent a new type of involvement that should be seen as
valuable in its own right. The emphasis on the connection between activism online and in
real life can at times overlook the value of purely digital political action. Cyber skeptic
Evgeny Morozov argues that if people feel satisfied by engaging in Facebook groups then
they might choose to do that at the expense of writing letters to their elected
representatives or organizing rallies, despite the fact that online activities will have less
impact on society (Morozov 2011: 190). This is a rather short sighted view of the power
of online representation on the Internet. If public officials or government administrations
have Facebook pages, then citizens do not need to write them a letter, they can write
comments directly on the official’s wall. Social media can facilitate a new type of direct

interaction with government officials that would be equivalent to if not replace letter
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writing.

As for organizing rallies, arguably if it is easier to coordinate events and advertise
them, this will assist collective action rather than hinder it. In the past rallies had to use
single-to-single (i.e. phone calls) or single-to-many communications (i.e. radio
announcements) to contact potential participants. With the Internet and social media sites,
people can communicate with many individuals at once, and receive information from
many individuals at once. Sharing information about a planned rally is easy because
rather than making a hundred phone calls, an individual can post information on
Facebook and their entire social circle will learn of it instantly. Social media sites allow
everyone to observe quantifiable estimates of political activism that is not necessarily

physical, but a valid form of political action nonetheless.
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Conclusion

Summary

State sovereignty is typically defined as supreme authority within a territory. The
liberal interdependence theorists define it as control over actors and activities within
states borders, while the realist theorists generally focus on the ability to make
authoritative decisions, namely the decision to make war (Thomson 1995: 213). This
analysis set out to argue that state sovereignty remains intact despite challenges from ICT
use because political authority has not been transferred from the state to a non-state entity.

The increased proliferation of ICT has resulted in a greater awareness of network
theory among scholars, officials, and professionals. Because of the diffuse and
decentralized nature of the interactions between computers, mobile phones, and other
ICT, there is significant discussion on whether the introduction of these technologies has
challenged state authority and led to a fundamentally "more networked" world.

The decentralized structure of ICT inspires cyber utopians to describe these
networks as having political power as a result of its very physical manifestation. They
argue that the decentralized nature of ICT networks will inherently challenge the
hierarchical structure of states. These arguments resemble many that have occurred in the
past since throughout time there have always been individuals who herald new advances
in technology as being truly revolutionary. The cyber utopians argue that technology is
leading to a more connected world and challenging the authority of states.

In contrast, the cyber skeptics argue that states still exert control over the
infrastructure of the ICT networks. They argue that ICT networks do not inherently

challenge states and that they can be used as a tool for repression and injustice.
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Repressive governments can control information on ICT networks by utilizing censorship
technologies. Cyber skeptics argue that the illusion of anonymity on the ICT networks
can be dangerous if citizens in authoritarian regimes do not realize that they can be
tracked and punished by their governments. The "cyber skeptics" argue that states retain
their authority, and are expanding their control over ICT networks.

The flow of information is bound by the infrastructure of ICT networks, but it is
not bound by gatekeepers in the same way that traditional media has been. Whereas
previously media institutions would determine what content was considered newsworthy,
and then broadcast that information to the people, the Internet allows citizens to
determine for themselves what is valuable. Citizens can produce real time information as
well as consume it, and they can become informal journalists. Citizens can report on their
governments’ actions and spread information about corruption or acts of violence.

The forums, e-lists, social media sites, short messaging services (SMS) and
similar applications enabled by ICT allow individuals to correspond with others around
the world. Social media sites facilitate communication between people with common
interests, and when online conversations become politicized they can potentially lead to
action in the real world. The Internet and social media sites compose a new public sphere
where people can express dissent and discuss mutual concerns. Activists can use these
tools to coordinate political action, resist government control, and advocate for reform.

The coordination of information on ICT networks can inspire the coordination of
people and the allocation of resources in real life. Crisis mapping is a new platform for
collecting real time information during crises and representing it on a map to assist

governments and aid organizations in their relief efforts. These maps at times rely on
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crowdsourcing, where many people provide information through mobile phones or other
devices, which mappers then analyze and relate. Crisis mapping groups interact with state
and non-state actors in order to coordinate aid, and they represent an example of a
networked organization.

In order to prevent coordination and collective action, authoritarian governments
have found ways to limit information on ICT networks. When states are challenged by
their citizens’ ability to coordinate using these technologies, they can choose to shut them
down, although there may be social or economic repercussions. The dictator’s dilemma
describes the trade off between economic development and ICT penetration and how it
forces repressive regimes to constantly re-evaluate their priorities. However, states can
generally avoid this decision by using sophisticated censorship tactics, and manipulating
the private companies that provide and operate ICT infrastructure.

States can even use ICT networks to advance their own agendas. For instance,
some countries such as China use the Internet to not only censor domestic content, but to
post content in favor of the government's actions. Additionally, other countries such as
the United States use social media and the Internet to spread favorable messages
internationally in an attempt to influence foreign publics directly. The US State
Department has an entire “21* Century Statecraft” initiative dedicated to reaching out to
foreign publics through the use of social media.

States can even go as far as to use ICT networks as a means to inspire actions that
are in its favor. In certain cases the government can help convince citizens to target
another state and yet avoid official involvement, such as in the Estonian cyber riots of

2007. States can inspire these patriotic hackers to take action, and avoid being held
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responsible for any involvement. Furthermore, states can use ICT networks to expand
their military capabilities and use them as a medium for targeting the vulnerabilities of
their rivals.

ICT and the services that they support are essential tools that are changing the
way states interact with their citizens. However, states still retain supreme political
authority within their borders, and have not faced significant challenges from any non-
state entities. State sovereignty remains intact despite citizens’ increased use of ICT

networks.

Neglected Topics

We are in the midst of significant shifts in ICT use, and consequently all around
the world there are fascinating case studies as states adapt to the new information and
communication environment. This analysis could have readily examined the role of
Twitter in the Iranian protests of 2009, the role of mobile phones and real time television
broadcasts in the Mumbeai terrorist attacks of 2008, the various state targets of the hacker
group Anonymous, and many other interesting examples that would fall within the
categories of ICT functions: information, coordination, control, and force.

In the information section it would have been helpful to delve more into the world
of blogging and forums in the examination of social media tools. In coordination it would
have been interesting to explore how other international civil society organizations are
using ICT. The role of ICT in encouraging development is frequent topic of discussion. It
would also be worthwhile to contrast the benefits these technologies provide in some

developing countries with the costs they impose on the environment and laborers in
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others parts of the world. In general the topic of the impact of ICT on the environment is
one that should be looked at more closely. Cyber utopians who stress how technology can
change the world for the better tend to overlook the environmental costs.

A huge topic that is missing from coordination, or perhaps force, is the role of
ICT in criminal and terrorist networks, specifically Al Qaeda. Contemporary terrorist
networks rely heavily on new technology to recruit individuals and coordinate attacks.
This is also overlooked by cyber utopians who tend to emphasize the role of these
technologies in resisting authoritarian regimes through relatively peaceful tactics. The
growing problem of cyber crime, exemplifies the downsides to anonymity and having
permeable borders on ICT networks. Additionally, it would be valuable to examine how
hacking communities are targeting states and whether this is having an actual impact on
their authority.

Another relevant pursuit would be to explore the concepts of Internet freedom in
more depth, and then contrast that rhetoric with the creation of laws to protect intellectual
property. Liberal governments at times contradict themselves as they seek to protect legal
ownership online while at the same time promoting freedom of speech. It would be
interesting to explore intellectual property law in general, and how peer-to-peer networks
can be used for both innocent and dangerous purposes. The related topic of open access
and shared information ownership would also be worth exploration.

ICT are often said to have increased economic interdependence, and it would be
interesting to explore E-commerce and its effects on state authority. It would also be
interesting to explore how states are using ICT to provide useful services to their citizens,

or the topic of E-government. The concept of globalization refers to economic
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interconnectivity as well as societal, and it would be fascinating to explore this topic in
greater depth. The topic of globalization is originally what inspired the author’s interest

in the impact of ICT on political actors.

Future

At this point state sovereignty remains intact and the international system is still
dominated by states competing for power. However, ICT facilitate decentralized
networked organizations that have the ability to function across borders and impact
citizens around the world. At this point, networked organizations cannot provide all of
the functions of a hierarchical state government. Still, they represent how flexibility and
adaptability are important characteristics in the information age, as the pace of
technological development is so fast and frenetic. States seek to improve their security in
cyberspace, and reassert control over information and communication networks.
However, in recent years the rate of innovation is so fast that states have to adapt quickly
in order to keep up with their citizens’ use of ICT. Governments tend to take time to
adjust to technological developments, while citizens and civil society organizations can
adapt quickly. Consequently, the real question is not whether states can subjugate the
most recent wave of ICT, but whether they can control the next wave. Even if states can
censor the Internet, will they be able to censor the next Internet? As long as the pace of
technological advance does not plateau states will always be one step behind their
citizens. While states retain their sovereignty in the present day, the next wave of

technology may facilitate the creation of different structures that people can use to govern
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their lives. States remain the fundamental governing structure of today, but there is the

potential for a different international system to emerge in the coming century.
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