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CONFERENCE REPORT
State and Regional Intelligence Fusion:
Experiences and Best Practices in Interdisciplinary Collaboration

Tuesday, October 16, 2007
The Fletcher School, Tufts University

Preface:

Interdisciplinary education and outreach are cornerstones of the Jebsen Center for Counter-
Terrorism’s programs, as evidenced by our classroom instruction, research projects, conference
series, and policy outreach initiatives. Embracing this spirit of learning and sharing, the Jebsen
Center co-hosted, with Sayres and Associates, a one-day conference entitled “State and Regional
Intelligence Fusion: Experiences and Best Practices in Interdisciplinary Collaboration.” The
intent was to explore how law enforcement, intelligence, and public safety agencies in greater
Boston, the Commonwealth of Massachusetts, and across New England can better embrace a
collaborative process to improve intelligence sharing and, ultimately, increase the collective ability to
predict, prevent, and preempt terrorist activity and manage the consequences of a diverse number of
threats. The Jebsen Center also aimed to strengthen professional social bridges and solicit ideas for
best practices from across the globe through the event.

Highlighted speakers came from the United States, Europe, and Australia, sharing a diverse range of
experience. Participants represented a cross-section of local, state, federal, and international
organizations, as well as the private sector. These speakers and participants provided the impetus for
fruitful conference discussions, which went beyond addressing the universal challenges these
communities face, and sought to find ways to improve the operational security environment through
“fusion”—the synthesis and analysis of disparate data sources.

Prior to the terrorist attacks of September 11, 2001, the intelligence community facilitated aspects of
the information and intelligence fusion process across the United States. Now more than ever,
recognition of the need to develop and share intelligence is widespread and growing in a post-9/11
environment. The Homeland Security Act of 2002 and the Homeland Security Presidential Directives
5 and 8 of 2003 set clear directives to promote a collaborative atmosphere and mandate the
establishment of 58 state, regional, and local centers for intelligence sharing and cooperation in the
United States. The Intelligence Reform and Terrorism Prevention Act of 2004 laid out ambitious
guidelines for unified national information sharing systems, and the Information Sharing
Environment implemented by the Director of National Intelligence in 2006 helped attenuate some
obstacles to information sharing. Yet, in spite of these and other important initiatives, many
challenges persist.

Within the intelligence fusion centers in New England, common shortcomings such as resource
constraints, territoriality, scarce funding and time dedicated to training, and a lack of standardized
technology and sharing procedures remain major hurdles. Other challenges include potential privacy
and civil liberties violations and the possible inability of fusion centers to illustrate utility in the void
of future terrorist attacks, particularly during periods of relative state fiscal austerity. Although
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cooperation is an inherent mandate within the missions of these organizations, fusion, identification
of intelligence gaps, or proactive collection of intelligence against those gaps rarely occurs. In the
absence of a functioning intelligence cycle, collocation alone does not constitute fusion.

With its unique position in an academic setting, the Jebsen Center provided a venue in which
stakeholders could share ideas to help overcome these obstacles and promote lessons learned. We
applaud the conference participants for their candid remarks and resourceful ideas.

This summary report seeks to capture the overall scope of the conference discussions. It provides
summaries of speaker presentations and synopsis of Q&A discussions. The Jebsen Center wishes to
thank researchers Andrea Walther and Erik lverson for their effective synthesis of the conference
proceedings. In addition, we thank Mr. Jan Henrik Jebsen and Mr. John Sayres for their support of
this important event.

Lo Slosooned

Brigadier General (Ret.) Russell D. Howard
Director, The Jebsen Center for Counter-Terrorism Studies
The Fletcher School, Tufts University
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Introduction

The conference began with opening remarks provided by Russell D. Howard, Director of the Jebsen
Center for Counter-Terrorism Studies. Howard noted that collective efforts at the local, state, and
federal levels have been and will be some of the most significant initiatives that could help to prevent
another event like 9/11 from occurring on U.S. soil. Although he acknowledged some noted
successes in intelligence fusion initiatives over the past six years, his remarks were largely
cautionary. Howard asked conference panelists to keep the two issues of apathy and budgets in the
backs of their minds as they made their presentations. He cautioned against the mounting apathy that
he sees developing in the U.S. regarding spending for security and intelligence. Howard predicted
that with every post-9/11 year that passes without another terrorist attack, the level of complacency
in the U.S. would grow. This complacency threatens to reduce the attention focused on bolstering
U.S. homeland defense capabilities; it could result in an increased scrutiny of existing Homeland
Security grant applications, increased competition for declining monies, and a decrease in the number
of future monetary allocations for homeland security endeavors, to include training and equipment.
He is doubtful that those funding streams will continue and be able to sustain the equipment and
training that first responders have already received.

Howard expressed his belief that, though al Qaeda is certainly considering future attacks, he does not
fear a major attack in the very near future due to the group’s ego to better the spectacular events of
9/11. Any failure to do so, Howard believes, will be a stark admission that the group is not as
powerful as it once was. What frightens Howard equally are the self-mobilizing, autonomous groups
currently cropping up, which he feels are fueled by notions of humiliation. He also briefly touched on
the role of the Internet in mobilizing terrorists. The Internet not only acts as an immediate enabling
media for these groups to electronically meet and share information, but it fuels anger and tensions,
and acts as a catalyst in the radicalization process.

Howard outlined the focus of the conference: to gather a diverse group of homeland security
professionals from the local, state, and federal levels to discuss intelligence fusion problems,
challenges, and potential solutions—a necessary step in preventing future attacks.

© The Jebsen Center for Counter-Terrorism Studies, 2008
4



S C LS

The Jebsen Center for Counter-Terrorism Studies, “Conference Report: State and Regional Intelligence Fusion, October 2007

Panel One: What’s Working, What’s Not, and How to Fill the Void -
Public and Private Sector Producers and Consumers

Moderator: ~ James F. Powers, Director, Office of Homeland Security, Commonwealth of
Pennsylvania

Panelists:
e John Martino, Deputy Chief, Patrol Operations Division, Massachusetts Bay
Transportation Authority (MBTA)
e Robert Riegle, Director, State and Local Fusion Centers, U.S. Department of
Homeland Security
e Dennis Treece, Head of Corporate Security, Massachusetts Port Authority
(Massport)
Summary

The first panel featured a discussion of how the intelligence community has conducted intelligence
fusion to date and how fusion has changed because of 9/11. Despite warnings of apathy and
inflexible mentalities, the overall tenor of the panel was confident. There was a consensus that the
situation had vastly improved over the last several years and that the collective community had
undertaken important initiatives to continue this progress into the future. The first panel ended by
reaffirming the importance of continuing these discussions through conferences and studies like
those led by the Jebsen Center for Counter-Terrorism Studies, which has been at the forefront of the
emerging counter-terrorism field since its foundation in 2005.

James Powers

Panel moderator Jim Powers, the Director of the Office of Homeland Security, Commonwealth of
Pennsylvania, defined the purpose of intelligence fusion as the ability to predict events. Throughout
the first panel, he spoke in detail about Pennsylvania’s initiative to create an intelligence fusion
center. Several states have already built fusion centers—offices staffed by police and intelligence
officials that focus on collecting and disseminating intelligence gathered at the local, state, regional,
and national levels. These centers significantly increase the capacity of regional police officers to
share and access information that help them prevent and plan for potential threats. He noted that
while the development of fusion centers will drastically improve regional capacities to share
intelligence, security professionals must overcome a traditional aversion to freely sharing
information.

Powers outlined the Director of National Intelligence’s (DNI) 2007 U.S. Intelligence Community’s
500-Day Plan for Integration and Collaboration (available at www.dni.gov/500-day-plan/500-day-
plan.pdf). The report’s six areas of focus are: creating a culture of collaboration; working to
accelerate information sharing; fostering the collection and analytic transformation; building
acquisition excellence and technology leadership; modernizing business practices; and clarifying and
aligning DNI’s authorities.
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Robert Riegle

Robert Riegle, the Director of State and Local Fusion Centers at the U.S. Department of Homeland
Security (DHS), commenced by providing a brief background of how homeland security-oriented
agencies arrived at the status quo. From a macro level, he discussed the inherent difficulties that the
federal government faces in trying to share information. Riegle claimed that sharing information is
not as intuitive as it might seem. Rather than just handing federal-level information over to state and
local partners, the process requires a great deal of coordination and sensitivity to many legal aspects.

Riegle also referred to the recently released 500-Day Plan for Integration and Collaboration, which
he cited as working toward developing a collaborative environment for sharing intelligence in and of
itself. Riegle noted the DHS’s recent work to increase its understanding of the various agency
cultures in order to create a more collaborative environment.

He briefly described the total paradigm shift within the intelligence community. The present
environment, which relies on the sharing of critical information to mitigate threats, has transformed
from the Cold War setting of protecting information at all costs. This has led to the exodus of many
professionals from the intelligence community.

Riegle noted that the sharing of information amongst federal, state, and local levels has created two
culture shifts. First, an understanding now exists at the local level, at which officials must accept
working with new non-traditional forms of information and make an effort to push that information
up vertically, to the intelligence community. Secondly, national-level participants have developed an
understanding of the need to identify critical holdings and make sure that the participants who have
purview (such as the private sector) of such entities receive threat information in enough time to
respond to the threat.

Riegle described DHS as successfully steering these paradigm shifts, pointing out that the country’s
2006 national security strategy reflects a strategy to accomplish this. He made note of the recent
enactment of the 9/11 Commission Act in August 2007, which codifies the use of fusion centers as
pools for information sharing, especially threat information sharing, to state and local levels. To date,
there are 58 state, regional, or local fusion centers receiving federal funding. He specified that the
law gives DHS the lead role (a first-among-equals role), with the FBI, Department of Interior, and
the Department of Justice, and directs each agency’s information to the fusion centers created by the
states.

Riegle described DHS’s utilization of an all-hazards approach to threat information. He explained
that the government perceived anything that could cause harm to the U.S. (from pandemic diseases to
terrorism) as a political concern and threat to homeland security. Because the threat prioritization
among states and localities is often different, there is no standard approach to how organizations
should share information from any reported hazard. Riegle voiced frustration of the bureaucratic
morass that seems to exacerbate communication challenges at all levels.

Riegle pointed out the importance of non-traditional information collection at the state and local
level, since a nationwide “9-1-1” alert or information pooling system does not exist. He spent a
significant amount of time highlighting the importance of developing strong ties to the private sector.
He articulated that the private sector is a significant potential asset for all levels of government
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because it has both daily contact with the public and access to information that could be of critical
importance. He noted that no law forbids someone who sees something overtly and within the
performance of his or her private sector duties (i.e., the pizza delivery person observing suspicious
behavior inside a home) from reporting a potential threat he witnesses.

Riegle claimed that fusion centers should de-conflict the information flow between federal, state, and
local sources, as well as non-traditional sources and the private sector. These centers should serve as
a place of universal understanding that works to develop a common lexicon, dialogue, and
appreciation of each agency’s needs and wants.

Ideally, to assuage public concerns and manage reaction to crises, first responders in local
jurisdictions, versus federal agencies, do the best job of expeditiously ruling out terrorism as the
cause. In today’s rule-out-terrorism world, Riegle emphasized the fact that access to time-sensitive
information is always crucial. He pointed to the recent example of the Virginia Tech shootings as a
success for fusion centers and an example of how information does not need to go through the federal
government to be de-conflicted. In April 2007, CNN initially reported that the Virginia Tech
perpetrator was a foreigner from China, had been in the U.S. less than a year, and that the incident
was possibly terrorism-related. However, in an example of successful horizontal and vertical
information sharing, the Virginia Fusion Center quickly told the rest of the states and the federal
government to “stand down.” Local operators, with immediate access to the investigation, deduced
that the perpetrator was an enrolled student and the incident was not terrorism-related.

John Martino

John Martino, Deputy Chief, Patrol Operations Division, Massachusetts Bay Transportation
Authority (MBTA), echoed Riegle’s comments and described just how difficult it has been for law
enforcement officers to shift paradigms and buy into a common system that requires the free sharing
of information. Martino explained that the job of law enforcement has changed dramatically in the
last ten years. Agencies are not necessarily quick to jump into new frameworks, quite often because
they have century-old traditions and turf to protect. This is especially true in New England, with its
colonial roots.

Under the old mindset, Martino explained that information was the power that enabled agencies to
take credit for stopping criminal activity. Information is something agencies also use to pursue
funding. Any type of horizontal cooperation among law enforcement agencies had previously proved
to work against such siloed efforts. Martino also stressed that ego of self and agency are big
problems. Operators have historically frowned upon the idea of sharing information that might then
allow someone else to make a major arrest, whereby the operator or agency would then lose credit
for the groundwork. Within the old system, officers often kept criminal information and disseminated
it only as they saw appropriate. Martino explained that individuals and agencies have not fully
internalized the new environment. Martino outlined that currently the Commonwealth of
Massachusetts has over four hundred law enforcement agencies that range in size from departments
of six to twenty-four hundred people. However, he acknowledged the enhanced cooperation across
many of these departments.
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Past events, which may not have been as significant as they are now, have forced federal, state and
local agencies to work cooperatively to enhance interagency operations. Martino acknowledged that
police agencies do talk to each other and share information about these all-hazards threats, but not as
much as they should—neither vertically with federal agencies nor horizontally with state fusion
centers and local officials. Martino felt that the recent development of new departments/agencies at
federal level with unclear mandates complicates this cooperation and sharing.

Martino described the creation and development of intelligence units within the bigger police
departments in Massachusetts. The MBTA organized its intelligence unit almost five years ago. The
MBTA now assigns various intelligence duties to regular police officers. According to Martino, these
individuals have had to learn how to be intelligence officers largely by trial and error. Martino
explained that the local intelligence agencies, including the MBTA unit, started meeting on a
regional basis at the Boston Regional Intelligence Center (BRIC), a fusion center compromised of all
the departments and the agencies in the Greater Boston Urban Area Security Initiative (UASI)
Region. He also recognized the state’s initiative to establish the Massachusetts Commonwealth
Fusion Center. The Commonwealth Fusion Center is run by the Massachusetts State Police and
staffed by state troopers and civilian intelligence professionals hired for their analytic,
communications, and network expertise.

Martino described how the 2004 Democratic National Convention, held in Boston, forced all
agencies in the greater Boston area to work together. They all learned that, in order to improve and
coordinate the anti-terrorism efforts in the Boston area, they should freely discuss their individual
and collective strengths and weaknesses. During the preparation for the convention, it became
evident that none of the individual organizations could accomplish alone what they could accomplish
collectively. They learned to rely on each other, whether for information or resources. This event
significantly helped the community to improve the overall security situation in the Boston area.

Martino pointed out that the community should address the information filtering process to ensure
the right information gets to those with a need to know. Martino also stressed that the community
should change the intelligence classification process, a recurring theme throughout the conference.
Further, although members of all of the major police departments now have security clearances and
can get secret information from the FBI, the Joint Terrorism Task Force (JTTF), and CIA, he
expressed aggravation at the fact that they often were restricted from reacting until days after the
information surfaced in public media.

Martino pointed out the importance of tactical intelligence, highlighting that small data points have
often been the most helpful in breaking big cases (e.g., Son of Sam, Timothy McVey, and Richard
Reid). Martino believes that fusion centers must be able to take information from the federal level
and filter it down, as well as take all of the tactical information from the local level and filter it to the
state and federal level. Martino notes that the true beauty and quality of the fusion centers, both
formal and informal, is that they enable identification, tracking, and follow-up on criminal behavior.
Martino feels that communication among fusion centers will eventually reach a point where law
enforcement will be able to assimilate information in a manner that allows for the accurate prediction
and prevention of terrorist events.
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Dennis Treece

Dennis Treece, Head of Corporate Security, Massachusetts Port Authority (Massport), began by
identifying what he thinks has worked vis-a-vis intelligence fusion. On a positive note, he
acknowledged the widespread establishment of fusion centers across the country. Treece attributes
the existence of an enormously robust intelligence, communications, and law enforcement system to
their creation. He also sees fusion centers as genuinely trying to get information to the necessary
parties and actually wanting to help.

In identifying what does not work with intelligence fusion efforts, Treece claimed that intelligence,
communications, and law enforcement do not always talk to each other, nor do they speak the same
language. He stated that different priorities exist between law enforcement agencies, and intelligence
is one of the contentious issues.

Treece identified the private sector’s need for actionable early warning threat intelligence. It is
essential that corporate risk management officials understand the different existing threats and their
interplay in order to calculate a business’s residual risk and security priorities. If the private sector
cannot calculate residual risk, they have to defend against all threats, which greatly increases security
expenditures.

Treece went on to discuss unity of command issues. He went through a brief history of Homeland
Security-Presidential Directive 8. This directive established policies to strengthen the preparedness of
the U.S. to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and
other emergencies by requiring a national domestic all-hazards preparedness goal. It further
establishes mechanisms for improved delivery of federal preparedness assistance to state and local
governments, and outlines actions to strengthen preparedness capabilities of entities across all levels.
Further, it established that DHS would be responsible for threats and intelligence and that the
Department of Justice would be responsible for the law and the law enforcement aspects, as well as
the federal recovery and the investigations. Treece expressed his opinion that when the U.S.
established DHS, the government community did not do enough to promote a convergence of first-
responder cultures, reporting standards, and prioritization of threats. He recommended that the
federal government should suggest a more coherent intelligence operational structure for states and
localities. From his perspective, each agency currently operates with different standards.

Treece also noted that a response to every critical incident begins with a call to 9-1-1. He suggested
that it would be ideal to be able to fuse the information and to scrutinize the information that is
coming out of 9-1-1 call centers for pattern detection. He noted that counties and cities around the
United States currently run call centers, none of which communicate with one other.

Treece also pointed out that the U.S. Constitution prevents citizens from being hassled before
committing a crime; civil liberty guidelines inculcate in our law enforcement community a reactive
mentality. He also verbalized the need for a Homeland Security intelligence classification structure
since law enforcement organizations need a way to handle information in a secure manner. He
pointed out that critical infrastructure assets need to be better defined. He stressed the fact that since
the private sector owns 85 percent of U.S. critical infrastructure, the government should involve the
private sector in the identification and protection of critical infrastructure assets.
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Panel Two: Major Communication Challenges in Intelligence Collaboration

Moderator: Kevin Cresswell, Vice President, Security & International Operations, Sayres and
Associates Corporation

Panelists:
e Paul Connelly, Deputy Undersecretary of Homeland Security, Commonwealth of
Massachusetts Executive Office of Public Safety and Security
e Christopher Hickey, Principal Analyst, CENTRA Technology Center
e Kenneth Mallette, Director of Homeland Security, James Lee Witt Associates
e FEarl Perkins, Deputy Superintendent, Boston Police Department Regional
Intelligence
Summary

The second panel of the conference focused on major communication challenges in intelligence
collaboration at the local, state, and federal levels.

Kevin Cresswell

Kevin Cresswell, Vice President, Security & International Operations, Sayres and Associates
Corporation, began by commenting that major communication challenges are not only “vertical” and
“horizontal.” In addition to structural constraints, there are different types of entities and cultures at
the private, public, state, and federal levels within which agencies must now work.

Cresswell noted the importance of reaffirming the fundamental principles of intelligence, which he
believes are: communication, accessibility, responsiveness, coordination, objectivity, systematic
exploitation, and timeliness. He pointed out that, in his view the Achilles Heel in the fusion progress
is communication. Cresswell believes that the intelligence field has too many agencies, each of
which has a different command structure, a different communication system, and naturally different
objectives—all of which create challenges for communication. He identified three major challenges
to effective intelligence collaboration: bureaucratic inertia, funding, and power struggles within
agencies.

Paul Connelly

Paul Connelly, Deputy Undersecretary of Homeland Security, Commonwealth of Massachusetts
Executive Office of Public Safety and Security and a former Director of Intelligence at the
Commonwealth Fusion Center, began by agreeing with Cresswell. He pointed out that the traditional
culture reflects the “home rule” nature of the state, which considerably slows down intelligence
sharing. He advocated for the importance of giving strategic guidelines to all of the agencies,
particularly those in a fusion center, so that they clearly understand what expectations the governor
and the executive office have for the organization. The Commonwealth of Massachusetts” homeland
security strategy pledges an all-threats, all-crimes, all-hazards approach to homeland security and has
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a very robust emergency management agency with the Massachusetts Emergency Management
Agency (MEMA).

Connelly described in detail the major challenge that the Commonwealth Fusion Center faced upon
opening in 2004: managing expectations. He recommended to other fusion centers that they wait to
open until they can accurately articulate what it is that they do and are completely ready to handle the
full weight of their job.

Connelly further stressed the importance of situational awareness, pointing out the challenges of
managing the diversity of information that originates from Massachusetts’ 351 cities and towns. The
community expects a fusion center to take a proverbial three-thousand-foot view to deduce clear
trends and the patterns; this is a significant challenge given the aforementioned obstacles to
information sharing and cultural differences. To address the information synthesis challenge, he
noted the launch the State Wide Information Sharing System (SWISS), a project that will reach out to
all of the records management systems of the individual police departments in each city and town.
The system will reach out, seamlessly collect, and store incident information in a centralized data
warehouse. Most importantly, in order to avoid the “black hole syndrome” in which all of the
information only flows into the fusion center, the system will work to make that information
available to every agency that contributes.

Connelly described a system that the Department of Public Health in Massachusetts utilizes called
the Health and Homeland Alert Network (HHAN). The Executive Office of Public Safety and
Security has been able to collaborate with other agencies in leveraging the existing system, benefiting
from previous state investments, and reaping the rewards of a tested system. His office hopes to
capitalize on this existing resource by utilizing it as a notification system during emerging events.
However, he expressed a sense of frustration about the identification of priority intelligence.

In addressing the notification process aspect of the Commonwealth Fusion Center’s mission,
Connelly addressed that there are both “upstream” and “downstream” customers. He stressed the
importance of distributing strategic guidance downstream to first responders on how to incorporate
the Homeland Security mission into their day-to-day business. The upstream customers are the
policymakers who look to the fusion center for actionable information, which forms the basis of the
strategic judgments, choices, and endorsements they have to make or guidance they have to give.

Connelly noted that the Commonwealth wants to expand its capabilities in terms of understanding
the diverse risks that the state faces. Massachusetts is currently trying to develop a robust critical
infrastructure strategy, which will center on the Automated Critical Asset Management System
(ACAMS). The system will enable the state to comprehensively catalogue all of its critical
infrastructure assets for the first time. Again, there are inherent benefits of capitalizing on an existing
system that already has DHS’s stamp of approval and is free. At a time when Homeland Security
funds are beginning to dwindle under the pressure of large numbers of requests from other agencies,
there is great value added in taking advantage of an existing system. The fusion center will act as a
program management office, rolling out multi-jurisdictional, multi-disciplinary critical infrastructure
assessment teams so that all parties are involved and aware. Utilizing a robust, multi-disciplinary,
and multi-jurisdictional team approach to perform vulnerability assessments will greatly help the
state prioritize threats and justify where to spend future monies.
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In his concluding remarks, Connelly commented that at the strategic level in a fusion center, the only
way to deal with ego is to be transparent. Individuals and agencies come to the table with a specific
agenda, but he noted that there is no room for anyone intent on empire building. Connelly finished by
reflecting that success will be more likely as long as everyone is open, honest, and legitimate about
what they can provide and what they expect out of collaboration.

Kenneth Mallette

Kenneth Mallette, Director of Homeland Security at James Lee Witt Associates, discussed the
relationship between the nontraditional players in the fusion information process. Mallette referred
back to Connelly’s point to make sure the centers are ready before they open. He referenced a
comment a governor once made comparing the whole process of developing fusion centers to
building an airplane while it is in flight.

Mallette suggested that law enforcement personnel should work to build personal networks in the
community; these contacts may assist them in future emergencies, at which point it may be too late to
ask for help. He also listed improving access to local officials and continuous consultations with
other States as key factors in basic preparedness. He articulated a number of examples of how a
general lack of awareness of the relationship between local government and the private sector, and
among neighboring local governments was might be ameliorated by simple drills and training.
Mallette raised the issue of addressing the communities not traditionally on the receiving end of
information from the Fusion Center, such as special needs populations. In New York City there are
over eight thousand neighborhood associations, bureau associations, and local, State and Federal
associations that have something to do with or some responsibility with the Special Needs
population. He offered that fusion centers could achieve a new level of situational awareness by
reaching out and establishing relationships with these types of non-traditional groups in the future.

Mallette also stressed the difference between crisis and consequence management and the importance
of focusing on the latter. Mallette closed by describing how the passage of Homeland Security
Presidential Directive-8 encouraged an all-hazards approach to Homeland Security preparedness, and
specifically defined it as preparedness for domestic terrorist attacks, major disasters, and other
emergencies. He concluded by noting the importance of taking advantage of social networks and
new technologies for improving consequence response and management.

Earl Perkins

Earl Perkins, Deputy Superintendent, Boston Police Department Regional Intelligence, provided a
comprehensive overview of the Boston area’s intelligence structure and production cycle, and
discussed two major barriers to effective information sharing: security clearances and security
classifications.

Perkins began his remarks with a review of the Boston Regional Intelligence Center (BRIC). The
Boston Police Department and a team of nine contractors funded by the DHS staff the BRIC. The
BRIC focuses on all-crimes, all-hazards, and all-threats and operates on a 24-hour intelligence cycle.
The day begins with a morning conference call with regional law enforcement agencies, includes a
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midday intelligence brief delivered to all officers via email, and concludes with distribution of a
more comprehensive written brief to all officers and an evening regional conference call update.

Perkins highlighted a number of difficulties in working with federal law enforcement and intelligence
agencies. He cited inadequate federal efforts to communicate intelligence to state and local officials.
He noted that federal initiatives often force local law enforcement officers to shift their focus from
their field work to “looking up” to the federal level to access critical information. Perkins also
identified a variety of infrastructure and hardware shortages that hamper information sharing.
Specifically, he cited a lack of secured areas, secured filing systems, and secured telecommunications
and electronic communications devices.

Perkins also discussed the role of the FBI Joint Terrorism Task Forces (JTTFs) in information
sharing. He identified the investigation of terrorism as the purpose of JTTFs and suggested that their
mission does not explicitly mandate that they share information, as is commonly understood at the
local level. Perkins also identified the lack of appropriate security clearances at the state and local
levels as major impediments to effective information sharing. The shortage of cleared personnel and
the extensive duration of clearance investigations hamper information sharing and constrain
personnel assignment options at the local level. However, the most serious obstacle to effective
information sharing in the Boston area has been a historic lack of trust between local and federal law
enforcement. Perkins noted that both sides have made genuine efforts to correct this situation; both
sides have progressed because of improved relationships.

Perkins concluded his remarks by imploring intelligence consumers at all levels of government to
provide collections requirements to local law enforcement. The intelligence collection capabilities of
state and local law enforcement are under-utilized and could make tremendous contributions to the
collective intelligence picture.

Christopher Hickey

Christopher Hickey, Principal Analyst, CENTRA Technology Center, briefly discussed the
importance of relationships in information sharing, noted the human element of the intelligence
cycle, highlighted the diversity of fusion centers, and emphasized the importance of public relations
activity at fusion centers.

Hickey contended that personal relationships are a critical element of any healthy information-
sharing environment. Trust is the currency that facilitates the meaningful exchange of information.
For this reason, it is important to cultivate a trusting environment through regular, systemic
interaction among representatives of different stakeholders in the intelligence cycle. Specifically, he
noted that every analyst must acclimatize to an organization before he becomes an effective and
accepted member of the team. He also distinguished between intelligence analysts and law
enforcement officers and argued that each has strengths and weaknesses.

Hickey discussed the remarkable diversity of fusion centers and proposed specific measures to ensure
that this diversity remains a strength and not a weakness. The diverse experiences, strengths, and
lessons learned of different law enforcement communities have resulted in the diverse evolution of
distinctive fusion centers. Each fusion center is structured and run to reflect the priorities and
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strengths of the community that it serves. However, it is important to ensure that these centers are
able to collaborate effectively. Fusion centers should adopt simple measures, such as the
development of a joint language, to standardize communications. More important still, fusion centers
should develop universal forms and systems to standardize production processes so that intelligence
consumers can efficiently request the information that they need to accomplish their missions.

Hickey concluded his remarks emphasizing the importance of public relations efforts at fusion
centers. He noted that the ultimate consumer of fusion center operational products is the average
citizen and that fusion centers must articulate clear and concise messages to the public in order to
gain public support and thereby operate effectively.
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Panel 3: Public-Private Best Practices: The Way Ahead

Moderator: Richard Shultz, Professor of International Politics and Director, International
Security Studies Program, The Fletcher School, Tufts University

Panelists:
e Dennis Richardson, Australian Ambassador to the United States and former head of
the Australian Security Intelligence Organization
e Martin Murphy, Research Fellow, The Corbett Centre for Maritime Policy Studies,
Kings College London
James Trainor, Assistant Special Agent in Charge, FBI Boston Field Office
David Veness, United Nations Under-Secretary General for Safety & Security
Summary

Panel three featured case studies from the U.S. and abroad that identified best practices for future
information-sharing efforts, including public-private partnerships.

Ambassador Dennis Richardson

Ambassador Dennis Richardson, Australian Ambassador to the United States and former head of the
Australian Security Intelligence Organization, opened and closed his remarks by underscoring the
dynamic and subjective nature of best practices. He noted that the issues concerning intelligence
fusion are global in nature; irrespective of country of origin, security organizations must
continuously seek out, identify, adopt, and adapt best practices in order to accomplish their respective
missions in an effective and efficient manner. Ambassador Richardson provided an instructive
analysis of Australia’s historical counter-terrorism experience to highlight information-sharing
challenges and opportunities in today’s operating environment.

The Ambassador emphasized Australia’s stake in global counter-terrorism efforts by noting the
severity and persistence of the terrorist threat confronting the Australian people, even before 9/11.
He quickly dispelled common misconceptions about the terrorist threats confronting Australia and
described the similarities and differences between the challenges facing Australia and the U.S.,
respectively. For example, he contrasted the eight state and territory police forces in Australia with
the 18,000 federal, state, and local law enforcement agencies in America; noted the similar
geographic scope of the two nations; and highlighted the massive disparity in population levels
between Australia and the United States. In contrast to U.S. population density issues, Australia faces
infrastructure issues associated with having twenty-one million people dispersed over an area the
same size as the forty-eight continuous U.S. states.

Ambassador Richardson described the shifting focus of the Australian security services from
counter-espionage responsibilities to the counter-terrorism portfolio. Specifically, he cited the build-
up to the 2000 Olympics as a turning point in the orientation of the security services. Subsequent
incidents such as the attacks of September 11, 2001, the Bali attacks, and the Madrid bombings
firmly moved counter-terrorism from the periphery to the center of government policy. In short
order, stakeholders from all levels of government were extremely interested in counter-terrorism
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issues. As a result, Australia experienced an extended period of bureaucratic reshuffling and “turf
battles” as federal and state authorities asserted and refined their authorities and responsibilities.

Ambassador Richardson noted a variety of formal efforts to adjust to the new challenges posed by
the threat of terrorism. At the federal level, Australia formed a business-government advisory board
to determine critical infrastructure and identify vulnerabilities. The Ambassador noted that it is
particularly important to engage the private sector in Australia, since this sector more exclusively
controls critical infrastructure than is the norm in the U.S. For example, the private sector owns and
controls most of Australia’s power utility companies and all airports. For this reason, Australia also
created a Business Liaison Unit within the security service to better understand the needs of the
private sector and determine how the security services could best assist. The Ambassador observed
that private expectations of the capabilities of the security services can be expansive and that it is
often a great challenge to interpret national intelligence into useful information for state, local, and
private sector stakeholders.

Ambassador Richardson concluded his remarks by reiterating how important it is for organizations to
evolve in tandem with their operating environments. Today’s best practices are not tomorrow’s best
practices, and the pursuit of excellence is never-ending.

Martin Murphy

Martin Murphy, a Research Fellow at the Corbett Centre for Maritime Policy Studies, Kings College
London, provided remarks on his recently published paper, The Role of Public-Private Partnership in
Maritime Awareness and Security (the full report is available at:
http://fletcher.tufts.edu/jebsencenter/pdfs/Murphy_SpecialRelease_11-2007_FINAL.pdf).  Murphy
briefly discussed the efforts of the international community to identify maritime threats and described
how outsourcing and public-private partnerships are an integral part of improved maritime awareness
and security.

Murphy began his remarks by noting the efforts of a collection of countries, notably Australia and the
U.S., to determine what threats exist in their coastal waters or might enter their waters from the
vastness of the ocean. To succeed, these nations must develop an intelligible picture of threats at sea
that is clear and accurate. However, the community must overcome substantial technical and
procedural problems. To date, the primary surveillance technologies are radar and and visual
observation, which generally suffer range limitations and are increasingly inadequate as threats
evolve and waters become ever more crowded. A number of proposed remedies, such as the
Automatic Identification System (AIS) and the satellite-based Long-Range Identification Tracking
(LRIT) system suffer from critical operational shortcomings as well.

Murphy emphasized that even the most proficient technical surveillance systems often fail to place
data in context or reveal the purpose and intention behind observed activities. The critical element of
the maritime domain is the human network that guides it. Murphy elaborated on his argument, noting
that the principle challenges of maritime domain awareness are two-fold. First, the expansive scope
of the maritime threat requires analysts to draw upon a broad range of diverse sources of information
that need to be viewed in context and which inexperienced analysts might find difficult to relate to
one another. Second, many sources of information, such as government agencies and private
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companies, are unaccustomed to sharing what has traditionally been considered compartmentalized
or proprietary information. The international community must address both of these challenges to
develop an effective maritime domain awareness system.

Murphy contends that the private sector must play a pivotal role in addressing these dual
challenges. He cited Australia’s decision to contract its coast-watch program to a private firm as
a possible model for replication across the globe. He argued for a number of powerful reasons why
outsourcing should be a part of maritime domain awareness solutions: budget control, innovation,
distance, continuity, and confidentiality, among others. Further, contractors can bring a sense of
continuity to operations that transient government officials cannot provide.

Murphy argued that the Bush administration’s reaction to the 9/11 attacks changed the way the
world perceives maritime domain awareness. He noted that the American reaction has given rise to a
series of border control and customs measures with a high compulsive element that nonetheless
demands a great deal of cooperation between all of the stakeholders in order to work efficiently. The
analogy drawn between aircraft and ships is false. Many members of the maritime community do not
agree with severe estimates of the maritime terrorist threat and are resistant to measures that would
harm port and supply chain efficiencies. In their view, many security measures are ill conceived and
they portray a fundamental misunderstanding about how the global transport system actually works.

The key to creating an effective maritime domain awareness system is not to build more elaborate
technical surveillance systems in pursuit of a standard of security that is ultimate unattainable, but to
solicit the support of pivotal members of the maritime community drawn from governmental
agencies, shipping companies, merchant mariners, and insurers. Technical surveillance systems can
provide data, but not the context that is crucial to the creation of meaningful intelligence. Private-
sector partnerships will be the key to maritime security; the collective community can only promote
these partnerships in an information-sharing environment built upon a solid foundation of trust and
respect.

James Trainor

James Trainor, Assistant Special Agent in Charge, FBI Boston Field Office, discussed the FBI’s
Boston-area operations, FBI outreach programs and sharing initiatives, and some of the limitations
that the FBI must contend with in its efforts to share information.

Trainor opened his remarks discussing the scope of the FBI's mandate and operations in the four
states of the New England region (Massachusetts, Maine, Rhode Island, and New Hampshire). He
noted that there are five distinct fusion centers in New England. The size, focus, and scope of each
fusion center varies. The FBI actively shares personnel with fusion centers and provides access to
FBI databases and information as appropriate. Approximately one-third of fusion centers in other
parts of the country are co-located within FBI office.

The FBI is developing and deploying an increasing number outreach programs and sharing
initiatives. In the counter-intelligence field, the Business Alliance and the Academic Alliance have
proven to be effective programs. he Business Alliance is the FBI's program to reach out to the
approximately 900 defense contractors within the New England region in order to identify threats,
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whether they are criminal, terrorist, espionage, or cyber-based. Alternatively, the Academic Alliance
focuses on identifying threats within student bodies in the over 200 higher learning institutions or
university faculties in Maine, Massachusetts, Rhode Island, and New Hampshire.

The best program that the FBI has with respect to sharing initiatives is the Joint Terrorism Task
Force (JTTF). The JTTF is a collection of detectives, troopers, police officers, and agents working
together on counter-terrorism investigations. According to Trainor, the JTTFs are effective because
they foster trusting relationships.

The FBI has also recently fielded the Guardian database, a web-accessible portal identifying all of
the threats that the FBI receives on a daily basis. Guardian information will soon be available to all
federal, state, and local agencies interested in viewing it.

Additionally, the FBI has created the InfraGuard program, which is comprised of 86 chapters across
the United States with 24,000 members primarily from the private sector. The InfraGuard is an
information-sharing network that monitors cyber-security threats and facilitates interaction between
special interest groups within the private sector so that companies can collaborate more efficiently to
address emerging threats.

The FBI also hosts the U.S. Public-Private Partnership (USP-3; see: www.usp3.0rg), which serves as
a universal homepage for all FBI programs. This new site provides a single point of access to all FBI
programs.

Lastly, the FBI has also deployed Law Enforcement Online (LEO) as a secured network to enable the
FBI to interact with state and private and local law enforcement officers. It hosts a great deal of
information regarding terrorist threats and issues.

Trainor also addressed the challenges that the FBI must contend with as it endeavors to share
information efficiently and effectively. He began by offering to facilitate the acquisition of security
clearances by state and local law enforcement officers and making available the FBI's secured
facilities in the Boston area for use by people in need of such facilities.

Trainor cited a number of specific barriers to information sharing. Legislative restrictions seriously
hamper the FBI's ability to share information. The Privacy Act, the Electronic Communications
Privacy Act, and the Fair Credit Reporting Act are all legislation or statutes that affect how and when
the FBI can share information with state and local authorities. There are fifteen routine uses for
which the FBI regularly shares information; however, routine information requests often cannot be
processed expeditiously or at all because the end-users do not have the appropriate security
clearances. The Privacy Act is particularly difficult for the FBI to contend with because the FBI may
have to apply it differently depending on how the FBI acquired the information.

Trainor concluded his remarks by noting that intelligence and information sharing remain a challenge
for the FBI. He emphasized that the increased importance of the intelligence mission in today's threat
environment has required the FBI, historically a criminal investigative organization, to adjust in
much the same way that state and local authorities are adjusting today.
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David Veness

David Veness, United Nations Under-Secretary General for Safety & Security, structured his remarks
around three themes. First, he argued that intelligence and analysis should be applied both to our
knowledge of the threat and our undertaking of the appropriate response. Second, he contended that
the terrorist threat is enduring; we cannot contain it in the near-term. Third, he suggested that the
threat is growing both geographically and by method.

Veness opened his remarks by noting that, while the terrorist threat has gone global, security services
have not. Further, the threat is enduring because civil society is losing the battle of ideas. Veness
cited a variety of examples of conflict in the contemporary world to demonstrate the virulent spread
of the terrorist threat. Specifically, he cited recent events in Sudan, the Central African Republic,
Chad, and Lebanon and later discussed attacks in Somalia and Afghanistan. He also noted the
shifting methods that organizations such as al Qaeda adopt, as evidenced by the unprecedented
August 2003 attack against the United Nations offices in Baghdad. Further, al Qaeda has expanded
its anti-UN propaganda beyond the usual focus on politics and peacekeeping to now include UN
humanitarian programs and activities. Al Qaeda has described UN programs as designed to change
the fabric of Muslim society and its values, citing specific UN projects such as family planning,
which al Qaeda claims is aimed at stymieing Muslim procreation and religious education.

According to Veness, the United Nations is performing an important function in the struggle against
terrorism. The General Assembly has approved resolutions that have articulated the consensus of all
192 members of the United Nations condemning terrorism, in all its forms and manifestations. All
member nations have affirmed that terrorism constitutes one of the most serious threats to
international peace and security. The United Nations provides an invaluable venue through which
states can collaborate to develop and implement a global counter-terrorism strategy delinked from
any single member state or group of member states. Additionally, the United Nations has instituted
sixteen universal legal instruments, eleven conventions, a number of protocols, and one amendment
which address hijacking, hostage taking, terrorist bombing, terrorist finance, and nuclear terrorism.
However, achieving agreement on a universal definition of terrorism remains an enduring political
challenge.

The United Nations continues to make progress in the development of the United Nations Global
Counter Terrorism Strategy. Veness concluded his remarks by noting that the onus for counter-
terrorism efforts remains on the member states, but the United Nations has proven capable of
facilitating progress. The United Nations has a key role to encourage national and regional counter-
terrorist activities.
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