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Abstract
It is almost a daily routine to read in newspaper about North Korean hacking. The most
renowned case is Sony Pictures Entertainment cyberattack on the eve of releasing The Interview.
However, Sony Pictures Entertainment seems to be the beginning of North Korean activities in
cyberspace. Pyongyang hacks e-mails and defense ministry’s internal networks, steals military
operation plan jointly devised by allies, and robs financial institutions with limited success. What
is North Korea doing in cyberspace? Is Pyongyang acting irrationally in cyberspace, as it seems
to be in non-cyberspace? What is Pyongyang’s goals and objectives in its cyber operations? And
how should we address increasing North Korean threat? The paper argues that North Korean
cyber hacks are consistent with its greater strategy to secure regime survival by protecting
legitimacy of Kim regime, boosting economy by any means and provoking to advance
conventional deterrence against its adversaries.

1

MA Thesis

Dong-hyeon Kim
Table of Contents

1. Introduction
2. What is overall North Korean security strategy?
a. North Korean Strategic Goals and Objectives
b. State Survival vs. Regime Survival
c. Economy: Counterfeiting, Drug Trafficking, Human Trafficking
d. Conventional Deterrence: Repeated Provocations
e. Nuclear Deterrence: Defensive vs. Offensive
f. Developing U.S. view on North Korean security situation
3. Introduction to cyberspace, cybersecurity, cyberattack and attribution
4. Literature Review
5. Thesis and research question
6. Testing the thesis statement
a. North Korean security strategy and its prospect in cyberspace
b. Case studies: Sony Pictures Entertainment (December 2014), Bank of Bangladesh
cyber heist (February 2016), U.S.-South Korea Wartime Operational Plan hack
(October 2016), WannaCry ransomware (May 2017)
c. Analysis of case studies in relations to North Korean security strategy
7. Conclusions: policy implications, limitations of the research, and suggestions for future
research
8. Acknowledgement
9. Reference

2

MA Thesis

Dong-hyeon Kim

1. Introduction

The research began with a simple question: Why North Korea hacks around the world?
Contrary to the mainstream focus over North Korean nuclear program, its cyber operations have
not been paid much attention. If at all, media reports on global scale cyber operations ordered by
mysterious leader in Pyongyang, Kim Jong-un. Aside from daily reports on cyber incidents, what
are the frameworks to comprehend North Korean strategy in cyberspace? Does Pyongyang
approach a newly opened cyberspace with a strategic calculus? Or is Kim Jong-un exploiting
cyberspace irrationally and irrespective of potential negative consequence? If so, what should we
do about increasing cyber operations by Pyongynag?

In this paper, I argue that Pyongyang views cyberspace as a strategic venue to advance its
national security goals and objectives. The paper begins by reviewing larger North Korean
strategy, followed by brief overview on cyberspace, cybersecurity, cyberattack and attribution. I
argue that distinctive features of cyberspace play to the favor of North Korean hackers. It
proceeds to literature review and highlight a lack of scholarship connecting Pyongyang’s
activities in cyberspace to its larger security strategy. Case studies (Sony Pictures Entertainment,
Hacking on US-ROK Operation Plans, Bank of Bangladesh cyber heist and WannaCry
ransomware) will attest to the main argument. The paper concludes with policy implications on
how deterrence can work, limitations of the research due to lack of available public information,
and suggestions for future research in cyber-nuclear entanglement.
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2. What is overall North Korean security strategy?

North Korean Strategic Goals and Objectives:

The overarching goal of North Korea has been “regime survival in a zero-sum
competition for legitimacy on the Peninsula with the South.”1 Strategic goals to “ensure Kim
family rule in perpetuity”2 are as follows;

[I]nternational recognition as a nuclear- armed state; maintenance of a viable deterrent
capability; the simultaneous development of its economy and nuclear weapons program
(i.e., the “byungjin” line); reinforcement of its military-first approach to domestic and
foreign affairs (“songun”); tight control over communications, borders, movement, and
trade; and reunification of Korea under North Korea’s control.3

State Survival vs. Regime Survival:

North Korea offers an interesting case study in the core interest of nation state: How do
we define the survival of the state? A realist theory of international relations posits that the state
survival is a supreme national interest in an anarchical international system. John Mearsheimer

1

Office of the Secretary of Defense, “Military and Security Developments Involving the
Democratic People’s Republic of Korea,” A Report to Congress Pursuant to the National
Defense Authorization Act for Fiscal Year 2012, January 5, 2016,
https://www.defense.gov/Portals/1/Documents/pubs/Military_and_Security_Developments_Invo
lving_the_Democratic_Peoples_Republic_of_Korea_2015.PDF.
2
Office of the Secretary of Defense.
3
Office of the Secretary of Defense.
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explains that without the survival of the state, the state can no longer “pursue other goals like
prosperity and protecting human rights.”4 In North Korea, regime survival is equally, if not more,
important than state survival. The regime of North Korea specifically refers to the Kim family,
from Kim Il-sung to Kim Jung-il to Kim Jung-un. In a totalitarian dictatorship under Kim
regime, the end of regime is the end of North Korean state. The great North Korean famine
during 1990s is estimated to have killed “between six hundred thousand and one million people,
between 3 and 5 percent of the entire population”5 of North Korea. In 2014, a Report of the
Commission of Inquiry on Human Rights in the Democratic People's Republic of Korea revealed
in its finding on “systematic, widespread and gross human rights violations” many of which
“entailed crimes against humanity based on State policies.”6 Meanwhile, the Kim regime enjoys
its luxurious lifestyle. For example, North Korean imports of caviar and roe in 2012 amount to
$519,402 alone, and its import of luxury goods surged from $446 million in 2010 to $584 million
in 2011 and $645 million in 2012.7 To paraphrase John Mearsheimer, North Korea is seeking the
survival of its regime at the expense of its prosperity and protection of human rights.

4

John J. Mearsheimer and R. Wendell Harrison Distinguished Service Professor of Political
Science Co-Director of the Program on International Security Policy John J. Mearsheimer, The
Tragedy of Great Power Politics (W. W. Norton & Company, 2001).
5
Stephan Haggard and Marcus Noland, Famine in North Korea: Markets, Aid, and Reform
(Columbia University Press, 2009).
6
“OHCHR | CoIDPRK Report of the Commission of Inquiry on HR in the Democratic People S
Republic of Korea,” accessed April 24, 2018,
http://www.ohchr.org/EN/HRBodies/HRC/CoIDPRK/Pages/ReportoftheCommissionofInquiryD
PRK.aspx.
7
“2013_luxury_goods_in_north_korea_0.pdf,” accessed April 24, 2018,
http://www.keia.org/sites/default/files/publications/2013_luxury_goods_in_north_korea_0.pdf.
5
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Economy: Counterfeiting, Drug Trafficking, Human Trafficking:

While it is difficult to estimate the level of economic growth in North Korea due to lack
of published information, many experts agree that North Korean economy has been “nothing
short of disastrous.”8 Nicholas Eberstadt, Henry Wendt Scholar in Political Economy at the
American Enterprise Institute for Public Policy Research summarize North Korean economy as
to “no statistical measure encapsulates that performance so vividly as this single fact: in the
1990s, the DPRK became the first urbanized literate society in human history to suffer famine
during peacetime.” Scholars also agree that North Korean economy is unlikely to collapse.
Marcus Noland, a Senior Fellow at the Institute for International Economics argued that the
North is likely to “muddle through, along the lines of Romania in the 1980s, with support from
China and possibly Japan and South Korea, which would like to avoid its collapse.”9 How does
North Korea maintain its economy? First and foremost, North Korean economy depends heavily
on aids and trades with its only ally, China. It is a dictum that North Korea depends 90% of its
trade with China. In addition, North Korean government benefits from illicit trade: the
trafficking of narcotics, endangered species products, and counterfeit cigarettes, pharmaceuticals,
and curranty.10 Analysts report that the illicit trade accounts for 40% of North Korea’s legitimate
exports.

8

Nicholas Eberstadt, The North Korean Economy: Between Crisis and Catastrophe (Transaction
Publishers, 2011).
9
Marcus Noland, “Why North Korea Will Muddle Through,” Foreign Affairs 76, no. 4 (1997):
105–18, https://doi.org/10.2307/20048125.
10
Daniel Byman and Jennifer Lind, “Pyongyang’s Survival Strategy: Tools of Authoritarian
Control in North Korea,” International Security 35, no. 1 (July 1, 2010): 44–74,
https://doi.org/10.1162/ISEC_a_00002.
6
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Conventional Deterrence: Repeated Provocations:

North Korean provocations do not merely refer to its missile and nuclear tests in violation
of United Nations Security Council resolutions. According to Congressional Research Service,
North Korea is “reported to have infiltrated a total of 3,693 armed agents into South Korea”11
between 1954 and 1992. The figure 3,693 does not comprehensively include North Korean
provocations against United States, Japan and other nations. North Korean conventional
provocations in the past paid very little price, if not at all.

On January 1968, North Korea conducted Blue House Raid in an attempt to assassinate
South Korean President Park Chung-hee. On February 1968, North Korea captured USS Pueblo
sailing in international water and took U.S. service personnel and civilians onboard into North
Korean territory. In addition, North Korea shoot down U.S. EC-121 over the Sea of Japan on
April 1969 and U.S. suffered 31 casualties. On the occasion of National Liberation Day
Ceremony on August 15th, 1974, a suspected agent from the North initiated another attempt to
assassinate President Park Chung-hee, and mistakenly killed the first lady of South Korea. North
Korea initiated another Presidential assassination plan on October 1983 on the occasion of
President Chun Doo-hwan’s visit to Rangoon, Burma. The hidden bomb killed 17 South Koreans
including Deputy Prime Minister and Foreign Minister. The list goes on until 2010, when North
Korean military torpedoed South Korean naval ship (Cheonan) with 46 casualties and shelled
Yeonpyeong Island with 2 South Korean soldiers and 2 South Korean civilians killed. The price

11

North Korea: Chronology of Provocations, 1950-2003 (Defense Technical Information
Center, 2003).
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North Korea had to pay was mostly international condemnation which the regime is very much
used to. In other words, repeated North Korean provocations from 1960s until today had
successfully deterred punitive actions from U.S. and South Korea.

The magic behind North Korea getting away with its numerous provocations is its
conventional deterrence. To begin with, North Korea deploys its conventional artilleries
targeting Seoul Metropolitan Area along the De-Militarized Zones (DMZ). As it is nearly
impossible for U.S. and R.O.K. to identify and destroy every single artillery that North Korea
deploys in the mountainous region. The pure cost of civilian lives in Seoul (amounting to 10
million in central Seoul and 20 million in greater Seoul area) plays in favor of Pyongyang in a
way that discourages U.S. and R.O.K. to respond and escalate militarily. The second pillar is a
perception that North Korea is irrational and likely to escalate radically. The so-called madman
theory applies and as a result, Combined Forces Command leaders tend to believe that North
Korea does not subsume the “normal rules of deterrence”12 and “tit-for-tat retaliation is too risky
and too likely to lead to all-out war.”13 Last but not least, the fear of North Korean collapse poses
a grave danger to Beijing and therefore Beijing calls for calm to all relevant parties almost on
every occasion. Beijing fears that in case of tit-for-tat retaliation and escalation of crisis
stemming from North Korean provocations, it is likely that a flow of North Korean refugee
would destabilize China-North Korea border. All combined, North Korea has successfully
deterred U.S. – R.O.K. led invasion to the North for seven decades despite its inferiority in
military, economy, prestige and all others combined.

12

Jennifer Lind, “Why North Korea Gets Away With It,” Foreign Affairs, April 12, 2012,
https://www.foreignaffairs.com/articles/north-korea/2012-04-12/why-north-korea-gets-away-it.
13
Lind.
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Nuclear Deterrence: Defensive vs. Offensive:

Quintessential pillar of North Korean security strategy rests upon its nuclear arsenals.
Table 1 provides a snapshot of North Korea’s accelerated nuclear and missile program. Victor
Cha, senior adviser and Korea Chair, summarizes the speed of acceleration in his written
testimony before the House Committee on Foreign Affairs Subcommittee on Asia and the Pacific
on "North Korea’s Diplomatic Gambit: Will History Repeat Itself?" as following:

Between 1994 and 2008, North Korea conducted 17 missile tests and one nuclear test.
From January 2009 through the end of the two terms of the Obama administration, this number
increased to 65 missile tests and 4 nuclear tests. During the first year of President Trump’s term,
we have seen 20 missile tests and one hydrogen bomb test. By this metric alone, the threat has
increased.14

Classical argument made by North Korea on legitimizing nuclear program relies upon the
case of Operation Desert Strom. As North Korean conventional inferiority over South Korea and
United States exacerbates, nuclear weapons were perceived as the only deterrent against external
threat. Korean Central News Agency, the state news agency of North Korea would argue as the
following:

14

Victor Cha, “‘North Korea’s Diplomatic Gambit: Will History Repeat Itself?,’” House
Committee on Foreign Affairs Subcommittee on Asia and the Pacific (2018), https://csisprod.s3.amazonaws.com/s3fspublic/congressional_testimony/ts180411_Testimony_House_Victor_Cha.pdf?eri3vN5H.eC3ug
VyUIGv01pCB9YqG6Am.
9
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The bloody lesson of the war in Iraq for the world is that only when a country has physical
deterrent forces and massive military deterrent forces that are capable of overwhelmingly
defeating any attack by state-of-the-art weapons, can it prevent war and defend its
independence and national security.15

Table 1. North Korean Missile Launches. CSIS. September 2017.16

However, purely defensive nature of North Korean nuclear program is open to debate. Unlike
North Korean proposition that its nuclear program is only to defend against external threat,

15

“NKNF_Nuclear-Weapons-Strategy_Bermudez.pdf,” accessed April 24, 2018,
https://www.38north.org/wp-content/uploads/2015/08/NKNF_Nuclear-WeaponsStrategy_Bermudez.pdf.
16
“North Korean Missile Launches & Nuclear Tests: 1984-Present,” Missile Threat, April 20,
2017, https://missilethreat.csis.org/north-korea-missile-launches-1984-present/.
10
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skeptics observe that it is far from the case. A suspicion on the nature of North Korean nuclear
program begins with its delivery capabilities. Why would a country like North Korea need an
intercontinental ballistic missile, while it can already target South Korea and Japan? Vipin
Narang views North Korean ICBM capabilities as a prelude for “decoupling the United States
from South Korea.”17 A classical decoupling argument traces back to French/English nuclear
armament in a feat that U.S. will not protect Europe while sacrificing California. Once North
Korea completes its capability to effectively deliver nuclear warhead over continental United
States, South Koreans would undoubtedly question U.S. commitment on its extended nuclear
deterrence. Nuclear program is a multi-functional, and therefore invites room for interpretations.

Developing U.S. view on North Korean security situation:

While the official position of U.S. Government is CVID (Complete, Verifiable and
Irreversible Denuclearization) of North Korea, few scholars began to raise questions about living
with nuclear North Korea. The main argument is that it is too late to deter North Korean nuclear
aspiration based on its technical advancement, and U.S. needs to deter North Korea as it did with
Soviet Union, Russia and China. Scott Sagan would argue that U.S. government should “admit
that it has failed to prevent North Korea from acquiring nuclear weapons and intercontinental
ballistic missiles that can reach the United States”18 and now it is a nuclear deterrence problem.

17

Vipin Narang Panda Ankit and Vipin Narang Panda Ankit, “Nuclear Stability, Conventional
Instability: North Korea and the Lessons from Pakistan,” Carnegie Endowment for International
Peace, accessed April 24, 2018, https://carnegieendowment.org/2017/11/20/nuclear-stabilityconventional-instability-north-korea-and-lessons-from-pakistan-pub-74787.
18
Scott D. Sagan, “The Korean Missile Crisis,” Foreign Affairs, September 10, 2017,
https://www.foreignaffairs.com/articles/north-korea/2017-09-10/korean-missile-crisis.
11

MA Thesis

Dong-hyeon Kim

John Park19, on the other hand, points out a psychological barrier for U.S. national security team
to accept Kim Jung-un in his 30s to be accepted as a member of ICBM club where the
memberships are normally given to great powers. Victor Cha urges U.S. to push for “a joint
statement with Japan and South Korea that pledges that an attack on one will be treated as an
attack on all”20 to affirm collective defense and to counter North Korean decoupling attempt with
its ICBMs. Therefore, North Korea wishes to be recognized as a party to talks on nuclear
disarmament, while the United States and South Korea would only agree to the terms of
denuclearizing North Korea.

3. What are cyberspace, cybersecurity, cyberattack and attribution?

Introduction to Cyberspace: What is cyberspace, cybersecurity, cyber weapon and cyberattack?

While it is relatively clear what ‘nuclear’ indicates in the context of North Korean
security strategy, ‘cyber’ is a less defined word not only in North Korea but also in any other
context. For example, U.S. Cyber Command (USCYBERCOM) was founded in 2009 and only
after Trump administration a recommendation was made to the President that USCYBERCOM
should be the independent command. National infrastructure to address the issue of cyber is
roughly at its creation, if not yet for many other countries.

“[이슈 인터뷰] 존 박 하버드대 케네디스쿨 선임연구원,” 중앙시사매거진, October 17,
2017, http://jmagazine.joins.com/monthly/view/318501.
20
Victor Cha, “The Right Way to Coerce North Korea,” Foreign Affairs, April 1, 2018,
https://www.foreignaffairs.com/articles/north-korea/2018-04-01/right-way-coerce-north-korea.
19
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What is cyberspace, cybersecurity and cyberattack? What is attribution? A clear
definition of each concept should precede substantive discussions to follow. According to the
Joint Chief of Staff, cyberspace is the fifth domain following land, sea, air and space, and is
defined as following:

global domain within the information environment consisting of the interdependent
networks of information technology infrastructures and resident data, including the
Internet, telecommunications networks, computer systems, and embedded processors and
controllers.21

Cybersecurity, or security in cyberspace is defined as “technologies, processes, and
policies that help to prevent and/or reduce the negative impact of events in cyberspace that can
happen as the result of deliberate actions against information technology by a hostile or
malevolent actor.”22 Thomad Rid23 offers a category of cyberattacks; sabotage, espionage and
subversion. Sabotage is a “deliberate attempt to weaken or destroy an economic or military
system.”24 An example of cyber sabotage in conjunction with conventional military operation is
Operation Orchard. On September 2007, Israeli forces conducted a bombing raid on Syrian
nuclear reactor at Dayr ez-Zor, preceded by nullifying a Syrian radar nearby Turkish border.
Israeli cyber sabotage successfully made Syrian air-defense system blind, and entered and left

21

Defense Technical Information Center (DTIC): http://www.dtic.mil/dtic, “Joint Publication 312 (R): Cyberspace Operations,” February 5, 2013, https://www.hsdl.org/?abstract&did=758858.
22
National Research Council, At the Nexus of Cybersecurity and Public Policy: Some Basic
Concepts and Issues, 2014, https://doi.org/10.17226/18749.
23
“Cyber War Will Not Take Place: Journal of Strategic Studies: Vol 35, No 1,” accessed April
24, 2018, https://www.tandfonline.com/doi/abs/10.1080/01402390.2011.608939.
24
“Cyber War Will Not Take Place: Journal of Strategic Studies: Vol 35, No 1.”
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Syrian airspace without difficulties. Another example of self-standing cyber sabotage is Stuxnet.
U.S. and Israel (albeit no official government acknowledgement) implanted an offensive cyber
worm to interfere with Iranian nuclear enrichment program at Natanz during June 2009 and June
2010. Stuxnet aimed to damage Iranian centrifuges slowly to “delay Iran’s enrichment program
for a significant period of time.”25

Espionage is an offensive cyberattack in an attempt “to penetrate an adversarial system
for purposes of extracting sensitive or protected information,” and is “neither crime nor war.”
While espionage traces back to the early form of warfare to collect information to better
formulate policies, cyber espionage differs in scale and speed. It is estimated, according to a
Pentagon source, that Chinese intruders to U.S. Department of Defense networks extracted 10 to
20 terabytes of non-classified data. Lastly, subversion is a “deliberate attempt to undermine the
authority, the integrity, and the constitution of an established authority or order.” Unlike
sabotage or espionage, subversion aims to influence human minds instead of machines. DDoS
attack in Estonia and Georgia qualifies as a subversion. The attack aimed to undermine citizens’
loyalty and trust on leader’s authority, whether it was successful or not. By tapping into the
human mind of civilian population, DDoS attack undermined the credibility of Estonian and
Georgian governments’ competencies in providing security to its citizens.

However, Thomas Rid’s categorization of cyberattack is controversial. John Stone26
disagrees with Thomas Rid in that the definition of cyberattack is contentious. As there is no

25

“Cyber War Will Not Take Place: Journal of Strategic Studies: Vol 35, No 1.”
John Stone, “Cyber War Will Take Place!,” Journal of Strategic Studies 36, no. 1 (February 1,
2013): 101–8, https://doi.org/10.1080/01402390.2012.730485.
26
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common understanding of what is an act of war in cyberspace, it is less likely to reach a
consensus on what constitutes cyberattacks. Of particular challenging notion is “the allegedly
‘bloodless’ character of cyberattacks” which demands readers to revisit the notion of force,
violence and lethality in a non-conventional way. James Andrew Lewis27 precisely disagrees that
DDoS attacks against Estonia and Georgia in 2007 and 2008 “were not attacks.” DDos attack,
while disturbing and subversive, cannot be considered as an act of war under international law.
Simply put, nations “do not go to war over espionage.”

Harold Koh28, the Legal Adviser of the U.S. State Department, provides one of the
legalistic and sound interpretation of cyberspace and cyberattack. To begin with, the principle of
international law applies in cyberspace. In other words, cyberspace is not a lawless zone “where
anyone can conduct hostile activities without rules or restraint.”29 According to Article 2(4) of
the UN Charter and customary international law, certain cyber activities could constitute uses of
force if the activities result in “death, injury, or significant destruction.”30 If cyber activities
trigger a meltdown of a nuclear plant, a destruction of a populated area near dams, and airplane
crashes due to disabled air traffic control, the activities qualify as an act of war. In response, U.S.

27

“Cyber Attacks, Real or Imagined, and Cyber War,” accessed April 24, 2018,
https://www.csis.org/analysis/cyber-attacks-real-or-imagined-and-cyber-war.
28
Harold Koh, “INTERNATIONAL LAW IN CYBERSPACE” (USCYBERCOM Inter-Agency
Legal Conference, Ft. Meade, MD, September 18, 2012),
http://opiniojuris.org/2012/09/19/harold-koh-on-international-law-incyberspace/?utm_source=rss&utm_medium=rss&utm_campaign=harold-koh-on-internationallaw-in-cyberspace.
29
Koh.
30
Koh.
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“will respond to hostile acts in cyberspace as we would to any other threat to our country”31 as it
was affirmed in its 2011 International Strategy for Cyberspace.
Attribution in cyberspace is a tricky business. Plausible deniability is a term often quoted
in explaining the difficulties of attributing the perpetrator of cyberattack. Attribution in
cyberspace is difficult than attribution in air, land, sea and space where things are visible. To
begin with, how do we know who is behind cyber activities? How do we differentiate individual,
group, nation-sponsored, nation and terrorist actors? Even after identifying the source of IP
address, how do we verify that it is not a false flag operation where the actual perpetrator
fabricates the address to hide its identity? David D. Clark and Susan Landau32 provides four
aspects of attribution:

* Types: If users are expected to be identified in some way, what is the source of that
identity, and what can we conclude about the utility of different sorts of identity?
* Timing: What are the different roles of attribution before, during, and after an event?
* Investigators: How might different parties exploit attribution as a part of deterrence?
* Jurisdiction: What are the variations that we can expect across different jurisdictions,
and how might this influence our choices in mechanism design?33

Cyberspace, cybersecurity, cyberattack and attribution were introduced to national security
establishments and public recently. Precisely due to its recent admission to national security,

31

Koh.
Read “Proceedings of a Workshop on Deterring Cyberattacks: Informing Strategies and
Developing Options for U.S. Policy” at NAP.edu, accessed April 24, 2018,
https://doi.org/10.17226/12997.
33
Read "Proceedings of a Workshop on Deterring Cyberattacks.
32
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there is no single definition of each concept. Perceptions and misperceptions are likely to prevail.
Nevertheless, there has been a growing number of publications, journals, reports and public
hearings on cyberspace, cybersecurity, cyberattack and attribution. The next section introduces
selected works on North Korea, cybersecurity and North Korean cybersecurity.

4. Literature Review

Publications on North Korea:

Scholars and practitioners published on different aspect of North Korea despite lack of
access to information. Bradley K. Martin unveils the masterful skills of Kim regime’s
indoctrination in Under The Loving Care of the Fatherly Leader: North Korea and the Kim
Dynasty34. Andrei Lankov highlights more humane side of North Korea in North of the DMZ:
Essays on Daily Life in North Korea35. Nicholas Eberstadt, by using mirror statistics, discloses
the dire economic and trade situation in The North Korean Economy: Between Crisis and
Catastrophe36. Victor Cha explains the foreign policy of North Korea in The Impossible State:
North Korea, Past and Future37. The Commission of Inquiry on Human Rights in the
Democratic People’s Republic of Korea reports38 a systemic violation of human rights in North
Korea based on defector’s testimony. While each publication contributes to scholarly research on

34

Bradley K. Martin, Under the Loving Care of the Fatherly Leader: North Korea and the Kim
Dynasty (Macmillan, 2007).
35
Andrei Lankov, North of the DMZ: Essays on Daily Life in North Korea (McFarland, 2007).
36
Eberstadt, The North Korean Economy.
37
Victor Cha, The Impossible State: North Korea, Past and Future (Harper Collins, 2012).
38
“OHCHR | CoIDPRK Report of the Commission of Inquiry on HR in the Democratic People S
Republic of Korea.”
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North Korea as a nation state and a totalitarian regime, there has been little attention paid to
cybersecurity side of North Korea.

Publications on nation-state cybersecurity operations:

On the other hand, cybersecurity publications investigated on the nature of new threats
and domestic debates. Ben Buchanan and Michael Sulmeyer posits main threat of U.S.
cybersecurity as Russia and produces subsequent policy recommendations in Russia and Cyber
Operations: Challenges and Opportunities for the Next U.S. Administration39. An investigative
reporting by Eric Lipton, David Sanger and Scott Shane at The New York Times in the article
The Perfect Weapon: How Russian Cyberpower Invaded the US40 explains in detail how Russia
interfered in U.S. presidential election in 2016. In the aftermath of U.S. Office of Personnel
Management hack in June 2015, U.S. Congressional Research Service published a briefing
paper41 on what had happened in OMB. While aforementioned research helps in deepening
understanding of Russian and Chinese cyber activities, very few studies commit to unveil and
analyze North Korean cyber operations in its entirety.

39

Ben Buchanan Sulmeyer Michael and Ben Buchanan Sulmeyer Michael, “Russia and Cyber
Operations: Challenges and Opportunities for the Next U.S. Administration,” Carnegie
Endowment for International Peace, accessed April 24, 2018,
https://carnegieendowment.org/2016/12/13/russia-and-cyber-operations-challenges-andopportunities-for-next-u.s.-administration-pub-66433.
40
“The Perfect Weapon: How Russian Cyberpower Invaded the U.S. - The New York Times,”
accessed April 24, 2018, https://www.nytimes.com/2016/12/13/us/politics/russia-hack-electiondnc.html.
41
Kristin Finklea et al., “Cyber Intrusion into U.S. Office of Personnel Management: In Brief,”
Report, Digital Library, July 17, 2015, https://digital.library.unt.edu/ark:/67531/metadc743551/.
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Publications on North Korean cyber operations:

There has been few publications and reports analyzing North Korean cyber operations.
Publications increased exponentially in the aftermath of North Korean cyberattack on Sony
Pictures Entertainment (SNE) in 2014. Stephan Haggard and Jon R. Lindsay study North Korean
behavior specifically on SNE case in North Korea and the Sony Hack : Exporting Instability
through Cyberspace42. Jenny Jun, Scott LaFoy and Ethan Sohn at Center for Strategic and
International Studies (CSIS) provides the first comprehensive report43 in lieu of existing
asymmetrical nature of North Korean strategies. Congressional Research Service also produces a
report44 with a number of case studies to further demonstrate how far North Korea has come.
Although prior studies provide an analysis of North Korean cyber operations, neither of the
studies present extensive research connecting North Korean security strategy with cyber
operations that North Korea conducted.

5. Thesis and research question

Scholars of North Korea face an inherent dilemma in his/her research. It is nearly impossible
to collect information on North Korean government, civil society and individuals. While limited
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accounts are provided by North Korean defectors abroad, it does not provide a full picture of
North Korean state and society. And scholars of cybersecurity live with similar barriers. An
access to information is mostly denied on the ground of national security concerns. Open source
information is often conflicting, and less credible due to the anonymity of the sources.
Nevertheless, the righteous way to proceed is to frame research questions in a way that
contributes to the scholarships within the boundary of available information. Some of the
research questions are as follow:

How active is North Korea in cyberspace? How should we understand increasing number of
North Korean activities in cyberspace? Is North Korea really capable of doing such sophisticated
cyberattacks? How do we know it is North Korea, instead of China or Russia? Who or which
organizations inside North Korea are in charge of its cyber operations? Why is North Korea so
active in cyberspace? Or, how does North Korean cyber operations fit into greater North Korean
security strategy? Is North Korea consistent in its behaviors in cyberspace in comparison to noncyberspace? What are the implications of letting North Korea walk away from its inappropriate
behaviors in cyberspace? And what should we do about North Korean cyber operations?

The thesis statement is as following:

North Korean cyber operations are consistent with its greater security strategy to guarantee the
survival of Kim regime in perpetuity.
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In order to test the thesis statement, the paper will proceed in a following manner. First, it
will compare and contrast North Korean security strategy at large with its cyber strategy.
Specifically, it will test that asymmetric nature of North Korean strategy applies to its cyber
strategy. Second, case studies are presented to illustrate North Korean goals and objectives in its
operation in cyberspace. Cases are divided into cyber espionage, cyber sabotage and cyber
subversion with basic attribution information. Third, case studies will be analyzed on the realm
of its operation whether the scope and nature are different from previous operations in non-cyber
space. Cases will attest that North Korean cyber operations are no different than its conventional
operations. Lastly, case studies will be analyzed and categorized into greater North Korean
security strategy. It will demonstrate how each case in cyberspace serves North Korean goals and
objectives in greater spectrum.
6. Testing the thesis statement
Investigation North Korean security strategy at large with characteristics of cyberspace:

How does North Korea view cyberspace base on its larger security strategies? To revisit
aforementioned North Korean strategic goals to “ensure Kim family rule in perpetuity,”45 North
Korea seeks international recognition as a nuclear state, deterrence against U.S. and South
Korea, simultaneous development of its military and economy (“byungjin”) and ultimate
reunification of Korea under Kim’s regime. Main characteristics of North Korean security
strategy are regime survival equals state survival, economic growth by means of counterfeiting,
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drug trafficking and human trafficking, conventional deterrence along with repeated
provocations and nuclear deterrence with its nuclear program and delivery systems. To further
test if North Korean goals and objectives benefit from cyberspace, characteristics of cyberspace
deserve a brief investigation.

Cyberspace and cybersecurity are concepts under creation, and it plays into the hands of
North Korea. There is not a single definition on what constitutes cyberspace and therefore
definitions of cybersecurity differ by nation. I was able to observe an interesting disparity over
definition of cybersecurity between U.S. and Russia during my last trip to Moscow. During 4
days of policy discussion, one quarter to one third of entire policy discussion was spent purely
over what constitutes cybersecurity. While U.S. side raises its concern over critical infrastructure
and nuclear-cyber entanglement over nuclear weapons C3I (Command, Control, Communication
and Intelligence), Russia side proposes to alter the word “cybersecurity” into “information
security” to express its concern on balance between freedom versus security over internet.
Therefore, a lack of clear definition on cyberspace and cybersecurity provide North Korea a
room to maneuver as there is no international norms to regulate nation states’ behavior in
cyberspace.

Slow and difficult attribution problem also benefits North Korea. On November 24, 2014,
North Korean cyberattack on Sony Pictures Entertainment. On December 19, 2014, about a
month later, President Obama openly attributed and criticized North Korea as an actor behind the
scene based on FBI investigation. However, U.S. government’s attribution was challenged by
many cybersecutity experts. Bruce Schneier argues that “we still don’t know who’s behind any
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of it”46 despite FBI’s confirmation. He also quotes “countervailing evidence to suggest that the
culprit may have been a Sony insider or perhaps Russian nationals.”47 After all, experts agreed
that North Korea is a culprit behind the attack. Nevertheless, U.S. government’s public
attribution was challenged repeatedly and raised concerns among public whether who is right
and who is wrong.

To illustrate how slow attribution on cyberattack can be, I will provide two more
examples. On September 9, 2016, North Korea conducted its 5th nuclear test. On the very same
day (September 9, 2016), the White House released a statement48 by President Obama to
condemn North Korean nuclear test. It took less than 24 hours for U.S. to confirm and condemn
North Korea. In addition, no scholars and experts disagreed that it was North Korea who
conducted a nuclear test. While readers may think that a one-month duration of confirming
attribution behind Sony Pictures Entertainment attack is not unreasonable, WannaCry
ransomware case provide another insight. On 12 May, 2017, WannaCry ransomware attack
affected computer systems around the globe and demanded a ransom in exchange of normalizing
computer system. On December 19, 2017, the White House49 officially attributed North Korea as
a perpetrator of WannaCry ransomeware attack. It took approximately 6 months, or half year, to
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confirm attribution on massive cyberattack on a global scale. In short, attributing cyberattack is
stagnant and challenging. In exchange, North Korea earned a month and six months respectively
for Sony Pictures Entertainment and WannaCry ransomware to prepare potential punitive
measures.

Lack of consensus on what constitutes cyberattack simplifies North Korean decision
making over potential negative consequences. To repeat, North Korea is “reported to have
infiltrated a total of 3,693 armed agents into South Korea”50 between 1954 and 1992. Notable
feature of 3,693 provocations is its asymmetrical nature which is “short of war.” Clear attribution
and a risk of escalation did not deter North Korea from continuing its conventional provocations.
Harold Koh provides an authoritative judgment over what constitutes cyberattack: certain cyber
activities could constitute uses of force if the activities result in “death, injury, or significant
destruction”51 in accordance with UN Charter and customary international law. However, the
challenge comes from how to deal with cyberattack “short of war.” What is the appropriate
response to DDoS attack in comparison with cyber espionage? How can we guarantee a swift
and clear-cut response to North Korean activities in cyberspace while we have failed to do so in
non-cyberspace? Challenges in defining cyberattack favors North Korea to walk away from its
activities in cyberspace without paying any price.

50
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Case studies: cyber espionage, cyber sabotage and cyber subversion and attribution:

Many cases have been reported alleging North Korea as a culprit. Among many, Center
for Strategic and International Studies provides a list of significant cyber incidents52 since 2006.
We will analyze four notable case studies.

July 2009. Cyberattacks against websites in the United States and South Korea, including
a number of government websites, were launched by unknown hackers. South Korea
accused North Korea of being behind the attacks. The denial of service attacks did not
severely disrupt services but lasted for a number of days and generated a great deal of
media attention.
March 2013. South Korean television networks and banks were attacked with malware
(designed to evade popular South Korean anti-virus software) thought to have originated
in North Korea.
September 2013. North Korea again hacks South Korean targets, including think tanks,
the South Korean Ministry of Defense, and Koreans defense industry firms.
November 2014. North Korean hackers attacked a British production company planning
to release a television series revolving around the imprisonment of a British nuclear
scientist in the DPRK. The attack caused the cancellation of the series.
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October 2015. The ROK National Intelligence Service attributed hacks at the National
Assembly, the Ministry of Unification, and the Blue House to North Korea’s General
Reconnaissance Bureau.
February 2016. North Korea was suspected of hacking the Society for Worldwide
Interbank Financial Telecommunication (SWIFT) network and stealing $101 million
from Bangladesh’s Central Bank. The DPRK is also blamed for hacking into banks in
Ecuador, the Philippines and Vietnam earlier this year.
March 2016. North Korean hackers broke into the smartphones of a dozen South Korean
officials, accessing phone conversations, text messages, and other sensitive information.
April 2016. North Korean hackers stole warship blueprints from the database of a South
Korean shipbuilder.
April 2017. The Lazarus Group, thought to be associated with North Korea, was found to
be involved in a spear phishing campaign against US defense contractors
June 2017. US-CERT identified the North Korean government as being behind a DDoS
botnet infrastructure used to target media, financial, aerospace, and critical infrastructure
organizations worldwide
August 2017. South Korea’s Cyber Warfare Research Center reports that North Korea
has been targeting South Korean Bitcoin exchanges.
October 2017. North Korean hackers allegedly broke into South Korea’s defense data
center in 2016 and stole a large trove of sensitive documents over the course of a year,
including joint U.S.- South Korean blueprints for war on the peninsula.
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March 2018. A UN report details attempts by North Korean hackers to compromise
email accounts of the members of a UN panel enforcing trade sanctions against North
Korea.53

i)

Sony Pictures Entertainment (November 2014)

The first cyber operations by North Korea receiving enormous public attention is its hack
on Sony Pictures Entertainment on December 2014. The Interview was set to be released on
Christmas Day in 2014, with a plot that two American TV anchors go into North Korea and
attempt an assassination of Kim Jung-un. While domestic attention on The Interview was very
low, North Korea responded differently. North Korean Foreign Ministry called out the movie as
“the most blatant act of terrorism and war”54 which could be met with a “merciless
countermeasure.”55 On November 24, a group acclaimed to be Guardians of Peace conducted a
cyberattack on Sony Pictures Entertainment and penetrated information technology systems,
destroyed data and published internal emails and other documents that were previously not
available to the public.

Distinctive features of North Korean cyberattack on Sony Pictures Entertainment are its
destructive nature and targeting a private entity. On December 19, FBI expressed its concern
“about the destructive nature of this attack on a private sector entity and the ordinary citizens
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who worked there.”56 Subsequent discussions followed on the role of U.S. government in
addressing nation-state cyberattack on private sectors. Who is responsible in the U.S., aside from
a culprit of North Korea, for loose cyber defense? On December 20, a day after President
Obama’s announcement that U.S. government will respond in its time and manner of choosing, it
was reported that “the North Korean network providing access to the Internet went offline for
approximately 10 hours.”57 A set of precedent raised further discussions on to which extent U.S.
government will respond to cyberattacks on private sectors. Domestic discussions aside, North
Korea as a nation-state was confirmed to conduct an offensive cyberattack with physical
destruction against a private entity.

North Korea’s cyberattack against Sony Pictures Entertainment case was reactive, despite
the connotation of the word ‘hack’, rather than proactive. The movie The Interview, to North
Korean regime, posed a direct threat on its mission “to ensure Kim family rule in perpetuity”58
by destabilizing Kim regime’s legitimacy and simulate assassination of its supreme leader.
Readers may wonder how a movie poses a threat to regime’s legitimacy. While it is less feasible
in open and democratic society, it is much likely to penetrate into the fear of Kim regime. The
regime is well aware of an influx of external information into its territory by means such as USB,
and the distribution of The Interview would have caused enormous legitimacy problem. North
Korean political system is “extremely personalist in form, and rests on the virtual deification of
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the leader,”59 and it is no coincidence that North Korea responded promptly at national level.

ii)

Bank of Bangladesh cyber heist (February 2016)

On February 2016, North Korea (the Lazarus Group) attempted to steal $851 million on
February 2016, ended up succeeding to transfer $81 million from the Central Bank of
Bangladesh via Federal Reserve Bank of New York. Kaspersky Lab assessed the cyber heist of
Bank of Bangladesh to be “one of the largest, most successful cyber heists ever.”60 North Korea
breached SWIFT credentials of Central Bank of Bangladesh and requested Federal Reserve Bank
of New York as if it were an employee of the bank. It has been reported that insiders might have
helped out in breaching SWIFT or insufficient computer security practices might have caused
the. Soon, digital security firm Symantec analyzed that Lazarus “deployed a rare piece of code
that had been seen in only two previous cases: the hacking attack at Sony Pictures in December
2014 and attacks on banks and media companies in South Korea in 2013.” On March 21, 2017,
Deputy Director of the National Security Agency Richard Ledgett61 noted research that
“forensically” tied this incident to the cyberattacks on Sony, and said that if North Korea’s role
in the bank robbery was confirmed, it would represent a troubling new capability. Kaspersky Lab
published a report on April 2017 “Chasing Lazarus: A Hunt for the Infamous Hackers to Prevent
Large Bank Robberies,”62 arguing that Lazarus group is highly likely to be behind $81 million

59

Office of the Secretary of Defense.
“Chasing Lazarus: A Hunt for the Infamous Hackers to Prevent Large Bank Robberies |
Kaspersky Lab,” accessed April 24, 2018, https://www.kaspersky.com/about/pressreleases/2017_chasing-lazarus-a-hunt-for-the-infamous-hackers-to-prevent-large-bank-robberies.
61
Chanlett-Avery et al., “North Korean Cyber Capabilities: In Brief.”
62
“Chasing Lazarus: A Hunt for the Infamous Hackers to Prevent Large Bank Robberies |
Kaspersky Lab.”
60

29

MA Thesis

Dong-hyeon Kim

cyber heist and several attacks against a bank in South-East Asian countries.

The case of Bank of Bangladesh cyber heist North Korea is notable for developing North
Korean tactics in cyberspace to target financial institutions. The case loosely connects to the
financial need of the regime due to international sanctions against its nuclear and missile
program. With a rise of North Korea’s nuclear and missile program, United Nations Security
Council has adopted multiple resolutions in total including 1718 (2006), 1874 (2009), 2087
(2013), 2270 (2016), 2321 (2016) and 2371 (2017). Increasing range and depth of economic
sanctions including asset freeze, travel ban and export/import control under UN Security Council
resolutions raised a serious economic burden to North Korea and its regime. Although economic
sanctions failed to persuade Kim regime to give up nuclear and missile program, tantamount
pressure from international community is never negligible. Korea Financial Security Institute on
July 2017 analyzed that North Korea’s interest in financial institutions proves North Korea’s
“nuclear-missile program has accelerated its need for cash as it is subjected to financial
sanctions.”63 The institute also noted that there is “a significant shift from Pyongyang’s prior
patterns of attack seeking to obtain military information, destabilize networks or intimidate”64 to
financial institutions. Therefore, it is no coincidence that North Korea expands its target from
one particular enemy state to multiple non-enemy entities as to collect much financial resources
as possible.
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U.S.-South Korea Wartime Operational Plan hack (October 2016)

On December 2016, Ministry of National Defense (MND) of Republic of Korea admitted
that its intranet system has been compromised by North Korea on October 2016. 3,200
computers were affected by hacking attack, including 700 of intranet use and 2,500 of internet
use. The hack was enabled through DIDC (Defense Integrated Data Center) server, where one of
its servers were connected to both internet and intranet. The hack raised a serious security
question on potential leak of operation plan and contingency plan, which would be critical
considering the secretive nature of the document. Initially, operation plan and contingency plan
were reported to be secure as it is saved in separate network in MND information system beside
internet and intranet. On October 10, 2017, a member of South Korean National Assembly told
reporters that “classified wartime contingency plans jointly drawn by the United States and
South Korea”65 were leaked including a plan to remove Kim Jong-un. According to Democratic
Party Rep. Lee Cheol-hee, Operation Plan 5015 and 3100 were included in the list of stolen data.
OPLAN 5015 is “the latest Seoul-Washington scheme to handle an all-out war with Pyongyang,
which reportedly contains detailed procedures to "decapitate" the North Korean leadership”66 and
OPLAN 3100 is “Seoul's plan to respond to the North's localized provocations.”67
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The case is cyber espionage as it successfully “penetrate an adversarial computer network
or system for the purpose of extracting sensitive or protected information.”68 North Korean cyber
espionage aims to disrupt “opposing conventional operations”69 by Republic of Korea, as its
military power may not directly defeat that of Republic of Korea and its ally, United States. As
so, cyber espionage against Ministry of National Defense intranet would have offered handy
advantage in compensating North Korean conventional weakness. Barring leakage of operational
plan and contingency plan, compromise on intranet network would offer North Korea an access
to classified information that MND possesses. It is not uncommon for adversaries to conduct
espionage, as the history of espionage precedes the creation of cyberspace. Nevertheless,
problematic aspects of North Korean cyber espionage are two-fold: First, it took almost a year
for South Korean government to acknowledge that OPLAN 5015 and OPLAN 3100 were leaked
during October 2016. Initial statement made by Ministry of National Defense in the aftermath of
cyber espionage on October 2016 denied any leak of OPLAN, to be reversed one year later.
Either lack of transparency or lack of capacity to assess what has been leaked is both
problematic. Second, North Korean cyber espionage dismantles confidence among U.S. and
South Korean in exchanging confidential intelligence. U.S. government would be discouraged
from sharing intelligence knowing that North Korea could access to it without South Korea
knowing or telling about the case.
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WannaCry ransomware (May 2017)

On May 2017, global ransomware WannaCry hit more than 150 countries and some
200,000 computers over the week. Britain’s National Health Service was hit, where its
operations cancelled, ambulances losing its way and patient records made unavailable.
WannaCry ransomware holds affected computers hostage until ransom is paid through bitcoin. It
is not a targeted attack on particular personnel, entity or government, but is rather an exploitation
of vulnerabilities in Microsoft Window system, mostly on Windows XP. The vulnerability is
known to be discovered by the National Security Agency (NSA) for its surveillance purpose,
later leaked by hacker group called Shadow Brokers. An internal assessment by NSA linked the
government of North Korea to the birth of WannaCry worm. The assessment with moderate
confidence was based on “an analysis of tactics, techniques and targets.”70 The evidence includes
“the range of computer Internet protocol addresses in China historically used by the RGB
(Reconnaissance General Bureau),”71 North Korea’s spy agency. Also, researchers at Symantec
pointed out links between the Lazarus group and Wannacry ransomware. An investigator at
Symantec said in an interview that “the technical evidence points to the fact that this is
Lazarus.”72 On December 2017, approximately 6 months after the attack, the White House73
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openly attributed North Korea as a culprit of WannaCry ransomware attack. Correspondence
between reporters and Tom Bossert, former President Trump's adviser on homeland security,
unveils interesting points. (Emphasis added below)

MR. BOSSERT: We’re comfortable in this case, though, that is was directed by
the government of North Korea. We’re also comfortable in saying that there were
actors on their behalf, intermediaries, carrying out this attack, and that they had
carried out those types of attacks on behalf of the North Korean government in the
past. And that was one of the tradecraft routines that allowed us to reach that
conclusion.

Q: Tom, the purpose of ransomware is to raise money. So do you have a sense
now of exactly how much money the North Koreans raised as a result of
this? And do you have any idea what they did with the money? Did it go to fund
the nuclear program? Did it go just to the regime for its own benefit? Or where
did that money go?
MR. BOSSERT: Yeah, it’s interesting. There’s two conundrums here. First, we
don’t really know how much money they raised, but they didn’t seem to architect
it in the way that a smart ransomware architect would do. They didn’t want to get
a lot of money out of this. If they did, they would have opened computers if you
paid. Once word got out that paying didn’t unlock your computer, the payment
stopped. And so I think that, in this case, this was a reckless attack and it was
meant to cause havoc and destruction. The money was an ancillary side
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benefit. I don’t think they got a lot of it.

Q: Is that why, in this case, you’re saying an attack on U.S. companies
constitutes an attack on the U.S. government?

MR. BOSSERT: I’m not saying that.

Q : Two questions. The United States was apparently a bit slow to publicly
identify North Korea at the culprit in all of this. Was there some new evidence
that came to the fore that led to making the public conclusion?

MR. BOSSERT: So, two questions there. One, did we do it too slowly? No. My
answer is, no. I think the most important thing is to do it right and not to do it
fast. We took a lot of time to look through classified, sensitive
information. What we did was, rely on — and some of it I can’t share,
unfortunately — technical links to previously identified North Korean cyber tools,
tradecraft, operational infrastructure. We had to examine a lot. And we had to
put it together in a way that allowed us to make a confident attribution.74

Few things are notable among the correspondence above. First, the White House publicly
attributed North Korea as a perpetrator of global ransomware attack and clarified that it was
under the direction of North Korean government. Second, the White House views that North

74

“Press Briefing on the Attribution of the WannaCry Malware Attack to North Korea.”
35

MA Thesis

Dong-hyeon Kim

Korean goal is not money but destruction. North Koreans did not structure ransomware in a way
that best collects money. Thirdly, the White House rejects that the attribution process was too
slow. U.S. government reached out to partner nations including U.K. and Japan as well as private
sectors (Microsoft). Lastly, the White House clearly stipulates that the attack on U.S. companies
is not an attack on U.S. governments. In other words, U.S. government is not mainly responsible
and therefore not obliged to respond to North Korea.

Analysis of case studies on its operation in comparison to previous operations in non-cyberspace:

How do case studies above correlate with North Korean security strategy? While
aforementioned cases illustrate the width and depth of North Korean operations in cyberspace,
further analysis is called upon to expand focus beyond cyberspace. Whether North Korean cyber
operations match to its larger goals and objectives may seem to be a redundant question.
However, past studies on North Korean cyber operations tend to provide a clear list of events in
accordance with chronology75 or to provide an in-depth analysis on North Korean cybersecurity
strategy76 without expanding it to larger security strategy. Here I argue that North Korean
activities in cyberspace is consistent with its existing security strategy in regime survival,
economy and conventional difference. Each strategy is met with specific case studies above,
except for nuclear deterrence.
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State Survival vs. Regime Survival: Sony Pictures Entertainment (December 2014)

A control of information flow is essential in securing the legitimacy of Kim regime,
especially on its third generation. Conscious of its mission, North Korea bans travel beyond
one’s hometown or hosting a visitor overnight without the approval of the police. General public
do not enjoy a universal access to internet, with exception for a small percentage of elite class in
Pyongyang. Since the late 1950s, possession of a tunable radio was criminalized. Radios,
permitted by the government, only broadcast the voice of the government. Despite the effort by
the North, the notorious totalitarian dictatorship could not prevent information flow completely.
South Korean soap operas and movies were circulated in illegal market (Jang-ma-dang)
according to the testimony77 of North Korean defectors. Money-seeking Chinese merchants are
primary actors in information smuggling into North Korea. Paradoxically, North Koreans know
more about daily lives of South Korea than South Koreans know about that of North Korea.

Even, the mere presence of half-brother Kim Jong-nam abroad and his uncle Jang Songthaek are threats to the legitimacy of Kim Jong-un regime. Kim Jong-nam criticized the
succession of power in North Korea in public, especially the third succession. Despite his
reassuring statement that he has no interest in politics, the presence and the statement posed a
threat to Kim regime in the North. On February 13, 2017, Kim Jong-nam was killed at the Kuala
Lumpur international Airport in Malaysia by VX, a nerve agent which is prohibited chemical
weapons of mass destruction. Preceding the persecution of Kim’s half-brother, Jang Song-thaek
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was purged on December 8th, 2013. Mr. Jang was considered to be number two in North Korean
power structure. It had been reported78 that Kim Jong-un ordered to kill Mr. Jang after hearing
complaints about his expansion of power. To Kim Jong-un and North Korean regime survival,
family kinship is an antithesis of the warmth.

North Korean cyber sabotage against Sony Pictures Entertainment is a continuation of
protecting the integrity and legitimacy of Kim regime. The Interview posed a direct threat to the
legitimacy of Kim Jong-un. Audience of the concern to Kim regime is North Koreans living
abroad with more access to information and North Koreans living domestically with access to
foreign information by means of USB. Blasphemy of Seth Rogan and Evan Goldberg against
deity of Kim Jong-un crossed the threshold in the eyes of Pyongyang. North Korea needed to
come up with a countermeasure short of war. Cyber sabotage seemed to be the most feasible
option, as it was less expensive and lower the risk of escalation with the U.S., the global
superpower. Pyongyang’s calculus was simple. Pyongyang did not hesitate to use a chemical
weapon to assassinate dear leader’s half-brother in international airport at Malaysia. Sony
Pictures Entertainment was an American brother based in California who directly challenged the
regime survival.
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Economy: Counterfeiting, Drug Trafficking, Human Trafficking: Bank of Bangladesh cyber
heist (February 2016)

The amount of money that North Korea attempted and successfully stole from Bank of
Bangladesh in comparison with North Korean GDP provide a vivid outlook on why cyberspace
is important to North Korean economy. However, estimating the size of North Korean economy
is a challenge to many economists. The only accessible and official North Korean GDP data79 is
from the UN Statistics Division responsible for systematic national income accounting (GDP) of
all UN members, and Pyongyang submitted its size of GDP in 2016 as $16.8 billion. South
Korea’s Bank of Korea projects the size of North Korean GDP in 2016 as $32 billion, based on
mirror statistics. CIA provides a range of North Korean GDP in 2015 as $30-$50 billion. On
February 2016, North Korea initially targeted $851 million from Bank of Bangladesh in Federal
Reserve Bank of New York and succeeded to steal $81 million.

Table 2 provides a comparative outlook on the size of single cyber heist versus North
Korean GDP. Based on South Korea’s Bank of Korea estimate, a successful cyber heist ($851
million) would have accounted for 2.66% of North Korean GDP in 2016 while an actual cyber
heist ($81 million) have accounted for 0.25% of North Korean GDP in 2016. CIA’s estimate
provides a similar range from 1.7% to 2.84% of North Korean GDP in 2015/2016 in case of
successful cyber heist ($851 million) and 0.16% to 0.27% of North Korean GDP in 2015/2016 in
case of an actual cyber heist ($81 million). While statistics is incomplete due to lack of access
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William Brown, “North Korea’s Shackled Economy, 2018,” SPECIAL REPORT North
Korea’s Shackled Economy, 2018, March 2018.
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over North Korean economy, a rough estimate provides a sense of joy when North Korea
actually transferred money from Bank of Bangladesh to its own.

Target Amount

Actual amount

851.00

81.00

USD in million

Bank of Bangladesh
Bank of Korea estimate of DPRK GDP in

32,000.00

32,000.00

USD in million

2016

2.66

0.25

% GDP

851.00

81.00

USD in million

Bank of Bangladesh

30,000.00

30,000.00

USD in million

CIA lowest estimate of DPRK GDP in 2015

2.84

0.27

% GDP

851.00

81.00

USD in million

Bank of Bangladesh

50,000.00

50,000.00

USD in million

CIA highest estimate of DPRK GDP in 2015

1.70

0.16

% GDP

Table 2. North Korean GDP vs. Cyber heist. Author. April 2018.

Surprisingly, or not, Bank of Bangladesh is not, and will not be, the only target under
North Korean cyber heist. The New York Times reported that North Korea is targeting multiple
banks by infecting the website of Poland’s financial regulator and thereby affecting visitors from
“the central banks of Brazil, Chile, Estonia, Mexico, Venezuela, and even from prominent

40

MA Thesis

Dong-hyeon Kim

Western banks like Bank of America.”80 Researchers at Symantec analyzed that North Korea is
the first case where a nation-state uses “a cyberattack not for espionage or war, but to finance the
country’s operations.”81 As a result, banks prepare defenses against potential North Korean
hacking.82 Some might wonder if bank theft is a sustainable business. Recently, North Korea has
been implicated on SWIFT hacking occurred on October 2017 against Taiwanese financial
institution, Far Eastern International Bank83. Initially, the bank lost about $60 million, and
luckily recovered much of its loss. On December 2017, South Korean bitcoin exchange alleges84
North Korea behind recent cyberattack causing the collapse of the exchange. Cyber heist on
financial institutions is a routine business for North Korean economy.

Conventional Deterrence: Repeated Provocations: U.S.-South Korea Wartime Operational Plan
stolen by North Korean hackers (October 2016) and WannaCry ransomware (May 2017)

North Korean cyber espionage, especially stealing U.S. – South Korea Wartime
Operational Plan, is a part of larger North Korean asymmetric strategy. As indicated in Table 3,
North Korea is inferior to South Korea except for number of active duty military personnel.

80

David E. Sanger, David D. Kirkpatrick, and Nicole Perlroth, “The World Once Laughed at
North Korean Cyberpower. No More.,” The New York Times, October 15, 2017, sec. Asia
Pacific, https://www.nytimes.com/2017/10/15/world/asia/north-korea-hacking-cyber-sony.html.
81
Sanger, Kirkpatrick, and Perlroth.
82
“Banks Fearing North Korea Hacking Prepare Defenses: Cyber Experts,” Reuters, November
1, 2017, https://www.reuters.com/article/us-cyber-summit-northkorea-banks/banks-fearingnorth-korea-hacking-prepare-defenses-cyber-experts-idUSKBN1D0320.
83
“Taiwan’s Far Eastern International Fined T$8 Million over SWIFT...,” Reuters, December
12, 2017, https://www.reuters.com/article/us-far-eastern-fine/taiwans-far-eastern-intl-fined-t8million-over-swift-hacking-incident-idUSKBN1E60Y3.
84
Timothy W. Martin, Eun-Young Jeong, and Steven Russolillo, “North Korea Is Suspected in
Bitcoin Heist,” Wall Street Journal, December 20, 2017, sec. World,
https://www.wsj.com/articles/north-korea-is-suspected-in-bitcoin-heist-1522303177.
41

MA Thesis

Dong-hyeon Kim

President Trump gave a compelling analysis during his visit to South Korean National
Assembly85 as follows:

The more successful South Korea becomes, the more decisively you discredit the dark
fantasy at the heart of the Kim regime.

In this way, the very existence of a thriving South Korean republic threatens the very
survival of the North Korean dictatorship.
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“Remarks by President Trump to the National Assembly of the Republic of Korea | Seoul,
Republic of Korea,” The White House, accessed April 24, 2018,
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Table 3. North Korea vs. South Korea.86

North Korea is surrounded by hostile powers: South Korea, Japan and the United States.
South Korea is a competitor over the legitimacy of Korean peninsula. United States, an ally of
South Korea and Japan respectively, is a sworn enemy during the Korean War and a constant
86

Simon Rogers and Mark McCormick, “South v North Korea: How Do the Two Countries
Compare? Visualised,” the Guardian, April 8, 2013,
http://www.theguardian.com/world/datablog/2013/apr/08/south-korea-v-north-korea-compared.
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threat of regime insecurity. Japan, a former colonizer, is a foundation of Kim Il-sung legitimacy
against which he fought and won swiftly. Hostile powers are stronger militarily, economically
and in terms of world standing. It is nearly impossible for North Korea to fight and win against
any of the aforementioned power, and North Korea knows it well.

Cyberattack, be it an espionage, sabotage or subversion, helps North Korea to overcome
conventional military parity against its hostile neighbors. Obtaining Operation Plan (OPLAN)
jointly made by South Korea and U.S. against North Korea is essential in its military planning
under the inferior status. For South Korea and U.S., new OPLANs are required to mitigate the
leak and it is a time-consuming process. Also, allies tend to avoid sharing critical information
fearing another leak to common adversaries. U.S. military would give it a second thought before
delivering confidential information to South Korean military, knowing that South Korean
Ministry of Defense either did not know or did not release the leakage of OPLAN 5015/5030 for
the duration of one year. WannaCry ransomware has successfully demonstrated that North Korea
is able to target and operate at a truly global scale. The madman theory applies once again.
Witnessing the scale of North Korean cyber operations, albeit demanding bitcoins over
ransomware, policy makers will reconsider any escalatory option to avoid global cyberattack.
Once again, North Korea walks away from its provocation by provocation short of war.
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7. Conclusion

Preceding analysis proves the thesis: North Korean cyber operations are consistent with its
greater security strategy to guarantee the survival of Kim regime in perpetuity. North Korean
security strategy benefits from the characteristics of cyberspace. In particular, Pyongyang’s
emphasis on regime security over state security, economic development and conventional
deterrence match with previous North Korean cyber operations. Case studies including Sony
Entertainment Pictures, Ministry of Defense intranet hack, Bank of Bangladesh cyber heist and
WannaCry ransomware correspond with existing realms of operations. As North Korea is a
moveable beast, policy implications are in order.

Deterrence is the answer:

The key in deterring aggressive North Korean cyber operations is to hold it accountable
for its behavior. One of the most popular case in which North Korea was held accountable is
when President Obama vowed a response to Sony Pictures Entertainment cyber-attack “in a
place and time and manner that we choose”87 without disclosing concrete measures to public. As
North Korea is most likely to continue its cyber operations in cyber espionage, cyber sabotage
and cyber subversion, it is critical to dissuade North Korea by means of deterrence. A useful
source of reference is Joseph Nye’s88 introduction to four means of deterrence and dissuasion;

87

“Remarks by the President in Year-End Press Conference,” whitehouse.gov, December 19,
2014, https://obamawhitehouse.archives.gov/the-press-office/2014/12/19/remarks-presidentyear-end-press-conference.
88
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punishment, denial, entanglement and norms. An entanglement is not investigated at this point as
it “might not create significant costs for a state such as North Korea”89 due to its
disconnectedness from international economic system. Remaining deterrence options are
punishment, denial and norms.

Deterrence by punishment

As per deterrence by punishment, non-military nature cyberattack short of war should be
followed by a criminal charge, and military nature cyber-attack must be met with a proportionate
response. Holding North Korea accountable could begin with charging Chinese middlemen
known to assist $81 million cyber heist on Bank of Bangladesh. Federal prosecutors’ case
charging middlemen as well as potentially those who are in charge of the attack inside North
Korea should set a precedence of punishing those who are responsible for cyber heist and cybercrime. The other option is to build stronger sanction mechanism. It could be either unilateral
sanction led by Untied States or multilateral sanctions in accordance with the UN Security
Council resolutions. Deterrence by punishment should send a clear message to North Korea that
any evasive operation shall only invite additional layer of criminal charges, sanctions and
punishment, rather than giving it a leeway. Third way to punish besides sanction mechanism may
include direct or indirect engagement with North Korean citizens. South Korea playing music on
loud speakers along the demilitarized zone has been considered as an act of war by the North,
due to its impact on North Korean soldiers and citizens in terms of information flow. After
resuming South Korean propaganda speakers towards the North in 2015 following landmine

89

Nye.
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incident brought Hwang Pyung-so, chief of Korean People’s Army, to the negotiating table.

Deterrence by denial

As per deterrence by denial, respective government need to strengthen cyber defense both
in public and private sectors. A good defense should begin by admitting that there is no such
thing as perfect defense. Admitting vulnerability, without compromising a will to defend, leads
to building resiliency. In the past, North Korea has not demonstrated highly sophisticated
technical abilities. North Korea has been extremely good at following up with human mistakes,
including low security setting of South Korean government workers, security loophole in South
Korea’s intranet and internet system as well as a publicly released vulnerability leaked from
NSA. Mundane may it sound, keeping up with basic security protocols could prevent first
security breach such as phishing e-mails. Efforts to strengthen cyber defense may not be perfect
at all times, but it will raise a price Pyongyang has to spend for its operations. Furthermore,
cyber resilience including private-public reporting mechanism and cyber insurance shall
contribute to deterrence by denial. It has come to my attention during research period that
governments including administrative and legislative body are extremely reluctant to provide
information on details of cyberattacks. A main reason is the release of detail further exposes
vulnerability of current system; a further threat to national security. May it be legitimate, nondisclosure of cyber related incidents and its details is opposite of what it is required to build
resilience. Therefore, it should be encouraged, if not institutionalized, to report cyber related
incidents to guarantee better resiliency inside and outside governments.
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Deterrence by norms

As per deterrence by norms, two suggestions are worth revisiting. First is to build
international legal and normative base to deter North Korea’s operations both at home and
abroad.90 North Korea may not buy international norms as it breaks the norm by far, however it
could at least deter the third country from providing a venue of operation to North Korea. Second
norm to set is mandating nations to not “conduct or knowingly support online activity that
intentionally damages critical infrastructure or otherwise impairs the use of critical infrastructure
to provide services to the public,”91 as U.S. proposed earlier. Corresponding with Laws of Armed
Conflict, non-attack on civilians is practical goals to achieve. UN Group of Experts’ role,
therefore, is critical in building norms albeit its recent failure. It is unclear whether North Korea
would comply to norms, reflecting on its past behavior in Non-Proliferation Treaty and UN
Security Council resolutions on its nuclear and missile programs. Nevertheless, norms agreed
among states should provide a legitimate foundation for further punishment or a carrot for North
Korea to comply.

Limitations of the research:

The paper has few limitations despite its efforts to expand North Korean cyber operations
to greater security strategy. First, the research is entirely based on open-source database. Opensource database, while not uncommon, does not provide full spectrum of North Korean cyber

90
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operations. One main reason is that targets of cyberattack tend not to disclose the incident in
public for the sake of its reputation and maintaining its business. Non-disclosure nature of
cyberattack by victims, therefore, contributes to the less comprehensive database available to the
public. Second, policy makers and bureaucracy are extremely cautious over sharing any
information on cyber activities. During my field research in Seoul and Washington D.C., I
interviewed senior congressmen and their deputies in regards to North Korean cyber operations.
Most of the time, senior congressmen were not able to share any intelligence because
intelligence community briefs to the members of certain committees in Congress on the
condition of non-disclosure agreement. Naturally, deputies did not meet the security clearance to
access full intelligence. Third, government and private sector prefer not to share any cyberattack
if there is a possibility to do so. Government is, to an extent, obliged to disclose cyber threats.
However, government can at any time refuse to disclose detailed information for national
security reasons. Private sectors, on the other hand, have enormous concern over how current
and future customers view themselves being vulnerable to cyberattacks.

Suggestions for future research:

Few suggestions for future research are worth noting. First, North Korean cybersecurity
scholarships should collect publicly unavailable information on Pyongyang’s behavior in
cyberspace. Intelligence communities have the most up-to-date intelligence, and researchers may
collaborate with intelligence communities while not disclosing the details of attacks in
publication. Second, future research should highlight the connections between North Korean
cyber and nuclear program. Media reported on U.S. cyber interference against North Korean
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ICBM launches, often referred to as left-of-launch operation. How does North Korea protect an
integrity of command and control of its nuclear weapon program as well as delivery system such
as ICBMs? Cyber-nuclear entanglement research would face an extra layer of secrecy, however
is worthy of investigation. Digitized command and control system of U.S. military, potentially
including nuclear command and control, would offer external actors such as Pyongyang a room
for maneuver. Subsequently, a research on North Korean cybersecurity over its nuclear program
would offer unique resources for practitioners and scholars.
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