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ABSTRACT
The following study examines the changing nature of innovation diffusion, specifically
how military innovation used by non-state armed groups has diffused in the Internet era.
Innovation diffusion is the process by which innovation spreads from one actor to the network of
adopters. Remarkably, the pattern in which innovations diffuse has remained constant, even as
communications technology rapidly advanced the speed at which information travels over the
last century. The question that this study addresses is whether, in the Internet era, long-standing
innovation diffusion patterns have now changed. The crux of the question is whether innovations
are transferred between actors that share no social networks.
To answer this question, a qualitative cross-case method was used to compare a military
innovation that took place before the Internet era and one that took place in the Internet era. The
spread of each innovation was traced to determine the overall diffusion pattern. The two patterns
were then compared to determine if diffusion patterns in the Internet era are any different than
longstanding pre-Internet era patterns.
The first case focused on an innovation that occurred in the pre-Internet era to confirm
that the diffusion pattern described in the literature also applies to non-state armed group military
innovations. The case found that the innovation, suicide bombing (1981-2000), diffused between
actors that shared a social network in 11/12 instances, confirming that traditional diffusion
patterns apply to non-state armed group military innovation.
The second case examined the diffusion of seven different improvised explosive devices
(IEDs) during the Iraq War (2003-2011). Each device is a separate non-state armed group
innovation. Mapping this proliferation revealed a surprising variation: the less complex devices
spread in a new pattern, jumping across both social networks and geography. The more complex
devices however diffused in a traditional pattern, staying within social networks.
The overall finding of this study is that in the Internet era, innovation diffusion patterns
have not been constant as they had been in previous eras. In the case of non-state armed group
military innovation, simple devices diffused in a new pattern, transferring with less regard for
social network.
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Chapter 1: Innovation Diffusion
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Introduction
“Mars and Vulcan have been partners in the unhappy business of war since time immemorial.”1

This study focuses on two key twenty-first century trends. One is the rise of the Internet
and information technology. The other is the increased salience of non-state armed groups.
The first major conflict after the collapse of the Soviet Union was the Persian Gulf War
and it was a state-centric affair. The war, fought with large armies and defined by tank battles,
seemed to presage an age of continued interstate conflict.2 Yet, the Gulf War proved to be the
exception rather than the rule: in almost every conflict since, the United States has found itself
facing non-state foes with a military apparatus largely designed to fight other modern, industrial
state militaries. Conflict since the end of the Cold War has revealed the increasing relevance and
influence of non-state armed groups (NSAGs).3 Most conflicts in this period have involved at
least one major NSAG combatant and many involve more. It is not controversial to say that the
rise of NSAGs is one of the major trends of the post-Cold War era—many argue it’s the defining
trend.4
The rise of non-state actors in the realm of armed conflict is not a stand-alone trend: nonstate actors have become more relevant in almost every area of human activity. Multi-national
1

Edward Constant, “Evolution of War and Technology,” in Technological Innovation as an Evolutionary
Process, by J. M Ziman (Cambridge, UK; New York: Cambridge University Press, 2000), 281.
2
For an example of the type of battles fought in the Gulf War see: H.R. McMaster, “Battle of 73
Easting,” February 26, 1991,
http://www.benning.army.mil/Library/content/McMasterHR%20CPT_Battleof73Easting.pdf.
3
This study utilizes Shultz et al.’s typology of armed groups: terrorists, insurgents, militias, and
international criminal organizations: Richard H. Shultz, Itamara V. Lochard, and Douglas Farah, “Armed
Groups: A Tier-One Security Priority,” Occasional Paper Series (U.S. Air Force Institute for National
Security Studies, 2004).
4
Mary Kaldor, New and Old Wars: Organized Violence in a Global Era, Second Edition, Second edition
(Stanford University Press, 2007). Donald M. Snow, Uncivil Wars: International Security and the New
Internal Conflicts (Lynne Rienner Publishers, 1996). Martin Van Creveld, The Transformation of War:
The Most Radical Reinterpretation of Armed Conflict Since Clausewitz (Free Press, 1991).
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corporations, international organizations, and non-governmental organizations all have
unprecedented power in global, national, and local affairs. Non-state actors increasingly
influence areas that were once the exclusive purview of the state.
The rise of the Internet is the second trend that is explored in this study. Information
technology has dramatically changed how humans interact with information, which can be stored
in enormous quantities, can be transmitted in the blink of an eye, and has global reach. All this
can be done at very low cost and in a democratic way: anybody who can access an Internet
terminal has communication power that was beyond the ability of great powers just a few
decades ago.
The Internet is an accelerator for non-state actors. Non-state actors can leverage advances
in information technology at almost no cost. NSAGs use information technology across many
activities, such as propaganda, recruitment, tactical communications, weapons procurement,
research, and organizational communication. All this can be done, and done almost always
better, online.
At the intersection of these two trends is the diffusion of military innovation by non-state
armed groups. Insurgent, terrorist, militant, and international criminal groups can learn as never
before. In the age of the Internet as soon as a new non-state military technology is fielded, the
blueprints can be posted online for anyone to read. This was not the case prior to the widespread
use of the Internet. Suppose an insurgent group in Syria developed a new type of roadside bomb
in 1990. The new technology would proliferate through social and geographic networks in the
areas surrounding Syria, such as Jordan, Iraq, and Lebanon. If the groups adopting the new
roadside bomb were in non-geographically proximate areas, they were likely socially connected
to the innovator group: they were in the same ethnic clan, followed the same religious leader, or

3

were in the same ideological group. Technology only diffused through social and geographic
networks, which limited both the speed of diffusion and the overall reach.
In the Internet age, this model operates in a different fashion. If that same group in Syria
developed a new type of roadside bomb in 2014, the group could diffuse the new bomb-building
knowledge to other groups via the Internet, rather than in person. The group could post an online
video with instructions on how to procure bomb materials and assemble the final product. The
posting might be linked to a video showing the bomb exploding and destroying its intended
target. This instruction package could be on an open website, available for anyone to see. The
group that posted the instructions might be in Syria, but the second group to adopt the innovation
could be a narco-trafficking criminal group in Colombia, followed by a terrorist group in China,
and then an insurgent group in Iraq. At each of these primary transfer points, in-person
communications could diffuse the technology locally, following geographically and socially
proximate networks. In this example, the geographic and social proximity limitations of preInternet innovation diffusion no longer slow the speed or geographic reach of diffusion.
This study will explore this phenomenon and examine how the Internet has changed the
diffusion of military innovation among non-state armed groups. The scenario above describes the
extreme hypothesis existing rules of innovation diffusion are completely obviated by Internet
communication. It might be that the use of the Internet to transfer knowledge has not changed the
way innovation diffuses. Or it could be that Internet communication has partially changed
innovation diffusion but has not completely upended all the rules. This study addresses these
questions by examining two case studies. The first case study took place before the widespread
use of the Internet: the diffusion of suicide bombing. The second case occurred during the
Internet era: the diffusion of improvised explosive devices (IEDs) in the Iraq War. The first case
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is compared to the IED case to measure the impact of Internet communication on innovation
diffusion patterns.
This chapter is divided into five sections. The first explores the literature on military
innovation, the second discusses the literature of innovation diffusion, and the third parses
adoption-capacity theory. The fourth section examines the relationship between the Internet and
innovation diffusion, along with this study’s approach to testing the two hypotheses (the research
design). The last section reflects on the larger implications of this study.

Military Innovation
“War, the state and technology have always been, and remain, inextricably linked.”5

There are many reasons to care about military innovation that go beyond an interest in
technology or war. Truly disruptive military innovation can lead to major changes on every level,
from local to global and has caused shifts in the international order as well as developments as
basic as state formation.6
At the state level, military innovation led directly to the formation of the modern nationstate. Beginning in the Middle Ages, military innovation made war increasingly expensive. In
order to fund high-priced wars, states had to create government institutions to organize their
subjects for the purposes of extracting taxes. As more of these administrative institutions
accumulated over time, the basic shape of the modern state was formed. States that did not adopt

5
6

Constant, “Evolution of War and Technology,” 283.
Ibid.
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modern expensive weapons generally lost wars to those that did. Therefore, the states that
survived all had similar institutions that had been created to fund expensive weapons.7
Military innovation also caused shifts at the international level. The development of the
heavy mounted knight in Europe helped shift power to the West. The heavy knight consisted of a
number of smaller innovations, some of which did not originate in Europe. The stirrup, which
allowed soldiers to ride a horse and fire a weapon at the same time, diffused from China to
Europe. The heavy moldboard plough, along with the three-field system, facilitated the
production of alfalfa, which increased agricultural output enough to support the large warhorses
necessary to carry heavily armored men.8 Combined, these advances were responsible for the
heavy mounted knight, which shifted military power from the East to the West, a shift that has
lasted for hundreds of years.
Military innovation can also serve as a driver of general innovation and economic
growth. Vernon Ruttan argues that military and defense related procurement is necessary for the
development of general-purposes technologies, such as commercial aviation and the computer
industry.9 According to Ruttan, without military-and-defense-related procurement, many
general-purpose technologies would never get off the ground.10
Military innovation is also responsible for some basic economic frameworks that play a
major role in modern financial systems, such as credit systems. The Bank of England was set up
in 1694 by William III as a way to finance a war. This same narrowly conceived credit
7

Charles Tilly, Coercion, Capital and European States: AD 990 - 1992, Revised (Wiley-Blackwell,
1992).
8
Constant, “Evolution of War and Technology,” 283.
9
General-purpose technologies are disruptive innovations that impact multiple sectors and bring about
broad productivity gains. Vernon W Ruttan, “General Purpose Technology, Revolutionary Technology,
and Technological Maturity,” Staff Paper (University of Minnesota, Department of Applied Economics,
April 2008), 2–3, http://ageconsearch.umn.edu/bitstream/6206/2/p08-03.pdf.
10
Vernon W Ruttan, Is War Necessary for Economic Growth?: Military Procurement and Technology
Development (Oxford; New York: Oxford University Press, 2006).
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mechanism later served as the foundation for the British financial system, which supported the
large-scale industrialization that occurred in Great Britain in the eighteenth and nineteenth
centuries.11
Military innovation is a driver of world history, so it is crucial to understand all aspects of
military innovation, including how military innovation proliferates. This first section will explore
the concept of innovation diffusion. First, common definitions of military innovation are
examined, followed by a discussion of additional attributes of military innovation. Next, some of
the unique qualities of military innovation specific to non-state armed groups are described. The
last section presents some leading theories on why militaries innovate.

Military Innovation: Definitions
The first step in a discussion about how groups diffuse military innovation is to arrive at a
working definition of military innovation. The concept is relevant across a number of areas of
security studies, so many authors have offered their own definitions. For this study one must be
found that fits three criteria. It must allow for military innovation by a non-state actor, instead of
focusing exclusively on state innovation. Second, the definition must only include innovations
that are truly innovative, and not simply incremental improvements. This means that an
innovation must significantly increase the military effectiveness of the group that adopts it.
Third, the definition must be inclusive of both hardware and software innovation.
Thomas Zarzecki developed a scale of innovation that is useful for understanding the
scope of what innovation definitions can include. Zarzecki’s military technological innovation
(MTI) concept puts innovations on a continuum of five discrete categories, starting with

11

Constant, “Evolution of War and Technology,” 285.
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Category 1: meta-categorical. Category 1 MTIs lead “to fundamental alterations in the way in
which warfare is conducted and military institutions are organized.”12 At the other end of the
spectrum, Category 5 MTIs are defined as continuous innovations. These are technological
advances, which “lack the discrete quality,” but over time clearly show advance.13
The MTI scale is a useful example of the scope of definitions for military innovation. The
higher-level categories in the MTI scale are simply improvements to existing technology, such as
making a warplane faster or a bomb smaller. Level 5 MTIs don’t meet the minimum threshold
for what most consider innovation. At the lower level are revolutionary innovations that can
affect areas outside of security studies. This includes innovation that has a transformative effect
on the international order, such as the heavy knight or aircraft carrier operations.
This study focuses on non-state actors, so the innovation definition must not be so high as
to be beyond the technical, financial, or organizational capacity of non-state actors. For example,
non-state armed groups cannot adopt stealth-strike fighters because they do not have the
capacity. At the same time, the definition must not be so low as to make the term innovation
meaningless. Within those two bookends is innovation that significantly increases the military
effectiveness of a non-state armed group. Zarzecki’s five categories are a useful framework for
understanding military technology and innovation, but the concept is too broad for the purposes
of this study.
Many classic definitions of military innovation only apply to state militaries. Stephen
Peter Rosen defines major innovation as “a change in one of the primary combat arms of a

12

Thomas Zarzecki, Arms Diffusion: The Spread of Military Innovation in the International System
(Routledge, 2002), 78.
13
Ibid., 80.
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service in the way it fights or, alternatively, as the creation of a new combat arm.”14 Non-state
armed groups typically do not have different services and most do not have multiple combat
arms. Rosen’s definition works well when studying large, industrialized militaries but cannot be
used for a study focusing on non-state armed groups.
Theo Farrell’s definition is slightly less state-centric, but is also inappropriate for nonstate groups: “major change that is institutionalized in new doctrine, a new organizational
structure and/or a new technology.”15 The definition does list elements of military innovation
beyond just hardware, such as organizational structure and doctrine. This is an important
characteristic of a good definition.
Michael Horowitz developed a definition that is not state centric and hits the sweet spot
between incremental improvements and very high-level innovation. Major military innovations
(MMIs) are “major changes in the conduct of warfare, relevant to leading military organizations,
designed to increase the efficiency with which capabilities are converted to power.”16 The MMI
concept is not overly broad and does not include the implicit assumption that innovation happens
only in a state context. Many definitions of innovation, including Zarzecki’s, focus on hardware
innovation and exclude innovations in software, which includes changes to tactics and
operations. Horowitz’s definition uses the phrase “major change in the conduct of warfare”
which is broad enough to include both hardware and software innovations. Many non-state actor
innovations, such as guerilla warfare, are more centered on tactics and operations, so this study
must adopt a definition of military innovation that is not hardware focused. The only problem
14

Stephen Peter Rosen, Winning the next War: Innovation and the Modern Military, Cornell Studies in
Security Affairs (Ithaca: Cornell University Press, 1991), 7.
15
Theo Farrell, “Improving in War: Military Adaptation and the British in Helmand Province,
Afghanistan, 2006–2009,” Journal of Strategic Studies 33, no. 4 (2010): 569.
16
Michael C. Horowitz, The Diffusion of Military Power: Causes and Consequences for International
Politics (Princeton University Press, 2010), 22.
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with the definition is that it describes an innovation as increasing efficiency rather than
increasing military effectiveness.
Adam Grissom’s three-part definition better addresses the military effectiveness element
of military innovation. Grissom argues that for a new capability to be considered an innovation,
it must change “the manner in which military formations function in the field.”17 It must also
have “significant scope and impact,” meaning that military innovation is a substantial change,
not simply an incremental change.18 Lastly, an innovation must increase military effectiveness. It
cannot just change the way war is fought but must increase the military capacity of the group that
adopts it.19
Two of the three characteristics are readily transferable to the non-state realm. The
significance element is crucial; without considering significance, any incremental improvement
in military capability could be considered innovation. For innovation to be considered military
innovation and not just innovation, it must increase military effectiveness. This applies readily to
non-state armed groups. Many innovations by non-state armed groups are innovations in areas
outside of weapons but directly impact the ability of the group to bring force to bear. For
example, an organizational innovation, such as using a flat, networked organizing model rather
than a vertical, hierarchical model, is not an innovation in weapons but increases the military
effectiveness of groups. The “military formations” element is the one part of this definition that
is difficult to transfer to insurgent groups. Many non-state innovations increase military
effectiveness and are significant in scope and impact, but do not change how military formations
function in the field.
17

Adam Grissom, “The Future of Military Innovation Studies,” Journal of Strategic Studies 29, no. 5
(2006): 907.
18
Ibid.
19
Ibid.

10

The ideal definition of military innovation incorporates the second and third elements of
Grissom’s definition, as well as some language from Horowitz: a change in the conduct of
warfare that increases military effectiveness and has a significant scope and impact. This
definition allows for innovation that is within reach of non-state actors, but still has significant
impact on the conduct of warfare. And Horowitz’s “conduct” language allows for the inclusion
of both hardware and software innovations. This is the definition of military innovation that is
used for this study.

Military Innovation ≠ Revolution in Military Affairs
Before further describing military innovation—how it comes about, and how it diffuses—
it is helpful to understand the Revolution in Military Affairs (RMA) concept. Many people
assume that military innovation is synonymous with the term, revolution in military affairs.
RMAs are a type of military innovation; they represent the most absolute form of the concept.
An RMA is a disruptive technology that renders obsolete one or more of the core competencies
of a dominant player and/or creates a new core competency or dimension of warfare.20 RMAs
change the way war is fought and can cause shifts in the international order. There are only a
couple dozen examples of RMAs, an exclusive list that includes: the tank, massed archers, the
nuclear bomb, and the cannon. When military innovation is discussed, the RMA concept is often
the assumed definitional framework, so it is useful to understand what an RMA is.
Military innovations come in many forms, but RMAs are the type of innovation that
drives not just military history, but world history. RMAs often upset the international order and
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result in the rise of new powers. Gustavus Adolphus of Sweden used the massed
archer/musketman military innovation to defeat the Austrian Hapsburg Empire, upsetting the
status quo in seventeenth century Europe.21
RMAs are discontinuities in military affairs.22 On Zarzecki’s MTI scale, an RMA is a 1.
Creating or adopting an RMA requires military organizations to operate outside the status quo.
This usually involves new training methods, weapons systems, organization, and tactics.
Organizations that have been optimized over years to fight in the status-quo manner have the
most difficultly adopting new technology because of the changes required.
The tank is a great example of a world-changing RMA. The tank was introduced as a
military innovation by British forces in World War I but was not an RMA until the Germans
combined the technology with new operational and organizational concepts in World War II. The
British found moderate success with tanks, using them as self-propelled artillery units. Rather
than placing a few tanks in each existing unit as the British did, the Germans created all-armored
units. These all-tank units were able to do what no military could do in World War I: break
through enemy lines, achieving deep strategic penetration.23
The RMA as a stand-alone concept is useful. It is the maximalist definition of military
innovation, which helps illustrate the extent to which military innovation can change history.
However, the RMA concept does not represent all military innovations, which fall in a spectrum
from incremental improvements to society changing technologies.

21

Michael Roberts, “The Military Revolution 1560-1660” (Inaugural Lecture delivered before Queens
University of Belfast, Belfast, 1955). Jeremy Black, A Military Revolution: Military Change and
European Society, 1550-1800, ed. Roy Porter and John Breuilly (St. Martin’s Press, 1997).
22
Michael Vickers, “The Revolution in Military Affairs and Military Capabilities,” in War in the
Information Age, ed. Richard H. Shultz and Robert Pfaltzgraff (Washington: Brassey’s, 1997), 29–46.
23
John J. Mearsheimer, “Hitler and the Blitzkrieg Strategy,” in The Use of Force: Military Power and
International Politics, ed. Robert J. Art and Kenneth N. Waltz, Seventh Edition (Rowman & Littlefield
Publishers, 2009), 152–66.

12

Innovation Concept, Further Refined
Aside from an accepted definition, there are additional elements of military innovation
that must be understood. The majority of innovations include both hardware and software—one
is just more dominant than the other. Hardware is the physical part of the innovation, most
commonly, a weapon or a platform. The software is the employment of the hardware. This takes
the form of tactics, operations, and/or organization.
The massed-archer-and-musketman innovation is an illustrative example of the
combination of hardware and software that makes up most military innovation. The hardware
portion (the longbow or the musket) was an incremental improvement by itself; however, it made
a true impact on the battlefield when it was combined with a new tactic: volley fire. Volley fire is
achieved by forming a two-deep line of shooters. The front shooters fire first and then kneel to
reload while the back line fires. By the time the back line has fired, the front line has reloaded
and can fire again, thus maintaining continuous fire. The longbow and musket had greater reach
than contemporary weapons, and combined with the volley technique, the innovation displaced
the heavy mounted knight as the dominant weapon of the period.24
The requirement for both technical and operational or organizational change is the same
in other fields of innovation. One study found that businesses that implemented changes in both
technology and management experienced a 20% increase in productivity. Businesses that
implemented just a technological change gained only 2%; and those that introduced just
managerial change, gained only 9% in productivity.25 In business innovation, as in military
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innovation, the whole of technological and organizational change is greater than the sum of its
parts.
The hardware component of innovation usually arrives before the software component,
which results in most military innovations being named and associated with the hardware
element (i.e., the tank, the longbow, and the aircraft carrier).26 However, the software element is
often just as crucial to the success of an innovation: often it is the software that makes the
difference between an incremental improvement and a disruptive game-changer. For example,
when the tank was used in World War I, it performed well, but did not change the outcome of
any major elements of the war. It was a hardware advance without an accompanying software
advance. Once the Germans paired the tank hardware with new operational and organizational
concepts it became a disruptive innovation that changed the nature of warfare.27
Military innovation most frequently consists of hardware and software, and can consist of
multiple developments in each realm. The tank example consisted of a number of developments,
including two software elements: the operational concept of deep strategic penetration and the
organizational concept of all-armor units. For hardware, aside from the tank vehicle itself, the
advent of the wireless radio allowed coordination of all-armor units.
The differentiation between hardware and software helps explain the difference between
innovation and invention, two terms that are often conflated. Invention is “the initial discovery or
development of new basic scientific or technological principles.”28 In military terms, the
invention stage is best described as the prototype stage—a technological or scientific concept is
introduced but is not ready for field use. Innovation is “the integration of an invention into one or
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more cultural, organizational, economic or political contexts.”29 In military terms, an invention
becomes an innovation once it is paired with software and is successfully used in the field. This
first use is referred to as the demonstration point, and marks the transition from invention to
innovation. This is also the point at which an innovation begins to diffuse.
Non-state armed groups tend to innovate rather than invent. They tend to take existing
hardware and use it in new ways. They integrate an existing invention into a military context by
means of an alternative manner to its original design. This is not to say that all state militaries
use newly invented hardware in innovation. In military innovation, the hardware does not have to
be globally new. In the tank example, the tank was already twenty-five years old when it was
combined with operational and organizational developments (software) to become a military
innovation. In non-state actor innovation, hardware is often even older or repurposed.
Improvised explosive devices are often made from old military munitions, such as artillery
shells. The firing switch (trigger) is frequently made from a converted cellphone.
Another common point of confusion is the difference between adaptation, emulation, and
innovation. Adaptation is defined as “adjusting existing military means and methods”30 and
involves no new capabilities, just the refining of those means already in use. Innovation involves
developing new military capabilities that increase military effectiveness in a significant way. The
key difference is that innovation is the development of new capabilities, instead of an increase in
the military effectiveness of existing capabilities. Lastly, emulation is “importing new tools and
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ways of war through imitation of other military organizations.”31 Emulation can be adaptation or
innovation, but the difference is that it is imported from the outside.

Innovation by Non-state Armed Groups
Differences exist between innovation by state actors and innovation by non-state actors.
Some of these differences have already been mentioned in the above sections: non-state actors
innovate at lower levels and often use existing hardware rather than develop new hardware.
Modern technology has given power to the individual and that lends itself to exploitation by
terrorist and other non-state armed groups.32 Technology certainly doesn’t cause terrorism, but
technology gives small groups the tools to make a larger impact than ever before.
Much of the debate about non-state armed group innovation focuses on terrorist groups,
but most of the analysis could be applied to any non-state armed groups. One important thread is
the debate over whether non-state armed groups are innovative at all. Jenkins argued in 1985 that
terrorists’ “tactical repertoire has changed little over time. Terrorists appear to be more imitative
than innovative.”33 Jenkins was writing before the post-September 11th era in which terrorists are
given more credit for innovation. Yet even in 1985, Jenkins was wrong. Terrorist groups
innovated. The Popular Front for the Liberation of Palestine pioneered the use of barometric
pressure switches in bombs on commercial airplanes, designed to trigger the bomb when the
plane reached a specific altitude.34 Barometric bombs are a typical example of NSAG
innovation: they utilize an existing, non-military technology (barometric switches) and apply it
in an innovative way to a military application. The September 11th attacks on Washington and
31
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New York is another example of terrorists taking an existing technology, commercial airplanes,
and using them in an innovative military application—turning them into cruise missiles. The
September 11th attacks were not an aberration—non-state actors have continued to innovate:
insurgents in Syria turn old car parts into machine guns and artillery pieces and use old antiaircraft weapons as anti-armor and anti-personnel weapons.35
Dolnik argues that terrorist groups emulate and adapt more often than they actually
innovate in the state-military sense. They take hardware they can find or buy and use it in novel
ways. This can include converting old military hardware into new weapons, such as using
155mm artillery shells as IED containers. It also includes the military use of non-military
weapons, such as the use of commercial airliners as bombs in the September 2001 attacks on the
United States. For Dolnik, non-state groups innovate at a different level. Terrorist innovation is a
military capability “that had not been adopted by any other terrorist organization prior to that
moment.”36 Evangelista goes even further, arguing that terrorist innovation is never a totally new
capability, but always some sort of emulation or adaptation.37
The arguments presented by Dolnik and Evangelista are good reminders that non-state
armed groups cannot innovate at the same level as state actors. They do not have the same
financial, organizational, and technological capital as states. This does not mean that NSAGs do
not innovate; they certainly do. But the innovation happens at a lower level because of capacity
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limitations. Non-state-armed-group innovation also looks different because the goals of NSAGs
are different. Terrorist and insurgent groups, unlike state militaries, do not need to win a war in
operational terms to win the overall war. In insurgency, for example, insurgent groups need
merely to outlast the state they are battling:

Most enemies either do not try to defeat the United States with conventional
operations or do not limit themselves to purely military means. They know that
they cannot compete with U.S. forces on those terms. Instead, they try to exhaust
U.S. national will, aiming to win by undermining and outlasting public support.38

These lower level goals require a lower level of innovation to achieve. Non-state armed
groups do not need large-scale innovation; they need only to create capabilities that are slightly
ahead of the group they are fighting. As a smaller group, they have a built-in advantage of being
able to adapt more rapidly. For example, if a 500 person terrorist group adopts a new mode of
attack, it is much easier to diffuse this through its small organization than to try to diffuse a new
tactic through a 100,000-person conventional military. In this way, insurgents can learn fast; in
counterinsurgency “the side that learns faster and adapts more rapidly—the better learning
organization—usually wins.”39
The importance of learning speed points to the cat-and-mouse dynamic of insurgency and
terrorism. Non-state-armed-group military innovation often takes place in response to state
protection measures. For example, in the 1955-1970 U.S. Civil Rights movements, protesters
often innovated in response to counter-measures by authorities. Members of the protest
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movement developed an innovative protest tactic and then it would diffuse to communities
across the United States. The forces allied against the Civil Rights movement would develop an
effective counter-measure, which would spur further tactical innovation by the protesters.40 This
cyclical model of innovation insurgency is the same one seen in many insurgencies and terrorist
campaigns in which counter-measures drive innovation.

Military Innovation: How Innovation Starts

There is nothing more difficult to carry out, nor more doubtful of success, nor
more dangerous to handle, than to initiate a new order of things. For the reformer
has enemies in all those who profit by the old order, and only lukewarm defenders
in all those who would profit by the new order… [because of] the incredulity of
mankind, who do not truly believe in anything new until they have had actual
experience of it. - Nicolo Machiavelli41

Innovation is difficult to achieve. The more radical the innovation, the more difficult it is
to implement it in a large organization. How do organizations innovate? Not surprisingly, there is
already a healthy literature on the development of innovation within military bureaucracies.
In his survey of the field, Adam Grissom writes that there are four threads in military
innovation research. First, there is the civil military model, which focuses on how civil-military
relations impact military innovation. Barry Posen, the leading theorist of the model, argues that it
is the civil-military relationship within a state that ultimately determines whether a state will
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innovate or not. He argues that the key to innovation is having a statesman, along with some
maverick military officers, intrude on the innovation process within a military hierarchy.42
Second, is the inter-service model, which emphasizes competition between military
services as a source of military innovation. Harvey Sapolsky argues that individual services do
not want to lose resources and innovate to maintain their share of the military budget. Sapolsky
describes how the U.S. Navy’s development of the Polaris submarine launched nuclear missile
was driven by the competition from the U.S. Air Force’s Minuteman intercontinental ballistic
missile. The inter-service rivalry spurred the Polaris program forward, helping to prioritize it, cut
through red tape, and task top talent to the project.43
Stephen Rosen argues that rather than looking at inter-service dynamics to find the roots
of innovation, the answer lies within each of the services. Innovation begins when senior officers
select a new theory of victory, which envisions how the next war will be fought and how to
achieve victory within that framework. These senior officers then seek out allies and resources.
Creating promotion pathways for young officers with a similar vision is key to supporting
development of an innovation within a military institution. Promising young officers can be
incentivized to work with an innovation by giving them a pathway to promotion from that area.44
The fourth model is the cultural model. Theo Farrell posits that a state’s military culture
can foster or impede innovation. This can play out on two levels. Domestically, a military may
have a culture of innovation driven by leadership within the organization. Internationally, rising
states emulate leading states; so if leading states have innovative practices, these will spread to
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follower states.45 The cultural model explains the variation between French and British battle
doctrines in the inter-war period. The French adopted a methodical battle doctrine because of the
cultural impact of politically mandated short-term conscripts who weren’t in the army long
enough to be trained to carry out more complicated, dynamic operations. Elizabeth Kier argues
that this wasn’t a rational choice but rather an “instinctive assumption based upon a cultural
frame.”46
One major impediment to military innovation, which the above models hint at, is
bureaucracies within states. Bureaucracies, by their very nature are designed to efficiently carry
out status-quo models of military operations. Bureaucracies promote those who follow the statusquo model well, thus perpetuating a particular type of thought. For this reason, bureaucracies are
not innovative. This problem is not inherent to the military, but is the basic tension between
large, hierarchical organizations and small, nimble start-ups. In the military, the start-up
organizations are non-state armed groups. At the end of the twentieth century and the beginning
of the twenty-first century, Al-Qaeda was the start-up organization, carrying out innovative
attacks on September 11th and creating a new terrorist organizational model. Already by 2014,
Al-Qaeda was no longer the start-up, but had become the older, less innovative group. Younger
groups fighting in Syria and Iraq are now the innovative start-up NSAGs.
Another debate in military innovation is whether innovation comes from the bottom up or
goes from the top down. In studies of state military innovation, both the civil-military and interservice model have top-down assumptions built in. However, it is widely accepted that military
innovation can come from the bottom up. James Russell, for one, argues that state military
innovation can come from the bottom up. He studied three U.S. Marine battalions in Iraq form
45
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2005-2007 and found that all three units organically innovated during the war without any input
from theater-level leadership.47
In non-state-armed-group innovation, the same top-down biases exist.48 Assaf Moghadam
challenges these assumptions in his study of how Al-Qaeda innovated. He finds that there were a
number of drivers of innovation in Al-Qaeda, a combination of top-down and bottom-up
contributions that allowed Al-Qaeda to develop truly disruptive innovation. Moghadam’s
research shows that terrorist groups innovate in both directions, just as state militaries do.

Innovation Diffusion
“More than those of ordinary terrorist attacks, innovative terrorist techniques
have a tendency to proliferate.”49

This section introduces the concept on which this project focuses: innovation diffusion.
Everett Rogers has laid out the basic framework of innovation diffusion, and his definitions
provide the structure for this study.50 Innovation diffusion is a two-part process: communication
and adoption. Communication is the process by which a potential adopter learns about a new
innovation and how to reproduce it. Adoption is the process by which an actor implements an
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innovation. This study focuses on the former: the way information about an innovation is
communicated to potential adopters.
Everett Rogers is the person most associated with innovation diffusion, but the topic goes
well beyond him. It was been studied in a variety of fields and time periods—from twelfthcentury monastic orders in France to hybrid corn seeds in Iowa in the 1940s to suicide bombers
in the 1980s.51 What has not been studied, however, is the impact of the Internet on the diffusion
process. This theoretical gap, explaining how innovation is diffused in the Internet era, is the
subject of this study. Before delving into this gap, one must explain more fully the concept of
innovation diffusion.
Innovation diffusion is the process by which an innovation spreads from the innovator to
the subsequent network of adopters. In Rogers’ words, it “is the process by which an innovation
is communicated through certain channels over time among the members of a social system.”52
The actors in the system can be individuals, groups, social entities, non-state organizations, or
states.53 The innovation can be anything from military weapons to state policy to corn seed.54 In
military diffusion, the innovation can be either hardware- or software-oriented, but usually
contains elements of both. The diffusion process consists of four elements: innovation,
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communication (the first part of diffusion), time, and the social system. Each part is discussed in
the following sections.
Before describing the diffusion process, the first section addresses why military
innovations diffuse. Next, each of the four elements of diffusion is discussed. In the following
section, the second part of innovation diffusion—adoption—is examined.

Why Military Innovations Diffuse
There are a number of explanations as to why military innovations diffuse. Neo-realists
contend that external security pressures determine innovation diffusion. States facing greater
military threats are more likely to adopt innovation and seek to copy the most successful states.
Competition leads to the diffusion of weapons, and leading states adopt similar weapons and
strategies because they all pick the best available options.55
This argument is theoretically helpful, but there are many examples of a clear military
threat that did not determine innovation adoption. The French did not change their defensive
strategy after watching the German blitzkrieg tear through Poland in 1939, despite the obvious
demonstration of the blitzkrieg innovation’s superiority.56 The neo-realist explanation does not
account for a number of factors that might inhibit or accelerate innovation diffusion. The neorealist argument also assumes that if a state wants to adopt a particular innovation it has the
capacity to do so. In some cases, states do not have the organizational, technical, or financial
capital to adopt a military innovation.
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Another factor with explanatory power is strategic culture. Farrell argues that the
strategic culture of potential adopter states can inhibit military innovation diffusion.57 Some
states are averse to foreign ideas and resist adopting military innovation emanating from the
outside. Emily Goldman posits that in states where traditional military orthodoxy is strong,
leaders are likely to ascribe strategic failure to a lack of adherence to traditional norms. In areas
without traditional orthodoxy, adoption of external innovation is more likely.58 Another nationallevel explanation is that the interplay between military organizations and domestic political
actors determines whether states adopt military innovation from abroad.59
States have other options in response to the deployment of successful military innovation
by an adversary. A state can attempt to counter a military innovation. In response to an air power
military innovation, a state could invest in air defenses. A state could also make alliance changes
in response to a military innovation by an adversary: it could balance, bandwagon, or become
neutral. All of these lenses are useful and have varying levels of explanatory power, differing by
the case to which they are applied.

Element of Diffusion: Innovation
There are four elements of innovation diffusion as identified by Everett Rogers. The first
element is the innovation. Innovations diffuse differently, based on characteristics of the
innovation itself. Some innovations diffuse more easily than others. There are five attributes of
an innovation that affect the ease with which it diffuses.60
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The first attribute is the complexity of building and using an innovation. Complexity can
include technical, operational, and organizational elements. Some innovations are highly
technical, such as aircraft carriers, and require adopter groups to have high-level technical
competency. Other innovations are organizationally complex. Suicide bombing requires little
technical knowledge to adopt, but is organizationally complex.61
The second attribute is relative advantage, which “is the degree to which an innovation is
perceived as better than the idea it supersedes.”62 The relative advantage of a military innovation
is measured in increased military effectiveness. The third attribute is the compatibility of the
innovation within a potential adopter’s social culture. This is not technical compatibility but the
way an innovation is perceived as fitting into “existing values, past experiences, and the needs of
potential adopters.”63 When an actor is more familiar with the ideas associated with an
innovation, the actor’s perception of the risk of adopting the innovation is lower, and adoption is
more likely.64 The nuclear weapon is an example of a military innovation that runs into
compatibility issues in some states. One driving reason why Japan, despite the threat from China,
does not adopt nuclear weapons is its historical compatibility issues.
Trialability is the fourth attribute and refers to the “the degree to which an innovation
may be experimented with on a limited basis.”65 Innovations that can be partially adopted or
adopted in small amounts as a trial are more likely to be adopted since they require less risk and
uncertainty.
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The last attribute is observability, which is “the degree to which the results of an
innovation are visible to others.”66 The easier it is for potential adopters to observe an
innovation, the more likely they are to understand its relative advantage. The first effective
battlefield use of an innovation that can be seen by the network of potential adopters is the
demonstration point. This is the point at which the innovation goes from military technology to
military innovation. For example, the German invasion of Poland was the demonstration point
for the tank innovation. The demonstration point marks the beginning of the diffusion.67
Innovations that have greater degrees of the four above elements (relative advantage,
compatibility, trialability, and observability) and lower levels of complexity diffuse more easily;
thus, they are more likely to be adopted.

Element of Diffusion: Communication
Communication is “the process by which participants create and share information with
one another in order to reach a mutual understanding”68 and is the core element of innovation
diffusion. Innovation diffusion is a particular type of communication that involves the transfer of
information about an innovation.
It is important to understand the different types of information being transferred via
communication channels. There are two types of information: explicit and tacit. Explicit
information is direct, easily expressible information. Using an improvised explosive device as an
example, the explicit information is the bomb blueprint. Tacit information is the experiential
knowledge that only veteran users would know. In the IED example, this would be information
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on where to buy bomb materials, common mistakes made in deploying the device, and how best
to organize a bomb unit. The two types of information are communicated differently and through
different channels, which are “the means by which messages get from one individual to
another.”69 The type of communication channel through which innovation is transmitted is key to
understanding the mechanisms by which diffusion occurs.
Traditionally, there were two types of communication channels through which
information about an innovation was disseminated. Mass media channels are a one-to-many type
medium that includes such formats as radio, television, and newspapers.70 Explicit information
travels efficiently through them as technical information can quickly get from a user to the entire
network of potential adopters. This is the first step in the diffusion process. Before a group can
decide to adopt an innovation, it must know that innovation exists, be convinced of its
effectiveness, and begin to understand how it works. This all generally happens through mass
media channels.
Interpersonal channels involve face-to-face exchanges between two individuals or a small
group.71 This type of communication is helpful for conveying technical information; but more
importantly, interpersonal communication is invaluable for transferring tacit information. Tacit
information is diffused effectively via interpersonal channels because the interactive nature of
this form of communication allows a back and forth that is crucial to learning complex
information.
This brings up another important difference between mass media and interpersonal
channels. Mass media effectively links heterophils or actors who do not share any identifying
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attributes. Homophily, on the other hand, is “the degree to which two or more individuals who
interact are similar in certain attributes, such as beliefs, education, socioeconomic status, and the
like.”72 Homophils are actors whose networks overlap on at least one level: they share a common
church, tribe, family, neighborhood (geographic proximity), ethnicity, or community group.
Homophils are socially and/or geographically proximate. Heterophils have no networks in
common; they are not socially or geographically proximate. People most often interact with
people in one of their networks (homophils) due to geographic and social proximity.
Mass media transfers information between heterophils, actors who would not likely
interact on a regular basis. Interpersonal channels, on the other hand, tend to link homophils.
Mass media and interpersonal channels work in tandem in the innovation diffusion process. An
actor must have both explicit and tacit information in order to adopt an innovation—explicit
information alone is not enough. Mass media is the most efficient way of transferring explicit
information, as it is broadcast widely and reaches many networks at once. It effectively links
heterophils—people who are unlikely to communicate on a regular basis.73 In this way, mass
media transfers new ideas between different networks.
Tacit-information transfer is slower because interpersonal communication only connects
two people (or small groups), so it takes many communications for information to make its way
through a network. Transferring tacit information between networks is also slow because
interpersonal communication takes place between homophils; so in order for information to go
outside of one network, it has to be transferred through actors who have dual-network identities.
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Figure 1.1

The communication process described above is the predominant way innovation diffuses.
The following are two examples of successful innovation diffusion without the use of
interpersonal channels. In one case in Bolivia, some individuals who did not have contraceptionusing people in their networks could be convinced to adopt innovative contraceptive devices
through mass media alone. There are more examples of innovations that diffuse via interpersonal
channels alone than by mass media channels alone.
Emanuel Rosen tells the story of the diffusion of Endnote, a type of bibliographic
software. Endnote was not traditionally marketed, but diffused through academic networks by
word of mouth. Endnote diffused through interpersonal channels alone, without the help of mass
media.74
The two-part innovation communication process explains why innovation diffuses in an
s-curve. The pattern begins with slow growth and is followed by accelerating rather than
decelerating growth, culminating in saturation.75 Innovation is adopted slowly at first because
early adopters are a small group; they are idiosyncratic, risk-tolerant outsiders. Their outsider
status means that they have few network connections and thus have few homophil connections.
This impedes the pace of diffusion in the early stage.
Once an innovation diffuses to enough early adopters, it has a presence in a number of
networks, so the diffusion speeds up. In this middle stage, tacit information transfer is fast
74

Emanuel Rosen, The Anatomy of Buzz: How to Create Word of Mouth Marketing (Doubleday Business,
2000), 3–5.
75
Grubler, “Time for a Change: On the Patterns of Diffusion of Innovation.”

30

because almost any potential adopter has at least one person in his/her network who has already
adopted the innovation. Anyone who wants to acquire the tacit information can access it. This is
the steep part of the curve. At some point, almost all actors who are going to adopt have done so
and the late adopter phase is entered. This is when the diffusion rate has slowed and just a few
hold-outs or late adopters adopt.76 The s-curve of adopter distribution is roughly normally
distributed. The innovators make up the first 2.5% of the actors in a system that will eventually
adopt an innovation. The early adopters make up 13.5%; the early majority, 34%; the late
majority, 34%; and the laggards comprise 16%.77 An innovation is considered to have reached
the saturation point when it has been adopted by 84% of the actors who will eventually adopt the
innovation.
These findings hold true for military innovation by non-state armed groups. For example,
Horowitz found that almost every terrorist group that adopted suicide bombing in the 1980s and
early 1990s had a direct connection to Hezbollah (the innovator). In other words, they were all
homophils. Even given the obvious tactical effectiveness of suicide bombing, only groups that
had some sort of direct homophilous relationship with Hezbollah adopted suicide bombing.78
These groups were the only ones in the position to acquire the necessary tacit information about
the suicide-bombing innovation from the innovator.
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Figure 1.2

The communication element of diffusion is the basis for this research project, which
examines information transfer in the Internet age and questions whether interpersonal
communication between homophils is still necessary to transfer tacit information.

Element of Diffusion: Time
Innovations, no matter how groundbreaking, do not diffuse themselves; they must be
communicated and adopted. This is not automatic. For example, one would think that a cure to
scurvy, the disease that killed more British seaman than all other causes, would be readily
adopted if found. Yet, after James Lancaster found overwhelming evidence that lemon juice
79
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prevented scurvy in 1601, it took until 1795 for the British Navy to implement the practice.80
Among those innovations that do successfully diffuse, there is great variation in how fast an
innovation gets from demonstration point to saturation point.
The rate of diffusion (or diffusion speed) is measured as the distance between the
demonstration point and the end of the late-adopter phase.81 The rate of diffusion is measured as
the time it takes for 84% of a network to adopt a given innovation. While all innovations diffuse
in the same pattern (s-curve), the rate of diffusion varies. There are a number of factors that can
influence the speed of diffusion. The five attributes of an innovation all influence the rate of
diffusion.
Another factor that can speed up diffusion is interdependence. Certain innovations rely
on each other and diffuse together. For example, the railroad could not diffuse without the
telegraph, and the road network could not diffuse without the fuel pipeline network.82
Because an innovation is not static as it diffuses, the rate of diffusion is affected.
Innovations morph as they diffuse through a network. Each adopter can adapt an innovation to
local conditions or refine the innovation to improve its performance. For example, Napoleon
introduced a new style of warfare based on the levee en masse, and advanced operational
maneuvers. The political revolution that preceded Napoleon’s rise to power transformed the men
of France from subjects to citizens. Therefore, Napoleon’s infantrymen fought for their own
country, rather than fighting for a monarch. These citizen-soldiers were more reliable than
subject conscripts and could be counted on to carry out more complex maneuvers such as
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flanking or night marches. Napoleon’s levee en masse also increased the size of his army by an
order of magnitude.83
Despite the advantages of Napoleonic warfare and the threat posed by Napoleon’s
armies, the traditional powers of Europe did not adopt Napoleon’s innovation wholesale. The
conservative emperor of the Austro-Hungarian Empire rejected pleas from his military
commanders for mass conscription because he did not welcome the political changes associated
with the advance. He feared that mass conscription in his multi-national empire would incite
revolt. Therefore he adopted some of the organizational and operational advances from
Napoleon, but did not emulate the entirety of the innovation.84
Reinvention is positively correlated with higher levels of innovation diffusion.
Innovations that are more flexible and easily changed can fit more end-users and can be more
easily adopted.85 Higher degrees of reinvention also lead to higher degrees of sustainability.
Innovations that lend themselves to more reinvention continue to be used after diffusion has
ended.86

Element of Diffusion: Social System
The last element of innovation diffusion is the social system in which the diffusion takes
place. The borders of the social system are the boundary at which diffusion occurs. For example,

83

Richard H. Shultz, “Lecture #9” (Course Lecture, Policy and Strategy in the Origins, Conduct, and
Termination of War, The Fletcher School of Law and Diplomacy, Medford, MA, February 22, 2010).
84
Geoffrey L. Herrera and Thomas G. Mahnken, “Military Diffusion in Nineteenth Century Europe: The
Napoleonic and Prussian Military Systems,” in The Diffusion of Military Technology and Ideas, by Emily
O. Goldman and Leslie C. Eliason (Stanford University Press, 2003), 214–5.
85
Thomas E. Backer, “Finding the Balance: Program Fidelity and Adaptation in Substance Abuse
Prevention” (US Department of Health and Human Services, 2002),
http://www.csun.edu/sites/default/files/FindingBalance1.pdf.
86
Rogers, Diffusion of Innovations, 183.

34

the diffusion of a new electron microscope would be limited to the community of scientists, labs,
and researchers that could potentially use the instrument.
The structure of the system affects the way innovation diffuses within that system.
Structure can range from anarchic to rigid hierarchy; but to the “extent that the units in a social
system are not all identical in their behavior, structure exists.”87 There are three types of
decision-making structures related to the adoption of innovation: individual, collective, and
authoritative.88 In the individual model, each actor in a system makes his own decision regarding
adoption. The actor can be influenced by norms and communications within the system. This is
the dominant structure of military innovation diffusion among non-state actors; however there
are elements of collective and authoritative decision-making. In collective structures, the
decision to adopt an innovation is made collaboratively by all the members of the network. The
whole network either adopts or does not adopt. In authority networks, a select group of
individuals “who possess power, status or technical expertise” make the decision to adopt for the
whole network.89 The Al-Qaeda network, with its community of affiliate and inspired groups,
maps along all three structures.
Actors are differentiated within a social structure, each filling a different role. Often the
most innovative actors in a system are the least connected and their role in diffusion is limited.
This helps explain why the initial spread of an innovation is slow. Opinion leaders are well
connected to many actors within a system and help set the norms of that system. For example,
their behavior can influence risk-tolerance norms.90 In the international system, opinion leaders
can be regional or global powers. Change agents are those who seek to drive change within a
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system toward a goal.91 In the 1990s, Al-Qaeda was a change agent that sought to drive change
in the system of Islamic Salafist terrorist groups.
An actor’s location within a social system affects its adoption of innovation. Often
peripheral actors (defined by social and geographic proximity) in a network are either innovators
or laggards in adopting innovation as they are less influenced by system norms.92
System norms can facilitate or impede diffusion. For example, strategic culture can
inhibit the adoption of certain weapons because they are seen as carrying foreign influence.93
There can also be other systemic norms that inhibit actors from adopting innovation that is
otherwise advantageous. Tannenwald and Price argue that the global norm against chemical
weapons has prevented certain states from acquiring those weapons when they might otherwise
have done so.94

Adoption-Capacity Theory
Innovation is a two-part process: first, information about an innovation is disseminated
through the communication process, and then actors in a system adopt the innovation. This study
focuses on communication, but both parts are integral to the innovation-diffusion process; and
adoption must be understood in order to appreciate properly the role that communication plays in
innovation diffusion.
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Whereas this study breaks innovation diffusion into two parts, Rogers describes a fivestep process. He argues that for an innovation to be adopted, an actor must go through the
following steps: knowledge, persuasion, decision, implementation, and confirmation.95

96

Figure 1.3

Communication includes knowledge and persuasion. In the first step, knowledge of an
innovation is communicated to a potential adopter. Next, a potential adopter must be persuaded
to adopt.97 Adoption encompasses the last three steps of innovation diffusion: decision,
implementation, and confirmation. Once a major military innovation has been demonstrated on
the battlefield and a group has enough information to adopt it, that group may not always adopt
the innovation. States do not always optimize innovation adoption. Knowledge of an innovation
is not enough to adopt an innovation. A group must also have the organizational and financial
capital to adopt it. This is adoption-capacity theory.98

Adoption-Capacity: Financial Capital
Each military innovation requires different levels of financial and organizational capital.
For a group to adopt, the group must have the levels of capital required by that military
innovation.
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Adopting military innovation involves more than simply buying a piece of hardware.
Adoption can involve design, procurement, retraining, development of new operational and
tactical concepts, and reorganization. All of this costs money. Some military innovations require
high levels of financial capital and others, low levels. Adopting nuclear weapons requires
extremely high levels of financial capital while machine guns are cheap. Financial capital limits
the groups that can adopt certain innovations.
Financial capital is measured along two axes: unit cost and commercial viability. The
former is simply all the costs associated with design, production, deployment, and operations, on
a unit basis. The unit cost affects the trialability of an innovation. If the unit cost is low, it is
easier for an actor to test and integrate a weapon into its forces on a trial basis. The high per unit
cost of the B-2 bomber made experimentation expensive whereas a tank can be built and tested
prior to being integrated into operational units. Increased trialabilty lowers the risk of adoption
and makes adoption more likely.99
The second axis of financial capital is commercial applicability. Military innovations
based on technology that has commercial applicability are effectively cheaper because the
private sector will cover some of the costs of development.100 Examples of innovation that have
almost no commercial applicability are the cannon and trench warfare. On the opposite side,
railroads and air power have had wide commercial applicability. This second axis is less
applicable to non-state groups, as they do not follow state-based procurement processes with the
private sector.
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Different combinations of two axes create different levels of financial capital. For
instance, an innovation with high commercial applicability and low unit cost would have an
overall low financial capital requirement.101

Adoption-Capacity: Organizational Capital
The second variable of adoption capacity is organizational capital. This is the “nontechnical aspect of force generation demonstrated through doctrine, education and training.”102
The more the practices associated with an innovation deviate from existing practices, the higher
the level of organizational capital required to adopt an innovation.
The development of battleship warfare by the British Navy at the end of the nineteenth
century helps explain how this works. Battleship warfare was the result of a combination of
technical advances including steam propulsion, breech loading guns, steel armor,
compartmentalization, and elongated projectiles. The sum of these advances was the heavy
battleship, exemplified by the British Dreadnaught class.103
At that time, the unit cost of battleships was high, but the organizational capital required
was quite low. While there was some new training required, the operational and strategic
concepts associated with battleship warfare were the same as with sail-powered battleships,
mainly: “gun battles between capital ships.”104 This meant that the training, leadership, and
bureaucracy developed and specialized by the British Navy over centuries of naval dominance
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did not need to be changed substantially to integrate the innovation. Thus the innovation was
readily accepted.
The next major naval innovation was submarine warfare and unlike battleship warfare, it
had high organizational capital requirements. Submarine warfare represented a completely
different type of fighting from the dominant way of naval fighting, battleship warfare. In order to
adopt the new innovation, the British Navy had to undergo substantial organizational change.105
Building new military hardware does not radically improve military power by itself. It is
integrating new military hardware, with the organizational, training, and doctrinal shift required,
that greatly increases a military’s power. This is organizational capital.
Organizational capital is difficult to measure, but there are three proxy markers that can
give a reliable reading of a group’s organizational capital. The first is critical-task focus. This is a
group’s main goal. Over time, a group’s core goal and the means it uses to achieve that goal
conflate.106 If this critical-task focus is at odds with an innovation, it is unlikely to be adopted.
The second marker of organizational capital is the use of experiments to test new ways of
doing business. Clayton Christensen argues that one way a large firm can stay innovative is to
create spin-offs, start-ups, and experimental subunits, which are given the autonomy to chase
risky innovations.107 An organization that experiments in such a manner is better prepared to
adopt disruptive innovation.
The last marker is organizational age. As organizations age they become more efficient
and specialized in their critical task, making them less able to adopt change. Over time
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organizations also become more rigid and bureaucratic, gaining more layers of decision makers
who have veto power, making it more difficult to adopt radical change.108 An organization’s age
is inversely related to its level of organizational capital.
The organizational age marker is a proxy measurement for internal organizational
structure. Organizations that are smaller, flatter and less hierarchical tend to be more innovative
and more receptive to outside innovation. In the military realm, non-state armed groups are
increasingly organized as loose networks rather than rigid hierarchies.109 Given the low degree, if
any, of central control in these networks, they likely have high levels of organizational capital.
While the central node of a NSAG network might not seek to adopt an innovation, nothing
prevents local chapters from experimenting and then pushing successful innovation back into the
network.
From the perspective of organizational capital it is useful to think of NSAGs and states
not as two discrete types, but instead to think of all organizations along a spectrum of hierarchy
and organizational age. As an organization gets older, it tends to become more hierarchical and
ossified. These organizations have less organizational capital and have trouble adopting
disruptive innovations. NSAGs in general are better able to adopt innovation as they tend to be
younger and less hierarchical than states. There are some steps that large, bureaucratic states can
take to remain innovative. The U.S. Department of Defense has funded programs like Defense
Advanced Research Projects Agency (DARPA) and Skunk Works that retain financial and
organizational independence as a way to develop organizational capital. In this way a large state
can develop and adopt innovation more efficiently.
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Financial and organizational capital are the two variables that determine whether an actor
can adopt an innovation. The financial and organizational capital of the group must match the
requirements of an innovation in order for the innovation to be adopted. For example, the nuclear
bomb requires high financial capital, but low organizational capital. The limiting factor in
adopting the nuclear bomb is financial. Suicide bombing, on the other hand, requires low
amounts of financial capital, such that the average unit cost of a suicide bomb is a mere $150.110
The organizational capital required to adopt suicide bombing is quite high. In his study of suicide
bombing, Horowitz found that groups that adopted suicide bombing were much younger than
groups that did not. This reflects the declining levels of organizational capital most groups
experience as they get older and more hierarchical.111
Organizational-and-financial-capital requirements limit the innovations that an actor can
adopt. This study examines the communication element of innovation diffusion, so it holds
capital requirements constant in order to see variation in the communication process. To hold
capital requirements constant, military innovations were selected that could have high enough
technical requirements that tacit information transfer was required to adopt them, but low enough
organizational-and-financial-capital requirements that most non-state military groups could adopt
them if they chose to.112
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The Internet and Innovation Diffusion
One of the most remarkable characteristics of innovation diffusion is the consistency in
innovation diffusion patterns. Studies show that across sectors, innovation has diffused in the
same manner.113 Variability can be found in the speed of diffusion, but diffusion patterns,
specifically that innovation transfers through socially and geographically proximate actors, have
remained the same.
This study examines whether Internet communication has impacted innovation diffusion
patterns. As outlined in the communication section, in order for innovation to diffuse, both
explicit and tacit information must be transferred to an adopter. The tacit information transfer
slows diffusion because tacit information can only be transferred via interpersonal
communication channels. This transfer takes place between homophils, which are actors that are
socially and/or geographically proximate to each other. This study examines whether Internet
communication has changed innovation diffusion patterns by transferring both explicit and tacit
information in one channel, thus allowing innovation to be transferred between actors that are
socially and geographically non-proximate.

Causal Mechanism
The homophil interaction is the causal mechanism for how military innovation diffuses. It
operates in two distinct ways. First, an actor cannot adopt an innovation until it has both tacit and
explicit information. The interactive communication that occurs between homophils is where the
tacit information transfer occurs. Without interaction between socially and/or geographically
113
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proximate actors, an innovation cannot be diffused. Innovation does not diffuse directly between
actors that are socially and geographically non-proximate.
The second causal mechanism is uncertainty reduction. An actor is more likely to adopt
an innovation after communicating with another homophil actor that has already adopted it. In
Ryan and Gross’s study of the diffusion of hybrid corn seed, they found that farmers were more
likely to adopt the new corn seed if another farmer in their network had already adopted the new
corn seed and found success. The hybrid corn seed was demonstrably better than the old seed—it
had 20% better yield than existing seeds—but farmers would not adopt it until they knew at least
one other person (a homophil) who had done this. The knowledge that somebody similar to them
had found success reduced the farmers’ uncertainty in adopting the hybrid corn seed.

Impact of the Internet: Hypotheses
The following section discusses the ways in which the Internet might affect innovation
diffusion, formulated into two hypotheses. The Internet is a different form of communication
from the ones discussed so far. It is not simply a faster form of mass media, but a new form that
allows many-to-many communication. It has the advantages of mass communication in terms of
broad reach and linkage of socially and geographically non-proximate actors who would
otherwise have difficulty connecting. The Internet also has the interactive characteristic of
interpersonal communication. Actors from all over the globe can communication interactively
over a broad number of platforms (e-mail, Web forums, text/video chat, etc.) online, which allow
the intimacy of an interpersonal channel.
The question is: has this new channel of communication changed the pattern of
innovation diffusion? In exploring the impact of the Internet on diffusion, this study focuses on
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the necessity of communication between homophilous actors in innovation diffusion. The
homophilous relationship requirement serves as a bottleneck for innovation diffusion.
Information of successful innovation spreads quickly through mass media channels after
the demonstration point, but diffusion of the actual innovation is much slower because tacit
information spreads more gradually. Tacit information diffusion is necessarily slow because each
interaction is at a personal level. It takes time for tacit information to work its way through one
network of homophils to the next, from one social network to another. If tacit information could
spread like explicit information does, then the rate of diffusion would increase. If Internet
communication has changed the way tacit information is communicated, the empirical
implication is that innovation can spread between socially and geographically non-proximate
actors. In other words, innovation can jump across social networks.
This study hypothesizes that the Internet could impact diffusion in two potential ways.
The diagrams on the following pages represent potentially different diffusion patterns. The
circles represent different homophil networks (social networks), and the pluses and arrows
represent actors and innovation transfers respectively. Linear distance on the diagrams represents
geographic distance.
Since innovation can only diffuse (traditionally) via interactive communication between
socially and geographically proximate actors, the only way for innovation to move from one
network to another is to transfer through actors that occupy two networks at once. In the
diagram, these actors are represented by the pluses in the overlapping regions between two
circles. In reality, all actors have multiple social identities and are members of multiple social
networks, but the diagrams have been simplified to better convey the concept. To use a real
world example, Hezbollah has the following social characteristics: Lebanese, anti-Israel, Shia,
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and pro-Syria. It is socially proximate to any group that shares one of these traits. Hezbollah is
geographically proximate to any groups that operate in areas adjacent to Hezbollah’s base of
operations in Lebanon.

Figure 1.4
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The first hypothesis (H1) is the status quo: The need for homophilous interaction in the
diffusion of innovation has not changed. Note that Figure 1.4 is the same as the pre-Internet state
of diffusion. Each transfer occurs between actors that are socially and geographically proximate
to each other.

Figure 1.5
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The second hypothesis is that the Internet could obviate the need for homophilous
relations in innovation diffusion (H2). Social and geographic proximity might no longer matter.
Due to the interactive and global reach of the Internet, both tacit and explicit information might
be diffused in one channel. Actors might learn about an innovation in a Web forum and
immediately be able to interact with others, ask questions, and be persuaded without having to
interact in person with a homophil. The familiarity of social media might replace the need for
face-to-face homophil interactions with online heterophilous communication. An online social
network might replace traditional social networks in innovation diffusion. In the case of H2,
there are no restrictions on how far an innovation can diffuse in each step.
These hypotheses are all potential answers to the research question: In the Internet era,
has the role of the homophilous relationship in innovation diffusion changed?
In the pre-Internet era, once an organization received information about a major military
innovation it still needed more information to adopt it. This information came via an interactive
communication with a homophilous connection—a socially and geographically proximate actor.
Two processes happen in this interactive communication. First, tacit knowledge, gained from
first-hand experience with the innovation, must be directly transferred from a user to the
potential adopter for adoption to occur. This is why Al-Qaeda, a well-financed and connected
terrorist group, had to send its members to train with Hezbollah, in order to adopt suicide
bombing.114 Second, actors judge the value of an innovation subjectively.115 If another
organization with similar traits adopted the innovation and found success, so could they—so
goes the logic. It is an innate risk-reduction strategy.
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Research Design
This study seeks to determine the role of homophilous interaction in the adoption of
military innovation by NSAGs in the Internet era. The two hypotheses describe the spectrum of
changes that could have taken place. Horowitz has shown the mechanism by which adoptioncapacity works.116 This study builds on his work and focuses on the communication aspect of
innovation diffusion, exploring the relationships between groups that diffuse innovation rather
than the relationship between a single group and an innovation. This is done with the
understanding that any group that successfully adopts an innovation must have met the financial
and organizational capital requirements of that particular innovation. Each innovation selected
for this study has low enough financial and organizational capital requirements that almost all
NSAGs in the network of potential adopters could adopt it. The adoption capacity element of
innovation diffusion was held constant to test for variation in communication.
The independent variable is the homophilous relationship between the adopter and the
potential adopter. The dependent variable is whether the potential adopter adopted the innovation
or not. This study determines if the homophilous relationship is required for an innovation to
diffuse from one NSAG to another.
The research design has two parts. The first part is to map the innovation diffusion
pattern of NSAG military innovation prior to the use of the Internet. The second part is to map
the innovation diffusion pattern of a NSAG military innovation in the era of the widespread use
of the Internet. The two patterns are compared and any differences are analyzed.
Using military innovation as the unit of analysis, the study traces the diffusion of an
innovation from the demonstration point to network absorption. The starting point is not the first
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use by the innovator, as often this first use is not widely known.117 The demonstration point, the
first successful public battlefield use of an innovation, is the point at which all actors in the
system have some knowledge of the innovation and can begin collecting information and pursing
adoption. The demonstration point is the starting point for each case.
The study maps diffusion both socially and geographically. To map diffusion, attack data
were used. For example, in the suicide bombing case, suicide-attack data are the primary data
source. Once the data were collected, each attack was coded by date, location, and attribution. To
map the social diffusion, the attack data were put in chronological order, and the first use of the
innovation by each group was marked. The first-use attack list is an innovation-diffusion list as it
shows the order in which each group adopted the innovation. The list was then examined to
determine if diffusions occurred between socially non-proximate groups. For example, if suicide
bombing diffused between Hezbollah and the FARC in Colombia, and there are no overlapping
social networks between the two groups, this would be evidence that suicide bombing diffused in
a socially non-proximate pattern. The early adopters were of special interest because the early
part of the diffusion curve is where homophilous relationships tend to be most limiting. In the
early phase, there are few users, so adoption is slowed by the lack of homophils who have tacit
knowledge to transfer.
To map the innovations geographically, the attack data were overlaid on a map of the
region where the case took place. For instance, the IED-attack data were overlaid on a map of
Iraq. The map was then examined to see if the attacks occurred in a geographically proximate
pattern, or if they diffused to non-adjacent territories. This method, and the social-diffusion
method, is explained in more detail in the case-study sections.
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The empirical implications are as follows. If an innovation diffuses to groups that are
geographically and socially non-proximate (heterophilous), then this is evidence that the second
hypothesis is correct.118 This would mean that existing diffusion rules in regard to the necessity
of interactions between homophilous actors no longer hold. If an innovation diffuses only to
geographically and socially proximate groups, this is evidence that the Internet has not affected
the homophilous relationship requirement of innovation diffusion, which supports the first
hypothesis.
Innovations that diffuse in a geographically non-proximate, but socially proximate
pattern are coded as evidence supporting the first hypothesis (no change). Homophils are
generally geographically adjacent, but not always. In some cases, social networks are not
geographically contiguous, so innovations can travel in a geographically non-proximate pattern
that is still socially proximate. Therefore, only innovations that diffuse in a socially and
geographically non-proximate pattern can serve as confirmation of innovation transfer between
heterophils.
The two hypotheses have varying implications for other aspects of innovation diffusion.
If H2 is correct, this shows that the innovation diffusion process has changed, a significant
finding, given how constant the process has been across a number of studies over time and in a
number of sectors. One potential result of this is an increase in the rate of diffusion. If innovators
can quickly connect with potential adopters and are not limited by the necessity of homophilous
interaction, innovation can move across networks more quickly. In addition to increasing the rate
of diffusion, if H2 is correct, then the rate of reinvention would logically also increase. The more
NSAGs that adopt an innovation, the more they refine and adapt it for their local needs. The
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many-to-many nature of Internet communication allows any reinvention to be transmitted to all
actors in a social system, which subsequent actors can build on. This potentially increases both
the rate of diffusion and the rate of change.

Cases
To test the hypotheses, two cases were employed. The first case is the diffusion of suicide
bombing from 1981-2000. This sets the baseline for innovation diffusion patterns specific to
military innovation and NSAGs. In the pre-Internet era, innovation diffusion patterns are largely
consistent across sectors, but it is wise to map a non-state armed group innovation to discover
any traits specific to the sector. The second case is the diffusion of IEDs in Iraq during the Iraq
war from 2003-2011. This case examines the diffusion of seven IED types to Iraqi insurgent and
terrorist groups during the Iraq War. Studying multiple diffusions shows the variation in
diffusion patterns in the Internet era, holding constant a number of variables, as the cases all take
place in the same country in the same war. The Iraq study will also show if variation in the
device type produces different diffusion patterns.
The Internet era is defined as a dichotomous variable (Internet or no Internet) beginning
in the year 2000. The first jihadi website was found in 1991.119 The early to mid-2000s saw the
blossoming of jihadi websites online, including the beginning of interactive forums. These
forums were a place where individuals and groups could exchange tactical, operational,
organizational, and propaganda information.120 Studies of jihadi group online activity show that
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the year 2000 was a turning point when many NSAGs began using the Internet for various forms
of communication. So while this study looks at all NSAGs, not just jihadi groups, terrorist
Internet use is a good proxy for general NSAG Internet use.
The suicide bombing uses the Suicide Attack Database (SAD), maintained by the
Chicago Project on Security and Terrorism.121 This SAD data is complemented by the Global
Terrorism Database and Horowitz’s chronologically ordered list of NSAGs that have adopted
suicide bombing. Both the latter datasets complement the SAD, which serves as the primary
database. Additional qualitative sources such as newspapers, academic books, and journal
articles were used as needed to fully map the diffusion network and confirm the quantitative data
from the SAD.
Improvised explosive devices were not used for the first time in Iraq, but the start of the
Iraq War marked a new diffusion that eventually spread globally. There were seven types of
IEDs diffused in Iraq, differentiated by the firing switch (trigger) type. The primary IED-attack
dataset was pulled from the Joint IED Defeat Organization (JIEDDO), a part of the U.S. Defense
Department. In addition to the dataset of IED attacks, JIEDDO provided a number of briefings
and studies on IED technology, NSAG tactics, U.S. counter-IED tactics, and information on the
Iraq war. Much of the data from JIEDDO is classified and had to go through a public release
process before this study could be published. A fuller explanation of this is in the IED chapter.
The data available in studies of non-state armed groups are never perfect, as data are
recorded during conflict, and the groups themselves work covertly to avoid detection. In this
study, each case used the most reliable and robust datasets available. In the IED case there was
121

Chicago Project on Security and Terrorism (CPOST), “Suicide Attack Database,” Database
(University of Chicago, 2015), http://cpostdata.uchicago.edu/. National Consortium for the Study of
Terrorism and Responses to Terrorism, “Global Terrorism Database,” Database (University of Maryland,
2015), http://www.start.umd.edu/gtd/. Horowitz, “Nonstate Actors and the Diffusion of Innovations,”
2010.

53

no publically available data, so an agreement was worked out with the Department of Defense to
access classified data. The quality data obtained for this study ensured that the universe of actors
and transfers was captured and that the diffusion patterns are accurate.

Context of Study
This study explores military-innovation diffusion patterns of non-state armed groups and
the way they have changed in the Internet era. The author makes no direct claims about how
these changes have affected the relative power of states versus NSAGs; however, the findings
are part of the overall story of the rise of NSAGs. Since the end of the Cold War, non-state
groups have become more salient in armed conflict. Rather than playing a peripheral role in state
conflicts, they are now major determinants of war outcomes.122
There are a number of explanations for the rise of non-state armed groups in the postCold War world. Kalevi Holsti argues that the rise of NSAGs can be attributed to the increase in
the number of weak states.123 Weakness is measured in terms of a state’s ability to extract
resources and provide services to its people. Holsti believes that weak states emerged from
colonialism, which left a legacy of weak institutions and communal tension. Post-colonial states
could not provide the most basic service of security and were without legitimacy. This created
the space for NSAGs to operate, both to provide state services and to exploit the population.
Mary Kaldor contends that globalization is the central cause of the rise of NSAGs.124
Kaldor describes a two-part process, set in motion by globalization, which is eroding the
sovereignty of the state and state monopoly on the use of violence, occurring at both the
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international and sub-state level. At the international level, states are integrating into regional
and international organizations, ceding sovereignty along the way. States tie their own hands
through bilateral and multinational defense pacts and give international organizations the use of
state militaries. At the sub-state level, the state’s monopoly on the use of force is eroding through
the privatization of warfare, the increase of weak states, and the decline in state legitimacy.
Globalization has led to states ceding power at the international level to international
organizations and at the sub-state level to NSAGs.
Globalization has also unleashed the forces of identity politics, which contribute to the
rise of non-state armed groups. Kaldor argues that globalization is causing the break-up of the
cultural and socio-economic divisions that defined modern politics. This dislocation of modern
state structures leads to new power struggles that focus on identity. Identity-based politics
exacerbate existing cleavages in many states, leading to the personalization of politics and
causing identity groups to resort to violence. This is especially true in mixed-ethnicity postcolonial states.
Technology asymmetry is another driver of the rise of non-state armed groups. Writing in
1991, Martin Van Creveld predicted that future conflict would be “low intensity conflict”
dominated by sub-state groups.125 He argued that powerful states would not be able to effectively
fight NSAGs because their militaries are equipped for conflict with large states. Great powers
have militaries outfitted with technologically sophisticated, team-operated machines, such as
tanks, attack aircraft, and guided-missile destroyers. Van Creveld argues that these expensive
weapons are not effective against non-state groups, as non-state groups hide within the
population and do not face direct attack. Non-state groups rely on simple, cheap, and easily
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proliferated hand-held weapons. They find new uses for old technology. This technological
asymmetry gives NSAGs an advantage over states.
These four explanations (weak states, globalization, identity politics, and technology
asymmetry) for the rise of non-state armed groups are not mutually exclusive; they are
interdependent. While each of the aforementioned scholars (and the communities they represent)
places emphasis on a distinct causal factor, they all agree that warfare is now focused on nonstate actors, either fighting each other or engaged in violent confrontation with states.
This study fits within the technology explanation and it attempts to explain how NSAGs
acquire powerful and innovative military technologies. Military technology and the spread of
innovation help to explain why some groups are powerful and others are not. Adoption and nonadoption of military innovation can be major determinants in the outcome in war, which has
local, regional, and global impact.
In the run up to World War I, the major European powers believed that the war would be
short and decisive. This mistaken assumption was based on what they believed to be the state of
technology at the time. States pre-positioned their forces and forged alliances believing that
offensive military operations were dominant. They believed if they did not strike quickly, they
would lose the first battle and the war.126 Had they known just how dominant defense had
become with the advent of trench warfare and full industrial war, they might have made different
choices about alliance strategy and the decision to go to war.
Another lens through which NSAG warfare can be viewed is the generations of war
concept. Thomas Hammes describes fourth generation warfare as guerrilla warfare. In fourth
generation warfare, non-state actors attempt to win war not through military battle but by
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convincing the leadership of the state that they cannot win the war. Military battle is used, but
the main conflict is a war of information.127 Fourth generation war is decentralized and fought
amongst civilian populations, reflecting a global shift from hierarchical to networked
organizations.128 Some have even argued that the continued trend of decentralization of power is
leading to a fifth generation of warfare based on extremely empowered individuals and small
groups, which use information technology to hold states at risk.129
There is a question as to when the fourth generation will give way to the fifth generation;
however, the scope of this study is within the fourth generation war paradigm. The impact of the
Internet on the diffusion of military innovation does not change how NSAGs fight war as cyberwar might, but rather just increases their proficiency within the context of the current war
paradigm. If H2 is correct, this means that military innovations diffuse more efficiently, leading
to an improvement in military effectiveness. This would be an important finding, but does not
mean that the paradigm of war has changed.
This study also falls into the realm of cyber-war, although not in the way in which cyberwar is most often conceived. Innovation diffusion does not fit into traditional cyber-subjects such
as cyber-defense, cyber-offense, cyber-blockades, or cyber-espionage. Innovation diffusion over
the Internet is unlike these topics in that the information technology element is not the weapon
itself, but rather the medium through which information about kinetic weapons travels. It is
certainly possible that information about cyber-capabilities could diffuse through the same
channels that currently diffuse IED knowledge. Despite its differences, Internet-based innovation
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diffusion should be included in discussions of cyber-war because of the central role played by
information technology.
Studying military innovation in the context of NSAGs is especially important in today’s
global conflict environment. Non-state armed groups are more relevant than ever, and
understanding how they transfer and adopt innovation is a theoretical gap. This study has
implications for innovation-diffusion theory, non-state-actor theory, and the general
understanding of the impact of the Internet on communications, war, and innovation. In addition
to these academic contributions, this study has clear policy implications. The United States, over
the last decade, has engaged in two wars that have predominantly been fought against NSAGs.
These wars were contentious, long lasting, and expensive in terms of blood, treasure, and
political capital. The U.S. continues to face conflicts and threats to its interests from NSAGs
globally. A better understanding of how non-state armed groups procure and transfer military
innovation would contribute to the forwarding of U.S. security goals.
Having discussed the context, importance, and policy implications of this dissertation, below
is a summary of the key elements of the study. This study answers the following research
question: In the Internet era, has the role of the homophilous relationship in innovation diffusion
changed? Two hypotheses:

1) The need for homophilous interaction in the diffusion of innovation has not changed.
2) The need for homophilous interaction in the diffusion of innovation has been obviated.

To test these hypotheses, this study uses a cross-case, qualitative method. This small-n
method allows a deep dive into each case to determine how military innovation diffuses among

58

NSAGs. The hypotheses are tested on two military innovations: the diffusion pattern of suicide
bombing is compared to the diffusion patterns of improvised explosive devices. This variation,
one case that occurred before the Internet and one that occurred during the Internet era, allows a
test of the impact of the Internet on the diffusion of military innovation. Through this exploration
of diffusion pathways, this study develops a better understanding the impact Internet
communication has had on the diffusion of innovation.
This study is presented in four chapters. The second chapter presents the suicide bombing
case, which sets the base-line innovation diffusion patterns to which the IED case is compared.
The third chapter analyzes the diffusion of improvised explosive devices in the Iraq War. The
fourth chapter discusses in-case comparisons for the seven IED diffusions as well as cross-case
comparison between suicide bombing and IEDs.
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Introduction
“[H]uman bombs cannot be defeated, not even by nuclear bombs.” – Ramadan Shala, Secretary
General of Palestinian Islamic Jihad130

As shown in Chapter 1, innovation-diffusion patterns have remained static. This has been
proven empirically across a number of sectors and over time. Before examining the diffusion of
improvised explosive devices, this chapter will map the diffusion of a different type of non-state
armed group military innovation: suicide bombing. Studying the diffusion of suicide bombing
will confirm that the findings of earlier innovation-diffusion studies in other sectors apply to
non-state armed group military innovations as well.
The empirical implications are as follows: if suicide bombing diffuses between non-state
armed groups that are homophilic (socially proximate), then innovation diffusion patterns
described in earlier studies are confirmed. If suicide bombing diffuses between NSAGs that are
not socially proximate, then suicide bombing exhibits a different pattern from traditional
innovation diffusion. If the former is true, this case has confirmed that military innovations
diffuse through non-state armed group networks in the same way that all innovations diffuse.
Since it does not deviate from the traditional diffusion pattern, suicide bombing can serve as an
appropriate base-line case to which the diffusion of improvised explosive devices can be
compared in the next chapter.
Michael Horowitz conducted the first study of the diffusion of suicide bombing and his
findings will be the basis for this case.131 This study uses a more conservative dataset to confirm
Horowitz’s findings.
130

Ehud Sprinzak, “Rational Fanatics,” Foreign Policy, no. 120 (September 1, 2000): 68., Found in Mia
Bloom, Dying To Kill: The Allure of Suicide Terror, First Edition edition (New York: Columbia
University Press, 2005), 90.

61

Chapter 2 is divided into four sections. The first section explores the challenge of finding
an appropriate definition of suicide bombing. The second provides a review of the relevant
literature on suicide bombing and the following section outlines and explains the methodology
and dataset used in this case. The last section provides the findings and a brief conclusion.

Definition
The first step in examining the diffusion of suicide bombing is to settle on a working
definition of the concept. Many definitions have been put forward, but most are inappropriate for
this study. This section will explore the key characteristics of suicide bombing and, through that
discussion, arrive at a working definition. Robert Pape authored one of the two seminal studies
of suicide bombing, so his definition is a good place to begin the discussion:

[T]he attacker does not expect to survive the mission and often employs a
method of attack (such as a car bomb, suicide vest, or ramming an airplane
into a building) that requires his or her death in order to succeed. In
essence, suicide terrorists kill others at the same time that they kill
themselves.132

This is a good start, but the definition is too inclusive. The line between not expecting to
survive and intentionally killing oneself might seem faint, but it is actually quite bright. Military
actions with a low survival rate more closely resemble high survival rate military operations than
suicide missions. Attacks centered on suicide have different capabilities and elicit a different
response.
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Pape gives the example of the 1994 Hebron Massacre, in which Baruch Goldstein walked
into the Ibrahimi Mosque and shot and killed 29 unarmed worshippers.133 Goldstein was
eventually beaten to death by his would be victims. Goldstein likely had no expectation of
survival, but his death was not instrumental in his attack, nor was it the end rather than the means
of his attack. In a suicide attacks where the bomber wears a suicide belt, self-killing is necessary
for the success of the operation. Suicide operations also have several specific advantages.
For example, intentionally killing oneself, even when it is unnecessary from a tactical
perspective, can signal that a group is dedicated to its cause and willing to do anything to prevail.
Some groups cultivate an ideology of martyrdom, encouraging members to sign up for suicide
operations for either spiritual gain (such as entrance to paradise) or hero status among the
bomber’s community. These are just some examples of intentional death operations that have
different effects from low-probability survival operations. If an operative returns after having
completed the latter, he is considered a hero or, at least, a lucky survivor. If an operative returns
from the former, he is a disgrace.
Bruce Hoffman, in his famous Atlantic article, describes suicide bombings as

…inexpensive and effective. They are less complicated and compromising than
other kinds of terrorist operations. They guarantee media coverage. The suicide
terrorist is the ultimate smart bomb.134

Hoffman’s definition includes three key elements of suicide bombing, but misses one.
First, suicide bombs are generally inexpensive. The equipment necessary to build a person-borne
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suicide bomb costs about $150.135 Second, suicide bombing is effective because of the associated
high-casualty rate. Suicide bombs cause four-to-ten times as many casualties relative to other
types of terrorism.136 Third, suicide bombing is often intended for an international audience. The
carnage and spectacle of a suicide bombing is more likely to get the attention of the international
media than conventional military operations. The desire for media coverage reveals the true
target of suicide attacks: the viewer. Through suicide attacks, groups participate in a macabre
theater and communicate with a vast audience.
Hoffman is incorrect in his assertion that suicide missions are “less complicated” than
other types of military operations. Horowitz argues that suicide bombing, while technically
simple, is organizationally complex. Groups must have high levels of organizational capital in
order to adopt suicide bombing. The diffusion pattern of suicide bombing clearly shows this:
despite the efficacy of the innovation, suicide bombing only spread to groups that were socially
proximate to groups that had already adopted the technology. The homophil-to-homophil
connection was still required to adopt the technology.
Yoram Schweitzer has an excellent definition that incorporates almost all of the elements
that are missing from the earlier definitions:

a politically motivated violent attack perpetrated by a self-aware individual (or
individuals) who actively and purposely causes his own death through blowing
himself up along with his chosen target. The perpetrator’s death is a precondition
for the success of his mission.137
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Schweitzer’s definition captures the three characteristics of suicide bombing. First, the
individual carrying out the attack is self-aware. Part of the efficacy of suicide bombing is the
signal of strong resolve sent out from the group and individual carrying out the attack, so the
bomber must undertake his/her suicide willingly. The Irish Republican Army (IRA) never
adopted suicide bombing, but did carry out some missions with truck bombs that included
unwitting drivers whose vehicles were remotely detonated.138 These missions do not qualify as
suicide bombing under Schweitzer’s definition.
Second, Schweitzer’s definition emphasizes the intentional nature of the self-killing.
Unlike Pape’s definition, Schweitzer clearly differentiates suicide attacks from attacks with a
low probability of survival. The attacker’s death is not only intentional, but it is required for the
attack to succeed. The target government looks incapable of protecting its own population, and
the bomber’s suicide shows group resolve and puts the government to moral shame.139
Third, the definition characterizes the attack as an explosive attack. There are other types
of suicide attacks, such as a suicide gun attack, but to widen the definition any further would
include attacks that have different tactical effects and requirements. Suicide bomb attacks,
whether by person, car, plane, or boat, have a different set of effects and requirements that
qualify them as a single, unique category.
The troubling element in Schweitzer’s definition is in the opening line: he limits suicide
attacks to political motivation. Some suicide bombings are also religiously and ideologically
motivated. The motivation for the attack also depends on what level of analysis one is doing. If
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one examines the problem from an individual level, it is apparent that many suicide bombers are
motivated by religion, financial gain, martyr status, personal grievance, or political or ideological
cause.
At the group level, however, the list of motivations gets narrowed down to political,
ideological, and religious. This study examines group adoption of innovation, not individual
militant choices, so the definition should include group motivations. Adam Dolnik’s definition is
similar to Schweitzer’s but includes religious and ideological motivation. Overall, Schweitzer’s
is better, so the two are combined to produce a definition for this study. Suicide bombing is:

a politically, ideologically, or religiously motivated violent attack perpetrated by a
self-aware individual(s) who purposely causes their own death, through blowing
themselves up along with their chosen target. The perpetrator’s death is a
precondition for the success of their mission.140
The last change that was made to the above definition is to make it gender-neutral. As
one will note in the data section, female bombers play an important role in suicide bombing.
Both the Tamil Tigers and the Kurdish Workers’ Party frequently, if not predominantly,
employed female suicide bombers.
A number of terms refer to suicide bombing: suicide bombing, suicide operation, suicide
mission, and suicide attack. For the purposes of this study, all of these references refer to the
military innovation defined above.
The last definitional issue is whether suicide bombing is an inherently terrorist action.
Some academics who study suicide attacks have defined the innovation as terrorism while others
have described it as a more general weapon. The difference is important, not only for definitional
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reasons, but also in any quantitative analysis of suicide bombing attacks. Between 1981 and
2000, the plurality of attacks occurred in Sri Lanka in the fight between the Liberation Tigers of
Tamil Eelam (Tamil Tigers or LTTE) and the Sri Lankan government. Many of the attacks by
LTTE were against military targets and could not be defined as terrorism. A study that defined
suicide bombing as terrorism would have to exclude most LTTE bombings. The same could be
said for some attacks by Hamas.141 Excluding so many suicide bombings would greatly change
any quantitative analysis.
The classification decision comes down to what phenomenon one wants to examine.
Many of the seminal studies of the mid-2000s defined suicide bombing as terrorism.142 Yet these
studies included suicide bombings against military targets in their analysis. It can be argued that
the reason these early studies defined all suicide bombing as terrorism is the relative rarity of the
phenomenon at the time. Suicide bombing was seen as a psychological and religious question,
rather than a military or technology question.
On top of its rarity at the time, the cases that got the most media attention were terrorist
suicide attacks, such as the 1996 Israeli bus bombings.143 These stand out as definitions of the
genre; however, a substantial number of suicide-bomb attacks were against military targets.
Therefore, in this study suicide bombing is defined as a military innovation used by terrorist and
non-terrorist groups alike.
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Literature Review
Most suicide terrorism is undertaken as a strategic effort directed toward achieving particular
political goals; it is not simply the product of irrational individuals or an expression of fanatical
hatreds.144

The above quotation epitomizes the academic debate over suicide bombing that was held
during the early to mid-2000s. Despite having existed for over twenty years, suicide bombing
was still exotic during this period. As such, the literature focused on why an individual would
want to kill him-/herself, along with victims, rather than focusing on the innovation. This section
will discuss the major theoretical threads in the study of suicide bombing, with a focus on Mia
Bloom and Robert Pape, who produced the two works that are among the most cited in the
field.145 Following the Pape and Bloom debate, the second section will discuss why individuals
decide to become suicide bombers. The third section will examine why groups adopt suicide
bombing.
Bloom’s central argument pushes back against the conventional wisdom at the time about
why groups adopted suicide bombing. Some believed suicide bombing to be retaliatory in
nature.146 Others argued that suicide bombing was used in a spoiler role. Specifically, in the
Israeli and Palestinian context, she argues that bombing could be expected whenever the two
sides approached a negotiated settlement.147
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Bloom argues that suicide bombing is the result of internal state-building processes and
competition within opposition groups. Bloom’s theory explains why, in the Palestinian case,
there were suicide bombings in periods of peace negotiations and during periods when there
were no significant negotiations.148 This “outbidding theory” also explains why there is a
prevalence of suicide bombing in conflicts featuring multiple opposition groups. Opposition
groups, in an attempt to gain more support from the local population, carry out suicide bombings
to show that they are more committed to the cause than their competitors.
As shown in the Israel-Palestine conflict, suicide bombing is used in a two-level game. In
the 1990s, Hamas used suicide bombing to attack Israel and to out-compete Fatah, the dominant
Palestinian group, so as to peel Palestinian support away from them. Hamas and other Palestinian
groups used suicide bombing and the high-casualty rate that characterizes the innovation, to
force the Israelis to retaliate and de-legitimize themselves in the eyes of the international
community.149
The competition between groups is not implicit—in 2000, the Popular Front for the
Liberation of Palestine (PFLP) was lagging in terms of popular support amongst Palestinians.
The PFLP adopted suicide bombing and immediately their popular support went up.150 Between
2000-2004, with every major suicide attack against Israeli targets, support for the method
amongst Palestinians increased.151
Robert Pape argues that suicide bombing is designed to be used against liberal
democracies to force them to make territorial concessions. He sees suicide bombing as analogous
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to tools that states use for international coercion.152 For militant groups, “suicide attacks are
becoming the coercive instrument of choice.”153 Groups that adopt suicide bombing tend to be
weak relative to their state foes. They do not have coercive choices other than punishment.
Importantly, when they choose suicide bombing as their coercive option, it works. Suicide
bombing allows weak groups to cause great damage and force states to make territorial
concessions. In response to suicide-bombing campaigns, the U.S. and France left Lebanon in
1983, Israeli forces pulled back from Palestinian territories in 1994-95, Israeli forces left
Lebanon in 1985, Sri Lankan government forces created an autonomous Tamil state in 1990, and
the Turkish government granted autonomy to Kurdish areas in the late 1990s.154
Pape cautions that while the history of territorial concessions is impressive, suicide
campaigns are unlikely to achieve higher-level gains. The areas that were conceded were not
core interests of target states and low-to-medium punishment is unlikely to result in concessions
that speak to core interests.
Pape’s suicide bombing as coercion theory has resulted in a number of rather strong
critiques. David Cook argues that the territorial concessions that Pape attributes to suicide
bombing campaigns are overstated and cannot be attributed to suicide bombing. For example,
Israel did not fully withdraw from Gaza until 2005, and most suicide bombers came from the
West Bank, not Gaza.155 In Southern Lebanon, Hezbollah had mostly stopped suicide attacks in
1986, yet Israel did not withdraw until 2000.156
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Cook also argues that Pape shoehorns Al-Qaeda into his framework by claiming that its
main goal is to evict the United States from Saudi Arabia. The group has other goals, and not all
of its attacks fit this framework. For example, Al-Qaeda attempted to assassinate Pakistani Prime
Minister Pervez Musharraf in 2004.157 Assaf Moghadam agrees with the critique, arguing that
Pape does not differentiate between localized suicide operations which do focus on territorial
goals and globalized suicide campaigns.158
Like Bloom, most of the cases in Pape’s dataset come from the 1980s and 1990s, and
both of their theories reflect the conflicts of the time period. For the most part, conflicts
involving suicide bombing were local, and globalized suicide bombing was just beginning to
come to the fore. Additionally, despite the fact that over half of all suicide bombings were
attributed to the Tamil Tigers and many of these were against military targets, suicide bombings
against civilian targets in Israel dominated analyses of the subject.

Suicide bombing adoption: individuals and groups
Two key questions that suicide bombing literature examines are why individuals commit
suicide attacks and why groups adopt suicide bombing. This section will address those two
questions in order. Individuals become suicide bombers for a number of reasons. Some
individuals do it for financial gain. In Sri Lanka, suicide bombers disproportionately came from
poor areas with high unemployment.159 Early researchers went further, arguing that suicide
bombers are young men with no job potential or education, but further studies have shown that
suicide bombers have comparatively higher levels of education.160 In Palestine, the families of
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suicide bombers are paid up to a few thousand dollars by the organizations that hire them or third
parties.161
The spiritual element plays a large role in the decision to become a suicide bomber.
Crenshaw argues that suicide bombing is a symbolic act that gives the bomber’s life meaning.162
Often there is a promise of entrance into heaven or riches in the afterlife.163 Barbara Victor found
that some secular groups had more trouble than religious groups recruiting suicide bombers,
lending credence to the argument that spiritual motivation plays an important role.164
Many suicide bombers are driven by sense of humiliation or injustice. They believe they
will right some injustice through their suicide attacks.165 Along similar lines, some suicide
bombers are motivated by personal revenge—someone they love has been killed. Many suicide
bombers in Chechnya, Palestine, and Sri Lanka have lost a family member to violence
committed by the occupying power.166
Many suicide bombers hope to gain social status through their attacks. In Sri Lanka,
suicide bombers are inducted into a “pantheon of martyrs” and young people in Tamil areas
know the names of martyrs “the way young American kids know the names of sports stars.”167
Many of the reasons that groups adopt suicide bombing are as follows: to increase
legitimacy, to gain moral high ground, to provoke state overreaction, and to spread propaganda.
By employing suicide bombers, a group shows that it can go on the offensive against a superior force.
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These primary goals also serve important secondary goals. For instance, increasing legitimacy
improves recruitment outcomes. By losing one operative in spectacular fashion, a group might
gain many more. The increased legitimacy and media attention associated with suicide attacks
increases financial support from both domestic and international audiences.168 In some cases,
multiple groups have claimed responsibility for the same bombing.169
Suicide bombing is an effective propaganda tool. Suicide bombing has high kill ratios against soft
targets.170 The gory images and videos that come out of such attacks, combined with the seeming
irrationality of suicide, guarantee media coverage.171

At a fundamental level, groups adopt suicide bombing not because it serves some
religious or ideological purpose, but because it helps them achieve their strategic goals.
Organizations which at first eschew suicide bombing because of some incompatibility have later
adopted it. In 1990, Hamas said that they would not intentionally target civilians. By 1993, they
had changed this policy and were using suicide bombs against purely civilian targets.172 The
primary interest of political organizations is to gain or stay in power. If suicide bombing is
perceived as the best option to achieve this goal and constituent support is not a constraining
factor, groups will generally adopt the innovation.173
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Research Design and Data
This section will outline the methodology used in the analysis of the diffusion of suicide
bombing. The first section will describe the research design, and the second will discuss the
dataset used and reasons it was selected. The third section will outline the coding system that
was created.

Research Design
The goal of the analysis is to map the pattern of the diffusion of suicide bombing from
1981-2000. A dataset was found that included all suicide-bombing incidents during that time
period and attributed each attack to a specific group and conflict. The second case study will use
a slightly different methodology as attribution data is not available for the diffusion of
improvised explosive devices in Iraq.
The first step of the design was to request the suicide-bombing data from the Chicago
Project on Security and Terrorism Suicide Attack Database.174 Once the data were received and
trimmed to reflect the time period under study, the suicide attacks were put in chronological
order to determine the first suicide bombing by each group.
A number of criteria were used to determine if a group truly adopted suicide bombing.
First, a two-attack threshold was used to eliminate groups that tested suicide bombing once, but
didn’t adopt the innovation. In some cases, after testing the technique, either militants or their
constituents rejected suicide bombing because of an incompatibility with their belief system or
strategy.
In the first examination of the data, nineteen groups were represented as having
conducted suicide bombings. Seven of these groups only conducted one attack and were
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eliminated from the diffusion order analysis. The attacks themselves were included in the overall
statistics. In addition to single-attack groups, there were many attacks that were unclaimed and
could not be attributed to any group. Of the 175 total attacks, thirty-six (20.2%) were unclaimed.
Of the unclaimed attacks, twenty-two occurred in Sri Lanka; the evidence indicates that the
Tamil Tigers conducted the attacks.175 As with groups with only one attack, the unclaimed
attacks were included in any data analysis of all suicide bombings but were not included in the
diffusion analysis.
Any attacks that did not involve an explosion were eliminated as per the definition of
suicide bombing. For example, the African National Congress (ANC) conducted one suicide
attack; however, the attack did not involve explosives. In the incident, an ANC fighter jumped
out of a car and shot two police officers, then shot himself in the head.176 An attack must also
register some level of success to be included. The main explosive must detonate and cause some
damage, even if no deaths occur. Unexploded ordinance was not counted.
Once the unclaimed and one-attack groups were removed from the chronological order,
there were twelve groups remaining. These groups represent the diffusion order of suicide
bombing. Each group was then examined using qualitative methods to determine how the group
adopted the innovation. Additional primary and secondary media and academic sources were
consulted to find evidence of direct diffusion between groups. Through the qualitative research,
evidence of direct diffusion was found for all suicide bombing transfers but one.177
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Dataset
There are two primary datasets that track suicide bombing. The Suicide Attack Database
(SAD) is maintained at the Chicago Project on Security and Terrorism (CPOST) at the
University of Chicago and it tracks suicide attacks from 1982 to present. The Global Terrorism
Database (GTD) is housed at the National Consortium for the Study of Terrorism and Responses
to Terrorism (START) at the University of Maryland. 178 Both data bases are valuable resources
and have been widely used in academic publications.179 In this section, each database is briefly
described and contrasted. Then the rationale for the dataset selection is provided.
The GTD is “is an open-source data base including information on terrorist events around
the world from 1970 through 2013.”180 The data base includes over 125,000 terrorist attacks and
claims to be the “most comprehensive unclassified data base on terrorist events in the world.”181
The main critique of the GTD is that in 2006, START began receiving funding from the
Department of Homeland Security and starting collecting data from three different data base
projects, which had different standards (1970-1998; 1998-2008; 2008-2011). This has created
some problems in using the GTD for trend analysis.182
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More specific to this project, the GTD is both too limiting and too loose in its collection
of data. It is too limiting in that it only collects data on terrorist suicide bombing. It defines
terrorism very broadly; nonetheless, it excludes any non-terrorist suicide bombing such as
attacks on military targets. This type of attack was frequently used by the LTTE, PKK, and the
Chechens. The GTD is too loose in that it only requires a single-source report to add an attack to
its database. Given the poor reporting in war zones, this method is suspect.
The Suicide Attack Database at CPOST covers suicide attacks from 1982-2015. The data
include attacks that are not explosive, but those are easily filtered out. The data collection
includes all suicide attacks by non-state armed groups and does not limit data collection to
terrorist attacks.183 To identify suicide attacks, SAD relies on open-source media reporting, group
websites, and social media.
The two main advantages of the SAD are a higher level of confidence and transparency
in the data. An attack is only included if a minimum of two sources can be found to support the
addition to the data base. These sources are included in the dataset which allows for further
examination by scholars. The SAD also only includes successful attacks while the GTD includes
attempted and foiled attacks. The second advantage is that the SAD is agnostic as to whether an
attack is terrorism or not.
The main critique that applies to both data bases is the bias toward reporting attacks that
occurred in recent years. As information technology has improved, more suicide attacks are
reported; so the data likely over-represent more recent attacks. This must be kept in mind when
looking at any longitudinal suicide-attack data. Overall, the advantages of the SAD over the
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GTD are substantial, so the SAD data were used for this study. Data from the GTD was used in
the qualitative research and was used to confirm certain SAD data when necessary.

Data Coding
In one of the first few suicide bombings, a truck drove into the U.S. Embassy in Kuwait
and exploded, killing six people. Immediately before the detonation, the driver left the vehicle
and ran. He was still killed by the blast.184 This example illustrates one of the difficulties in
coding suicide-bombing data. Did the driver intend to kill himself and then changed his mind?
Was the mission not meant to be a suicide attack, but the bomb went off too early? There are
many challenges in coding suicide attacks and the following section will describe how this study
coded for suicide bombing to ensure data reliability.
There were three types of suicide bombs in the data set: person-borne, vehicle-borne, and
boat-borne. Any type of land vehicle was coded as vehicle-borne, which included cars, trucks,
motorbikes, animal-drawn carts, and ridden animals. The last three categories were counted as
vehicle-borne because they have the main attribute of a vehicle bomb: they can hold large
amounts of explosive material. Person-borne bombs included vests, belts, bags, backpacks, and
scuba divers. In the case of scuba divers, the divers attached bombs to underwater targets and
then detonated themselves. The boat-bomb category included suicide bombs built on any sort of
marine craft.
Some groups appeared under multiple names in the data base and were combined. In its
early years, Hezbollah did not take credit for its attacks but instead attributed the attacks to the
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Lebanon Islamic Jihad Organization.185 Multiple sources have confirmed that the attacks claimed
by the latter group were, in fact, orchestrated and directed by the former. There were also two
attacks by a group calling itself Islamic Resistance. This group is also an alias of Hezbollah.186
There were a number of militant groups fighting against the Russians in the First and
Second Chechen war. These groups often worked in concert in attacks and had overlapping
commanders. The groups appear to be more of a loose network of units than distinct groups. Due
to the shared nature of these groups, they were aggregated and coded as “Chechens.”
Overall data coding and cleaning were done in a conservative manner: inconclusive or
murky data were excluded rather than included.

Findings
This section discusses the diffusion of suicide bombing from 1981-2000 in two parts. The
first gives an overview of the phenomenon of suicide bombing in the 1980s and 1990s to better
understand the diffusion of the military innovation. Next, key adoptions and users groups are
analyzed, along with transmission information.
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Figure 2.1

Suicide Bombing: Trends
From 1981-2000 there were 175 confirmed suicide bomb attacks conducted in sixteen
countries.187 The plurality of attacks (41%) occurred in Sri Lanka, most which were claimed by
the Tamil Tigers. Almost one quarter of suicide bombings (24%) took place in Lebanon, and all
but five of the attacks occurred before 1990. Attacks in Israel and Palestine, while seemingly the
dominant location of suicide attacks in the public eye, represent only 15% of all suicide bomb
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attacks. U.S. forces were targeted in Lebanon during the 1980s, but there was no suicide
bombing in the U.S. homeland until the attacks of September 2001.188
The Tamil Tigers stand out as the most prolific suicide bombers. Looking at claimed
attacks, one finds that the LTTE carried out fifty-one bombings over the first two decades of
modern suicide bombing. The second most prolific producer of suicide bombers was Hamas,
followed by Hezbollah and then two other anti-Israeli groups that were fighting alongside
Hezbollah in Lebanon in the 1980s: The Lebanese National Resistance Front and the Syrian
Social Nationalist Party.

Figure 2.2
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At the low end of the spectrum, six groups accounted for only one attack each. As
mentioned in the research-design section, these groups were not counted in the diffusion pattern
as one attack is too low a threshold to confirm that a group actually adopted suicide bombing.
Three groups—Amal, Al-Qaeda Central, and the Popular Front for the Liberation of Palestine—
carried out just two attacks. Looking at the time period after 2000, one observes that both AlQaeda and the PFLP carried out a significant number of suicide bombings, confirming that the
groups adopted the innovation. Amal carried out only the two attacks in 1985.

Figure 2.3

By examining the total number of attacks over time, one finds that the first attack took
place on December 15, 1981.189 The number of attacks gradually increased and then spiked in
1985 as the conflict between Lebanese groups and Israel intensified. In 1986, the number of
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bombings dropped back down and remained consistent until the early 1990s, when the bombing
rate increased through the mid-1990s. This increase was due to the adoption and use of suicide
bombings by the Tamil Tigers as well as by a handful of Palestinian groups (Hamas, Palestinian
Islamic Jihad and the Popular Front for the Liberation of Palestine). After a slight dip in 1997,
the annual number of suicide bombings increased every year through the end of the 2000. While
Lebanese groups were not deploying many suicide bombers in this period, Palestinian groups
and the LTTE maintained their operations. Additionally, suicide campaigns began in Turkey and
Chechnya.

Figure 2.4

Lastly, there were some tactical improvements made to the original suicide bombs
introduced in the early 1980s as the innovation diffused. The first suicide bombs in Lebanon
were car and truck bombs. The first person-borne suicide bomb was used against the Iranian
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leader Ali Khamenei in March 1985 in what appears to be an isolated attack, using a belt-style
bomb. In November 1987, the first backpack-style bomb was set off by Hezbollah.
On May 1st, 1991, the first person-borne suicide bomb was used in South Asia. The attack
is unclaimed in the SAD, but most sources attribute it to the Tamil Tigers. The LTTE specifically
developed this technology to assassinate Indian Prime Minister Rajiv Gandhi, which they did
with the May 1991 bomb. While there were a few instances of person-borne suicide bombings
prior to the use by the Tamil Tigers, they are considered the group to have invented the suicide
belt and perfected it.190 The Tigers also invented the scuba bomb, in which divers with
explosives detonate themselves under a marine target.
The last major development in suicide bombing was the boat-borne bomb. The first
occurrence of a boat-borne suicide bomb happened off the coast of Lebanon in 1989, targeting
Israeli forces. Aside from the attack on the USS Cole in 2000,191 every other boat-borne bombing
was carried out by the Tamil Tigers. Overall, suicide bombs are split almost evenly between
person- and vehicle-borne devices (41% and 45%, respectively). Boat-borne bombs make up the
remaining 14%.
Given the diversity of suicide-bomb types and the development of new technology, one
could argue that each type represents an innovation in itself. However, the central element of
suicide bombing as an innovation is not the hardware but the very idea of killing oneself as a
way to kill others. What makes suicide bombing difficult to adopt is not hardware requirements,
but the adaptation of group ideology to allow for and promote suicide operations. Developing
training programs is another difficult element of adoption. For this reason, all suicide bombings
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are considered as a single military innovation, just as the defining feature is the suicide itself, not
the bomb type.

Suicide Bombing: Diffusion Pattern192
This section describes the diffusion pattern of suicide bombing. Each major adopter is
accounted for and described. Knowledge-transfer information is discussed. At the end of the
section, a brief summary is provided; however, the bulk of the conclusions may be found in the
last chapter.
As already mentioned, the first suicide bombing took place in October 1981 in Beirut.193
The bomb targeted the Iraqi Embassy and left over sixty people dead, including the Iraqi
Ambassador, Abdul Razzak Lafta.194 Two groups, the al-Dawa Party and the Iraqi Liberation
Army, claimed credit for the attack, but the attribution has never been confirmed. Even if
confirmed, neither group played a major role in the diffusion of suicide bombing.195
The second modern use of suicide bombing was in Tyre, Lebanon, against the Israeli
Defense Forces (IDF) headquarters. The truck bomb, which killed over seventy people, was
driven by Ahmad Qasir. The Armed Struggle Group claimed credit for the attack, a second
example of a one-time suicide bombing group. In later speeches, Hassan Nasrallah has claimed
credit for the 1982 suicide bombing, describing Qasir as a Hezbollah martyr.196
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While it is not possible to find a definite answer to Qasir’s affiliation, it is not crucial to
the study of the diffusion pattern. Either the first two bombings were the result of small groups
that never were heard from again, or the first bombing was carried out by Iran and the second, by
Hezbollah, a proxy of Iran. The latter explanation seems more likely, given the resources and
planning necessary to carry out two large scale suicide bombings for the first time (each bomb
killed over sixty people).

Figure 2.5
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Hezbollah
There is some dispute over the third suicide bombing. The GTD lists a car bomb on April
18, 1983 and attributes it to Hezbollah. The bomb targeted the U.S. Embassy in Beirut and killed
sixty-three people. The SAD does not have the April 1983 attack listed as a confirmed attack,
instead listing the twin bombings of October 1983 as the first attacks by Hezbollah. Either way,
Hezbollah was the first major organization to adopt suicide bombing. The October 1983
bombing brought suicide bombing to international attention.
The attack was precisely planned: at 6:20am, a Mercedes truck drove into the compound
housing the U.S. Marine Battalion Landing Team that was part of the Multinational Force. After
smashing through a few layers of security, including a wire fence and multiple guard posts, the
yellow truck drove into the building lobby and detonated. The four-story building collapsed,
killing 241 people.197 Just forty seconds later, a second truck bomb drove into the building
housing the French contingent of the MNF.198 The second truck exploded, leveling the eight
story building and killing fifty-eight French soldiers.
The only thing more impressive than the operational efficiency was the strategic effect of
the attack. The United States and the French decided to withdraw their forces four months later.
A non-state armed group, using improvised weapons, had compelled two powerful states to
withdraw from their mission. The display of the tactical power and the strategic effect of the
suicide trucks was a powerful advertisement for non-state armed groups looking for asymmetric
weapons systems.
Hezbollah did not directly claim the 1983 attack at the time as it was a small group and
the leadership did not want to bring undue scrutiny upon itself. Instead, most of Hezbollah’s
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suicide bombings in the 1980s were claimed by a group called Islamic Jihad.199 However,
Islamic Jihad was considered by Western intelligence officials to be a group of clandestine cells
run by several of [Hezbollah’s] military commanders, in most instances, in collaboration with
Iran.”200 In short, Islamic Jihad was a cover for Hezbollah, so it could safely distance itself from
any repercussions from its activities.
Hezbollah was trained, financed and otherwise supported by the Iranian government.201
This is an important note because it connects Hezbollah’s bombings to the earliest 1981 bombing
of the Iraqi Embassy. The diffusion goes from the Iranian government to Hezbollah.
Iran’s participation in the development of suicide bombing went beyond supporting
Hezbollah with material resources: the regime contributed to the ideological prototype of suicide
bombing. During the Iran-Iraq War, Ayatollah Khomeini built upon the Shia concept of
martyrdom and applied it to modern warfare. He emphasized the importance of martyrdom,
going “so far as to say that martyrdom in the name of God was the ultimate perfection that a
human could achieve and would guarantee prospective martyrs a place in paradise.”202 The
Iranian regime recruited thousands of young, untrained boys and sent them to the front lines in
human-wave attacks.203 While these sacrificed children did not kill themselves, their virtual
suicide and Khomeini’s elevation of the concept of martyrdom were crucial components in the
development of suicide bombing.
In addition to Hezbollah, a number of other groups used suicide bombing in Lebanon in
the 1980s: Lebanese National Resistance Front, Amal, Syrian Social Nationalist Party, Lebanese
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Communist Party, Arab Socialist Ba'ath Party–Lebanon, Arab Egyptian League, and Vanguard
of Arab Christians.
The Lebanese National Resistance Front was an umbrella group founded in 1982 to fight
the Israeli occupation. The Syrian Social Nationalist Party (nine suicide bombings), the Lebanese
Communist Party (one suicide bombing), and the Arab Socialist Ba’ath Party–Lebanon (four
suicide bombings) all fought under this banner, while the umbrella group claimed ten attacks of
its own. All these groups received suicide-bombing technology from Hezbollah.204 Amal was the
group from which Hezbollah’s founders originally split, and they were responsible for two
attacks. They also received suicide-bombing technology from Hezbollah.205 The last two groups
listed in the SAD, the Arab Egyptian League and Vanguard of Arab Christians, only managed
one suicide bombing each, so were below the threshold for diffusion.
Overall, Hezbollah was responsible for diffusing suicide bombing to a variety of antiIsraeli and pro-Syrian forces in Lebanon in the 1980s. None of these groups conducted
operations outside of Lebanon, with the exception of Hezbollah.

The Tamil Tigers
The first diffusion to a major group was from Hezbollah to the Tamil Tigers in Sri Lanka.
The Tamil Tigers conducted their first suicide bombing in 1987, but had been building their
ideology and philosophy in that direction for years. The Tigers’ charismatic leader, Velupillai
Prabhakaran, saw that Hezbollah, a small, unknown group, had captured the world’s attention
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and had bent a superpower to its will.206 He went about adapting Tamil ideology to create a
narrative that promoted suicide operations.207 In 1983 Prabhakarn, ordered all Tiger fighters to
wear a glass vial of potassium cyanide around their necks so that they could kill themselves to
avoid capture.208
The Tamil Tigers were secular, so the LTTE leadership could not couch their martyrdom
operations in religious terms. Instead Prabhakaran presented them in ethnic terms: “[S]ecular
martyrs are offered symbolic immortality in the memories of their identity group.”209 He also
developed a cult of martyrdom by co-opting the Hindu idea of “self-sacrifice, asceticism, and
obligation.”210 Suicide operatives were selected early in their careers and placed in special
groups called Black Tigers or Tigresses.211 After their death, martyrs were celebrated as maha
veerer (great heroes) and symbolically lived forever in the “pantheon of martyrs” which
decorated the walls of Tamil bases and training centers.212 Annual holidays celebrate them, and
children know their names as American children know sports stars.213
The first Tamil suicide attack came on May 5, 1987 against a former Tamil University in
Nelliady. The institution had been taken over by the Sri Lankan Army, so the LTTE detonated a
vehicle bomb against the target.214 The first use of a suicide vest came in May of 1991, when a
female bomber named Dhanu killed the former Indian Prime Minister, Rajiv Gandhi.
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The Tamil Tigers became the most prolific suicide bombers in the period from 1981 to
2000. They conducted fifty-one confirmed suicide bombings and they are likely responsible for
twenty-one more suicide attacks conducted in the Sri Lankan conflict. It is most likely that the
Tamil Tigers adopted the suicide-bombing innovation directly from Hezbollah. In the late 1970s
and early 1980s, Tamil Tiger operatives went to the Hezbollah stronghold of the Bekaa Valley in
Lebanon to train with fighters from the PLO and other groups.215
Prabhakaran also told his supporters that the inspiration for adopting suicide bombing
came from Hezbollah’s bombing of the Marine Corps Barracks in 1983.216 In his study of suicide
bombing, Michael Horowitz codes the transfer from Hezbollah to the LTTE as a direct transfer,
given Prabhakaran’s admission of inspiration and the physical presence of Tiger operatives in the
Bekaa Valley during the development and use of suicide bombing in the early 1980s.217
The Tigers were instrumental in developing the body worn bomb, first using one to
assassinate Indian Prime Minister Rajiv Gandhi.218 Along with Gandhi, they assassinated Sri
Lankan President Ranasinghe Premadasa, making them the only group to kill two heads of state
with suicide bombs.219

Palestine
The next major diffusion of suicide bombing also came from Hezbollah, but this time it
spread to the Israeli-Palestinian conflict. The first use of a suicide bombing in the conflict took
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place in April 1993; however, this was not the first experience that Palestinian groups had with
suicide bombing. The PLO was based in Lebanon until 1982 when Israel invaded—it was the
reason for Israel’s invasion—so Palestinian fighters were influenced by Hezbollah fighters. The
PLO also hosted the LTTE in Lebanon, so there was more than enough opportunity for
information sharing.
The first use of suicide bombing by a Palestinian group was not typical of the suicide
bombs that followed. The SAD attributes a boat-borne suicide attack off the coast of Lebanon to
the PFLP on October 30, 1989. The target was an Israeli naval boat and should be considered the
first suicide bombing by a Palestinian group. Much like the first suicide attack in Lebanon in
1981, it was an isolated attack.
The second suicide bomb came in April 1993 against a bus carrying Israeli soldiers. The
attack was carried out by Hamas and was likely in protest to the ongoing negotiations within the
Arab delegation regarding Israeli-Palestinian peace talks. Soon after the first suicide by Hamas,
Palestinian Islamic Jihad detonated its first suicide bomb in December 1993. A married tailor
with a pregnant wife attempted to run down an Israeli military patrol with a stolen ambulance
filled with gas canisters rigged to explode.
Palestinian Islamic Jihad and Hamas both learned suicide bombing from Hezbollah in an
unusual episode. In the fall of 1992, violence emanating from Palestinian groups was peaking, so
Israeli Prime Minister Yitzhak Rabin exile 415 Palestinians. Most were members of Hamas, but
the group included fighters from PIJ as well. Most of these militants relocated to southern
Lebanon.220

220

Gleis and Berti, Hezbollah and Hamas, 415. Hoffman and McCormick, “Terrorism, Signaling, and
Suicide Attack,” 264. Ricolfi, “Palestinians, 1981-2003,” 77.

92

It was during this exile in southern Lebanon that Hamas first established ties to
Hezbollah. The Palestinian fighters were trained directly by Hezbollah in guerilla operations,
including suicide bombing.221 Palestinian Islamic Jihad also established links and received
training from Hezbollah. Both groups became affiliated with the Iranian government. The Iran
relationship paid off for Hamas, which received a promise of $30 million annually in addition to
the provision of training and weapons.222
The information sharing not only gave the Palestinian fighters operational knowledge on
how to carry out suicide operations, but firmed up their desire to do it. In the case of Palestinian
Islamic Jihad, they had been thinking about adopting martyrdom operations prior to the 1992
exile. In the late 1980s, the group’s founder, Fathi Shiqaqi, “established guidelines for
‘exceptional’ martyrdom operations involving human bombs.”223 Shiqaqi rationalized suicide
operations in the same way Hezbollah did. He argued that suicide is forbidden by Islam because
only God can choose who dies. However, if God chooses someone to be a martyr, God is
choosing who dies, absolving the person of the suicidal decision.224
The early Palestinian suicide attacks mimicked the operational example set by Hezbollah.
The Palestinians used the same recruitment techniques, training, and psychological tricks, such
as making the bomber write a letter and a videotape to ensure that he does not back out at the last
minute.225 The operational similarities reveal the direct diffusion of suicide bombing from
Hezbollah to Hamas and Palestinian Islamic Jihad. The exile and training also explains why
Hamas and Palestinian Islamic Jihad adopted the innovation at the same time.
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Hezbollah also served as an inspiration to the Palestinians. According to Hamas’s leader,
Khaled Meshal, “[W]e always have the Lebanese experiment before our eyes. It was a great
model of which we are proud.”226 This diffusion of both ideas and training from Hezbollah to the
Palestinian terror groups matches the diffusion from Hezbollah to the Tamil Tigers.
After the initial attacks, the Palestinians developed their own operational style. The main
difference between the Palestinian and the Lebanese models is target selection. Hezbollah used
guerilla-style warfare and employed suicide bombing against military targets whereas the
Palestinians used a terror model and targeted civilians with their human bombs.227 Palestinian
groups also developed a cult of martyrdom. The death of martyrs was heavily reported in the
local media, and funerals were described as weddings where the martyr is married to the “black
eyed.”228

Kurdistan Workers’ Party
The next major group to adopt suicide bombing was the Kurdistan Workers’ Party. The
PKK set off their first bomb in June 1996: a female operative disguised herself as pregnant and
detonated in a group of soldiers at a military ceremony, killing nine people and wounding thirty.
The adoption and use of suicide bombing by the PKK stands out. In terms of tactics and
results, the PKK was generally less violent than other groups. Each PKK bombing killed fewer
than two people per detonation (1.58-1.66).229 Hezbollah, in its attacks on Israel, averaged
between 8.08 and 13.58 deaths per attack and the LTTE averaged between 12.22 and 16.13
deaths per attack. This was a result of two other choices by the PKK. First, all twelve attacks that
226
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occurred in the Turkish campaign were person-borne suicide bombs rather than vehicle-borne
bombs. The former tend to result in fewer deaths because a person can carry less explosive
material than can a vehicle.
Second, the majority of attacks in the Turkish campaign struck government or military
targets. Attacks against hardened targets tend to result in fewer casualties in contrast to Hamas
and Palestinian Islamic Jihad, which most frequently targeted civilians.
The PKK employed suicide bombing because it was losing both support and the war on
the ground. In an attempt to shore up support, the leftist group adopted religious language and
promoted the idea of jihad in 1993.230 In March 1995, the Turkish army carried out a large
military operation against the PKK: 35,000 soldiers crossed into Northern Iraq and punished the
PKK, killing as many as 555 fighters.231 This decline in support and military effectiveness of the
PKK, punctuated by the 1955 military operation, likely prompted the first round of suicide
operations in 1996 in a bid to increase military effectiveness as well as increase domestic and
international support.232
The second round of suicide operations took place in March 1999 following the arrest of
Abdullah Ocalan.233 The PKK carried out a suicide-bombing campaign to keep Turkish officials
from executing their leader.234
In contrast to the rest of the groups that adopted suicide bombing in this time period,
there is no strong evidence of the PKK learning directly from any previous adopter of suicide
bombing. There were some claims by the Turkish government that the PKK dealt arms to the
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Tamil Tigers.235 If this is true, then there existed a communication channel through which suicide
bombing knowledge could have passed.
The PKK also had ties to Lebanon and Syria, the location of most of their training
camps.236 They received direct assistance from the Syrian government.237 As Lebanon and
Syria238 are at the nexus of the suicide-bombing innovation, this would be the most likely place
where PKK operatives learned suicide bombing from another group. However, there is no direct
evidence that the knowledge for suicide bombing was transferred along this route.
The lack of direct connection might explain some of the variance between the PKK and
other groups using suicide bombing. In addition to the focus on government targets and the lower
death-per-attack ratio, the PKK also had no cult of martyrdom. In contrast to the LTTE and the
Palestinian groups, PKK suicide bombers did not give testimony or record videos before their
missions.239 Dogu argues that this occurred because of the unique ideological path that the PKK
took to justify suicide missions.
There is a strong “warrior ethos” in Kurdish culture of being willing to die for a cause.240
Dying in “defence [sic] of the country” is the ultimate cause and the PKK was a nationalist
group.241 Unlike the LTTE and the Palestinians, the PKK didn’t change this basic ideology to
create a cult of martyrdom that encouraged suicide operations. PKK suicide bombers did not
volunteer; they were selected. In this way, they weren’t seeking death via suicide, which is
proscribed in Islam, but had been selected to “carry their struggle to a higher level of
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effectiveness.”242 This unique way of justifying and viewing suicide operations is circumstantial
evidence that the PKK did not directly learn the innovation from an existing user. Instead, they
emulated what they saw in the media and created an imperfect copy.

Al-Qaeda
The last two groups to adopt suicide bombing were Al-Qaeda and the Chechens. The first
use by each group happened prior to 2000, but each group continued to use suicide bombing well
beyond the year 2000. The data capture the diffusion but not the major operational patterns that
each group adopted over time. Al-Qaeda adopted suicide bombing directly from Hezbollah in the
mid-1990s and the Chechens received the knowledge from Al-Qaeda.
From 1998-2000, Al-Qaeda carried out three suicide bomb attacks, meeting the threshold
of an adopter group. The first two of these attacks occurred on August 7, 1998 at U.S. embassies
in Dar es Salaam and Nairobi. The embassies were struck by truck bombs, which detonated just
four minutes apart, killing 156 people in Kenya and 10 people in Tanzania.243
The East Africa bombing operation was strikingly similar to Hezbollah operations, which
is no coincidence. All three Al-Qaeda bombings (the East Africa bombings and the later boatborne attack on the USS Cole) were also similar to each other. All three attacked the United
States government. The attacks were meant to be dramatic to get the world’s attention, both by
target choice and the number of casualties intended. The true intent of the attacks, to get the
attention of Western media, was revealed by the operational plan for the East Africa bombings.
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Press releases were prepared before the attacks; and, just minutes after the bombs went off, they
were faxed to Al-Qaeda operatives in London to distribute.244
The decision by Al-Qaeda to adopt suicide bombing as their main mode of attack can be
traced to another group: Egyptian Islamic Jihad (EIJ). The leader of EIJ, Ayman al-Zawahiri,
who would later merge his group with Al-Qaeda and become Bin Laden’s second in command,
ordered two suicide attacks in the mid-1990s. In 1993 EIJ attempted to assassinate Egypt’s
Interior Minister, with a motorcycle suicide bomb, but the operation failed. In 1995, the group
successfully bombed the Egyptian Embassy in Pakistan.245 Zawahiri was a proponent of suicide
bombing and when his group merged with Al-Qaeda, he influenced Osama Bin Laden in that
direction.246
Suicide bombing became a focus in Al-Qaeda training camps in Afghanistan. According
to Khalid Shaikh Mohammed, both Bin Laden and Zawahiri elevated the act of martyrdom,
claiming it to be the most holy act a Muslim could undertake. When looking for new recruits, the
most important quality was their willingness to be a martyr.247
In the mid-1990s Bin Laden decided to transform Al-Qaeda from a terrorist support and
training group to an operational group as part of his shift from targeting the rulers of Muslim
countries (the near enemy) to targeting the country he saw as being the main supporter of those
rulers: the United States (the far enemy).248 He selected suicide bombing as his method of choice,
and in the fall of 1993 he sent some of his top military operatives to the Bekaa valley in Lebanon
to train with Hezbollah. Hezbollah trained their Al-Qaeda guests in explosives, intelligence, and
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security. Bin Laden was particularly interested in learning about truck bombs and told his men to
study the 1983 attack on the Marine Corps barracks.249 The result of this training was the 1998
East Africa Embassy bombings, which closely resembled the 1983 attack. As with Tamil Tigers,
Hezbollah directly diffused suicide bombing to Al-Qaeda.

Chechens
The first attack by a Chechen group came on June 7, 2000 when a female operative
detonated a truck bomb against a Russian-paramilitary police compound. Overall, the Chechens
carried out ten suicide bombings, all in a seven month period in 2000.250 All the bombs were
vehicle-borne and targeted Russian military and police forces.
The Chechens learned how to carry out suicide-bomb attacks from Al-Qaeda251 as the
link between the two forces goes back to the early 1990s. As the war in Afghanistan was winding
down in the late 1980s, international fighters went to central Asia in an attempt to reproduce
their success.252 They brought with them their Salafist-Wahhabi interpretation of Islam and
sought to supplant the local Sufi inspired Islam. Along with the fighters came money from Saudi
Arabia to build schools and mosques to further this cause.253
When the First Chechen War erupted in 1994, Al-Qaeda established a conduit to get men,
arms, and money to Chechnya.254 Using a center they had set up in Baku in 1998 to ferry fighters
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to the Azeri conflict,255 they were able to deliver armed militants to Chechnya for just $1500
apiece.256 The foreign fighters were organized under Ibn al-Khattab, a Saudi jihadist who had
been trained in Afghan Al-Qaeda camps. Khattab had fought with Osama Bin Laden in the
famous Lion’s Den Operation in Afghanistan in 1987. The two men “maintained a close
ideological, technological and financial relationship.”257 Khattab became the operational chief
under Chechan warlord Shamil Basayev, who also had a personal relationship with Bin Laden.258
By 1995, Basayev had 6,000 fighters under arms, which included 300 Afghan Arabs.259
In the 1994-1996 First Chechen War, Chechen insurgents did not carry out any suicide
bombings. After the war, Chechen leaders asked Khattab to establish a training center to teach
guerilla warfare and Wahhabism to local and foreign fighters. By the late 1990s, these efforts
paid off; and many Chechen fighters identified their cause, not in ethno-national terms, but
instead linked their conflict to a global religious battle.260
The tactics and messages of the Chechen fighters in the Second Chechen War reflected
the influence of Al-Qaeda training. After the first suicide bombing in June 2000, a message
appeared on one group’s website, claiming that the bombing was meant for all Muslims.261 The
conflict had been shifted to reflect Al-Qaeda’s message of international jihad. Additionally, just
like the Tamil Tigers and the Palestinians, the early suicide-bombing methods and targets of the
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Figure 2.6

Chechens were very similar to those of Hezbollah, reflecting the source and lineage of their
trainers.262

Conclusion
The purpose of this case study was to confirm that the diffusion pattern of military
innovations among non-state armed groups matches the innovation-diffusion pattern that appears
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across sectors and over time in innovation-diffusion literature. This section will briefly reiterate
the findings of the case study and then connect it back to the overall research project.
Of the twelve groups that adopted suicide bombing, eleven of them fit the traditional
diffusion pattern. The diffusion started in Lebanon in 1981, and the first major user was
Hezbollah. The innovator of suicide bombing was either al-Dawa, a small group that did not
much factor into regional dynamics, or the Iranian government. The Iranian government had
used human-wave suicide missions during its war with Iraq and supported the subsequent
adopter of suicide bombing, Hezbollah, so likely played some role the development of the
innovation.263
The first three major adoptions all emanated from Hezbollah. The Lebanese group
transferred suicide-bombing knowledge and directly trained the Tamil Tigers, the Palestinian
groups (Hamas and Palestinian Islamic Jihad), and Al-Qaeda. Hezbollah also diffused suicide
bombing to more minor groups in Lebanon. Al-Qaeda then diffused the technology to the
Chechen groups. Outside of the dates in this study, Al-Qaeda became the next focal point in the
diffusion of suicide bombing, proliferating the technology to a number of non-state armed groups
around the world.
The only exception to the diffusion pattern was the adoption of suicide bombing by the
PKK. It is possible that suicide bombing diffused to the PKK from Hezbollah, given their many
overlapping relationships; but this study could find no evidence. Even if PKK did learn on its
own via emulation, the overall diffusion pattern strongly adheres to the traditional pattern found
in the literature.
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Earlier studies emphasize the importance of homophilic relationships (social proximity)
in innovation diffusion. Innovation only travels between actors who are homophilic because of
the need to transfer both explicit and tacit knowledge, which is most easily transferred via
interpersonal communication between homophils. In the two-decade diffusion of suicide
bombing, there were certainly NSAGs outside of the twelve that adopted suicide bombing and
could have benefitted from the innovation. They were likely unable to adopt suicide bombing
because no other group in their social network had the innovation and therefore nobody could
transfer the tacit knowledge necessary to adopt it.
In the above instance, if the overall pattern showed suicide bombing transferred between
NSAGs that were not socially proximate, then the innovation-diffusion literature would have
been proven wrong. This study, however, only confirms the existing literature. In Chapter 3, the
diffusion of improvised explosive devices in Iraq will be examined to see if that innovation also
fits traditional diffusion patterns. The two cases will be compared to determine if there is any
difference in the diffusion pattern of an innovation that diffused prior to the advent of the
Internet and one that occurred in the Internet era.
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in the Iraq War, 2003 – 2011
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INTRODUCTION
Even though improvised explosive devices (IEDs) are now closely associated with the
wars in Iraq and Afghanistan, the IEDs extend beyond the American war experience, both
spatially and temporally.264/265 Improvised bombs can be traced back to the Guy Fawkes plot to
blow up the Palace of Westminster in 1605. In an attempt to kill the King and bring about the
restoration of a Catholic monarch, Fawkes placed barrels of gunpowder under the House of
Lords.
IEDs are not restricted to any one place or type of conflict; many countries experience
regular IED attacks. For example, in the week this paragraph was drafted (October 21, 2014)
IED incidents occurred in Ireland, Northern Ireland, Croatia, Ukraine, Turkey, Iraq, Russia,
Afghanistan, Bangladesh, Thailand, Malaysia, India, Pakistan, Yemen, Somalia, Egypt,
Lebanon, Syria, Nigeria, Libya, Colombia, and the United States.266 No region is immune to
modern IED threats as they have become a daily global phenomenon and have spread at an
astounding rate since the beginning of the war in Iraq. In the twelve-month period beginning in
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August 2013, there was an average of 2,124 global IED incidents per month.267 Excluding the
war zones in Iraq and Afghanistan, from 2007-2012 there was an average of 500 IED incidents
per month around the globe. In the twenty-one months beginning in January 2011, there were
more than 10,000 global IED incidents that occurred in 112 countries.268
The only thing more impressive than the sheer number of IED attacks is the diversity of
bomb types and the ingenuity in design. IEDs are engineered based on tactical requirements and
availability of local material, which include military stores, household goods, commercial
components, and custom-fabricated parts. Non-state armed groups have found success using
everyday items, such as cellphones, water bottles, cigarette packs, and car-alarm key fobs, to
make bombs. Shutting off access to one type of item seems only to spur innovation in different,
unpredictable ways. The IED industry has become a highly diffuse free market of ideas. In an
interconnected world, only one actor has to invent a successful IED type before the idea rapidly
spreads to the rest of the market, and it is refined and adapted for local conditions along the way.
The start of this trend and the epicenter of it for much of the past decade was Iraq War.
Insurgent and terrorist groups used Iraq as the workshop and testing venue for many of the IED
designs that later spread to Afghanistan and the rest of the world. The Iraq War represents not
only a large number of IED incidents, but also a multiplicity of IED and component types. This
proliferation of bomb technology took place at the beginning of the widespread use of the
Internet, making Iraq is a good choice as a case study to test this project’s hypotheses on
innovation diffusion. Before presenting a broader background on IEDs and their history, this first
section briefly describes the IED environment in Iraq during the war from 2003-2011.
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IEDs in Iraq
There was an entire ecosystem of improvised-explosive-device innovation during the Iraq
War. Insurgents would introduce a novel type of IED and it would diffuse to new regions and
groups. As the device diffused, the design was refined. Insurgents developed inventive ways to
use the new device, and IED designs were also adapted to local conditions based on material
availability and tactical environment.
Any changes to IED design would start the cat-and-mouse game between the insurgents
and counter-insurgents. The counter-insurgents, coalition and Iraqi forces, would respond to
successful IED designs, which would then drive further innovation by the insurgents. A clear
example of this cycle started with the widespread use of radio-controlled IEDs.269 These
wirelessly detonated IEDs were lethal to coalition forces as radio-controlled IEDs were usually
only found after they detonated. By 2008-2009, U.S. Forces had developed broad spectrum
radio-frequency jamming equipment that made wireless IEDs less effective.270 Insurgents
responded to the effectiveness of jammers by fielding non-wireless IEDs that used command
wire or victim-operated firing switches, continuing the cat-and-mouse innovation cycle.
These cycles took place at both high and low levels. At the high levels, insurgents shifted
from one switch type to another, such as from wireless switches to command wire and victimoperated switches. At a lower level, insurgents replaced components within switch types and
shifted placement techniques in response to counter-IED efforts. In wireless devices, insurgents
often replaced wireless transmitters to change frequencies in an attempt to negate jammer effects.
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One must remember when looking at any IED data from Iraq that the trends can differ based on
the way IEDs are categorized. If radio control and cellphone switches were included in the
command-switch category, the make-up of IED types would look completely different, such that
command switches would make up an even larger share of IEDs in Iraq. By increasing the
number of categories, more variation can be detected.
The IED fight in Iraq, in terms of absolute numbers, was dynamic as Figure 3.1271 shows.
IED attacks gradually increased in the first years of the war as the insurgency built up and
accelerated. The number of IED attacks peaked in mid-2007 and gradually decreased for the rest
of the war. The number of IED attacks represents the intensity of the insurgency, but it also

Figure 3.1
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reflects the number of troops fielded by coalition forces in Iraq. When more troops were
conducting more patrols, there were more targets for the insurgents to attack. However, U.S.
forces did effect a change in this dynamic in late 2007. Despite U.S. forces still being in Iraq in
large numbers, the number of IED attacks decreased.
This case study examines the diffusion of IEDs during the Iraq War from 2003-2011. The
first section contains background material necessary to understand the IED case. A timeline of
key events and trends in the Iraq War is presented, followed by a description of the main
insurgent groups in Iraq. The last part of the section presents a brief history of improvised
explosive devices. The second section focuses on the device. IEDs are defined and a taxonomy
of IEDs is introduced. In the third section, the typology of IEDs created for this case study is
presented. Each type of IED is described, including a list of common variants and a discussion of
advantages and disadvantages of each type. The fourth section is the data section which includes
a description of the dataset, the code book, and a list of caveats that go along with the dataset.
The fifth section presents the methodology and discusses the analytic findings of the Iraq IED
case study, including diffusion maps for each IED type.

BACKGROUND
The story of the diffusion of IEDs in Iraq is a complicated one that affected the outcome
of the war more than any other weapon system. For this reason, the diffusion of IEDs must be
understood. Before delving into the core analysis of this study, this section presents key
background information necessary to draw insights from the IED diffusion data. First, a timeline
of key events and trends in the Iraq War is presented below. This is followed by a description of
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the main insurgent groups that fought in the Iraq War. Last, a brief history of improvised
explosive devices is given.

Timeline272
The Iraq War


2003 March - U.S.-led invasion topples Saddam Hussein's government.



2003 May - Former Iraqi Army is disbanded by U.S. officials.



2003 July - U.S.-appointed Iraq Governing Council meets for first time.



2003 July - Uday and Qusay Hussein, sons of Saddam, are killed in Mosul.



2003 August - Suicide truck bomb destroys UN headquarters in Baghdad, killing 22.



2003 August - Car bomb in Najaf kills over 90 including Shia leader Ayatollah
Mohammed Baqr al-Hakim, setting off power struggle in Shia community.



2003 November - Coalition forces storm Al Fallujah and retake the city.



2003 December - Saddam Hussein captured in Tikrit.



2004 March - Suicide bombers attack Shia festivals in Karbala and Baghdad, killing 140.



2004 April-May - Shia militias loyal to cleric Moqtada Sadr begin to attack U.S. Forces.



2004 April - Photos of prisoner abuse by U.S. soldiers at Abu Ghraib prison emerge.



2004 June - U.S. hands sovereignty to interim Iraqi government.



2004 November - U.S. forces retake Al Fallujah in major offensive against insurgents.

272

This timeline is an adapted version of: BBC Staff, “Iraq Profile - Timeline,” BBC News, April 2, 2015,
http://www.bbc.com/news/world-middle-east-14546763. The following two sources also contributed to
the timeline: Kyle Crichton, Gina Lamb, and Rogene Fisher Jacquette, “Timeline of Major Events in the
Iraq War,” The New York Times, Ocotber 2011,
http://www.nytimes.com/interactive/2010/08/31/world/middleeast/20100831-Iraq-Timeline.html. Stars
and Stripes Staff, “Timeline: The Iraq War,” Stars and Stripes, June 13, 2014,
http://www.stripes.com/news/middle-east/timeline-the-iraq-war-1.288800.

110



2005 May onwards - Surge in car bombings, bomb explosions, and shootings. Iraqi
ministries put the civilian death toll for May at 672, up from 364 in April.



2005 December - Iraqis vote in a general election for the Iraqi National Assembly.



2006 February - The Al-Askari Mosque in Samarra, a holy Shia shrine, is bombed,
unleashing a wave of sectarian violence.



2006 May and June - An average of more than 100 civilians per day are killed.



2006 June - Abu Musab al-Zarqawi, leader of Al-Qaeda in Iraq, is killed in a U.S. air
strike.



2006 June - Over 200 are killed in car bombings in the Shia area of Sadr City, Baghdad,
the worst killing since the invasion.



2006 June - 3,000 Iraqis die in sectarian killings.



2006 October - 3,700 Iraqis die in sectarian killings.



2006 December - Saddam Hussein is executed.



2007 January - President Bush announces the Surge: thousands of U.S. troops are sent to
Iraq, and General David Petraeus replaces General George Casey.



2007 February - A bomb in Baghdad's Sadriya market kills over 130 people in the worst
single bomb attack so far.



2007 March - Insurgents detonate three truck bombs containing chlorine gas in Al
Fallujah and Ar Ramadi, injuring hundreds.



2007 April - Bombings in Baghdad kill almost 200 people in a single day.



2007 August - Four bombs kill over 500 Iraqis in deadliest suicide attack to date.



2007 October - The number of violent civilian and military deaths drops.
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2008 April - General Raymond Odierno takes over U.S. forces.



2008 September - U.S. forces hand over control of Anbar province, formerly an Al-Qaeda
stronghold, to the Iraqi government.



2008 - 899 U.S. troops die in 2008, marking the deadliest year for U.S. forces.



2009 March - President Obama announces the withdrawal of most U.S. troops by the end
of August 2010 with the rest leaving by end of 2011.



2009 June - U.S. troops withdraw from Iraqi cities, hand over security to Iraqi forces.
130,000 U.S. troops remain.



2009 August - President Obama declares combat mission over.



2001 August - Last U.S. combat brigade leaves Iraq, 52,000 U.S. troops remain.



2011 December - U.S. completes troop pull-out.

Insurgent Groups in Iraq
The war in Iraq was fought by about a dozen main insurgent groups. A fixed number is
difficult to give, as the total number of insurgent groups waxed and waned as new groups were
formed, old groups abandoned, groups split, and groups merged. In some cases, it was not clear
whether a particular unit was a separate group or a sub-unit within a larger group. Some groups
claimed to be more inclusive umbrella groups than they actually were. There was also a number
of smaller groups, whose presence and impact was difficult to ascertain as groups sometimes
claimed attacks in which they had no part.
Armed groups in Iraq can most easily be classified by sectarian affiliation. This
categorization does not fully capture the identity of these groups; but, given the sectarian focus
of this study, it makes for the clearest presentation. In the following section, the main insurgent
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groups are briefly described. These were the groups responsible for IED attacks against coalition
and Iraqi forces as well as against many civilians.
In this study all non-state combatants in Iraq are referred to as insurgent groups to avoid
any confusion. Many of the groups could be given alternate or even multiple non-state-armedgroup labels. Al-Qaeda in Iraq qualifies as a terrorist group because of its consistent targeting of
civilians. The Mahdi Army for the first year of the war was a militia, guarding Shia interests, but
not fighting coalition forces. By 2004, the Mahdi Army qualified as an insurgent group when it
began targeting coalition forces. Rather than split hairs on definitional issues, given that the
focus of this study is not armed-group typologies, all groups are referred to as insurgent groups
with the knowledge that the label covers broad ground.

Sunni Groups
Sunni groups were the earliest to begin insurgent actions because Sunni Arabs lost the
most socially, politically and economically, when Saddam Hussein was driven from power.
Sunni groups divide into three large categories. First are nationalist groups whose primary goal
was to evict foreign militaries from Iraq. Second are Islamist groups that sought to replace the
Iraqi government with a religious government. Third are the Salafist groups, which attempted to
erase the national borders of Iraq and recreate a caliphate across many Arab states.

Al-Qaeda in Iraq (AQI): AQI was the Iraq branch of the international terrorist group, AlQaeda,, and was led by Abu Musab al- Zarqawi. In 2006 the group changed its name to the
Islamic State in Iraq; as of 2014 it is known as the Islamic State. The change in last name reflects
the group’s desire to do away with national borders and recreate a pan-Islamic caliphate.
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Zarqawi’s group alienated many Iraqis by carrying out a ruthless campaign against civilians,
which included combining chlorine gas with conventional bombs, bombing three hotels in
Jordan in 2005, and bombing the Al-Askari Mosque in Samarra in 2006, one of the holiest sites
in Shia Islam. These attacks were part of AQI’s plan to incite a sectarian civil war in Iraq. The
death of Zarqawi in an American airstrike in 2006m a concerted American effort to weaken the
group, and the Anbar Awakening movement significantly weakened AQI.273

1920 Revolution Brigades:274 The Brigades were a nationalist group that sought to banish
foreign powers from Iraq and establish an Islamic government. It began as the armed wing of
Hamas in Iraq and then split off to become its own group in 2007. The 1920 Revolution Brigades
openly denounced and fought Al-Qaeda in Iraq.275 The group fought against American forces
and mainly operated in the Sunni Triangle area west of Baghdad.276

Hamas in Iraq: It was first known as the National Islamic Resistance in Iraq; and when the 1920
Revolution Brigades split off in 2007, it changed its name to Hamas in Iraq. The group was a
nationalist Sunni group based in Baghdad, Diyala, and Anbar provinces. Hamas in Iraq focused
its attacks on U.S. forces and occasionally clashed with Shia militias.277
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Mujahideen Army: This Sunni group was predominantly nationalist in character, and despite
some early Islamist language, distanced itself from AQI because of the latter’s sectarian violence
against civilians and refused to join the AQI organized Islamic State in Iraq. The Mujahideen
Army operated in Baghdad and its environs, and targeted coalition and Iraqi security forces.278

Islamic Army in Iraq: Founded in 2003, this group was made up of former Baathist
paramilitary figures and was nationalist in nature. The Islamic Army in Iraq fought against AQI,
and many of its members joined the Awakening movement. Their main targets were coalition
and Iraqi security forces, and they also targeted Iranian interests. The group operated north of
Baghdad and in Anbar Province to the west.279

Ansar al-Sunna Sharia, “Supporters of Sharia Islam”: This group was founded in 2007,
likely after breaking away from Ansar al-Islam. Ansar al-Sunna Sharia was a moderate,
nationalist jihadist group that envisioned evicting foreign powers from Iraq and establishing an
Iraqi Sharia-ruled state. In line with these goals, they targeted coalition forces.280

Jaysh Rijal al-Tariqa al-Naqshbandia (JRTN), “Army of the Men of the Naqshbandia
Order”: Founded in 2006 by former Baathists and led by former Iraqi Vice President Izzat
Ibrahim al-Douri, JRTN was primarily a nationalist group. It fought against coalition forces and
Iraqis who supported them. JRTN was based in Nineveh and Saladin provinces.281
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Shia Groups
Jaish al-Mahdi (JAM), “Mahdi Army”: This was the militia controlled by cleric Muqtada alSadr and was the most prominent of the Shia militant groups. The Mahdi Army was co-founded
by Sadr and Imad Mugniyah, a senior leader of the Lebanese militia, Hezbollah. They were
popular among Shia civilians because they offered social services and were seen as a protector
force. They targeted coalition forces and were known for using deadly explosively-formed
penetrator IEDs. The group was also known for penetrating Iraqi security forces. The Mahdi
Army participated in sectarian violence, but mostly attacked Sunni militants, not civilians. In
2007, after Sadr called a cease fire, many members split and formed rogue “special groups.”282

Promised Day Brigade (PDB): In 2008 Muqtada al-Sadr reorganized the Mahdi Army into two
groups—one that performed social services and a militant group—in response to pressure from
Prime Minister Maliki to renounce violence. He named the latter the Promised Day Brigade. The
reorganization allowed him to claim a peaceful stance and continue to fight U.S. forces. PDB
was a special group, its members sometimes collaborating with Asa’ib Ahl al-Haq and Kata’ib
Hezbollah while, at other times, they competed with these groups. Located in Sadr City, the
Promised Day Brigade operated in Baghdad and southern Iraq.283
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Asa’ib Ahl al-Haq (AAH), “League of the Righteous”: AAH was originally a unit of the
Mahdi Army, but it broke away in 2006 to become a special group in response to Muqtada alSadr’s order for his followers to lay down their arms. It received support, if not direct orders,
from the Quds Force of the Iranian Revolutionary Guards and challenged the Mahdi Army’s
influence. AAH operated in Baghdad and the Shia south of Iraq, targeting coalition and Iraqi
security forces.284

Kata’ib Hezbollah (KH), “Battalions of the Party of God”: KH was another special group
that was controlled by Iran’s Revolutionary Guards. They also received training from the
Lebanon-based Hezbollah. KH was known for targeting U.S. forces and for using advanced
equipment such as RPG-29 armor-piercing rounds. They also employed explosively-formed
penetrator IEDs extensively.285 In 2009, it was revealed that Kata’ib Hezbollah could tap into the
video feeds of U.S. unmanned aerial vehicles and view them live on laptops, using a $26 piece of
commercially available software.286

Badr Brigades: The Badr Brigades were organized by Iran in the early 1980s and were made up
of Shia men who fled Iraq under Saddam Hussein. They are considered to be a prototypical
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special group in that they worked covertly in Iraq for years before the invasion. In the Iran-Iraq
War, they fought alongside the Iranian military against Iraq and returned to Iraq at the start of the
Iraq War. They are the armed wing of the powerful Shia political party, the Supreme Council for
the Islamic Revolution in Iraq. In 2003 they changed their name to the Badr Organization of
Reconstruction and Development in response to a U.S. crack down on armed groups. The Badr
Organization placed many of its members in Iraqi-government security organizations and
regularly passed information to the other Iran-backed special groups. Members directly
participated in sectarian violence and targeted Sunni civilians.287

Kurdish Groups
Ansar al-Islam, “Supporters of Islam”: Ansar was founded in 2001 by Kurdish Salafist
militants hoping to rule Iraq with an extremist interpretation of Sharia law. They originally
targeted the secular Kurdish party, the Patriotic Union of Kurdistan. After the 2003 invasion, the
group changed its name to Ansar al-Sunna, hoping to appeal to Iraqis beyond Kurdistan, but then
reverted to its original name in 2007. Ansar al-Islam operated in the Sunni Arab and Kurdish
areas of the country. The group targeted coalition forces, Iraq security forces, political parties,
and civilians, and was known to deploy suicide bombers.288

History of Improvised Explosive Devices
IEDs have been used across many geographies, in various types of conflict and in peace
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time, by numerous groups from individuals to nation states and in all manner of technical
configuration. The first IED was the November 1605 House of Lords attempt by Guy Fawkes.
However in the decades following the Fawkes attempt, IEDs could hardly be considered
common.
The assassination of Tsar Alexander II is the attack that set off the modern use of
improvised bombs. Tsar Alexander was attacked while on his regular carriage ride through St.
Petersburg. An assassin threw a bomb at the Tsar’s carriage, which killed some guards, but left
the Tsar unscathed. While the first attack was unsuccessful in killing the Tsar, it did stop the
Royal procession as the Tsar insisted on meeting the assassin and inspecting the damage. The
distraction of the first bomb gave the second assassin the opportunity he needed: he waited until
the Tsar walked past him and threw a bomb at the Russian ruler’s feet. This second attack
mortally wounded Tsar Alexander II.289
Aside from some small differences like the use of an armored, horse-drawn carriage
instead of a HMMWV,290 the tactical signature of the attack is almost identical to attacks seen
Iraq. In the modern case, insurgents stop a patrol or convoy with an IED attack and then attack
the dismounted unit with direct fire or additional IEDs.
It was not long before a new type of IED was introduced. The September 1920 attack on
Wall Street was the first use of a car bomb even though, in truth, it was a horse-drawn carriage
that mounted out the attack. The vehicle difference notwithstanding, the major defining elements
of modern car bombing were all there: a vehicle used to transport and contain large amounts of
explosive while also serving as camouflage in an area where vehicles are commonplace. In the
Wall Street attack, anarchist Mario Buda parked his car bomb in front of the J.P. Morgan
289

Edvard Radzinsky, “Chapter 16: Death of the Tsar,” in Alexander II: The Last Great Tsar, trans.
Antonina Bouis, First Printing edition (New York: Free Press, 2005), 413–6.
290
High Mobility Multi-purpose Wheeled Vehicle, colloquially known as a Humvee

119

building, set a timer, and left. The bomb, which killed forty people, had a dynamite explosive
charge and iron slugs as shrapnel. “Buda’s Wagon” is a tactical twin to many car bombs used in
Iraq against crowds of civilians—the tactical differences are negligible.291
Vehicle-borne IEDs are a special subset of improvised explosive devices because of their
size and transportation capacity. They can cause massive devastation when used effectively. The
1983 Hezbollah attack on the U.S. Marine Corps Barracks in Lebanon was one such attack. In
that instance, a truck loaded with 12,000 pounds of high explosives drove through a wire fence
that protected the building housing the 1st Battalion, 8th Marines and smashed into the structure.
The bomb detonated, killing 241 American servicemen. The lack of security against this type of
attack—the sentries at the barracks lacked magazines in their weapons—reveals the novelty of
using a vehicle IED against military forces in 1983.292
Vehicle-borne IEDs can be used against both static and moving targets, as well as against
military and civilian targets. They are destructive in their versatility. The largest terrorist attack
on American soil prior to the attacks of September 2001 was the April 1995 bombing of the
Alfred P. Murrah Federal Building in Oklahoma City. The perpetrator, Timothy McVeigh, filled
a Ryder rental truck with fifty-five gallon drums of ammonium nitrate fuel oil and boosters. He
parked the truck in front of the Murrah building, set a timer, and escaped. The explosion sheared
off the front of the building, killing 168 people.293
The use of IEDs in insurgency predates the Iraq War, most famously in the Algerian War
of Independence from 1954-1962. It was three timed bombs, placed by three women that sparked
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the bloody Battle of Algiers in 1956.294 And the use of bombs played an important role in the
eventual success of the guerilla campaign by Algerian insurgents.
International criminal groups have also used improvised bombs in their operations. In the
late 1980s and early 1990s, Pablo Escobar, the notorious leader of the Medellin Drug Cartel,
attacked the Colombian government with a series of bombs. Escobar used IEDs in a number of
different ways. He would park a truck bomb outside of a target building and then call the police
to let them know the location of the bomb. Escobar also detonated IEDs outside of government,
police, and military buildings in a terror campaign in an attempt to force the government to
accede to his demands.
Lastly, he used IEDs in assassinations, including the bombing of Avianca Flight 203 in
an unsuccessful attempt to kill presidential candidate Cesar Gaviria Trujillo.295 Today, Mexican
drug cartels have continued this tradition, using improvised bombs for a variety of tactical
needs.296
Terrorist groups have used person-borne suicide bombs to devastating effect since the
early 1980s. It was the Tamil Tigers who perfected the use of the suicide vest or belt. Hamas
made effective use of human bombs in the 1990s and a group of four men carried out the July
2005 terrorist attacks in London using bombs hidden in hiking-style backpacks.297 Terrorist
groups have not restricted themselves to person-borne suicide bombs and have used every type
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of IED from truck-borne suicide bombs (Kenya & Tanzania, August 1998) to mail bombs
(London 1973) to timed devices (Madrid 2004) and every switch type found in this study.298
Lastly, IEDs have been used by individuals to settle personal or political disputes. The
Unabomber, Theodore Kaczynski, carried out a lethal string of IED attacks using mail bombs
from 1978-1995, resulting in the deaths of three people.299 During the 1996 Summer Olympic
Games in Atlanta, Eric Rudolf planted three pipe bombs, which killed one person and injured
over 100.300 On a weekly basis, people in the United States build and sometimes detonate IEDs
for a variety of reasons, ranging from morbid fascination to lethal intent. IEDs are frequently
used against ex-lovers, schools, government entities, or simply as exhibitionism.
Given the diversity of IED uses, devices, and perpetrators, it is important to start any
study related to improvised bombs with a discussion of exactly what part of the device is under
examination. This study concentrates on the diffusion of IED technology. The perpetrators in this
case are insurgent and terrorist groups located (or at least primarily operate) in Iraq. These
groups used IEDs to attack Iraqi and coalition force soldiers, government employees, and
civilians with intentions ranging from the takeover of government to religiously motivated
terrorism.
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In this introductory section, a sampling of IED history has been presented in order to
understand just how broad the use of improvised bombs has been. There is no one standard
tactic, technology, conflict, or group type associated with IEDs. Most of the public likely thinks
of roadside bombs in Iraq or Afghanistan when they see the phrase, “improvised explosive
device,” but IEDs are found in various forms on six continents daily. Now that the broad outlines
of IEDs have been delineated, more specific definitions will be presented in the next section.

IEDs: THE DEVICE
Before an analysis of the diffusion of IEDs can be undertaken, more must be known
about the devices themselves. In the Iraq War there were seven different IED innovations. There
were hundreds of different IED designs, but all the designs fall into one of seven innovation
categories. All other design characteristics constitute technical improvements, adaptations to
local conditions, or component supply options. And all but one of the IED innovations occurred
within one component: the firing switch. The following section presents a taxonomy of IEDs to
help explain why the firing switch is the defining feature of IEDs in Iraq.

IEDs: Definitions
There is no agreed-upon definition of an improvised explosive device. The large scale
diffusion of the IED as a concept followed the diffusion of the device itself in the Iraq War, but it
was during the Troubles301 that the term was first used. In 1971, a British armaments officer
referred to “improvised timing systems” during the trial of three Irish Republican Army (IRA)
members. Two years later, a British Army spokesman referred to a hand grenade as
“improvised.” It was in 1977 that the term was first used in the modern context: the U.S.
301
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Secretary of the Army applied for a patent for a counter-IED device. In February 1978 the Irish
Times used the phrase “improvised explosive incendiary device” in an article about an IRA
bombing in Belfast, marking the first use of the term by a major newspaper.302
Paul Gill et al. cite twenty-nine different IED definitions across government, academia,
and non- governmental organizations.303 These definitions generally focus on one characteristic
of IEDs. For instance, the definition by Keyes et al. describes the physical make-up of an IED:

IEDs have a main charge, which is attached to a fuse, which is attached to a
trigger. In some types of IEDs, these three components are integrated into a single
unit. The trigger activates the fuse. The fuse ignites the charge, causing an
explosion. The effects of the IED are sometimes worsened by the addition of
material…304

This definition is too technically oriented. Other definitions focus more on the
improvised nature of an IED, such as the one below from the British Army Ammunition
Technical Officers Course:

An explosive device, constructed using non-commercial methods, usually in a
domestic setting; or a device using ammunition that has been modified to allow it
to be initiated in a non-standard way and for a purpose not envisaged by the
original equipment manufacturer.305
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This definition is too narrow because it does not include the international scope of IED
proliferation, a major driver of the IED environment in Iraq. A better definition focuses on the
improvised nature of the devices, what they are used for, and does not limit the scope of the
devices to the domestic sphere. Below is the definition used by JIEDDO. This definition has
been agreed upon by the U.S. Departments of Defense (of which JIEDDO is a part), Justice, and
Homeland Security, and the North Atlantic Treaty Organization (NATO):

A device placed or fabricated in an improvised manner incorporating destructive,
lethal, noxious, pyrotechnic or incendiary chemicals and designed to destroy,
incapacitate, harass or distract. It may incorporate military stores, but is normally
devised by non- military components. Refers to a type of IED incident that
involves a complete functioning device.306

For the purposes of this study, this definition captures all the essential elements of an
IED. The definition lacks a technical description of an IED which is intentional rather than
oversight. IEDs, by their improvised nature, have no set design. They are created by a multitude
of state, non-state, and individual actors; so their technical make-up is as diverse as the actors
themselves, their strategic environments, and the materials they can access. There are other
worthwhile definitions, but the JIEDDO definition is the best working definition for this study.

IEDs: A Taxonomy
There are five components that every improvised explosive device has: switch, container,
main charge, initiator, and power source. There can be additional parts, or multiples of a part,
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such as different switches to arm and fire a device, but these five parts are the bare minimum
required to build an effective IED. This section describes each of the five elements and discusses
common types.

Switch: This is the component that changes a connection in an IED. A switch can make a
connection or break it. There are two types of switches: firing and arming. A firing switch,
integral to every device, initiates the IED. An arming switch is optional as it turns the device
from “safe” to “hot” and allows the firing switch to be initiated.
This study defines IEDs by firing-switch type because the firing-switch type largely
drives counter-insurgent IED responses and determines the effectiveness of an IED. For
example, radio-controlled IEDs were a dominant switch type in Iraq until radio jammers were
developed by American forces. Radio jammers greatly decreased the effectiveness of RCIEDs by
blocking the wireless signal sent by an insurgent to an IED to initiate the IED’s firing switch.307
Once this counter-IED tactic was implemented, insurgents innovated again and developed other
switch types. This started the insurgent-counter-insurgent innovation cycle over again.
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During these cat-and-mouse innovation cycles, other IED elements changed, but they did not
drive coalition force tactics the way the firing-switch type did. Insurgents could (and did) select
different types of explosives, but this had less impact on the effectiveness and use of the bombs
than did the switch type.
There are different types of firing switches, but they can be divided into broad categories:
command, victim-operated, and time. This study divides them one step further, as is described in
the typology section.
Switches used in IEDs can be manufactured for military purposes, converted from
commercial parts, or improvised. For example, a pressure plate can be improvised using
household items. It can also be made using an item manufactured for non-military purposes, such
as an electronic push button. Lastly, a military switch can be used, such as a land mine with an
existing pressure plate, used to initiate a larger improvised bomb.
In addition to firing switches, some devices use arming switches, both for insurgent
safety and for target discrimination. For insurgent safety, arming switches prevent the firing
switch from activating until the IED is in place and the insurgent is safely away. Timer switches
are often applied for this purpose to give an emplacer time to put an IED in place. Arming
switches can help insurgents avoid targeting civilians (if civilians are not their intended target) or
hit specific military targets. For example, a device might have a radio-controlled arming switch
and a victim-operated firing switch. An insurgent would wait nearby until the intended target
approached the IED, and then arm the device with the radio-controlled arming switch. The IED
would then be armed and would detonate when the victim-operated firing switch was activated.
Arming switches are also used for targeting, such as aiming for the second vehicle in a convoy.
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Two pressure-plate switches could be set up so that the first vehicle to run over the switch arms
the IED and the second one detonates the device.

Container: A container is the vessel that holds an IED. Not all components of the IED
have to be inside the container, and often they are not. The main charge is usually inside the
container. The container serves three purposes: concealment, confinement, and protection. The
container is often an improvised device used to conceal the IED. In Iraq, there was an enormous
variety of concealments used: vehicles, tarps, garbage, empty military ordinance, living animals,
animal remains, human remains, boxes, pipes, and oil jugs, to name just a few examples. In
addition to the container, IEDs are often emplaced in concealed locations, such as within a
roadside curb.
The container can also be used to hold the main charge together to increase the explosive
power. By containing the explosion for just a split second, a container such as a pressure cooker
can increase the explosive power of the main change. A container can also serve an antipersonnel function by fragmenting into shrapnel. In the Iraq War, insurgents used old artillery
shells as IED containers because of the fragmentation effect for which the shells were designed.
Lastly, the container can protect the IED from environmental elements, such as putting a
main charge in an old oil jug to protect against rain or sunlight.

Main charge: The main charge is the explosive part of the IED. There are three
categories of explosive found in Iraq: commercial, military, and homemade (HME).
Commercial explosives are commercially produced for non-military applications, such as
mining or demolition. And they have the advantage of being more stable and more consistently
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effective than HME. The disadvantage is that they are controlled, so they are difficult and/or
expensive to get in large quantities.
Military explosives come in two forms: they are either bought in bulk or extracted from
ammunition. In the latter case, explosive material can be taken out of old military munitions and
repurposed. In Iraq, ammunition depots were raided and the contents of old artillery shells were
used to produce IEDs. Military explosives have the same advantages and disadvantages that
commercial explosives have, except in Iraq they were easier to acquire. The U.S. military
estimated that there were between 600,000 and 1,000,000 tons of ammunition and explosives in
over 130 storage sites in Iraq in August 2003. By December of the same year, only 250,000 tons
had been secured, leaving the majority of it to be acquired by the insurgents.308 The total
estimated amount does not count “the ammunition that was stored in over 10,000 cache sites”
that were later found by coalition forces.309
Homemade explosives (HME) are made from commonly found, commercially-produced
ingredients. The main ingredient used in almost all homemade explosives in Iraq and
Afghanistan is fertilizer in any number of different compositions: commonly ammonium nitrate,
potassium chlorate, and urea nitrate. Ammonium nitrate, one of the popular HME precursors,
needs very little processing to become a highly destructive explosive. Timothy McVeigh
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destroyed the Alfred P. Murrah Federal Building with ammonium nitrate mixed with motorcycle
racing fuel in the 1995 Oklahoma City bombing.310
Homemade explosives are simple to make and the ingredients are easy to acquire.311 In
the early part of the Iraq War, military ordinance was the dominant explosive material found in
IED construction, due to its easy accessibility. As military stores ran down, insurgents switched
to HME, which eventually replaced military ordinance as the dominant explosive type.312
It is important to note the importance that end goals play in explosive selection. In
asymmetric war, the insurgent party does not need to achieve precise military results. For this
reason, the explosive requirements for non-state actors tend to be less rigorous than the
requirements of advanced state actors. In most cases, any explosive detonation against counterinsurgent forces is considered a success. Most explosive types can achieve results that reach this
threshold. In Iraq this was the case, and it was generally availability, not military utility, which
drove explosive choice in the war.
The configuration of the main charge can also cause different effects. For example, a
directional fragmentation charge can propel a cloud of shrapnel toward a target. This is achieved
by shaping a main explosive charge in such a way that the explosion is directed in a single
direction. An explosively formed penetrator IED works in the same way except, instead of
shrapnel, a concave liner made of malleable metal takes the place of the shrapnel. The explosion
inverts the liner, turning it into a projectile that can penetrate armor.
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Initiator: An initiator is the component that starts the denotation or deflagration of the
main charge. Like explosives, initiators can be military-grade, commercial, or improvised. They
are categorized as electric or non-electric. Unlike explosives, commercial and military initiators
are generally easier to obtain and thus are seen more often than commercial or military
explosives. Common examples of initiators used by insurgents are: blasting caps, igniters,
Christmas tree lights, flash bulbs, and percussion initiators. The type of initiator type does not
heavily affect IED tactics and counter-tactics.

Power source: A power source releases either electrical or mechanical energy that sets
off the initiator which detonates the main charge. Electrical power sources are either direct
current or alternating current and are supplied most commonly by a battery. Electrical power is
needed if there is an electrical initiator and is also required for certain switches, such as wireless
(radio controlled or cellphone) or wired (command) switches. Mechanical energy is used to
provide heat, shock, and/or friction to set off non-electric initiators. For example, a detonator
cord only requires mechanical energy (for example, a spike being forced into the detonation
cord) to detonate.

This section presented a taxonomy of IEDs. It also showed that of the five components
that comprise an IED, the firing switch is the element that most differentiates IED function. Most
often, it is a switch innovation that counter-insurgent forces have to respond to, not a change in
explosives, container, initiator, or power source. A chemical initiator can be switched out for an
electric initiator and the function of the IED largely remains the same. If a radio-controlled
switch is replaced with a victim-operated switch, the device has a different function. Rather than

131

being aimed by an insurgent at a specific target, it is now an untargeted device, waiting for the
first person or vehicle to set it off. This is why switches are the defining feature of IEDs and in
the next section, each switch category is defined and described.

IEDs: A TYPOLOGY
This section describes each of the eight types of IED (seven plus an “other” category)
categorized in this study. The typology developed for this project is not innovative in that it uses
switch type as the defining feature of IEDs, but the selection of which categories to include is
unique to this study. This section begins with a discussion of those IED categories not included.
Next, each of the eight IED types is discussed in turn, focusing on identifying features, common
configurations, and the advantages and disadvantages of each.

Categories Not Included
Large Buried IEDs: One of the important elements of the insurgent/counter-insurgent
innovation cycle was the survivability of vehicles. Insurgents countered the heavily armored
vehicles that U.S. forces eventually deployed with two IED types: explosively formed
penetrators, which were devastatingly effective against even the most heavily armored vehicles,
and large buried IEDs, which were bombs with large explosive charges buried under a road. If a
bomb has enough explosive power, it can overcome any armor.
They were not included in this study for two reasons. First, there were not many of them
used because they required such large amounts of explosives. Insurgents likely calculated that it
was better to have ten smaller IEDs than one large one. They were also sparingly used because
they were difficult to emplace. Due to their size, it took insurgents a long time to dig a hole big

132

enough to hide the device, increasing the chance of detection. Second, large buried IEDs were
not an innovation, but an incremental improvement. They weren’t qualitatively different from
any IED already fielded, just bigger. As this study focuses on innovation, large buried IEDs are
not relevant.

Magnetic IEDs: This category includes any IED that is attached directly to its target,
usually a vehicle. Methods of attachment include magnets and chemical adhesive. Although this
method is certainly innovative, due to the small charge size, magnetic IEDs were mostly used
against thin- skinned civilian vehicles.313 For this reason it is outside of the IED/C-IED cycle
between insurgent forces and coalition military forces that defines the eight IED types.

Explosive Type: Some studies break IEDs into categories defined by explosive type.
This is certainly useful information, especially in the mission of stopping the supply of certain
explosives. However, explosives are not an area where major innovation occurred, so they are
not included here.
Explosive choice was driven by availability of materials, both in the sense of what was
available regionally and what was available over time in a given region. In Iraq, military
munitions were the explosive of choice until supplies ran low; then the switch was made to
HME.

Container Type and Emplacement: There was great diversity in the types of containers and
emplacements used in Iraq. Insurgents built many clever, effective hiding places for their IEDs;
however, this level of innovation is simply too low to be counted in this study. Building a fake
313
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curb with an IED concealed inside is crafty but does not rise to the innovation threshold that
converting a wireless doorbell into a firing switch does.
Emplacement and container choice have to do with protection from environment and
camouflage. Putting explosives in a water-tight container is not innovative. Camouflage is
slightly more innovative, but is too local to diffuse very far. The same camouflage might not
work in an urban versus a rural area or a highway versus a city street. For these reasons,
container type and emplacement were not used as IED categories.

Low metal IEDs: Dismounted patrols often used metal detectors to avoid anti-personnel
IEDs. Insurgents countered this tactic by developing low metal IEDs. They did this by replacing
metal components with non-metal parts, by reducing the amount of metal in parts, and by
separating the power source (often metal batteries) from the rest of the IED. Low-metal IEDs
were innovative, but they were not included in this study for two reasons. First, this innovation
was mostly found in Afghanistan, not Iraq. Second, it was difficult to code for low-metal IEDs. It
was not always clear how much metal reduction qualifies as low metal or even whether a lowmetal IED was intentional.

The above five categories of IED are not included in this study for the reasons listed, but
that is not to say they are not worth studying. These five IED technologies have significantly
contributed to the threat environment; like all IED technology, they are easily proliferated. The
knowledge of how to build these will continue to reside in a number of sources, not least of
which is in the heads of those who have already made them. These IED categories are all worthy
of more investigation, but not within the bounds of this project.
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IED Types under Study
In this section but in no particular order, the eight types of IED under study are defined
and common configurations described. The advantages and disadvantages of each type are also
presented.

Command IED (CIED): Any type of IED that is detonated directly by an insurgent is
considered a command IED. Radio controlled IEDs and cellphone IEDs could be included in this
category, but they have been put in their own categories as they represent separate innovations
that require different tactics and technology. Command IEDs have switches that are hard-wired
to the IED and require a triggerman to be present to detonate the device. Insurgents decreased the
detectability of CIEDs over time by decreasing the gauge of the command wire, burying the
command wire, or increasing the length of the wire to as long as one kilometer. Increasing the
length of the command wire increases resistance, necessitating a larger power source.
CIEDs have two main advantages: targeting and jamming. First, because an insurgent is
on site to detonate the device, CIEDs can be more precisely aimed than other types of IED. This
helps reduce unwanted civilian casualties.314 Insurgents can also be sure that they not only hit
their intended target, but can differentiate between targets and select exactly which vehicle in a
convoy or patrol they want to hit. Often, insurgents would target suspected command vehicles.
Second, CIEDs cannot be disrupted by radio jammers the way radio-controlled IEDs and
CPIEDs can be.
The main disadvantage of CIEDs is that the triggerman has to be present to detonate the
device. This puts the triggerman at risk of interdiction (and mission failure) prior to detonation or
314
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capture after detonation. In Iraq, insurgents hedged against this by hiding or increasing the wire
length, but these measures were limited because the triggerman needed to be close enough to see
the target area to time the detonation effectively. A smaller disadvantage is that the command
wires or the earth that was disturbed to cover them could be detected. The thin wires could also
accidently be cut.

Radio-Controlled IED (RCIED): Any type of IED that has a wireless firing switch,
except cellphone IEDs, are included in this category. Cellphones are in a category of their own
because they use national networks, rather than line of sight or local networks, to connect. A
cellphone could technically detonate a bomb on the other side of the country.
Radio-controlled IEDs are divided into two categories: network-serviced and direct
transmission. Direct transmission switches have more limited range and can be made from a
variety of commercially available products, such as wireless doorbells, radio-controlled toy cars,
and car (or motorcycle) alarm systems. Network-serviced RCIEDs are more complex to build
and are typically made from long-range cordless telephones (LRCTs) or personal mobile radios
(PMRs). The range of RCIEDs depends on the radio frequency, the terrain, the type of receiver
and transmitter, and any after-market alterations made by the bomb maker.
Network-serviced RCIEDs were often found with dual-tone, multi-frequency (DTMF)
boards, either off the shelf or homemade variants. DTMF boards ensure that RCIEDs only
detonate when receiving the signal from the selected wireless transmitter. They also increase the
timing precision, so wireless devices can be used to hit mobile targets. Without the DTMF
boards, wireless switches have a lag time that makes them less useful against mobile targets.
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RCIEDs have a number of distinct advantages over other devices. First, RCIEDs allow
greater stand-off distance than suicide IEDs or CIEDs. This helps minimize opportunities to
detect and increases insurgent survival rates. Unlike timed devices, which also create large standoff distances but have poor targeting characteristics, RCIEDs allow for both.
Second, RCIEDs are difficult to detect. Using a wireless device, the triggerman can easily
blend into a crowd or hide from a distance. With no obvious triggerman and no wires to find,
RCIEDs could easily go undetected. Third, a plethora of wireless devices and frequencies can be
used as radio controlled switches. While coalition-force wireless jammers became increasingly
effective as the war went on, they were not 100% effective.
RCIEDs also have some not-insignificant drawbacks. Network-serviced switches require
network service to work. Therefore, they cannot be used outside of their network zone. RCIEDs
can be blocked by radio jammers. By 2009, the development and use of broad-spectrum jammers
had reduced the effectiveness of RCIEDs and had driven insurgents to make a transition to other
types of firing switches.315 RCIEDs, especially network-serviced switches, are also more difficult
to build than simple CIEDs or VOIEDs. Bomb makers had to have more refined skill-sets and
likely some sort of military training or education to build radio-controlled devices.

Cellphone IED (CPIED): Cellphone IEDs are perhaps the emblematic device of the Iraq
war, owing to their popular portrayal in movies and television. A cellphone IED is defined as an
IED with a cellphone firing switch. CPIEDs are often difficult to differentiate from other IED
types as cellphones are commonly used as arming switches in combination with a different type
of firing switch. Cellphones are a commonly used switch because they are readily accessible on
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the commercial market. Cellphone switches can act as a transmitter with an alternate wireless
device as the receiver or two cellphones can be used together as transmitter and receiver.
Cellphones have similar advantages and disadvantages as other network-serviced
RCIEDs. In terms of advantages, they differ in three ways from RCIEDs. Cellphone switches
connect to a larger network with more range than other wireless switches. Second, while other
wireless switches might be different from region to region, cellphones are sold nationally; so
knowledge of how to build cellphone switches could be diffused internationally. Third,
cellphones are everyday items that almost any Iraqi adult would possess. Catching an insurgent
with a cellphone is not evidence of mal-intent whereas other wireless devices, such as telemetry
receivers or wireless doorbells, would be more suspect.
The disadvantages of cellphones are the same as the ones discussed in the RCIED
section: namely, they can be jammed; they still require a triggerman to be on site to aim the
device; and without a DTMF board, they are not as precise as other switch types. Cellphone
IEDs use national mobile-phone networks, giving them greater range than RCIEDs. In some
scenarios, mobile service might be turned off by government forces to stop these devices
although this tactic has had wide-ranging impact on the local population.

Victim-operated IED (VOIED): VOIEDs are devices that are activated by the
(unknowing) victim. This category is the most diverse of any of the switch types. VOIEDs have
been found in all terrain types, used against all target types, and feature many different designs.
VOIEDs are easier to build than RCIEDs and thus can be assembled by a wider variety of actors.
Simple construction concepts can be adapted using locally available materials.
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There are three main types of victim-operated IEDs. Pressure- or tension-type IEDs
generally respond to pressure from above, such as a vehicle tire or a human step. Pressure plates
can be designed to discriminate between dismounted personnel and vehicles or between lightweight civilian vehicles and heavy military vehicles. Pressure plates can be fabricated from a
variety of items such as bicycle-seat springs and rubber tires. Plungers, either fabricated or
improvised from commercially available items, can also be used in pressure devices. Tension
switches are designed to activate when tension either increases or decreases. Some trip wires
activate when a wire pulls an insulator that keeps two contacts apart. Others work when the wire
pulls one contact into another contact.
The second type of VOIED is the sensor switch. Sensors are devices that detect a change
in the environment around them, as measured by a particular characteristic. Some common
sensor types are passive infrared (PIR), barometric, acoustic,316 light, and active infrared. Passive
infrared switches are common in EFPs, as they allow for very precise targeting. They detonate
almost instantaneously: one cannot drive faster than a passive infrared switch can fire.
The last type of VOIED switch is anti-tamper and tilt switches. Anti-tamper switches are
designed as a secondary firing switch to protect a device from being removed. Tilt switches use
the same technology but are used differently as they detonate in vehicles when the vehicle
moves.
Given the diversity of VOIED switches, there are some that are not captured by the above
three categories although they do account for the large majority of VOIED devices. The main
tactical advantage of VOIEDs is that they do not require a triggerman to be present. This makes
them harder to detect and makes attribution more difficult. VOIED switches can be constructed
with easily found, everyday materials and they are cheap to build.
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VOIEDs have the disadvantage of not always discriminating between intended targets
and unintended casualties. An anti-personnel pressure plate can just as easily be stepped on by a
child playing soccer as a U.S. Marine. This disadvantage can be partially overcome in a number
of different ways. Often a signal is left near IEDs to alert locals of their presence. This reduces
the effectiveness of the device as counter-insurgent forces can pick up these signals as well. The
non-discriminatory nature of VOIEDs can also be overcome by designing pressure plates that
only respond to heavy vehicles, sparing light civilian vehicles.
Lastly, VOIEDs can be equipped with an arming switch, which can be used to activate
the firing switch only when targets are in range. For instance, if an insurgent is targeting a
convey with a VOIED, the device might be set up with two pressure-plate arming switches and
one pressure-plate firing switch. The first two vehicles in the convoy would run over the VOIED
and arm it, and the third would detonate the device. This type of set-up might be used to target
command vehicles or vehicles carrying VIPs.

Suicide Person-borne IED (SPBIED): Suicide bombs are defined by the necessity of
the bomber killing him- or herself to complete the mission. This is differentiated from a military
mission in which death is likely, but not a necessity. In suicide bombings, it is the death of the
bomber that actually completes the attack. Suicide bombings are carried out predominantly in
two different ways: person-borne and vehicle-borne. In Iraq, vehicle-borne bombings were three
times as prevalent as person-borne bombings.317
Person-borne IEDs were usually contained in vests or belts. The intent was to hide the
bomb until detonation, so the bomber could only carry a small explosive charge. For this reason,
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person-borne suicide bombs were used against civilians and dismounted patrols and were not
very effective against vehicles.
The advantage of suicide bombing is that the triggerman does not have to plan for his or
her own survival. This gives suicide bombers tactical flexibility that other operations do not
have. At a strategic level, suicide bombing can have a demoralizing effect on the other side,
signaling that the insurgent group will stop at nothing for victory.
The disadvantage of suicide bombing is the flip side of the advantage: the triggerman, by
definition, is killed in the attack. At a theater level there was never any shortage of insurgents;
but at the local cell level, this could be a problematic drain on human capital. The other
disadvantage of person-borne suicide IEDs is that a person can carry a very limited explosive
charge.

Suicide-Vehicle Borne IED (SVBIED): There was more variety in suicide vehicle-borne
IEDs than in SPBIEDs in that there is a greater diversity of places to hide explosive material in a
car than on a person. Explosives could be hidden in the trunk, in a spare tire, inside the seats,
molded into the bumper, or concealed in the door panels. Insurgents also used large trucks as
containers for SVBIEDs, with up to 1,500 lbs. of net explosive weight in some cases.318
Motorcycles have also been used.
The advantages and disadvantages of vehicle-based suicide IEDs are the same as personbased suicide IEDs except in two respects. First, SVBIEDs can move more quickly than
SPBIEDs, but can only be used on or near roads. Vehicle-based IEDs also have the advantage of
being able to carry significantly more explosive material than person-borne IEDs.
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Explosively Formed Penetrator (EFP): EFPs are a specific type of armor penetrating
IED that were used to devastating effect in Iraq. These anti-armor devices were so effective that
they forced the United States to develop more heavily armored vehicles. U.S. forces went into
Iraq driving unarmored High-mobility Multi-purpose Wheeled Vehicles (HMMWV). These
vehicles were highly vulnerable to IED attacks, especially EFPs. The Department of Defense
went through a number of vehicle modifications and changes to counter the EFP threat. First,
armor kits were bolted onto existing HMMWVs, then HMMWVs that were built with additional
armor were sent to Iraq, and finally heavily armored MRAPs were developed. MRAPs survived
better against IEDs although EFPs and large buried IEDs still posed a significant threat to even
MRAPs.
EFPs consist of a cylindrical container packed with an explosive designed to fire out of
one end of the container. On the firing end is a shallow cone-shaped liner, in an inverted
position. The liner is made out of a malleable metal (usually copper, but also steel or brass).
Once the explosive charge hits the liner, it inverts and turns into a solid armor-piercing
projectile.
Shaped charges are related to EFPs but have some key differences. They have the same
basic configuration as an EFP, but the liner is formed into a sharper cone. The shallow cone liner
of an EFP turns into a solid projectile due the Misznay-Schardin Effect. The sharp-angled liner
of the shaped charge creates a long jet of super-hot gases and a molten slug. This effect—the
Munroe Effect—creates a deeper penetration in armor, which is why commercially produced
anti-armor weapons use shaped charges.319 EFPs are more useful for non-state actors because
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they can be used at greater and more variable stand-off distances and still achieve penetration
effects. Shaped charges require more precision.320
EFPs are not defined by switch type, but by projectile type. They were included in this
study because they were a major IED innovation that greatly enhanced insurgent military
effectiveness and forced coalition forces to develop counter-measures.
EFPs were commonly found in arrays of multiple EFP rounds. In Iraq these arrays were
often covered in foam and made to look like rocks. EFPs used a variety of switches, but the most
common were PIR sensors with a secondary switch for arming the device. Devices in this
configuration—multi-array, PIR switch, and covered in foam—were referred to as “drop and
pop” as they required almost no on-site set-up except for aiming. EFPs were very effective as
anti-armor devices and insurgents effectively countered U.S. vehicle changes by adjusting
aiming points so that EFPs were always aimed at the passenger compartment of vehicles.
The major advantage of EFPs is that they are anti-armor. The introduction of MRAPs
reduced the effectiveness of IEDs generally, but this least effected EFPs, which continued to be a
major threat throughout the war.
The disadvantage of EFPs is that they are more difficult to build and require specialized
equipment. The liner must be built out of dense metal and either machined or pressed. The tools
required to do this are not highly specialized, but require at least a machine shop and a metal
worker. However even poorly built EFPs are effective as anti-personnel devices.

Other IED (OIED): This category is a catch-all for switch types that do not fit in any of
the other categories. Timed devices—mechanical, chemical, or digital—are in this group.
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Examples of common timers are mechanical washing-machine timers, novelty mosque clock
timers, and chemical fuses. As this group is a mix of devices, there are no inherent advantages or
disadvantages.
The foregoing described and gave examples of the eight different IED types under study.
Each IED type, with the exception of EFPs, is defined by switch type, and each switch type was
described in numerous configurations. Lower-level innovation within switch types occurred in
areas such as component selection, camouflage, and placement techniques. However, it was in
the switches themselves that the most dynamic and effective innovation occurred. Switch
innovation significantly increased insurgent groups’ military effectiveness and drove tactical and
technological shifts by coalition forces. In short, when insurgents developed a new switch type,
coalition forces were forced to develop a technical or tactical solution.

DATA
This section describes the data used in the IED case study. The raw data came from the
Joint IED Defeat Organization, which collected its data from multiple government agencies and
the military services. From this raw data, a composite, custom dataset was created for this case.
In this first section the data sources are discussed followed by the coding guide, which includes a
discussion of what data streams were included and which were not. The last section discusses
some of the weaknesses associated with using this dataset.
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Data Sources
Two primary datasets were used in this case: improvised-explosive-device data and Iraq
demographic data. This section describes where each of the datasets came from and what was
included in each set.
The IED data originated in the Combined Information Data Network Exchange
(CIDNE).321 Two types of data were pulled from CIDNE database: Significant Activity Reports
(SIGACTs) and IED forensic exploitation reports. SIGACTs are reports filed by soldiers after
experiencing any sort of noteworthy operational activity. This includes everything from IED
attacks to direct-fire attacks; IED cache finds to friendly action directed at enemy actors. Any
activity related to IED detonations, attempts, or finds would be recorded in a SIGACT report.
For a smaller percentage of IED-related SIGACT reports, further forensic analysis was done,
either by explosive ordinance disposal (EOD) teams in the field or by IED forensic labs called
the Combined Explosive Exploitation Cell (CEXE). This secondary analysis was put into IED
exploitation reports. In this study, only IEDs that have both a SIGACT report and an IED
exploitation report were included.
The initial data download from CIDNE contained 93,372 unique SIGACT data points
with matching exploitation reports. This is the total number of explosive hazard incidents that
occurred during the Iraq War that were exploited by either EOD or CECX teams to create an
IED exploitation forensic report.322 Each data point represents a particular IED device, rather
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CIDNE is a database that brings together reporting from a number of different intelligence and defense
agencies. It is the most comprehensive database related to IEDs.
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Explosive hazard incidents include IED explosions, unknown munition explosions, IED
predetonations, and IED found/cleared. IED found/cleared represent IEDs that are placed by insurgents,
but are found by coalition forces before they detonate. Excluded from explosive hazard incidents are IED
cache finds, friendly action, direct-fire attacks, indirect-fire attacks, and IED hoaxes. IED cache finds are
IEDs that are discovered before they are placed. Friendly actions are military actions undertaken by
coalition and Iraqi forces, such as firing upon insurgents. Direct-fire attacks are shots fired by insurgents
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than an attack or incident. If an attack contained multiple devices, each device is represented by a
single data point. Each data point has seventy-four different attributes about the device, including
everything from net explosive weight to report summaries from the units that were in contact
with the IED. The dataset includes IED incidents that targeted coalition forces, Iraqi forces
(including military, police, and government), and contractors.
Of these 93,372 incidents pulled from the CIDNE database, one-third (30,749) could be
coded by firing switch. These are the devices that could be positively identified by firing switch
and were the only ones included in the diffusion analysis.
The firing switches were identified through one of three avenues. First, some devices
were already coded in the database. These data were found in the forensic exploitation reports,
written by IED experts from CEXC labs or EOD teams. The firing switch categories used by
these organizations were much more specific than required by this study, so the firing-switch
codes had to be converted to the eight categories used in this study. For devices that were not
already coded, there were two avenues through which they could be. Automated word searches
were made on both the forensic exploitation summaries and the SIGACT summaries to find
words that might indicate firing-switch type. The flagged reports were then manually read to see
if a firing switch could be identified.
The third avenue was to filter other attributes manually in the IED incident reports (both
SIGACTs and forensic exploitation data). Certain combinations of data would mark devices for
further review. For example, in the “container type” attribute, some containers were described as

on friendly forces. Indirect fire refers to weapons that are fired without sighting a target, usually meaning
rockets or mortars fired at friendly forces. IED hoaxes are fake IEDs placed by insurgents in order to
determine friendly force TTPs, waste friendly-force resources, stall friendly forces for an ambush, or
drive friendly forces into an area for an ambush.
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“vests” or “belts,” which were usually associated with person-borne suicide IEDs.323 Devices
that were flagged in this process were further reviewed to see if the firing-switch type could be
determined.
Through these three methods, the firing-switch dataset was completed. Additional switch
types could likely be identified by reading the full SIGACT and exploitation reports (rather than
the summaries); however, word searches could not be done on the full reports due to the large
file size, in addition to which manual reading would take tens of thousands of hours, which is
outside the resource scope of this study.
The data went through one final cleaning to eliminate data points that did not have
accurate latitude and longitude information. Soldiers in the field had hand-held Global Position
System (GPS) units to record the locations of IED incidents’ but these were not always used,
resulting in inaccurate data geotags.324 Accurate geographic information was vital to the geospatial analysis.
Once the firing-switch types were identified, the majority of the IED incidents were in
the 2005-2010 period, despite the fact that the total unidentified dataset includes incidents from
November 2004 to October 2011. Devices from the early part of the war are under-represented in
these data, both because there were fewer IED incidents and because reporting and forensic
analysis were limited early in the conflict.
The second dataset consisted of the geo-spatial and demographic information that was
needed to map IED diffusion patterns. The geo-spatial analysis team at JIEDDO provided the
data to create a map of Iraq that included cities; main roads; district, province, and national
borders; waterways; and contour features.
323
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Demographic data were needed to assign a social-identity value to each district, which
was then used to determine the social identity of the group responsible for each IED. The vast
majority of IED incidents in the Iraq War were unattributed to a particular group, so tracing the
acquisition of IED technology by specific armed groups was not directly possible. Instead, an
alternate method was developed, using local demographic data as a proxy measurement for
armed-group social identity. Each IED incident was assigned a social identity value based on the
demographic data of the district in which the incident occurred. For example, if a cellphone IED
was detonated in Sinjar district, that device would be labeled as having come from a Sunni Arab
group, as the district is overwhelmingly Sunni Arab. In this way, the geographic diffusion of IED
technology could be converted into a social diffusion as well; that is, it could be determined
when each technology moved from Sunni groups to Shia groups and vice-versa.
Iraq is broken down into three primary identities: Sunni Arab, Shia Arab, and Sunni
Kurd. Most insurgent groups identified themselves as either Sunni or Shia. Kurdish armed
groups were an exception to this rule, but represented only a small portion of insurgent groups.
The three main Iraqi identities are geographically divided: Kurdish in the northeast, Sunni Arab
in the north and west, and Shia Arab in the south. Baghdad Province, which includes nine
districts within the national capital city and six surrounding districts, is demographically mixed.
There are a handful of minority populations in addition to these main groups, including
Marsh Arabs, Turkmens, and Assyrians. However, the three main demographic identifiers
capture the vast majority of the population; more importantly, the insurgent groups identified
themselves according to the three main demographic identifiers.325
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The demographic data used for this study were obtained by the National GeospatialIntelligence Agency and include data from as recently as 2006. The data are static; year-by-year
demographic data would have better captured some of the shifting demographics in Baghdad
province, but this level of data is not available. Until 2003 the Iraq government under Saddam
Hussein misrepresented data for political purposes, for example, under-reporting minority
populations.326 From 2003 to 2011, Iraq was an active war zone, making census-taking a difficult
endeavor. Despite these weaknesses, static demographic data were still effective in mapping
diffusion patterns because most populations outside of Baghdad did experience large shifts.
The JIEDDO IED incident data and Iraq demographic data represent the most granular
and comprehensive data available. These data have some weaknesses, as is described in the
following section; but the overall quality was high and, with careful analysis, allowed for a
mapping of the diffusion of IEDs in Iraq that would not be possible otherwise.
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Codebook
In this section the guidelines for coding each IED incident by firing-switch type is
discussed. It must first be noted that in many cases, devices had multiple switches. Usually one
switch was a firing switch and another was the arming switch or an anti-tamper switch. To code
these devices, the role of each switch had to be determined to find the firing switch. In the
instances where the IED forensic exploitation report did not clearly identify the function of each
switch, there were two options. If the devices clearly matched a standard IED configuration, then
the device was coded using that configuration. If the device did not match a standard
configuration and a firing switch was not identified in any of the forensic exploitation reports,
the devices were not coded and excluded from the study. Only those IEDs that could be clearly
identified and coded were included in the final analysis.

Command IED: Command IEDs consist of a main charge, initiator, container, and
power source hardwired to a firing switch. The firing switch was hidden somewhere within a few
hundred meters from the device and crewed by a triggerman who would detonate the device
when the target was in position. In some analyses, wireless switches are considered a subset of
command switches, but the function of wireless switches (and the counter-tactics that evolved to
combat them) differs significantly to merit separate categories.
The main difficulty in coding CIEDs is that after detonating a device, the triggerman
would frequently detach and remove the firing switch from the command wire. The forensics
team would then find a detonated device and a wire leading off the road with nothing at the end
of it. From this evidence, it is unclear if there had been a wireless device at the end of the wire or
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a hard-wired firing switch. In these cases, if there was no evidence of either firing switch, the
device was coded as “unknown.”

Radio-controlled IED: Any device in which the firing switch was wirelessly connected
was coded as a radio-controlled IED, save for devices that used cellphones, which were counted
separately. Common RF switches include wireless doorbell units, garage-door openers, radiocontrolled toy cars, and motorcycle/car alarms.

Cellphone IED: Cellphone switches are a subset of RCIEDs, but were counted as their
own category in this study. The high prevalence of CPIEDs and the different tactics and countertactics commonly associated with the device type demand that they be counted separately. In
coding devices it is important to note that cellphones were often used as arming switches, so the
presence of a cellphone switch does not necessarily mean the device should be coded as a
CPIED. In order to be counted as a firing switch, there needed to be no other switches or good
evidence that the cellphone served as the firing switch.

Victim Operated IED: VOIEDs are defined by switches that are set off by the victim.
VOIEDs typically fall into three categories: pressure or tension switches, sensor switches, and
anti- tamper/tilt switches. VOIEDs are not inclusive of suicide IEDs, either person-borne or
vehicle- borne. A suicide bomber is not considered a victim, so any suicide IED was coded as
either a SVBIED or SPBIED.
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Suicide Person-borne IED: The two primary containers for person-borne suicide bombs
are vests and belts. Suicide bombers commonly use grenade fuzes or other command switches to
set off their charge. Despite the presence of a command switch, suicide bombers are coded as
SPBIED because it is the suicide of the insurgent that defines the device.

Suicide Vehicle-borne IED: SVBIEDs have the same characteristics as SPBIEDs except
that the suicide bomber is in a vehicle. This gives the bomber a different mobility and a much
larger explosive capacity. Like SPBIEDs, any device that involves a suicide and a vehicle was
coded as a SVBIED. Common containers for SVBIEDs include motorbikes, cars, and trucks of
all sizes.

Explosively Formed Projectile: EFPs are not defined by switch type, but by the armorpenetrating slug of metal that is produced by the device. The challenge with coding EFPs is that
there are three common types of anti-armor device that are fairly similar: EFPs, shaped charges,
and platter charges. Platter charges were not often seen in Iraq, but shaped charges were. EFPs
are similar enough to shaped charges that a non-explosives expert would have trouble
differentiating them. The main difference between the two is that an EFP produces a solid slug
while a shaped charge creates a long jet of molten metal and gas. Because of the similarities
between EFPs and shaped charges, some shaped charges are likely incorrectly coded as EFPs.
Unlike the other seven IED categories, the EFP category is not mutually exclusive as it is
defined by a metric other than switch type. An EFP can have any type of firing switch although
certain types are more common. For this reason, the EFP data were counted separately as they
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contain devices that go across switch types and include devices that were positively identified as
EFPs but have unidentified firing-switch types.

Other IED: This category represents switches that were positively identified but do not
fit into any of the other seven categories. The largest sub-category is time switches, either digital,
mechanical, or chemical. This category of IED was not analyzed further as it was not a specific
technology that could diffuse, but a collection of many different technologies.

Overall, the data coding was done in a restrictive manner. The focus of this study is the
diffusion of different types of technology, so it is important to have a high degree of confidence
that devices are labelled correctly. This degree of confidence was achieved, despite the
weaknesses in the data that are described in the next section.

Data Weaknesses
The dataset is rich, and it allows for a robust study of the diffusion of IEDs in Iraq. There
are no other comparable datasets. The dataset does have a number of weaknesses that one must
be cognizant of when evaluating the conclusions from this study. However, the benefits of using
this dataset greatly outweigh the drawbacks associated with any data weaknesses.
Many of the problems associated with the dataset stem from the fact that the data was
collected in a warzone. One issue is that the focus of the data collection was to help the war
effort, not to contribute to an academic study. If the data had been collected for the latter
purpose, they would have been more uniform, and certain attributes would have been coded from
the outset. Second, as the requirements of the war changed over time, so did the data collection
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requirements. As the IED threat became a focal point of the war, IED data collection and
forensics efforts became more robust. Third, the data were collected by people whose primary
mission was to fight the war and carry out related missions while facing mortal threats. In these
circumstances, it is amazing how accurate and comprehensive many of the reports are; but they
do, nonetheless, sometimes reflect these circumstances.
These three circumstances result in two specific deficiencies in the data. First, IED data
were not as accurately reported early (2003-5) in the war. There was not as much emphasis on
data collection as IEDs had not yet been identified as the most potent threat to coalition forces.
Once the IED threat was identified, it took time to develop robust data collection and forensic
capabilities. Second, as the war drew to a close, U.S. forces handed over control to Iraqi forces;
data collection tailed off as U.S. forces conducted fewer and fewer patrols.
Some of these weaknesses were mitigated by only including devices that had undergone
forensic exploitation. The forensic exploitation was completed by explosives experts, whose
mission was IED-centric. However, the biases remain in cases where the data themselves were
not collected; so there could be no exploitation either early or late in the war,.
There were two potential biases in the data related to whether IEDs were found whole or
had already detonated. The first is a bias in the data toward IEDs that detonated. Some IED
designs were less reliable and, thus, detonated less frequently. These IEDs often remained buried
and went unrecorded. For example, after the introduction of effective jammers, many RCIEDs
were still deployed, but never detonated and were never found. The data show that insurgents
moved away from RCIEDs and CPIEDs in early 2009. This trend is likely magnified since many
wireless devices were never discovered because the jammers effectively kept them from
detonating.
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Second, there was a bias in the forensic results toward devices that did not detonate.
There were better forensic results from devices that were found before detonating because the
evidence was not degraded by an explosion. This could result in a bias toward undetonated IEDs,
which represent a less-effective IED class because they didn’t work as designed. These devices
might be over-represented in the dataset. These two biases go in the opposite directions, helping
to negate their effects.
There were also two weaknesses associated with the demographic data. First, the
demographic data for Baghdad province could not be used for attributing IED incidents to local
sectarian groups. In Baghdad province, many districts were mixed with no clear majority.
Attributing IED incidents in mixed districts based on sectarian identity would not be
accurate. Second, the demographic data were static. This was not a problem in most of Iraq as
areas of the sectarian majority did not change; but in Baghdad, sectarian ratios did change within
neighborhoods as populations moved to avoid sectarian cleansing. This is why the diffusionpattern analysis treated districts in Baghdad province as neutral—neither Sunni nor Shia.
These weaknesses associated with the demographic data in Baghdad are why Baghdad
was not included in the social-diffusion-analysis portion of the study but was included in the
geographic-diffusion analysis. The study would be stronger if Baghdad could be included in the
social-proximity analysis, but the absence of Baghdad does not discount the results. It could be
reasonably expected that if an IED technology diffused to a social group in Baghdad, it would
also diffuse to that same social group in areas outside of Baghdad. It would be highly unlikely
that an IED technology would diffuse to a social group in Baghdad and not spread to other
districts in that social network. Therefore, if an IED technology never showed up in districts
outside of Baghdad, it is a good assumption that the technology never diffused to that social
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group. IED diffusion across sectarian (social) networks was not confirmed in the analysis unless
IEDs showed up in districts outside of Baghdad. This is a stronger threshold and ensures that
conclusions about social proximity are significant.
These weaknesses are not presented to indicate any disqualifying characteristics of the
data, but rather in the spirit of transparency to help future researchers interpret the results of this
study. Despite some shortcomings, the data do have good broad representation and accurately
represent the IED environment in Iraq from 2005-2010.

IEDs: DIFFUSION
This section discusses the diffusion analysis for each of the seven IED types.327 The core
of the analysis mapped IED incidents over demographic data to reveal innovation-diffusion
patterns. These patterns are compared to diffusion patterns of suicide bombing and airline
hijacking in the final chapter to show whether innovation-diffusion patterns have shifted in the
Internet era.
This chapter is limited to a discussion of each IED type and the diffusion pattern it
followed. First, the diffusion analysis method is defined. Next, the diffusion pattern of each of
the seven IED types is analyzed. The analysis includes both social network and geo-spatial
components. In-case comparisons are made throughout the discussion.

IED Diffusion Analysis Methodology
Each IED diffusion analysis has three parts. First, the IED dataset was collected, cleaned,
and processed. This coding procedure was previously discussed, and it composed a large portion
327

The Other IED category was not analyzed as it is a catch-all collection of IED types. As such, there is
no single innovation to diffuse.
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of the total effort. The second step was to establish the social-diffusion pattern which was
accomplished by calculating the order in which IED technology diffused to districts in Iraq. The
last step was calculating geo-spatial diffusion patterns by laying IED-incident data over
demographic data and analyzing the resulting maps.

Social Diffusion
The social diffusion pattern is defined by the demographic path technology proliferation
takes. The key questions are: does IED knowledge-transfer only occur within a particular social
network or does it cross social networks? And if it does cross social networks, how long does it
take to cross sectarian lines? In the Iraq case, the most salient social identifier is religious sect:
Sunni versus Shia. This section describes how social-diffusion patterns were measured in IED
diffusions in Iraq. In particular, this study looked at whether IED technology crossed sectarian
lines, or whether certain IED types stayed within sectarian communities.
Each IED incident in the dataset has a geotag, consisting of a latitude and longitude
measurement. The first step was to convert these measurements into district data, so each
incident could be associated with a district. For example, if an IED incident occurred at
33.419722, 43.3125, the measurement would be converted to show that it occurred in Ar Ramadi
district, located in Anbar province. The incidents were then sorted by date, resulting in a list of
IED incidents, coded by district, in chronological order. This was the rough order in which IED
technology diffused.
The next step was to overlay demographic data with the district data. Iraq is divided into
nineteen provinces (or governates), which are then subdivided into 120 districts. The best
demographic data available are at the district level, so they were used as the level of analysis for
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this study. Using the demographic dataset described previously, districts were coded as either
majority Sunni, majority Shia, mixed, or Baghdad. Districts in the Kurdish autonomous region
were also marked as Kurdish, in addition to sectarian coding.
Districts in Baghdad province were marked and counted separately. This was done for
three reasons. The first is that Baghdad has mixed population districts. Defining sectarian
identity by district would miscode large sections of Baghdad.
Second, Baghdad districts are very small relative to districts outside of Baghdad; so even
in the districts that could be clearly defined by sect, they are in close proximity to other districts.
Baghdad is more densely populated than the rest of the country so the key demographic units are
smaller than the district level. Unlike the rest of Iraq, it would be a poor assumption to assume
that an IED attack in a Sunni district represented an attack by a Sunni group. Sunni insurgents
would only have to operate a few blocks outside of their neighborhood to be in a majority Shia
neighborhood. Due to the close proximity and mixed nature of Baghdad, it cannot be assumed
that IED events that occurred in a particular neighborhood can be attributed to the sect that lives
in that neighborhood. It could just as easily be from another group.
Lastly, Baghdad was the scene of significant sectarian violence. Armed groups attacked
government and civilian groups. Sunni groups, in particular, targeted Shia civilians in Shia
neighborhoods. In these cases, the geotag of the IED incident would identify the demographic
value of the victims, instead of the demographic value of the group that possessed the IED
technology. The geotag would show an IED incident associated with a Shia group because it
occurred in a Shia area; in reality, it was a Sunni group that possessed the technology.
For these reasons, Baghdad was counted as a neutral zone. IED types were not counted as
crossing sectarian lines until they moved from a Sunni district outside of Baghdad to a Shia
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district outside of Baghdad—or vice versa. IED incidents in Baghdad were treated separately for
the purposes of jumps in sectarian diffusion.
Aside from Baghdad, there were four districts that are highly demographically mixed:
Kirkuk, Hadithah, Daquq, and Khaniqin. These mixed demographics were considered when
calculating IED transfers across sectarian lines.
Once all the IED incidents were coded by district, a list was created for each IED
showing how it diffused from district to district. For example, cellphone IEDs first appeared in
Ar Ramadi district, followed by the Al Mahmudya district, then Al Mansur, and so on.
IEDs were not counted as fully diffused to a district until three IED incidents occurred in
that district. In the cellphone example, there would have to be three cellphone-IED incidents in
Ar Ramadi before cellphone IEDs were marked as having diffused. The diffusion date was
calculated by taking the difference between the first and the third attack, dividing it by the
number of attacks and adding it to the first attack date. In Ar Ramadi, the first cellphone IED was
recorded on August 4, 2005, and the third incident occurred on October 4, 2005. This is a range
of sixty-one days, so the average distance between attacks was twenty days. Adding twenty days
to the date of the first attack results in a diffusion date of August 24, 2005.
The three-incident threshold was necessary to ensure that an IED technology was truly
present in a district. A single IED incident in a district is not enough evidence to confirm that an
IED technology had transferred to a group in that district. IED incidents could spill over from a
neighboring district without the technology being transferred. For example, an insurgent group
that is resident in Al Fallujah district could place an RCIED in neighboring Ar Ramadi district,
but this does not mean that a group in Ar Ramadi had adopted RCIED technology. A group
could also test a new IED technology one or two times and decide not to adopt it. This would
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show up in the dataset as an IED incident in a new district but would not represent a true
technology transfer. For transfer to be marked, a group has to fully adopt the technology, not just
test it. A three-attack threshold helps to filter out these wrinkles in the data and eliminate
inaccurate transfers. The diffusion date is weighted toward the first attack because, even though
it takes three attacks to prove that a group has the technology and can use it, in reality the group
had the technology earlier than the third attack.
The three attacks must also have occurred within a limited time frame, which is generally
less than a year. For example, there were three command IED incidents in Al Qurnah district, but
they occurred over a range of 1494 days. Given that on average, there were two years between
each attack, it is not likely that a group in Al Qurnah had actually adopted CIED technology.
More likely, the three attacks were a result of a group operating from a neighboring district or a
group in Al Qurnah testing a new technology, but not adopting it.
The total number of IED incidents in a district was also considered and could nullify the
range rule. In the Al Qurnah example, there were only three CIED incidents total over the course
of the war, which gives further evidence that the technology was never adopted. In some cases
there was a large range between the first three attacks; but then many more attacks occurred,
indicating that the technology was eventually adopted and the early range was misleading. In
Balad Ruz, for example, there were 915 days between the first and third cellphone IED attack,
which is significantly over the one-year range threshold. However, there were twenty-four
CPIED attacks total in Balad Ruz over the course of the war. This indicates that the early three
attacks were a result of testing or spillover from nearby provinces, but eventually a group in
Balad Ruz did adopt cellphone IEDs. The three-incident rule was used to establish the initial
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diffusion order. The list was then refined in cases of extreme range between the first and third
attack and in cases where the total number of attacks did not match the range.
In cases where the data indicate that an IED technology crossed sectarian lines, but only
to a small number of districts, qualitative qualities were further investigated to confirm that, in
fact, the IED type really did cross sectarian lines. The location of the district was considered. If
an IED technology diffused to a district on the fault line between the two sects, then the
technology might have just spilled across the border from a neighboring district. For example,
suicide vehicle-borne IEDs started in Sunni districts and appeared to diffuse to three Shia
districts. Upon further examination, the study finds that each of these Shia districts is on the
border with a Sunni district; and the three Shia districts are not clustered together, either
geographically or temporally as the diffusion happened more than a year apart for the Shia
districts. In cases such as this, further qualitative research is necessary to find positive evidence
of Shia groups using SVBIEDs in those districts, or evidence of Sunni groups operating in those
districts and using SVBIEDs. If it is found that Sunni groups were known to operate in those
Shia districts using SVBIEDs, then the SVBIED diffusion across sectarian lines is not counted.
The second quality to look for is the conflict history in a district. For example, the data
show that EFPs diffused to the Sunni district of Baqubah after having started in Shia districts.
Further investigation found that Shia groups had a strong presence in the Sunni district of
Baqubah. The Mahdi Army operated in Baqubah district.328 The fact that EFP IEDs appeared in
Baqubah is not enough evidence on its own to conclude that EFPs were transferred to Sunni
groups. These qualitative issues are not hard and fast rules, but instead are pieces of evidence
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that must be considered alongside the quantitative data. The result of the above process was
diffusion-order lists for each IED type. The lists showed the districts in the order in which the
IED technology appeared. These time-ordered lists revealed the sectarian community in which
each IED type started and when, if at all, each IED type crossed sectarian lines.

Geo-spatial Diffusion
The second step in the diffusion analysis was to map the diffusion data, so further spatial
patterns could be discerned. The geo-spatial analysis was done to determine if diffusions
followed geographic patterns. The question was whether IED technology diffused between
geographically adjacent districts or jumped across the map. A map of Iraq with district borders
was created. Each district was marked with demographic identity: Sunni districts were colored
green and Shia districts, blue. The darker the shading, the stronger the majority.
Each district was then marked to show the order in which an IED type diffused to it.
Districts to which an IED technology had diffused were marked in red, such that darker reds
represented diffusions that occurred earlier, and lighter reds occurred later. The districts were
also marked with numbers to show the exact diffusion order. Maps illustrated the entire diffusion
for each IED technology as well as the year-by-year diffusion. In the latter, the districts that had
been diffused to in previous years are marked in gray.
From the geo-spatial analysis, the IED diffusion patterns can be determined; for example,
whether an IED spread primarily in a geographically contiguous way or diffused to districts that
are not adjoining. The diffusion maps and the diffusion lists present evidence of IED diffusion
through social and geographic networks or a different pattern. For a diffusion pattern to be
considered significantly different from traditional innovation-diffusion patterns, it must show
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shifts in both geographic and social networks. Traditionally, innovation diffuses through either
social or geographic networks. An innovation might diffuse in a non-geographic manner, but it
would still be within a social network. Or the opposite could occur: an innovation could diffuse
to a different social network, but one that lies geographically adjacent.
For example, in Iraq if an IED diffused only to Shia groups, but jumped around
geographically, this would not be evidence of a different pattern. That is, the IED still diffused
through the Shia social network. For a diffusion pattern to be considered significantly different, it
must break free of both social and geographic networks and diffuse to a district with no relation
to either network.
In addition to diffusion maps, heat maps were created to better understand the spread of
each IED type. Diffusion maps show the direction of diffusion, but do not show the volume of
incidents. Each district is only shown in a binary way: the technology is present or it is not. The
maps do not differentiate between the levels of incidents. A district could have three attacks or
300 attacks. Heat maps were created to show the number of IED attacks across Iraq, year by
year.
The heat maps also show that IED diffusion patterns do not simply follow the main battle
areas of the war. As this study will demonstrate, each IED diffused differently. Once diffusionorder lists, diffusion maps, and heat maps were created, each IED case was analyzed. The results
are presented in the next section.

IED Diffusion Analysis
Victim-operated IEDs: VOIEDs spread to more districts than any other category of
device. Victim-operated IEDs diffused to seventy different districts, including all fifteen districts
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in Baghdad, twenty Shia districts, and thirty-five Sunni districts, which includes all Sunni
districts outside of Kurdistan. Within Kurdistan, VOIEDs diffused to seven districts, the most
districts of any device. While VOIEDs spread widely, they did not spread as quickly as some of
the other devices. Victim-operated devices reached 70% of the districts they would eventually
reach in 511 days and 84% in 604 days. These numbers are average relative to the other six
devices.329
While VOIEDs did not reach network absorption especially quickly, they did diffuse
across sectarian lines rapidly. The first district to record three attacks in the victim-operated IED
dataset was Al Fallujah on July 17, 2005. VOIEDs crossed into Shia territory by way of Al
Musayyib district in Babil province on July 30, 2005. The transition from Sunni district to Shia
district took just thirteen days. The first Shia district to adopt VOIEDs, Al Musayyib, had a
significant Sunni group presence; however, VOIEDs diffused to many geographically diverse
Shia districts, including a number of districts in Basrah, Muthanna, and Maysan provinces, all of
which are deep in Shia territory.330 And in many of these districts, the total number of attacks
far-exceeded the three-attack minimum: 169 in Al Mahawl and twenty-five in Al Basrah for
example.
Victim-operated devices spread in a pattern that was geographically contiguous in Sunni
areas, but not in Shia areas. In 2005, VOIEDs started in most of the Sunni provinces and
Baghdad, including the Euphrates River valley, all the way to the Syrian border, in Saladin,
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Diyala, Kirkuk, and Nineveh provinces. In 2006, the devices diffused to many of the remaining
Sunni districts, but also to two districts in Basrah province and three in the central Shia region
(Ar Rifa’l, Afar, and Ar Rumaythah) that were not adjacent to any other districts which
experience the use of VOIEDs. In 2007, VOIEDs filled in the gaps between Basrah in the south
and Baghdad, connecting the areas with Shia districts that had already adopted VOIEDs. Victimoperated devices spread to the remaining Sunni provinces and five districts in the Kurdish
region: Dahuk, Tall Kayf, Makhmur (Erbil), Chamchamal, and Erbil. By 2008-2010, the devices
diffused to a few remaining laggard districts, but the majority of diffusion had been completed
by 2007.
The diffusion of VOIEDs was both geographically and socially non-contiguous.
However, this case requires further investigation before ascribing this change in pattern to
knowledge transfer over the Internet. It is important to look at the innovation itself in this
particular case. VOIEDs are a category of IEDs, not a single technology in themselves. They
comprise the most diverse category in this study and represent many different kinds of devices;
however, they all have in common the characteristic of low technology. They are easy to make
and require little technical knowledge. VOIEDs present an attractive tactical choice to insurgents
because they can be placed and abandoned without the need for a triggerman. There are strategic
deficiencies associated with VOIEDs as they cannot accurately target their victims. On the other
hand, they do not place insurgents in danger by having to wait for the victim to arrive before
detonating the device.
These characteristics make VOIEDs easier to diffuse and potentially more attractive to
insurgents. For these reasons, it is possible that the differences in the diffusion pattern between
VOIEDs and other types of IEDs may be attributed to technological differences and not to the
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communication channel in which the device was diffused. Due to the technological simplicity of
VOIEDs, the innovation could have been easily communicated via more traditional methods of
communication and still achieve a widespread diffusion. Additionally, while the pattern looks
different, the data do not capture the true beginning of the VOIED diffusion. The first year of
available data already show over twenty districts with VOIEDs, indicating the diffusion started
earlier. Therefore the VOIED cannot be counted as evidence of a changed diffusion pattern.
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Command IEDs: CIEDs diffused to almost all areas of the country except for Kurdistan.
The device crossed sectarian lines quickly and diffused in a non-geographically contiguous
pattern, indicating a changed pattern from traditional innovation diffusion.
Command IEDs diffused to sixty-six out of 120 districts, almost as many districts as
VOIEDs (seventy). Of the sixty districts, twenty-nine were Sunni, twenty-two were Shia, and
fifteen were in Baghdad. Of all of the switch types, command IEDs were the most evenly spread
across sectarian districts. Command IEDs reached 70% of the districts they would eventually
reach in 584 days and achieved network absorption in just under 2.5 years (894 days). The 70%
speed is the fourth fastest of the devices, but the 84% number is the second slowest, indicating
that the diffusion rate of CIEDs slowed down toward the end of the proliferation.
The first two districts to which command IEDs diffused were Sunni districts proximate to
Baghdad: Balad and Al Fallujah. Al Fallujah borders districts with a Shia majority in Karbala
province, providing a potential geographic avenue for diffusion. The third district to which
CIEDs diffused was Al Taji in Baghdad province. Command IEDs crossed into Baghdad just
three months and seven days from the time the device type first appeared in Iraq.
Command IEDs first appeared in a Shia district (Al Musayyib) on February 10, 2006. Al
Musayyib is proximate to Sunni areas (Baghdad and Anbar provinces) to which CIEDs had
already diffused and had a strong Sunni armed group presence.331 Immediately after diffusing to
Al Musayyib, CIEDs appeared in Al Basrah, a Shia district in the southeast of the country, far
from any Sunni majority districts. Given the twenty-two total Shia districts to which CIEDs
diffused, there is no question that the innovation crossed sectarian lines.
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Command IEDs diffused quickly across the country and in a pattern that wasn’t
geographically contiguous. The devices started in 2005 in Baghdad province and districts close
to Baghdad in Anbar, Saladin, and Diyala provinces. All of the districts to which CIEDs diffused
in 2005 were within three districts from Baghdad, a marked contrast to the VOIED diffusion,
where by 2005, victim operated devices had diffused to districts that spanned the country to the
east and west. In 2006, command IEDs spread to most of the rest of Anbar, Saladin, Diyala,
Kirkuk, and a good portion of Nineveh provinces. CIEDs also diffused to Shia areas to the south
and east of Baghdad. Remarkably, command IEDs also spread to four Shia majority districts in
Maysan and Basrah provinces. All four of these districts were not geographically contiguous and
were quite far from any districts to which CIEDs had previously diffused.
In 2007, CIEDs diffused to the last four Sunni districts that it would reach, along with
four Shia districts. From 2008-2010, command IEDs diffused to a handful of Shia districts each
year, indicating a slow, but consistent innovation diffusion. Some of the districts in the late
period are questionable. In order for each district to reach the three-attack threshold, it took half
of the districts more than two years between the first and the third attack. Additionally, none of
the districts had more than eight attacks, and most only had the bare minimum of three attacks
throughout the entire war. This indicates that the tail end of the diffusion in the Shia areas was
likely not as robust as the map indicates. That is, outside groups are likely responsible for those
attacks, rather than groups resident to those districts. Given how deep into Shia territory many of
the districts are, one can conclude that the outside groups were Shia from surrounding Shia
districts. There weren’t quite as many districts in the Shia south that adopted CIEDs as the data
indicate; still, many did, and they were geographically and socially non-proximate.
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At first glance, the diffusion pattern appears similar to that of VOIEDs, but there are
some important differences that make the CIED data more reliable than the VOIED data. There
is reason to believe that the data on the diffusion of victim-operated IEDs does not capture the
true beginning of the proliferation. The first year in which data are available shows that VOIEDs
were already present in twenty-three districts, many of which are geographically diffuse. This
indicates that the data do not capture the true beginning of the VOIED diffusion. In the case of
command IEDs, however, while the overall diffusion pattern looks similar, the diffusion started
later; and the data appear to capture the early stages of CIED diffusion. In 2005, there were only
thirteen districts to which the technology diffused, and these districts were all clustered in and
around Baghdad.
The data for command IEDs show a diffusion that was both socially and geographically
non-proximate. Both transfers happened quickly. The geographic jump took just over three
months, and the social jump took just two weeks longer. The command IED case presents
evidence of a shifted innovation-diffusion pattern when compared to previous innovation
diffusions in the pre-Internet era.
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Cellphone IEDs: Cellphone IEDs spread to thirty-nine of 120 districts in Iraq, including
twenty-one Sunni districts, fifteen districts in Baghdad, and three Shia districts. The device
spread to 70% of the districts it would eventually proliferate to in 597 days and reached 85%
saturation in 699 days. The diffusion speed was slower than VOIEDs but average, relative to
other devices in this study.
The data do not support the claim that cellphone IEDs passed from Sunni groups to Shia
groups. None of the three Shia districts in which cellphone IEDs were found is strong evidence
that the innovation truly crossed from Sunni to Shia groups. The first district to which cellphone
IEDs spread was Al Mahawl, in Babil province. Al Mahawl presents mixed evidence: it is
adjacent to Baghdad and a frequent target of Sunni armed groups, indicating that outside groups
are responsible for CPIEDs in the area.332 On the other hand, the time between the first and the
third attack is below the one-year time limit (although not by much: 315 days) and there was a
total of fourteen attacks in Mahawl, which is more than a trickle. Mahawl does not present
enough evidence by itself to confirm that CPIEDs transferred to Shia groups.
The second Shia district to which cellphone IEDs potentially diffused is Al Musayyib,
also in Babil province near Baghdad. Al Musayyib presents a clear case for spillover instead of
diffusion: there was a 429-day gap between the first and third attack, and there were only eight
CPIED attacks total during the war. Sunni armed groups were active in Al Musayyib, evidence
that outside groups were responsible for the few CPIEDs found in the district.333 Overall, the
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numbers do not support the case that cellphone IEDs were actually present in Al Musayyib,
beyond the occasional device likely placed by an outside Sunni group.
The last Shia district to which CPIEDs potentially diffused is Al Basrah. This district is in
the south of Iraq, far from Sunni areas. However there was a two-year gap between the first and
third CPIED incident (881 days) and only five total CPIED incidents in Al Basrah during the
war. This is potentially a case of a local group experimenting with new technology and not fully
adopting it.
Despite the marginal Al Mahawl diffusion case, the overall data do not support the
conclusion that cellphone IEDs diffused from Sunni groups to Shia groups. There is just not
enough to support that claim.
The geographic diffusion pattern of CPIEDs was non-contiguous. In 2005 cellphone
IEDs started in Baghdad and Al Anbar provinces, affecting only three districts. The next year the
diffusion of cellphone IEDs began in earnest—to nineteen more districts. Most of these areas
were Sunni districts near Baghdad and surrounding Diyala, Al Anbar, and Saladin provinces.
In 2006 cellphone IEDs also diffused to two non-adjacent areas that were far from the
point of origin: three districts in Nineveh and two districts in Kirkuk. In 2007 CPIEDs diffused
primarily from these secondary diffusion areas. The Nineveh/Kirkuk-based secondary diffusion
is a unique feature among the cases: cellphone IEDs started in Baghdad but jumped to two nongeographically adjacent regions. These regions became the primary diffusion points. By 20082009, the main diffusion was mostly complete with the addition of only a few districts.
The cellphone IED case presents evidence of non-proximate geographic diffusion but
proximate social diffusion. In 2006, CPIEDs jumped from the Baghdad area to two other nonTimes, April 9, 2006, sec. International / Middle East,
http://www.nytimes.com/2006/04/09/world/middleeast/09iraq.html. Worth, “Bombings and Gun Battle
Kill at Least 25 in Iraq.”
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geographically contiguous areas in Kirkuk and Nineveh. The evidence of the transfer across
sectarian lines in this case is almost persuasive but just not strong enough to say for sure that
cellphone IEDs made the jump from Sunni to Shia areas. More data are necessary to prove that
the technology diffused across social networks.
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Suicide Vehicle-borne IEDs: SVBIEDs diffused to forty-two districts during the Iraq
War. There were vehicle-borne suicide bombs in fourteen districts in Baghdad, twenty-five
Sunni majority districts outside of Baghdad, and just three Shia districts. The results are almost
the inverse of those from the EFP case regarding sectarian groups affected. The data indicate that
Shia groups never adopted vehicle-based suicide bombs.
SVBIEDs were not only dominated by Sunni groups, but suicide vehicle attacks were
widespread in Sunni areas, occurring in almost every Sunni majority district outside of
Kurdistan. All districts but one in Baghdad, and all Sunni majority districts outside of Kurdistan,
except six, had at least three SVBIEDs. The speed at which SVBIEDs reached network
absorption was also impressive. It took only a little over a year (367 days) for suicide vehicle
bombs to reach 70% of the forty-two districts they would eventually reach. It took 583 days for
SVBIEDs to reach network absorption (84%). This was the fastest network absorption speed and
the second fastest device to hit 70%.
Al Musayyib district in Babil province was the first Shia district outside of Baghdad to
which SVBIEDs spread. This occurred on September 2, 2005. In the same month, SVBIEDs also
spread to the neighboring Shia district of Mahawl. The last Shia district to be affected was Al
Kufah in Najaf province on October 24, 2006. All three districts border Sunni areas in Baghdad
or Sunni majority provinces. In both Al Musayyib and Mahawl, Sunni terrorist groups used
suicide tactics, including SBVIEDs, against Shia civilians.334 Given that the targets were most
often Shia civilians and the perpetrators were Sunni groups, neither of these districts presents
compelling evidence that Shia groups adopted SBVIEDs. Al Kufah does not border a Sunni area,
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but it is not too far from Baghdad. There is strong evidence that Sunni groups used suicide car
bombs in Al Kufah to target Shia civilians.335 Additionally, there were only three total SVBIED
attacks in Al Kufah, indicating that no local group adopted the technology.
There is fairly strong evidence that SVBIEDs never spread to Shia groups. SVBIEDs
only appeared in three Shia majority provinces; in each of these districts, Sunni terrorist groups
were known to use SVBIEDs against Shia civilians.336
The spread of SVBIEDs mostly followed a pattern of geographic contiguity, albeit one
with two origin points. The first attacks in 2005 were in northern Nineveh province, the first
origin point. The second origin point was in Baghdad and districts in Saladin and Diyala
provinces close to Baghdad. As 2005 wore on, the devices spread along the Euphrates River
valley, which runs from the Syrian border in the west through the Sunni Triangle to Baghdad,
encompassing parts of Al Anbar and Saladin provinces. By 2006 the rate of SVBIED diffusion
had already slowed, and it moved to districts in the north adjacent to districts that had already
experienced SVBIEDs, mostly in Kirkuk and Saladin. Just three more districts joined the
diffusion in 2007.
SVBIEDs spread in a geographic non-proximate way, but never spread beyond the Sunni
social network. Geographically, the two origin points are the only deviation from a purely
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geographically proximate diffusion. The rest of the diffusion was in a geographically and
socially proximate pattern, adhering closely to traditional innovation-diffusion patterns.
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Suicide Person-borne IEDs: SPBIEDs, much like SVBIEDs, were primarily used in
Sunni areas of Iraq and did not diffuse to Shia majority areas. Person-borne suicide bombs
diffused to forty total districts, of which twenty-five were Sunni, twelve were in Baghdad, and
three were Shia. Person-borne bombs did not spread among Sunni districts as fast as suicide
vehicle-borne IEDs. The devices diffused to 70% of districts in 648 days and reached the
network absorption threshold of 84% in 836 days. Compared to other devices, this was one of the
slower diffusion rates. SPBIEDs originated in Baghdad in Al Khark district on July 14, 2005 and
moved to a Sunni majority district on July 29, 2005 (Al Mawsil).
SPBIEDs first spread to a Shia district on August 1, 2006—Al Mahawl district in Babil
province. It took over a year (484 days) to reach the requisite threshold of three attacks, but there
were eventually eleven attacks in the district. The more telling evidence is that Al Mahawl was
the site of sectarian violence. Sunni groups carried out vicious SPBIED attacks against Shia
targets in Al Mahawl.337 Therefore, the attacks in Al Mahawl are likely not a result of Shia
groups adopting SPBIEDs, but of Sunni groups attacking Shia targets.
The second and third Shia districts in which SPBIEDs occurred have similar
characteristics. In Al Musayyib district, another district next to Baghdad, there were 983 days
between the first suicide bomb and the third one. That’s an average of 1.5 years between
incidents. There is also strong evidence that Sunni suicide bombers targeted Shias in Al
Musayyib.338 The third Shia district in which suicide person-borne bomb incidents occurred is
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Ayn al Tamr, which is next to Al Fallujah and Al-Rutbah, areas at the heart of the Sunni
insurgency. In Ayn al Tamr, the first three IED incidents were 726 days apart, well past the oneyear threshold, and there were only three incidents total during the war. These numbers indicate
that SPBIEDs did not diffuse to Ayn al Tamr.
All three districts present weak evidence that cannot support the claim that SPBIEDs
diffused from Sunni groups to Shia groups in Iraq. In all three districts, the time gap between the
first and the third IED incident was greater than a year and all three districts are near areas of
intense Sunni insurgency. In two of the three districts, there is evidence of Sunni groups carrying
out suicide bombing against Shia targets. The SPBIED incidents in the three Shia areas are most
likely a result of Sunni groups operating against Shia targets or of experimentation by Shia
groups that did not lead to adoption of suicide person-borne IEDs.339
The SPBIED diffusion pattern was not geographically contiguous. In 2005 the diffusion
started at two origin points, Baghdad and northern Nineveh province. In 2006, suicide personborne bombs diffused to a number of districts that were not adjacent to the two origin points:
Kirkuk in the north, and Al Qa’im and Anah districts in Anbar province. There were additional
diffusions to areas in and around Baghdad, including along the Euphrates River. In 2007 and
2008, the rest of the Sunni districts adopted the technology, including all the districts along the
Euphrates River.
The pattern presented by SPBIEDs is not geographically proximate, but it is socially
proximate. The diffusion happened more slowly than the SVBIED diffusion, but the technology
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diffused in a non-geographically proximate pattern. Socially, SPBIEDs did not diffuse beyond
Sunni groups.
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Radio-controlled IEDs: RCIEDs were mostly used in Sunni districts and Baghdad.
Radio- controlled devices diffused to forty-six total districts, including fourteen in Baghdad, four
Shia districts, and twenty-eight Sunni districts. The dataset captures the early stages of the
diffusion of RCIEDs, but potentially not the earliest stages of the diffusion, given the number of
incidents represented early in the data.
The first district to reach the three-attack threshold was Abu Ghurayb in Baghdad on
September 12, 2005, and the first Sunni district outside of Baghdad was Al Fallujah later in the
same month. RCIEDs reached 70% of the districts that eventually adopted the device by August
2006, in 333 days. The adoption saturation point was reached in 585 days. RCIEDs reached 70%
faster than any other device and hit 84% absorption in the second shortest time period.
RCIEDs only reached four Shia districts, but based on the available evidence, the device
did diffuse across sectarian lines. Radio controlled devices diffused to three Shia districts
between December 2005 and March 2006: Al Mahawl, As Suwayrah, and Al Musayyib. In Al
Mahawl and As Suwayrah, there were three RCIED incidents in less than four days, indicating
that there was an active group in both districts. In Al Musayyib, it took 58 days to reach the three
attack threshold. The fourth Shia district, Al Basra, is far from any Sunni strongholds.
This is stronger evidence for diffusion across sectarian lines than was presented in either
of the suicide cases. Additionally, attributes of the weapon itself lend support to the argument
that RCIEDs crossed sectarian lines. Suicide devices were more frequently used in sectarian
violence against civilians or in insurgent violence against Iraqi-government targets. These were
groups targeted more commonly by Sunni groups, who engaged in sectarian violence against
civilians much more frequently than Shia militant groups. Shia groups tended to target coalition
forces, Sunni militants, and Iraqi forces. RCIEDs were not restricted to a certain target-set as
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they could be used against both hard and soft targets, making them useful to armed groups of
both religious sects.
Radio controlled IEDs diffused to four Shia districts: Al Basrah, Al Mahawl, As
Suwayrah, and Al Musayyib. The two districts in Babil province were near Sunni strongholds,
but the large total number of attacks in each district (26 and 59) indicates that a native militant
force carried out the attacks. The incidents in Al Basrah, far from any Sunni stronghold, are
further proof that RCIEDs truly did cross sectarian lines and diffused to Shia groups.
In 2005, the first districts to experience RCIED incidents were in and around Baghdad. In
2006, RCIEDs diffused rapidly, spreading along the Euphrates west to almost all of Anbar
province and the Sunni Triangle, as well as north to Kirkuk and Diyala provinces. The two
exceptions are the diffusion to Al Basrah, the Shia district near Kuwait, and to three districts in
Nineveh province that are not geographically proximate to any other districts already having
RCIED knowledge. In 2007-2009 the diffusion slowed down, with RCIEDs moving to another
ten Sunni districts and one final district in Baghdad.
In the RCIED case, the innovation-diffusion pattern was different from traditional
diffusion patterns both socially and geographically. The social jump happened very quickly. It
only took eighty-nine days for the device to jump from Baghdad to the first Shia district.
There was a geographically non-proximate diffusion to three districts in Nineveh
province in 2006. There was also a non-socially proximate diffusion to Al Basrah, Al Mahawl,
As Suwayrah, and Al Musayyib. Only one district (Al Basrah) demonstrated both a social and
geographic jump. This case is evidence of a shifted pattern although not as strong as the
command IED case, which had multiple double-shift districts.
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Explosively Formed Penetrators: EFPs present a unique case in that they are the only
IED type used exclusively by Shia groups in Iraq. Some data indicate that Sunni groups adopted
EFPs, but there is not enough evidence to say conclusively that EFP technology diffused across
sectarian lines to Sunni groups.
Over the course of the war forty-eight out of 120 districts had at least three EFP
incidents. Of the forty-eight districts, the majority (twenty-six) were Shia, but there were also
EFP incidents in nine Sunni districts, along with thirteen districts in Baghdad province. It took
two years (786 days) for EFP technology to reach 70% of the districts it would eventually reach
and 996 days to reach 84% absorption. Of all IED types, this was by far the slowest diffusion.
The first district to reach the three incident threshold was Al Madinah, a Shia majority
district in Basrah province, on June 8, 2006. EFPs crossed into Baghdad province (Ar Rashid
district) soon thereafter on June 29, 2006, just twenty-one days after reaching Al Madinah.
Kirkuk, a Sunni majority district, has a diffusion date of June 30. This marks the first potential
transfer to a Sunni area. However, the presence of EFPs in Kirkuk alone does not confirm the
adoption of EFPs by Sunni groups. Kirkuk is a mixed district with a sizable Shia population; by
June 2006 there was an active Shia militia presence in Kirkuk.340 Given that these were the same
Shia groups using EFPs elsewhere, the presence of EFP incidents in Kirkuk does not present
strong evidence to conclude that EFP technology was adopted by Sunni groups in Kirkuk.
The second Sunni district to reach the three-attack threshold was Baqubah on January 23,
2007. Baqubah is not a mixed district, but the Mahdi Army (Shia) was active in the district as
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early as 2006.341 Again, the presence of a Shia group known to use EFPs in a Sunni district does
not provide persuasive evidence of the transfer of EFP technology to Sunni groups. The next two
Sunni districts on the EFP incident list have similar problems. Al Miqdadiyah and Al Khalis are
majority Sunni districts, but Shia militias operated in both districts, in addition to the strong Shia
militia presence in the adjacent district of Baqubah.342
The fifth, sixth, and seventh districts are in the north of Iraq: Daquq, At Tuz, and Bayji.
None of these cities presents a strong case that Sunni groups adopted EFPs. First, there were only
three, five, and four total EFP incidents in each of these districts, very low numbers, suggesting
that no group within the districts adopted the technology. Second, the demographics all indicate a
significant Shia presence in these districts. Daquq is a mixed district, and there is a Shia militia
presence in At Tuz.343 Bayji is adjacent to Hadithah, a mixed district which is the site of a major
oil refinery that likely attracted outsized militia interest.
The last two sites of EFP attacks are the Sunni districts of Samarra and Balad in Saladin
province. Both districts are well within Sunni territory and are not adjacent to mixed or Shiamajority districts. However, it took a long time for each district to reach the three-attack
threshold: over 1300 days in Samarra and over 1100 days in Balad. This means there was an
341
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average of almost two years between attacks in both provinces. The attacks are too infrequent; if
an insurgent group had successfully adopted EFPs, there should be more frequent evidence of
EFP use. There were only a total of four EFP attacks in Samarra. While there were eleven attacks
in Balad, Shia militia groups are known to operate in the district, indicating that they were
responsible for the incidents.344 Despite seeing EFP incidents in nine Sunni majority districts,
none of the districts presents strong evidence of the adoption of EFPs by a Sunni group. Taken
together, the data do not support the conclusion that EFP technology crossed sectarian lines; it
did not diffuse beyond the Shia-insurgent social network.
In terms of spatial patterns, EFPs did not diffuse along geographically proximate lines.
The initial diffusion of EFP shows four geographically distinct origin points in 2006: Baghdad,
Kirkuk district, Babil province, and Al Madinah district. From these four origin points, EFPs
then diffused to neighboring, proximate districts. In 2007 and beyond, the diffusion of EFPs only
went to adjacent districts or to those districts that already had EFPs.
EFPs diffused in a socially proximate manner, but not a geographically proximate way.
EFP technology stayed within Shia sectarian groups; but within the sect, the technology did not
spread along geographic lines. How can this pattern be explained?
In the EFP case, it is likely that the technology did not diffuse across sectarian lines
because the technological capacity necessary to produce effective EFPs cheaply and efficiently
was too high. Relative to the other IED technologies presented in this case, EFP manufacture
requires a higher level of technical expertise to produce IEDs in large numbers. The technology
threshold was low enough that groups could likely produce EFPs on a one-off basis, but high
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enough that groups could not produce EFPs in large numbers.345 Shia groups were able to
surmount this obstacle through state transfer. Reports during the Iraq War asserted that Shia
groups received EFPs directly from Iran.346 Shia groups did not produce EFPs themselves;
rather, the hardware was given to them. EFPs never diffused beyond Shia groups and, in fact, the
knowledge likely never even diffused to them. This case shows that non-state armed groups must
have the technical capacity necessary to adopt a military innovation.347
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Summary of Findings
This case study analyzed the diffusion of seven different IED types that were used in Iraq
from 2003-2011. Of the seven types, two types resulted in no finding, three showed traditional
diffusion patterns, and two showed diffusion patterns that were significantly different than
traditional innovation-diffusion patterns.
Both radio-controlled and command IEDs diffused in geographically and socially nonproximate patterns. The command IED finding is the strongest of all, with clear diffusions to
districts that were not socially or geographically proximate to districts in which CIEDs were
already present. The pattern in which radio-controlled IEDs diffused is also significantly
different from traditional innovation-diffusion patterns. There were not as many districts that
were geographically separate as the command IED case, but the RCIED case still presents strong
evidence of a shifted diffusion pattern.
Cellphone IEDs overwhelmingly diffused in a geographically non-proximate pattern,
with multiple origin points; however, cellphone IEDs never diffused to Shia areas of Iraq. Both
types of suicide IED also diffused in geographically non-proximate pattern, but did not cross
social-network lines. CPIEDs, SVBIEDs, and SPBIEDs were never adopted in Shia districts.
The data from explosively formed penetrators and victim-operated IEDs produced mixed
results. The data show that EFPs did not cross social lines; they were adopted only by Shia
groups. The geographic diffusion pattern was highly non-proximate as a result of Iran’s transfer
of EFP components to Shia groups. The diffusion did not happen organically between non-state
armed groups, but was directed by state officials in Iran. The state-organized transfer of device
hardware, not just knowledge, invalidates the findings. Even if the result were valid, the EFP
diffusion pattern was not different from traditional innovation-diffusion patterns.
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Victim-operated devices appeared to diffuse in a geographically and socially nonproximate pattern, but the result cannot be confirmed for two reasons. First, VOIED technology
is so simple that it can likely be transferred easily through traditional communication channels.
Second, the dataset for VOIED incidents likely does not capture the entire diffusion. The earliest
data available for victim-operated IEDs show the middle part of the diffusion, which misses the
beginning of the spread of VOIEDs.
The final chapter of this study compares the findings of the IED case to previous military
innovation diffusion by non-state armed groups. Differences and similarities are highlighted, and
the impact of the Internet on diffusion patterns is discussed.
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Chapter 4: Conclusions
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“The Flintstones are adapting faster than the Jetsons.” –unnamed Marine Corps officer348

SUMMARY
The previous two chapters examined the diffusion of suicide bombing and improvised
explosive devices. The former case study took place prior to the widespread use of the Internet
(1981-2000) and the latter took place after the Internet was widely used (2003-2011). The study
was designed to address the research question: In the Internet era, has the role of the
homophilous relationship in innovation diffusion changed? To test the research question, the
study compares the two diffusions and then proposes the below two hypotheses:

H1: The need for homophilous interaction in the diffusion of innovation has not changed.

H2: The need for homophilous interaction in the diffusion of innovation has been obviated.

The literature shows that innovation-diffusion patterns have been remarkably consistent
in following a pattern of proliferation through social networks: diffusion occurs through
interpersonal communication between socially proximate (homophilous) actors. The suicide
bombing case study was conducted to confirm that these traditional patterns also apply
specifically to NSAG military innovations, and to find any subtle differences that might be
unique to this category. The second case study explored an innovation that occurred in the
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Internet era: the diffusion of IEDs during the Iraq War. The case was broken down into seven
different sub-cases, each mapping the diffusion of a different type of IED.
In the first case, the dataset included attribution data: each suicide bombing could be
traced to a specific group. The overall diffusion pattern was determined via quantitative data, and
then each individual innovation transfer between groups was further explored via qualitative
research. This resulted in a chronologically ordered list of all the non-state armed groups that
adopted suicide bombing from 1981-2000, and allowed for an analysis of the pattern through
which the innovation diffused amongst these groups.
The IED case was more problematic because of the number of IED strikes (30,749 IED
strikes versus 175 suicide bomb attacks) and because almost none of the IED attacks were
attributed to a specific group. Because there was no attribution data, a methodology to assign
social and geographic identity was developed. The methodology was to code each district in Iraq
by social (sectarian) identity. Each IED strike was then coded with a social identity based on
where the strike took place, along with the date of the strike and its location.
A map was developed using this methodology that shows the diffusion pattern of each of
the seven IED types, coded for both social and geographic spread. The maps reveal whether the
IEDs spread in a pattern that was largely between homophilous actors (socially and
geographically proximate) or heterophilous actors (socially and geographically nonproximate).349
In analyzing the two cases, the following empirical implications were applied. If the
military innovations only diffused through homophilous actors, then the first hypothesis is
correct and longstanding innovation-diffusion patterns remain constant. In the IED case, this
349
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translates to IEDs diffusing only within one sectarian community. If military innovations
diffused between heterophilous actors, then the second hypothesis is correct. In the IED case,
this translates to IEDs diffusing between actors that are both socially and geographically nonproximate. For example, if an IED type started in Sunni districts, there would have to be
evidence of its diffusing to Shia districts that are geographically non-proximate to any districts
where the technology was already present, thus supporting the second hypothesis.
This last chapter compares the findings from the suicide-bombing case study to those of
the IED case study. The first section compares the two case studies and discusses them in light of
the research question and hypotheses. The section ends with a summary of the findings. The
second section describes how non-state armed groups have used the Internet. The third section
includes a sampling of IED material available online. Last, is a discussion on potential future
studies based on the findings of the project.

Innovation Diffusion Pattern: Suicide Bombing
The suicide bombing case made for a more straightforward analysis than the IED case
study because the dataset included attributions for the majority of attacks.350 This section will
describe the diffusion pattern of suicide bombing so that it can be compared to the IED diffusion
patterns in the next section.
From 1981 to 2000, there were 175 confirmed suicide attacks, carried out by nineteen
groups. Of the nineteen that carried out attacks, twelve of those adopted the suicide-bombing
military innovation, per the two-attack minimum threshold that was established in this case. The
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diffusion pattern of suicide bombing was consistent with the diffusion pattern established in the
innovation-diffusion literature described in Chapter 1.
Of the twelve groups that adopted suicide bombing, eleven had a direct connection to the
group from which they adopted the innovation. The exception was the Kurdish Workers Party.
Thus far, no evidence has been found that the Kurdish Workers Party adopted suicide bombing
directly from another group. The style in which the PKK carried out its attacks suggests a
variation of suicide bombing that is different enough from other groups such that, perhaps, the
PKK adopted suicide bombing via emulation rather than diffusion. Regardless, the PKK case
represents only seven out of 175 attacks and one out of twelve groups that adopted suicide
bombing. The vast majority of diffusion adheres to the traditional pattern.
As in the cases of the diffusion of hybrid corn seed, state lottery policy, and twelfthcentury monastic orders in France, suicide bombing diffused through homophilous actors.351
Suicide bombing would certainly have been beneficial to additional non-state armed groups;
however, like all innovations, it is not simply the attributes of the innovation itself that determine
where the technology will diffuse. Rather, the social connections of the groups that have already
adopted the innovation determine the potential groups to which the innovation can diffuse.

Innovation Diffusion Pattern: IEDs
Examining the diffusion of IEDs resulted in some surprising findings. The two
hypotheses presupposed that all IEDs would either diffuse in a new way, or all would diffuse in
the traditional manner. However, the seven IEDs diffused in different ways: some, in the
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traditional diffusion pattern and others, in a new pattern. This section will detail how they
diffused and compare them to one another.
Traditional Diffusion Patterns
Three IED types diffused in patterns that align with the traditional, homphil-based
diffusion pattern: cellphone IEDs, suicide person-borne IEDs, and suicide vehicle-borne IEDs.
Cellphone IEDs started in Baghdad province. From there, they diffused to Kirkuk and Nineveh
provinces, areas that are not geographically proximate to Baghdad, creating two new points of
origin. The overall geographic diffusion pattern was non-proximate.
Cellphone IEDs started in Sunni districts and diffused to three Shia districts, but further
research could not confirm that the technology ever actually crossed to Shia groups. The overall
pattern of cellphone IED diffusion was socially proximate, indicating that knowledge transfer
occurred through homophils to Sunni groups only. The pattern was geographically nonproximate; but in order for a diffusion pattern to qualify as significantly different from traditional
diffusion patterns, it has to be both geographically and socially non-proximate.
Suicide person-borne IEDs diffused in a pattern similar to CPIEDs. SPBIEDs started in
Baghdad and Nineveh. From there, the innovation diffused to districts proximate to the two
origin points, but also to districts in Anbar and Kirkuk provinces that are not geographically
proximate to the origin points. The overall geographic pattern is non-proximate diffusion.
Socially, SPBIEDs started in Sunni districts and also diffused to three Shia districts, but further
research could not confirm that the technology ever diffused to Shia groups. Like CPIEDs, the
diffusion pattern of SPBIEDs is geographically non-proximate and socially proximate; that is,
SPBIEDs never crossed sectarian lines from Sunni groups to Shia groups.
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Suicide-vehicle borne IEDs also diffused in a socially proximate and geographically nonproximate pattern. Like the two devices above, SVBIEDs started in Sunni areas and then
potentially spread to three Shia districts; but upon further examination, this study concludes that
in none of the three Shia districts could the transfer be confirmed. Geographically, there were
two points of origin; from there, SVBIEDs spread in a geographically proximate manner. One
outstanding feature of SVBIEDs was the speed at which the innovation diffused: SVBIEDs
reached network absorption the fastest of any device type.
All three devices diffused in a traditional, socially proximate pattern. The data indicate
that there was no innovation transfer between heterophilous groups; rather, all transfers were
between homophilous groups. If all the IED types fit this pattern, then the study would conclude
that innovation diffusion patterns have remained unchanged in the Internet era. However, as the
next section will demonstrate, two IEDs diffused in a different pattern.

New Diffusion Patterns
Two of the seven IED types diffused in a socially and geographically non-proximate
pattern. This pattern varies from traditional diffusions, including the suicide-bombing case in
Chapter 2. Radio-controlled IEDs diffused in a moderately new pattern, going from Sunni
districts to Shia districts. Command IEDs spread to even more Shia districts, establishing a
radically new pattern.
The diffusion of RCIEDs started in Baghdad province in 2005. The next year, they spread
to almost all Sunni districts, including some in the north of the country that were not proximate
to districts where the technology was already present. RCIEDs also spread to four Shia districts.
Of the four districts, one presents a strong case for a transfer across sectarian lines; and the other
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three present persuasive cases for socially non-proximate transfer when taken together. RCIEDs
diffused in a geographically and socially non-proximate pattern; but they only diffused to four
Shia districts, and the geographic pattern was only moderately non-proximate.
Command IEDs diffused in a radically different way, compared to traditional innovationdiffusion patterns. As with most of the other devices, CIEDs started in Sunni areas near Baghdad
province in 2005. In 2006, they spread rapidly across Iraq, jumping around to geographically
non-proximate districts in all areas of the country, even to the Kurdish majority area in the north.
The device spread across so many districts so quickly, that almost all districts in the Sunni North
of Iraq had the technology by the end of 2006, along with a handful of Shia districts. By the end
of the war, in addition to the twenty-nine Sunni districts, the device spread to twenty-two Shia
districts.
Overall, looking at the diffusion maps, it is clear that RCIEDs and CIEDs spread in a
geographically non-proximate pattern and crossed sectarian lines (socially non-proximate). The
diffusion of RCIEDs and CIEDs looks different from the diffusion of CPIEDs, SVBIEDs,
SPBIEDs, and the 1981-2000 spread of suicide bombing. CPIEDs, SVBIEDs, and SPBIEDs
diffused in a socially proximate pattern, indicating that technology transfer was taking place
between homophilous actors.

VOIEDs and EFPs: No Findings
Two of the seven IED types resulted in a “no finding” conclusion. They are worth a brief
discussion because, even though they did not contribute to the specific research goals of this
study, the findings are, nonetheless, valuable for both counter-IED and innovation-diffusion
audiences.
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Victim-operated IEDs resulted in no finding because the data do not capture the earliest
stages of the diffusion. Looking at the first year of data, VOIEDs were already spread across the
country and across sectarian lines. VOIEDs are the simplest device to build, so it is logical that
they would have been adopted earlier than other IED types. While the findings are not official, it
appears that VOIEDs diffused in a geographically and socially non-proximate pattern. This result
aligns with the study’s findings, as is discussed in the next section.
Explosively-formed penetrator IEDs diffused in a unique pattern. EFPs were mostly used
in the Shia south. Unlike the other IED types, there was no clear origin for diffusion. Even for
IEDs that diffused in a geographically non-proximate pattern, most of the innovations spread
from one or two points of origin. EFPs had no distinct origin point; instead the innovation
seemed to diffuse at random.
EFPs did diffuse to nine Sunni districts, in addition to twenty-six Shia districts; but none
of the nine Sunni districts presents compelling evidence that EFPs transferred across sectarian
lines. The unusual diffusion pattern, as described in Chapter 3, may be attributed to the finding
that EFPs did not organically diffuse to Shia NSAGs in Iraq. They were transferred to Shia
groups directly by the state of Iran. This type of transfer is interesting, but it is outside of the
scope of this study.

CROSS-CASE COMPARISON
The research design of this study presumed that the primary comparison was between the
diffusion patterns of IEDs and suicide bombing. As expected, the diffusion pattern of suicide
bombing matched those of existing innovation-diffusion studies. Surprisingly, there was
variation in diffusion patterns of IEDs. Three IED types—CPIEDs, SVBIEDs, and SPBIEDs—
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had diffusion patterns that matched those of suicide bombing. Two IEDs types, RCIEDs and
CIEDs, diffused in a new pattern: through heterophils—socially and geographically nonproximate actors.
This variation correlates with the degree of complexity of the devices. As one can see in
Figure 4.1, the complexity order matches the degree to which the diffusion of each IED varies
from traditional innovation diffusion patterns.

VOIEDs resulted in no official pattern, but appear to diffuse between the most socially
and geographically non-proximate actors. VOIEDs are also the simplest type of IED to build.
The materials are easy to repurpose from everyday commercial items, the assembly requires very
few tools, and the steps and concepts are easy to grasp. For example, a pressure plate can be
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designed with part of a tire to which some conductive metal has been glued inside as a contact.
Running wires from the contact to the detonator and power source completes the design. There is
also huge diversity in the materials that can be substituted in VOIEDs, making them easily
adaptable to local conditions. Victim-operated devices are easy to learn to build and the
knowledge is easily transferred.
Command IEDs are somewhat more complex to build and require a hard-wired firing
switch, which could be more difficult to acquire. Of all the IED types that registered a diffusion
pattern, CIEDs diffused in the most radical pattern. Aside from VOIEDs, command IEDs are the
simplest design type. The firing switch on CIEDs is typically just a long wire with some sort of
hard-wired switch on the end. The design takes little technical expertise to build.
Radio controlled IEDs are more complex than CIEDs. They require an understanding of
wireless technology, added to which is more complicated electrical work. As U.S. forces
developed technology that could jam the frequencies of certain devices, insurgents had to adapt
by adopting different wireless transmitters. This increased complexity was reflected in the
diffusion patterns of RCIEDs: the technology diffused in a new pattern, albeit one that was not
nearly as radically different as the diffusion of CIEDs. RCIEDs, having started in Sunni districts,
diffused across sectarian lines, but only to a small number of Shia districts.
Cellphone IEDs are the most complex form of RCIEDs. Wiring two cellphones to act as a
transmitter and receiver is more difficult than wiring low-power wireless devices. Additionally,
because of the lag time associated with network-serviced wireless switches, in order for
cellphones to be used against moving targets, dual-tone, multi-frequency boards had to be added.
This added another layer of procurement, design, and assembly complexity to the device type.
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This additional complexity is reflected in the diffusion pattern. CPIEDs only diffused to Sunni
groups and did not cross sectarian lines.
Suicide person-borne and suicide vehicle-borne IEDs diffused in a traditional pattern.
Neither device diffused to Shia groups, indicating that transfers took place between homophils.
Suicide devices in Iraq, much like the suicide devices described in Chapter 2, are complex
military innovations. The hardware is typically simple, but developing the training to convince a
militant to take his/her own life and adjusting a group’s ideology sufficiently to allow for suicide
is complex. Of the two types of suicide bombing, SVBIEDs are slightly more complex as the
hardware to construct a car bomb can be, although not in all instances, more difficult to build.
Explosively-formed penetrator IEDs are the most complex IEDs to build. The explosive
material must be of higher quality to achieve the desired Misznay-Schardin Effect, which turns
the liner into an armor-penetrating projectile. The plate itself is the most difficult part to create. It
must be made of a soft metal and shaped into a shallow cone. If the cone shape is not right, the
stand-off distance will change, or the armor penetrating slug will not be created. EFPs, the most
complex device to produce, were not diffused between NSAGs. Instead, the hardware was
transferred directly from Iran to selected Shia militia groups because the technology was too
complex for NSAGs to adopt.
In the Iraq case, simpler innovations diffused in new patterns whereas more complex
innovations diffused in traditional patterns. The diffusion patterns of IEDs in Iraq varied with the
complexity of the device. The less complex innovations diffused in geographically and socially
non-proximate patterns. These diffusion patterns were different than the diffusion pattern of
suicide bombing (1981-2000), which occurred prior to the widespread use of the Internet. The
more complex IEDs diffused in patterns that suggest that transfers only took place between
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homophilous actors. The more complex IEDs diffused in the same pattern as the suicide
bombing case (1981-2000), which matched the pattern of other innovations that diffused in the
pre-Internet era.

Hypotheses
Hypothesis 1 (H1) is incorrect and hypothesis 2 (H2) is partially correct. The first
hypothesis, that innovations continue to diffuse through homophils, no longer holds. Innovations
can diffuse through heterophils as well as homphils, as evidenced by the spread of radiocontrolled and command IEDs.
The second hypothesis that the requirement of homophil-based diffusion has been
obviated is partially correct. IED diffusion patterns fit along a spectrum, the variability of which
is based on the complexity of the devices. The less complex devices diffused through
heterophils. The more complex devices diffused through homophils.
The findings are substantial in a number of ways. From an academic perspective, the
findings are important because innovation diffusion has remained stable for so many years. Since
the era of widespread use of the Internet, this is no longer true. In the case of IEDs, less complex
innovations have diffused between heterophils, establishing a new pattern in which innovations
diffuse.
The findings are important in their own right because of the magnitude of the global IED
threat. Improvised weapons are a continuing and growing threat to U.S. forces, allies, and
interests. Given the size of the threat, recorded changes in the way in which IEDs proliferate are
salient findings. Beyond IEDs, the findings may be generalized to other improvised weapons
produced by non-state armed groups. As detailed in Chapter 1, the rise of non-state armed groups
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is one of the major trends of the twenty-first century. Understanding how NSAGs innovate and
transfer knowledge is, therefore, an important element in increasing our knowledge of this
overall trend.
Outside of security studies, this study contributes to the literature of innovation diffusion.
Previously, it was the social network in which an innovation existed, as much as the
characteristics of the innovation itself, that determined its potential to proliferate. This study
showed that, in some cases, the attributes of the innovation matter more than the network. This
finding reveals a more perfect free market of ideas in innovation diffusion. Instead of social
networks inhibiting innovation diffusion and playing a deterministic role in determining which
innovations proliferate, a free market of ideas would allow the best innovations to diffuse the
farthest.

Internet Use = New Diffusion Patterns?
The question of whether the Internet has caused these changes is an important next query,
but is outside the scope of this study. The data required to prove causation between changing
diffusion patterns and the use of the Internet as a communication channel are not publically
available. There are examples of text, audio, and video instructions on how to build certain IED
types that can be found online, suggesting causation. However, there are no data confirming the
geo-location of the material to determine who was producing it or to confirm the actual date the
material was available; for example, was it available before the innovation began diffusing in
Iraq or afterwards? There was also no way to test the recipes to see if each one would result in a
working IED. Mostly crucially, there is no evidence showing that the groups who adopted IEDs,
did so via an Internet source. This last piece of missing data is the most important one, necessary
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to prove a causal relationship and also the most difficult one to find. Much of the data does not
exist on the open-Internet and might be buried behind password-protected sites, private
communication, and the dark Web.
There is a strong case to be made for a connection between shifted diffusion patterns and
Internet use. Diffusion patterns remained consistent over decades, despite rapidly changing
communications technology. Despite the advent of the newspaper, the radio, and the television,
innovations diffused in much the same way. In the first decade of the widespread use of the
Internet, innovation-diffusion patterns, at least in one case, have changed. This correlation is
certainly suggestive and worth exploring further.
In the next section, the role of NSAGs on the Internet will be discussed. In addition, this
study will discuss evidence of online instructional material for IEDs to show that the correlation
between Internet usage and changed diffusion patterns is strong and that there certainly is
material online available for those who want to adopt IED technology. Once again, the two
conclusions cannot be connected via causation, but perhaps this will be an inspiration for future
scholars with access to the right data to connect the two.

DIFFUSION OVER THE INTERNET
Introduction
On April 15, 2013, two explosions ripped through the gathering watching the Boston
Marathon, assaulting one of the city’s greatest annual events. The explosions occurred just
twelve seconds apart in dense, unprotected crowds. Even with world-class emergency response
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and medical care, five people were killed and 267 injured in the bombing and subsequent
manhunt.352
The twin blasts were caused by improvised explosive devices. The IEDs were not unique
designs, resembling many used in South Asia and the Middle East. The bombs were contained in
standard pressure cookers, packed with ball bearings and nails to produce shrapnel. Each bomb
had eight pounds of black powder, extracted from store-bought fireworks, which served as the
main explosive charge.353 The detonator was a Christmas-tree light bulb, shattered, so that the
filament could detonate the black powder. The device was initiated by a remote-control, toy-car
firing switch: the car’s receiver was attached to the Christmas tree light, and the transmitter
would have been held by the bombers. The power source was likely just the battery that was built
into the toy car.354
These devices were very similar to those described in the 2010 inaugural issue of Inspire,
the jihadi magazine produced by al-Qaeda in the Arabian Peninsula.355 USB flash drives, iPods,
and computers that belonged to the bombers included content from Inspire magazine; and the
bombs themselves were strikingly similar to those described in the periodical.356
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The damage—physical, emotional, financial, and otherwise—caused by the BostonMarathon bombing was enormous. How could two young men with no formal military training
cause this level of destruction? The Tsarnaev brothers did not have to travel to Afghanistan,
Lebanon, or Chechnya to learn how to build bombs, as would-be suicide bombers in the 1990s
had to do. They simply downloaded instructional material off the Internet. The Internet
facilitated a diffusion of military innovation with disregard for geography and social networks. In
the Iraq IED case, this would be described as a jump across social and geographic proximity.
In the preceding chapters, the diffusion of suicide bombing was analyzed to show what
pre-Internet innovation-diffusion patterns looked like. Innovation diffused through social
networks, transferring between homphils. Innovations did not diffuse in a free market of ideas,
whereby the most effective innovation diffused the farthest. Instead, communication channels
and the quality and size of the networks in which innovations existed inhibited or facilitated their
spread.
The spread of IEDs, a device that diffused in the Internet age, looked different. Some
IEDs spread in a new pattern, jumping across social networks and geography, suggesting
modified communication channels. The Tsarnaev case suggests that innovation can be learned
over the Internet. And if the Tsarnaev brothers, two men with no military training or technical
background, could learn how to build a remotely detonated bomb, certainly full-fledged nonstate armed groups could adopt IED innovations from Internet material.
This section will delineate the history of non-state armed groups on the Internet. This
includes a discussion of how NSAGs have used Internet communication. The second part of the
section will present a sampling of instructions for IED construction available online.
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Non-state Armed Groups and the Internet
“Oh mujahid brother, in order to join the great training camps you don't have to travel to other
lands…Alone, in your home or with a group of your brothers, you too can begin to execute the
training program.” –unnamed Al-Qaeda member357

The Internet is a new type of communication: a many-to-many channel. It has the broad
reach of mass communication channels, but the interactive nature of interpersonal
communication channels. This unique characteristic of Internet communication has affected
many sectors in many ways, and non-state armed groups are no exception.
The many-to-many structure of Internet communication is ideal for non-state armed
groups. Internet communication is decentralized, it cannot be controlled, anyone can access it to
create or consume media, and dangerous material cannot be censored.358 On the Internet,
individuals and groups are both consumers and producers.359
Before the advent of the Internet, states had a monopoly over mass media so that nonstate armed groups could not reach large audiences in the same way states could. This monopoly
over mass media has been challenged by Internet communication.360 Non-state armed groups can
directly communicate with audiences of their choosing through online portals. Terrorist groups
can recruit potential fighters, show videos of operations to potentials financiers, and spread their
ideology.
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Among non-state armed groups, terrorist groups have been some of the earliest adopters
of Internet communication and have paved the way for other types of non-state armed groups to
use the Internet. The U.S. response to the September 2001 attacks drove the development of
online terrorist training. Before 2001, it was relatively easy for terrorists to go to Afghanistan
and attend Al-Qaeda training camps. After the U.S. invasion of Afghanistan and the increased
U.S. interest in counter-terrorism, attending terrorist camps in-person was no longer viable for
most.361 In response, “al Qaeda has become the first guerrilla movement in history to migrate
from physical space to cyberspace.”362 Al-Qaeda used the Internet for many of its activities, but
most relevant for this study, it began promulgating training materials online, including
explosives training.363
The attacks were a catalyst that drove much of its activity online, but terrorist groups had
been using the Internet since 1991. Aaron Zelin created a four-phase history of the online activity
of terrorist groups that provides a useful framework for understanding how non-state armed
groups have used the Internet.364 Phase 1 represents the pre-Internet distribution of terrorist
media, including videotapes of lectures and battles, printed magazines and pamphlets, and
sermon audiotapes.365 Zelin lists 1984 as the earliest date that this material was available, but it
was not cut from whole cloth. For instance, the audio recordings of the sermons of Ayatollah
Khomeini were passed around Iran in the years before the 1979 Iranian Revolution.
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Zelin describes Phase II, which occurred in the mid-1990s to early 2000s, as “top-down
websites.”366 These websites were centralized platforms that allowed terrorist groups to control
content and connect directly with their audience. Al-Qaeda’s first widely read website,
alneda.com, premiered in March 2001. The site consisted of picture galleries from the Afghan
War, the first video of the attack on the USS Cole, and justifications of violent jihad.367
Phase III, which took place in the mid-2000s, saw a shift to interactive forums.368 In
2002, a pornographer famously hacked the alneda.com website, forcing it to shift servers.
Jihadist groups realized that fixed websites were too vulnerable to hacking, so they started
posting on interactive sites, such as forums.369 Often these forums had no direct connection to the
jihadi groups themselves but served as conduits for information from terrorist groups. The key
difference, however, was the interactive nature of forums. Users could post their own material
and voice their own opinions. Militants from around the world could also meet and exchange
ideas on the forums. While site owners maintained the ability to ban users and delete posts,
interactive sites allowed for a more rapid promulgation of new ideas and media.370
Phase IV is dominated by social media, a further shift away from centralized control of
media. In this phase, individuals can post their own content, including videos and pictures from
conflict zones.371 Recruits and supporters, as well as journalists and academics, can connect with
jihadists. Jihadists can also spread their ideology directly to Western audiences without the filter
of traditional mass-media organizations. This last characteristic is true of all non-password
protected online jihadi media presences, but is most extreme in social media. Examples of social
366
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media include blogs, microblogs (Twitter), video sharing sites (YouTube), and social networking
services (facebook).
Zelin’s four phases of online activity can be applied beyond jihadi communities to nonstate armed groups. Terrorists, in particular, pioneered the use of Internet communication; but
because of their success, other groups followed. Overall, the four phases show a continued shift
away from mass media to individual control of media. The second phase did not fully take
advantage of the new Internet medium; rather, it just used Internet communication to spread
copied material. Just as hard-copy magazines and VHS tapes were passed around in Phase I, the
Phase II Internet served the same purpose, but with broader reach.
In Phase III, jihadis began to appreciate the novel nature of Internet communication. The
interactive nature of the Internet facilitated the creation of new relationships between users and
allowed for more robust training. The large audience was beyond what non-state armed groups
could reach with traditional mass-media channels.
Aside from using the Internet to post instructions and online materials for training and
knowledge diffusion, there are a number of other ways that NSAGs use the Internet, such as
research, networking, fundraising, recruitment, and planning and coordination.372
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Technology Information Available Online
“If you want to conduct an attack, you will find what you need on the Internet.”373

During the Iraq War, non-state armed groups used the Internet in variety of ways,
including sharing technical training and instructional material on how to build improvised
explosive devices.374 Forums included text, audio, and video instruction as well as interactive
features allowing students to communicate with experts. In this section, a sampling of bombbuilding instructional material represents what was available during the Iraq War.
Before presenting the material, the author offers a few caveats. First, the evidence
presented is just a sampling of jihadi material that was available online. Much material is likely
hidden behind password-protected websites or not available through traditional search engines.
Much of the illicit activity is on the dark Web.375 Additional material is likely transferred directly
via private messages on forums or through email. This material lies beyond the grasp of most
academic work.376 Second, while it would have been preferable to use classified data for this
section, that was not possible. Last, the author does not have the technical skills to verify that any
of the technical instruction is accurate enough to allow someone to learn how to build a bomb.
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During the Iraq War, if an actor wanted to learn how to build an IED, there were two
types of website that could be referenced. The first type was jihadist sites that hosted videos of
attacks on U.S. and Iraqi forces. From these videos, one could potentially learn techniques and
fire-switch types, especially if devices were shown. The second type was instructional material,
such as manuals, forums, classes, and videos, on how to manufacture improvised bombs.
The first videos of attacks on U.S. forces in Iraq started appearing in late 2003, not long
after the attacks themselves. One website on which they were posted was the website of al-Jam’a
al-Salafiya al-Mujahida, a Sunni insurgent group that, on the site, took credit for attacks against
U.S. forces and also posted attack videos.377 Ansar al-Sunna, a larger insurgent group, officially
announced its creation online in September 2003.378 The group created an official website in
2004, on which it posted videos of attacks. It also famously posted the video of the beheading of
Nicholas Berg, an American captive.379
In addition to the insurgent attack videos, there was also much online bomb-making
instructional material. In one of the earliest examples, Hamas held an online course which
consisted of fourteen lessons in bomb making in 2002. The lessons included instructions on how
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to make a suicide belt and how to manufacture RDX, a plastic explosive. The course was
interactive and the students could direct questions to bomb experts.380
The Encyclopedia of Jihad was created by the Arab Afghan war veterans in the aftermath
of the Afghan-Soviet War. They were hoping to capture what they had learned in the war for use
in future jihads. Hard copy versions of the manuals were used in Afghanistan in Al-Qaeda’s
training camps; by 2003, the entire work had been posted online by a Palestinian-American
named Khalil Said al-Deek.381 The original version included bomb-building instructions and
updates included new bomb building topics.382
A theme in early bomb-making videos was the use of recycled videos from other groups.
For example, in December 2004, Sunni extremists posted a twenty-six- minute video on how to
build a suicide vest. The content included instructions for vest construction, explosive mixing,
detonator placement, and even where to stand on a bus to achieve maximum effect. The video
also showed how to test the device on dummies. The video had originally been produced by
Hezbollah and was not intended for the Internet. The Sunni jihadists posted the materials
specifically to “’help the brothers’” in the Iraqi cities of Fallujah, Ramadi, and Mosul avenge the
alleged humiliation of Iraqi women at Abu Ghraib prison.” 383 This is an example of an
innovation being directly diffused to groups in Iraq.
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One early example of online instructions for building a cellphone firing switch appeared
on a jihadi website in 2005. Titled “Military Use of Electronics Prepared by Your Brother in
Allah,” the manual showed how to build both a cellphone firing switch and a timer firing switch.
It claimed to explain how to wire a cellphone switch to hit a moving target—a more complex
setup. The instructions contained text, wiring diagrams, and color photos. The Washington Post
reporter who viewed the manual described the materials as “comparable in sophistication to an
introductory college electrical engineering class.”384
There are many examples of interactive online bomb making material. In an exchange
recorded in 2003, a user named Abu Jendal posted a query on the Izz ad-Din al-Qassam Brigades
website regarding how to turn 1 kilogram of acetone peroxide into explosive material. Just one
hour later, Abu Hadafa responded, providing detailed instructions to convert acetone peroxide
into triacetone triperoxide, a powerful explosive. Abu Hadafa even included some unsolicited
information on use of detonators.385
In April 2011, Adnan Shukri started an interactive bomb-making course titled “I am a
beginner in the science of explosives and poisons, from where should I start? Special course for
the beginner mujahid.”386 Shukri claimed to be an intermediary for a bomb expert and taught the
course on his behalf. He interacted with the students openly and through private messages. The
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course included ten lessons and by the time the thread was closed in November 2011, the course
had 19,198 views.387
Not all postings include instructions to build an entire IED; many focus on one
component. For example, a February 2006 posting on an Al-Qaeda-affiliated forum presented a
detailed guide on making a cellphone firing switch.388 Another example is an August 2005
posting on a password-protected forum affiliated with Al-Qaeda that described how to turn
acetone peroxide into triacetone triperoxide.389
Another popular genre is the compilation document, generally a collection of
instructional material. For example, in November 2008, the al-Nusra Media Battalion posted
“The Encyclopedia of Weapons and Explosives, Part I.” The posting included a diverse set of
IED training materials, including content on explosives, detonators, and firing switches.390
There are many examples, available as early as 2002, of online material that teaches users
how to build IEDs. The above examples are just a sample of what is available publically;
certainly much more material is buried in the dark Web, in private correspondence, or passwordprotected mediums. Despite the preponderance of bomb-building literature available online,
there are some who believe that the material is not of high enough quality to properly diffuse the
technology. Stenersen argues that online material is a good place for a beginner to learn the
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basics of bomb building, but that the material is not robust enough to learn the details necessary
to build an effective weapon.391
Michael Kenney also argues that the quality of training material available online is
low.392 He believes that the Internet can transfer techne knowledge well but cannot transfer metis
knowledge. Techne is analogous to explicit knowledge which is easily transferred via books or
manuals.393 Metis is somewhat like tacit knowledge in that it generally requires interpersonal
communication to transfer, but metis is different in that it also requires hands-on experience to
adopt it. Kenney argues that an insurgent needs to practice building and setting off bombs to
acquire the metis necessary to adopt IED technology.394 Metis is also inherently local; that is,
what works in one place might not work in another. For example, an explosive recipe might be
universal, but two different cities might have different material availability.395
Kenney and Stenersen both make compelling arguments, and it is important to note that
not all online NSAG training material is of the same quality. However, there is strong evidence
that they are wrong. Both the Tsarnaev brothers and Anders Breivik, admitted novices with no
military or engineering training, were able to build effective improvised explosive devices based
on online recipes.396 Admittedly, for every Breivik and Tsarnaev, there are many others who
cannot figure it out.397 However, this study is not focused on whether novice individuals can
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learn to make bombs. The focus of this study is NSAGs, in particular the insurgent groups in
Iraq. These groups had much greater technical and financial capacity than any individual.
Perhaps more importantly, insurgent groups in Iraq were made up of hardened fighters, many of
which had experience in Saddam’s security forces or quickly gained fighting skills in the
insurgency. They could understand and digest IED technical information online much more
readily than an amateur. And once they decided to adopt a new IED technology, they could learn
the technology through trial, error, and practice, fully absorbing the metis knowledge that
Kenney describes. Certainly the warzone in Iraq provided no shortage of materials, targets, and
space to refine IED building skills.
Last, there is a relative capacity difference between insurgent groups and lone terrorists.
Insurgent groups require less information than the latter to adopt a new IED innovation. It might
be the case that for simple technology, seeing videos of new IED technology in use, combined
with written information on the type of firing switch, could be enough information to adopt the
innovation.
This section presented evidence of the type of bomb-making material available online
during the Iraq War. During this period, innovation-diffusion patterns shifted, which suggests a
correlation between the shift in innovation-diffusion patterns and the widespread availability of
bomb-making material online. While this study cannot establish causation between the two, the
correlation is worth noting, given the changes to longstanding innovation-diffusion patterns that
occurred in the Iraq War.
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Future Studies
As with any research project, the analytic process produces almost as many new
questions as it answers. This study is no exception. This section discusses some possible future
studies that would build upon this one.
The Iraq War was not fought in isolation, but shared the spotlight, resources, and many
strategic and tactical similarities with the War in Afghanistan. The two wars also shared the same
primary threat: IEDs. A study of the diffusion of IEDs in Afghanistan would be an excellent
comparison to the Iraq case study. For this project, the Iraq case was selected because of the
larger diversity of IED innovations in Iraq. Insurgents in Afghanistan stuck with a handful of
basic or less complex IED designs and did not innovate nearly as much as Iraqi insurgents did.
Nevertheless, a study of the IED diffusion in the Afghan War would be valuable as a point of
comparison. Additionally, there is evidence that IED innovations flowed between the two
conflicts, mostly from Iraq to Afghanistan. A regional study of the diffusion of IEDs would also
be valuable.
To follow up, the most important case would be an investigation of the global diffusion
of IEDs. A global case would capture the total diffusion pattern of IEDs in a way that a statelimited case cannot. A global case would better capture the scale of the geographic and social
jumps that IEDs made in diffusing.
There are two alternate hypotheses that could be addressed by a global case study, which
cannot be answered by a case limited to the geography of one state. The first posits that access to
existing homphilous groups has expanded in the Internet era. Geographic proximity is both a trait
and a limit. Geography limits the number of other actors with whom an actor can interact. Actors
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have interactive communication most often with homophils that are within close geographic
proximity.

The hybrid corn-seed example is an appropriate parallel: a farmer in Iowa in the early
1940s would have access to his neighbors, relatives, members of the same church, and friends
within driving distance. There were certainly other people in Iowa and nearby states who were
socially proximate—small town, middle-American corn farmers—but not geographically
proximate. Geography limits the farmer to interacting only with a portion of his potential social
network. There are other homophils out there, but they are not close enough for the farmer to
communicate with.

243

It could be that Internet communication has not eliminated the homphilous interaction
requirement but merely expanded actors’ access to their homphil networks. This would
effectively accelerate diffusion. To address this alternate hypothesis, one must access a dataset of
global IED strikes to determine if IED technology was diffusing within socially proximate
groups, but jumping around geographically. In a global study, one would be able to see if
technology was diffusing between, for example, Salafi jihadist groups in Malaysia and Algeria.
An alternate hypothesis posits that homophilous identity groups have been broadened in
the Internet era. Online social networks give actors a sense of community with others whom they
would previously not consider part of their homophil group. For example, a member of a Shia
Islamist insurgent group might only interact with members of other Shia insurgent groups via inperson meetings. In online communication, this member might interact with a Sunni insurgent—
a close heterophil that would not previously have been considered a homophil.
The Internet both facilitates communication and fosters a sense of familiarity that allows
actors to bridge differences. The homophil-to-homophil requirement would still exist, but the
Internet would expand the definition of the social groups that each actor considers homophilous.
Figure 4.3 shows how the expanded definition of each homophil group creates larger areas of
overlap between groups. In this alternate hypothesis, each diffusion step only occurs within
homophil networks, but the expanded size of each group creates a larger overlapping zone,
allowing for faster diffusion between groups.
This second hypothesis, likewise, is impossible to study in the context of the Iraq case
study. Examining whether actors broadened how they define their homophilous network requires
a global IED dataset to see the total scope of diffusion.
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In both of these instances, the hypotheses could not be answered because of the scope of
the study. Both hypotheses would address the IED diffusions in Iraq that were socially
proximate, but geographically non-proximate. In the Iraq case, these were coded as traditional
diffusion patterns; perhaps at a global scale, more can be intuited. The Iraq case study allowed a
close-up look at innovation diffusion because of the smaller scope and the high quality of data
available. Future scholars need to access or create a dataset of the global diffusion of IEDs, or
find another NSAG military innovation that has diffused globally.
Both alternate hypotheses are important theories as to how non-state-armed-group
military innovation diffuses in the Internet era, regardless of whether the hypotheses could be
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addressed in this study. This study was able to address the larger hypotheses concerning whether
innovation-diffusion patterns have changed in the Internet era. Hopefully, future studies will
address the alternate hypotheses to increase our understanding of how innovation diffusion has
changed.
Another future study may well be a case that has begun unfolding in the last few years:
the diffusion of improvised military innovation among state actors. State militaries have adopted
barrel bombs, improvised gravity bombs dropped from aircraft.398 These devices, perhaps, stem
from an appreciation of the cost efficiency of improvised devices, demonstrated during the wars
in Iraq and Afghanistan, as much as they do from the constrained resources of the states that
have adopted them.
The last follow-up to this study would take the diffusion patterns identified in this study
and more directly connect them to Internet communication. It is likely that the U.S. government
intelligence community has records of what material various NSAGs have downloaded, viewed,
and, crucially, what other groups they have privately connected with online. Access to these data
would allow future researchers to see whether NSAGs adopted IEDs via Internet
communication, connecting Internet technology directly to the new diffusion patterns identified
in this study. Additionally, one could see whether there was any variation in diffusion patterns
based on what type of Internet communication was used: text, audio, or video.
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For a summary on barrel bomb use in Syria see: Matthew Bell, “What Are ‘Barrel Bombs’ and Why Is
the Syrian Military Using Them?,” Public Radio International, February 4, 2014,
http://www.pri.org/stories/2014-02-04/what-are-barrel-bombs-and-why-syrian-military-using-them. For
an early description, along with videos of attacks, see: Eliot Higgins, “Brown Moses Blog: The Mystery
Of The Syrian Barrel Bombs,” Brown Moses Blog, August 30, 2012, http://brownmoses.blogspot.com/2012/08/the-mystery-of-syrian-barrel-bombs.html.
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Concluding Thoughts
The findings of this study were surprising. After setting up the research design, the author
expected that one hypothesis would be proven correct and the other, incorrect. Given the changes
that Internet communications have wrought on the world, the second hypothesis seemed a likely
outcome. Everything in the Internet era seems to have changed somehow, so why would
innovation diffusion be any different?
As it turns out, that assumption was only partially correct. In cases of complex
technology, innovation-diffusion patterns have remained the same. Innovations still diffuse
through homophils. Actors adopt technology from other similar actors in their social networks as
they always have done. In cases of simple technology, the homophil-to-homophil transfer
requirement no longer holds. In the Internet era, IEDs diffused across social networks,
establishing a new diffusion pattern.
From an academic perspective this finding is encouraging. The new pattern flies in the
face of innovation-diffusion literature. The literature states that innovations diffuse through
homophils because of two mechanisms. First, interpersonal communication is required to
transfer tacit information, without which a potential adopter cannot adopt an innovation; and
interpersonal communication mostly happens between homophils. Second, there is always a risk
involved in adopting a new technology, such as the cost of new hardware, the opportunity cost of
adopting another technology, and the risk that the new innovation will not work. Emulating
homophils who have successfully adopted an innovation reduces that risk.
In the case of simple IEDs in Iraq, this longstanding pattern no longer holds. IEDs
diffused between heterophils, establishing a new pattern of innovation diffusion. If this finding
holds beyond this case study, it would mean that the adoption prospects of a given innovation are
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less dependent on the social network in which they exist and more dependent on the attributes of
the innovation itself. Innovation diffusion would be a free market where the best innovations
diffuse, rather than the ones that happen to have access to the best diffusion pathways.
If the findings of this study stand up to scrutiny in other sectors, there are strong
implications for distance learning and innovation adoption. For example, instead of waiting for
innovation to diffuse through local homophilous actors, technology can be pushed more directly
from actors who have the innovation to potential end-users. Best practices can be adopted
globally instead of relying on technology that exists locally. This could be revolutionary for
fields such as agriculture, hygiene, rural healthcare, and education.
In the realm of national security, this study has a more direct impact. Non-state armed
groups continue to be a major threat to the United States, its allies, and its interests. The
enhanced understanding of how military innovation diffuses among non-state armed groups
provided by this study is an important step toward mitigating these threats. On a tactical level,
the findings can help analysts understand how future innovations might spread. Complex
innovations will continue to spread through social networks whereas simple innovation will
spread farther and faster between diverse actors. From a strategic perspective, this study
contributes to the understanding of how non-state armed groups innovate and re-innovate. The
Iraq case highlights that non-state armed groups innovate largely in response to state
intervention. Insurgents adopted RCIEDs; and when U.S. forces employed jamming devices,
insurgents innovated and switched to victim-operated devices. Understanding these cycles and
the reasons insurgents adopt innovations will better position policy makers to decide which
interventions to employ.
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